Ubuntu

Add Private key to Ubuntu server
Generate key with putty key generator
B2 PuTTY Key Generatar ?

File Key Conversiocns Help

Key
Mo key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load
Save the generated key Save public key Save private ke

Farameters

Type of key ta generate: . . a
O Rsa () DSA () ECDSA () EdDSA () 55H-1(RSA)

Mumber of bits in a generated key: 2043
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Ubuntu

-

F PuTTY Key Generator

File Key Conversions

Key

Flease generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

FParameters

Type of key to generate:

RSA

Mumber of bits in a generated key:

ECDSA

Save the private key

Pagina 2/ 10

© 2026 diode <info@ictweetjes.nl> | 31-08-2026 10:12

URL: https://www.ictweetjes.nl/fag/content/Ocat=20/190/nl/add-private-key-to-ubuntu-server.html


https://www.ictweetjes.nl/faq/content/0cat=20/190/nl/add-private-key-to-ubuntu-server.html

-
E PuTTY Key Generator
File Key Conwversions

Key

Help

Ubuntu

Public key for pasting into Open55H authorized _keys file:

gshsa AAAABINzaC ye ZEAAAADACDABAAABAGCEU

+REAWKIdYMURDPCoH4y Ac/ TEot KMc 26HW Gy Bzp S37F TGq 10aCu S Xp 2 Xg VA 10 3T Z6ched3UA
+2zhCilka KW LT AQGass luoiGerH By NeBHEHGzGjo G 1 U Xow S.)d 5 3G 7BxjBod+cgHhE L BcHuR Dgnse L4
+RxeAcOBhGLnShRH1RWYLP4Xzz X0sMIH A YwWyAjcaz LdeyYFD
+ThX¥aPHPrE)6ou75h TPNmE+3Cddeb AgliyaR 1phVC R 740bp G Lulbgm 1MSpgZHkg TIIMMp/4BBOISS Lk Lipg S

Key fingerprint:

gshrsa 2048 SHAZ56:28i ToajmF Al 320G 1iCdg 1e KGaWe8BG6 1gPu3DW L

Key comment:

rea-ey-20240517

Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
O RsA () DSA

Mumber of bits in @ generated key:

b

() ECDSA

Save public key

() EdDSA

Generate

Load

Save private key

() 55H-1 (RSA)
2043

| .

Saving with or whitout Key passphrase

-

5’ PuTTY Key Generator
File Key Conversions Help
Key

Public key for pasting into OpenSSH authorized_keys file:
sshrsa AAAABINzaC lyc ZEAAAAD ACABAAABAGCBU

+B5AWKIAVMURDPCeHéy A/ TEot KMc 26HW Gy Szp S97F TGq 10aCuSZ¥p 2b Xa VA 103 TZ6cfvd BUA
+CzhQkakWUTQGassluciCerH 8yJMNe BHEHQzQjoGIUXew SJd S 3G 7ExjBod+cgHh ELt BcHuR Dgnse L4

+ReAcORhGLAShRH1RWTLPAXzz X0sMIH Fyu Yw Wy AicgzLd6y YFD

+ThXaPSPrEJ6ou75h TPNm5+5C44ebAgLyaR 1phVCR 740bpGlLudbam 1MSpaZHkg TJIMMp /4BBDISS L Uipg S

Key fingemrint:

sshosa 2048 SHA256:28i ToojmF/xul3x0Q 1rCdg 1ekKGziWeBBGE 1gPudDwW U

Key comment: rsatey-20240517

Key passphrase:

Confim passphrase:

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
ORs5A () DSA

Mumber of bits in a generated key:

(O ECDSA

Save public key

(O EdDSA

Generate

Load

Save privatel)zg

() 55H-1 (RSA)
2048
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Are you sure you want to save this key
N without a passphrase to protect it?
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Ubuntu
Maam

= private.ppk

— privatekey. bt

copy the public key from the screen

—
B PuTTY Key Generator ? x

File Key Conversions Help

_m
Public key for pasting into Open55H authorzed _keys file:

gt AWK SdVMUROPCoHdy Ac/TEot KMc 26HW Ay Szp S97F TG 10aCuSZXp 2b Xg VA 10 3T 6chvd BUA
CzhQkakWUT/QGassuoilerH By NeBHEHGz3joG 1 U ew 5Jd 5 3G 7BxjBod+cgHh EL BcHuR Dgnse Li4;
FxeAcORhGLNBHRH1RW 7 LP4Xzz X Qs MIH Avu YwWyAjcoz LdGyYFD
Th¥aP5PrEJGou7Bh TP NmB+3C4debAgLyvaR 1phVC R 740bp 3 Ludbgm 1M SpgfHk
0P Lxh Z¥r7QJn SABAMy KMmZ4n | P B0 A Ank Oz Bvwa S fuf reakey-20240517

Key fingerprint: ssh+sa 2048 SHAZ56 28 7oojmF/xul3x0G 1rCdg 1eKGziWe 8BGE 1gPuSDWU

Key comment: rsa-+ey-20240517

Key passphraze:

Confirm passphrase:

Actions

Generate a public/private key pair (Zenerate
Load an existing private key file Load

Save the generated key Save public key Save private key

} Farameters

Type of key to generate:
O RsA {_JDSA () ECDSA () EdDSA () S5H-1 (RSA)

Mumber of bits in a generated key: 20438

b i

v
E  ~publickey.ixt - Kladblok

Bestand Bewerken Weergeven

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCBU+

8t52tWKIdVMUhBPCcHAY71c/TEotKMc 26HWQy9zpS97FTGql0aCu9ZXp2bXgVA/j1Q3TZ6c FvdBUA+CzhQkaKWUT /QGas s IuoiQcrH8y INeBHEHQzQ oGIUXcwS 1dS3G7BxjBod
+cgHhEUt18cHuRDgnseU4j+RxeAcBRhGLNShRHIRWI LPAXzzXQsMIH7yuYwhlyAjcgzLdeyYFD+ThXaP5fPrEJ6ou75hTPNmS+
9C44ebAgUyaR1phVCR740bpQLulbgmlMSpqZHkgTIIMMp /4BBD15SLkUipqS88PLxhZXr7QIhSAS/ 1My KMmZAnIPE8tQZtAnkOsBviwsSAXT rsa-key-20248517
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Ubuntu

Maam
= private.ppk
privatekey. bt

publickey.txt

Make sure there is a .ssh folder in the user/home directory
change to home directory user

cd .ssh

Is

edit the authorized_keys file and paste the public key and save the file
sudo vim authorized_keys

edit the /etc/ssh/sshd_config file
sudo vim /etc/ssh/sshd_config file

Remove the # from
PubkeyAuthentication yes
AuthorizedKeysFile .ssh/authorized keys .ssh/authorized keys2

#PasswordAuthentication yes
and change yes to no
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Ubuntu
service sshd restart
Add server to Putty

Start Putty and add the conection settings

- g
% PuTTY Configuration 7 x
Category:

= Sgassjnn Basic options for your PuTTY session
i TE"" L.Dglging Specify the destination you want to connect to
—J- Termina
" Keyboard Host Name (or IP address) Port
- Bell | 2
- Features Connection type:
= Window ©5SH (O Seral ()Other:  Telnet ~
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
[+ Selection
- Colours
=~ Connection Default Settings Load
. Data Uburtu(
P ubuntuz2 Save
roxy ubuntuZ? privateley
+- 55H
. Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways () Never ) Only on clean exit
About Help [ Open ] Cancel
|
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Ubuntu

% PuTTY Configuration [} >
Category:
=~ Sgassjnn Basic options for your PuTTY session
e |-_':'9|9i”g Specify the destination you want to connect to
?iml‘é::rbnard Host Name (or IP address) Port
- Bel user@172.16.10.29| 22
- Features Connection type:
= Window ©55H  (O)Sedal (O)Other  Telnet ~
- Appearance
- Behaviour Load, save or delete a stored session
Transl._atlnn Saved Sessions
[+ Selectian Uburtu01
- Colours
= Connection Default SEﬁinis Load
- Dt
P : ubuntuZZ Save
roxy ubuntuZ? privateley =
#- 55H
. Delete
- Seral
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways (I MNever € Only on clean exit
About Help [ Open ] Cancel
L o

Go to connection - SSH - Auth - Credentials and add the private ppk file with browse
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Ubuntu

B2 PuTTY Configuration ? b 4

Category:

- Keyboard o Credentials to authenticate with
- Bell . ]
- Features
= Window

- Appearance

- Behaviour
- Translation
[+~ Selection

:mrp Plugin to provide authentication responses
[=- Connection )

Plugin command to un

(LI}

Private key file for authentication:
CBackupKey'private ppk Browse. ..

Browse. ..

- Proy
= 55H
- Host keys

About Help Open Cancel
| % |

Select Session and save the configuration
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Ubuntu

B2 PuTTY Configuration ? b 4

Basic options for your PuTTY session

=uuirg Specify the destination you want to connect to
=) Teminal
ame (or I[P address) Port
- Keyboard
172.16.10.28 22
Bell
- Features Connection type:
& Window OssH (O Seial OOther:  Telnet v
- Appearance
E’Eha"-"jé Load, save or delete a stored session
Transll Saved Sessions
[+~ Selection UburtuD1
- Colours
=)~ Connection Default Settings
- Dat
P @ uburtuZ2 Cave
roey ubuntu2?2 privatekey
- 55H
. Delete
- Geral
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways (I Never ) Only on clean exit
About Help [ Open ] Cancel

Click on open to start the session with out password
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Ubuntu

EP dicde@ubuntull: ~

Bijgevoegde bestanden::

Unieke FAQ ID: #1189
Auteur:: diode
Laatst bijgewerkt:17-05-2024 12:34
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