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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This guide describes how to deploy and configure the Veeam Cloud Connect infrastructure and use cloud
repositories and cloud hosts to store data in the cloud. The document applies to version 12 of Veeam Backup &
Replication and all subsequent versions until it is replaced by a new document.

Intended Audience

This document is intended for Service Providers who want to use the Veeam Cloud Connect functionality to
provide Backup as a Service and/or Disaster Recovery as a Service to their customers, and Service Provider
customers who want to store their data in the cloud.

The document provides a general overview of the Veeam Cloud Connect functionality and should be regarded as
a supplement to existing technical documentation. The complete set of documentation for Veeam Backup &
Replication can be found at https://www.veeam.com/documentation-guides-datasheets.html.
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About Veeam Cloud Connect

Service providers (SP) can use Veeam Backup & Replication to offer cloud repository as a service and disaster
recovery as a service to their customers (tenants). Veeam Backup & Replication lets SPs set up the cloud
infrastructure so that tenants can send their data to the cloud and store it there in an easy and secure way.

Veeam Backup & Replication does not offer its own cloud for storing tenant data. Instead, it uses SP computing,
storage and network resources to configure Veeam Cloud Connect Backup and Veeam Cloud Connect
Replication infrastructure components:

e Cloud repositories — storage locations in the cloud that store backups of tenant machines. Cloud
repositories can be used as primary storage locations and secondary storage locations to meet the 3-2-1
backup best practice.

e Replication resources — dedicated computing, storage and network resources in the SP virtualization
environment. To set up replication resources, the SP configures hardware plans and subscribes tenants to
one or several hardware plans. For tenants, hardware plans appear as cloud hosts. Tenants can create VM
replicas on cloud hosts and fail over to VM replicas in the cloud in case of a disaster on the production site.

Tenants who want to store their data in the cloud can connect to the SP and write their backups to cloud
repositories and/or replicate their VMs to cloud hosts.
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Veeam Cloud Connect Infrastructure

To expose cloud resources to tenants, the SP must configure the Veeam Cloud Connect infrastructure.
NOTE

Consider the following:

e The SP must not share Veeam Backup & Replication components (backup server, backup proxies,
backup repositories, and so on) between the Veeam Cloud Connect infrastructure and regular Veeam
backup infrastructure used to protect the SP virtualization environment.

e If the SP has multiple backup servers deployed in the Veeam Cloud Connect infrastructure, they
must not share Veeam Backup & Replication components between these backup servers.

Veeam Cloud Connect Backup

To expose cloud repository resources to tenants, the SP must configure the Veeam Cloud Connect Backup
infrastructure. The Veeam Cloud Connect Backup infrastructure comprises the following components:

Components on the SP side

e SP Veeam backup server

e One or several cloud gateways

e One or several cloud repositories

e [Optional] One or several target WAN accelerators
Components on the tenant side

e Tenant Veeam backup server

e [Optional] Source WAN accelerator

Tenant Side SP Side

Cloud gateways

=
4
n.a’

Tenant 1
Veeam
backup server J]Ini

ES

-
Tenant 2 Source Target Cloud
Veeam WAN accelerator WAN accelerator repository

backup server
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Veeam Cloud Connect Replication

To expose cloud host resources to tenants, the SP must configure the Veeam Cloud Connect Replication
infrastructure. The Veeam Cloud Connect Replication infrastructure comprises the following components:

Components on the SP side

e SP Veeam backup server

One or several cloud gateways
e One or several hardware plans
e [Optional] One or several network extension appliances
e [Optional] Veeam Cloud Connect Portal
e [Optional] One or several target WAN accelerators
Components on the tenant side
e Tenant Veeam backup server
e One or several network extension appliances
e [Optional] Source WAN accelerator
NOTE

Depending on the replication scenario, the Veeam Cloud Connect Replication infrastructure may require
additional components. For example, the SP can use VMware Cloud Director resources instead of hardware
plans to provide replication resources to tenants, or offer the CDP functionality to tenants. To learn more,
see Continuous Data Protection (CDP) with Veeam Cloud Connect and VMware Cloud Director Support.

Tenant Side 5P Side ;lj
Ei
>

Veeam Cloud
Web browser ConnectPortal

Cloud gateways |

Tenant 1
backup server hY| I
nns _____________________________________ @

SP backup server

Tenant 1
cloud host

N R

l
]
i
l
Tenant 1 1
worcerot | no@s '
l
]
| i
[« — | ' |
1
=] Hardware 1 !
plan 1 : !
e 1]
Backup server ¥.E| Source WAN Target WAN :
l_N accelerator accelerator | m
--
I
]
Tenant2 |
doud host :
I 0 £ - -
SP virtualizati
Tenant 2 : wrhoas{za on
source host +  Production VMs + WM replicas m | __ __
* Network + Metwork
extension extension
appliance appliance [« —] Hardware
= plan 2
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SP Veeam Backup Server

The Veeam Cloud Connect infrastructure is organized around the Veeam backup server running on the SP side.
The SP Veeam backup server is a configuration and control center of the Veeam Cloud Connect infrastructure.
The SP uses the Veeam backup server to set up the Veeam Cloud Connect infrastructure and deliver Backup as a
Service and Disaster Recovery as a Service to tenants.

The SP Veeam backup server runs the Veeam Cloud Connect Service — a Microsoft Windows service that is
responsible for the following operations:

e Providing tenants with access to cloud repositories and cloud hosts
e Controlling transport services that work with tenant cloud repositories and cloud hosts
e Communicating with the Veeam Backup & Replication database

The Veeam Cloud Connect Service is deployed on every Veeam backup server. However, Veeam Backup &
Replication uses this service only for work with Veeam Cloud Connect infrastructure components.

IMPORTANT

The SP must not stop or disable other Veeam Backup & Replication services running on the SP backup
server.

For example, in case the SP does not use the Continuous Data Protection (CDP) functionality, the Veeam
CDP Coordinator Service must still run on the backup server.

Limitations for SP Veeam Backup Server

The SP Veeam backup server is intended to be used exclusively for configuring Veeam Cloud Connect
infrastructure and providing cloud resources to tenants. The SP cannot perform the following operations on the
SP Veeam backup server:

e Perform restore tasks, for example, to restore to the SP virtual environment VM data from tenant backups
stored in a cloud repository. To perform data restore tasks, the SP must deploy a separate backup server in
its backup infrastructure. The SP can use its existing Veeam Cloud Connect license on this backup server.

e Add itself as an SP in the Veeam Backup & Replication console, for example, to address specific scenarios
that were supported in previous versions of Veeam Backup & Replication. For such scenarios, the SP must
deploy a separate backup server in its backup infrastructure. The SP can use its existing Veeam Cloud
Connect license on this backup server.

e Run backup, backup copy or replication jobs, for example, to back up VMs in the SP virtual environment.
To create and run jobs, the SP must deploy a separate backup server (and other Veeam Backup &
Replication components) and also obtain a separate license key and install it on this backup server.

If the SP used such scenario with a previous version of Veeam Backup & Replication, they should follow
the SP Veeam backup server split procedure. To learn more, see this Veeam KB article.
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NOTE

Usage of the same Veeam backup server to provide Veeam Cloud Connect services and to run backup,
backup copy and replication jobs is supported only for Veeam Cloud Connect for the Enterprise. For more

information, see this Veeam webpage.
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Maintenance Mode

In some cases, the SP may need to perform service actions with the SP backup infrastructure, for example,
upgrade a server whose resources are consumed by tenant VM backups and replicas. Such operations may
require that the SP cloud resources become temporarily unavailable to tenants and tenant activities are
temporarily put on hold. To make the SP environment ready for maintenance, the SP can put its backup server

to the Maintenance mode.

SP Side
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backup server

The Maintenance mode functionality is supported in the following Veeam products:

e Veeam Backup & Replication
e Veeam Agent for Microsoft Windows
e Veeam Agent for Linux

e Veeam Agent for Mac
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The Maintenance mode functionality allows the SP to do the following:

1. Gracefully stop currently running tenant jobs targeted at a cloud repository of the SP. The following types
of jobs are supported:

o Veeam Backup & Replication jobs:
= VMware vSphere, VMware Cloud Director and Microsoft Hyper-V backup jobs
= Veeam Agent backup jobs configured in Veeam Backup & Replication
= VMware vSphere, VMware Cloud Director and Microsoft Hyper-V backup copy jobs
= Backup copy jobs for Veeam Agent backups created in the Veeam backup repository
o Veeam Agent backup jobs (configured on a Veeam Agent computer)

After the SP puts the SP backup server to the Maintenance mode, Veeam Backup & Replication checks the
status of tenant jobs targeted at the SP cloud infrastructure and does the following:

o If a Veeam Backup & Replication job is performing, Veeam Backup & Replication allows the currently
running task of the job to complete. All subsequent tasks in the job will fail. This helps make sure that
backed-up data pertaining to a certain VM or VM disk is successfully transferred to the cloud
repository before the SP starts service actions in the Veeam Cloud Connect infrastructure.

o If a Veeam Agent backup job is performing, Veeam Backup & Replication allows the job to complete.
This helps make sure that backed-up data of the Veeam Agent computer is successfully transferred to
the cloud repository.

2. Prevent tenant jobs from starting.

If a tenant starts a new job session at the time when the SP backup server is operating in the Maintenance
mode, the job will fail.

3. Notify tenants about maintenance in the cloud infrastructure.

In the statistics window of a tenant job that completes with the Failed status at the time when the SP
backup server is operating in the Maintenance mode, an error message will be displayed informing that
the SP backup server is under maintenance. By default, an error message contains the following
Maintenance mode notification: Service provider is currently undergoing scheduled maintenance. The SP
can choose to use the default notification or create a custom message. To learn more, see Customizing
Maintenance Mode Notification.

NOTE
Consider the following:

e When the SP backup server is operating in the Maintenance mode, the tenant can access backups
created in the cloud repository, for example, restore data from such backups. Thus, the SP should
not use the Maintenance mode functionality to cease tenant activities before moving tenant backups
to another cloud repository. The SP should disable a tenant prior to performing operations with
tenant backups.

e Toinform tenants about maintenance on the SP backup server, Veeam Backup & Replication uses
the Veeam Cloud Connect Service. As a result, Veeam Backup & Replication does not display the
Maintenance mode notification at the time when the Veeam Cloud Connect Service is not running on
the SP backup server or when the SP backup server is shut down.
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The Maintenance mode does not affect other data protection and recovery tasks available in Veeam Backup &
Replication and Veeam Agents.

e InVeeam Backup & Replication, a tenant can successfully perform the following tasks targeted at the SP
cloud resources at the time when the SP backup server is operating in the Maintenance mode:

o Run areplication job targeted at a cloud host provided by the SP.
o Run a CDP policy targeted at a cloud host provided by the SP.

o Perform any data restore task with a backup created in a cloud repository provided by the SP (for
example, entire VM, VM files, VM disks or file-level restore, and so on).

o Perform any task with a VM replica on a cloud host provided by the SP (for example, partial or full-site
failover, failback to production, and so on).

e In Veeam Agent for Microsoft Windows and Veeam Agent for Linux, a tenant can successfully restore data
from backups in the SP cloud repository at the time when the SP backup server is operating in the
Maintenance mode.
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Tenant Veeam Backup Server

To work with Veeam Cloud Connect backup and replication resources, the tenant must deploy the Veeam
backup server on the tenant side.

The Veeam backup server on tenant's side is a client machine. The tenant who plans to store VM data in the
cloud must connect to the SP using Veeam Backup & Replication. When the tenant connects to the SP, cloud
repository and cloud replication resources configured on the SP side become visible in the tenant backup
infrastructure. The tenant can create necessary jobs, target them at the cloud repository and/or cloud host and
run these jobs to protect tenant VMs.

All data protection and disaster recovery tasks targeted at the cloud repository are performed by tenants
themselves. The SP only sets up the Veeam Cloud Connect infrastructure and exposes storage resources on the
cloud repository to tenants.

Some disaster recovery tasks with cloud host can be performed not only by tenants but also by the SP. To learn
more, see SP and Tenant Roles.
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Cloud Gateway

The Veeam Cloud Connect infrastructure configured at the SP side is hidden from tenants. Tenants know only
about cloud repositories and/or cloud hosts and can work with them as with locally deployed backup
repositories and target hosts. Veeam backup servers on tenants' side do not communicate with cloud
repositories and cloud hosts directly. Data communication and transfer in the cloud is carried out through cloud
gateways.

The cloud gateway is a network appliance that resides on the SP side. The cloud gateway acts as communication
point in the cloud: it routes commands and traffic between the tenant Veeam backup server, SP Veeam backup
server and other Veeam Cloud Connect infrastructure components.

The cloud gateway is a Microsoft Windows server running the Cloud Gateway Service — a Microsoft Windows
service responsible for establishing a connection between parties in the Veeam Cloud Connect infrastructure.

To deploy a cloud gateway, the SP must assign the cloud gateway role to a necessary server in the SP backup
infrastructure. The SP can configure a dedicated cloud gateway or install this role on the SP Veeam backup
server. If traffic between the SP and tenants is significant, it is recommended that the SP deploys a dedicated
cloud gateway to reduce the workload on the SP Veeam backup server.

The server performing the role of a cloud gateway must meet the following requirements:
1. The cloud gateway can be a physical or virtual machine.

2. The cloud gateway must run Microsoft Windows OS.
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Cloud Gateway Deployment Scenarios

Depending on the size of the Veeam Cloud Connect infrastructure, the SP can deploy one or several cloud
gateways. Veeam Backup & Replication supports many-to-one, one-to-many and many-to-many deployment
scenarios:

In the many-to-one deployment scenario, the SP deploys one cloud gateway that works with several
tenants. Data flows for different tenants are securely fenced off on the cloud gateway, which eliminates
the risk of data interference and interception.

In the one-to-many and many-to-many scenarios, the SP deploys several cloud gateways that work with
one or several tenants. Several cloud gateways can be used for scalability purposes if the amount of traffic
going between the SP side and tenants' side is significant.

Veeam Backup & Replication supports automatic failover between cloud gateways configured in the
Veeam Cloud Connect infrastructure. When a tenant connects to the SP using a DNS name or IP address of
a cloud gateway, the Veeam backup server on the tenant side obtains a list of all configured cloud
gateways. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side fails
over to another cloud gateway from the list.

The SP can use regular cloud gateways or organize cloud gateways into cloud gateway pools to provide
dedicated cloud gateways to the tenant. To learn more, see Cloud Gateway Pool.

o Regular cloud gateways deployed in the Veeam Cloud Connect infrastructure are intended for use by
an unlimited number of tenants. Such cloud gateways are available to tenants to whom the SP does
not assign a cloud gateway pool. For a tenant with no cloud gateway pool assigned, communication
between the tenant Veeam backup server and the SP Veeam Cloud Connect infrastructure is carried
out through cloud gateways that are not added to any cloud gateway pool.

o Cloud gateways operating as a part of a cloud gateway pool are intended for use by specific tenants.
Such cloud gateways are available to tenants to whom the SP assigns the cloud gateway pool. For the
tenant with the cloud gateway pool assigned, communication between the tenant Veeam backup
server and the SP Veeam Cloud Connect infrastructure is carried out through cloud gateways added to
this cloud gateway pool.
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Cloud Gateway Pool

In large-scale Veeam Cloud Connect infrastructures with multiple cloud gateways, the SP may want to restrict
access to some of the cloud gateways or allocate a dedicated cloud gateway to a specific tenant. For example,
this may be required in the following situations:

e To comply with regulations requiring that traffic between the tenant backup server and the SP Veeam
Cloud Connect infrastructure components goes only through cloud gateways located in a specific region.

e To provide a tenant with a quicker communication channel to the SP Veeam Cloud Connect infrastructure
components.

For such scenarios, Veeam Backup & Replication offers the concept of a cloud gateway pool. The cloud gateway
pool is a logical entity that groups cloud gateways intended for use by a specific tenant. The SP can organize
cloud gateways deployed in the Veeam Cloud Connect infrastructure into cloud gateway pools and provide
separate cloud gateway pools to different tenants.

The SP can configure the desired number of cloud gateway pools in the Veeam Cloud Connect infrastructure.
Each cloud gateway pool can comprise one or more cloud gateways.

To let the tenant use the cloud gateway pool, the SP must assign the cloud gateway pool to the tenant in the
properties of the tenant account. The SP can assign a separate cloud gateway pool to each tenant, assign
multiple cloud gateway pools to a single tenant or assign the same cloud gateway pool to multiple tenants.

Tenants to whom the SP does not assign a cloud gateway pool can use only those cloud gateways that are not a
part of any cloud gateway pool.

Cloud gateways in a cloud gateway pool operate in the similar way as regular cloud gateways. As well as regular
cloud gateways, cloud gateways operating as a part of the pool support automatic failover. If the primary cloud
gateway is unavailable, Veeam Backup & Replication fails over to another cloud gateway in the same pool.
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By default, in case all cloud gateways in the cloud gateway pool are unavailable for some reason, the tenant
Veeam backup server cannot communicate with the Veeam Cloud Connect infrastructure components on the SP
side. However, the SP can allow a specific tenant to fail over to cloud gateways that are not a part of a cloud
gateway pool.
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Cloud Repository

The cloud repository is a storage location in the cloud where tenants can store their VM data. Tenants can utilize
the cloud repository as a target for backup and backup copy jobs and restore data from the cloud repository.

The cloud repository is a regular backup repository configured in the SP backup infrastructure. The SP can use
the following types of backup repository as a cloud repository:

e Microsoft Windows-based server

e Linux-based server (including hardened backup repository)

e Shared folder

e Deduplicating storage appliance: Dell Data Domain, ExaGrid and Quantum DXi

e Object storage: S3 compatible, Amazon S3, IBM Cloud, Microsoft Azure and Wasabi
To learn more, see Backup to Object Storage.

NOTE

Hardened (immutable) backup repository is not supported for tenants that run Veeam Backup &
Replication versions earlier than version 11.

e If storage quotas are allocated for such tenants on the cloud repository, the SP cannot enable
immutability in the backup repository settings.

e Backup repositories with enabled immutability are not displayed in the Edit Tenant wizard for such
tenants.

The SP can expose cloud repository resources to one or several tenants. For each tenant, the SP allocates some
storage space on the cloud repository. This storage space is consumed when the tenant runs data protection
tasks targeted at the cloud repository.

The amount of space allocated to the tenant on the cloud repository is limited by a storage quota. If tenants
must be able to use storage resources on the cloud repository for a limited period of time, the SP can also define
a lease period for every tenant.

Being a multi-tenant storage resource, the cloud repository still appears as a logically separate backup
repository to every tenant. Data in the cloud repository is segregated and isolated. Every tenant has its own
folder on the cloud repository where tenant VM data is stored. Tenants do not know about other tenants who
work with the cloud repository, and have no access to their data.

The tenant can have quotas on one or several cloud repositories configured by the SP. Several cloud repositories
for one SP do not make up a pool of storage resources; they are used as separate backup infrastructure
components. For example, if the tenant configures a backup job, the tenant can target it at only one cloud
repository. All restore points created by this backup job will be stored on this cloud repository and will not be
spread across several cloud repositories, even if the tenant has storage quotas on several cloud repositories.
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Support for Scale-Out Backup Repository

Along with a simple backup repository, the SP can use a scale-out backup repository as a cloud repository. In
this scenario, the SP can use the Capacity Tier functionality to offload tenant backups to a cloud-based object
storage. To learn more, see Support for Capacity Tier.

The SP can also use the archive tier functionality to keep backups of rarely accessed tenant data in an additional
tier of storage. To let tenants restore archived data, the SP must retrieve the data from the archive tier. To learn
more, see Retrieving Tenant Data from Archive Tier.

Tenant Side SP Side
Repository *  Microsoft Windows
types: v Linux I
+  Shared folder [ ]
»  Deduplicating storage —
appliance -
Cloud
repository

23 | Veeam Cloud Connect | Administrator Guide



Hardware Plan

The hardware plan is a set of resources that the SP allocates in their Veeam Cloud Connect infrastructure to set
up a target for tenant VM replicas. For a tenant, a hardware plan appears as a cloud host. A tenant can utilize a
cloud host as a regular target host to perform VM replication and failover tasks.

A hardware plan comprises the following resources in the SP virtualization infrastructure:

e CPU — limit of CPU that can be used by all replicated VMs of a tenant subscribed to a hardware plan
(amount of CPU on the tenant cloud host).

e Memory — limit of RAM that can be used by all replicated VMs of a tenant subscribed to a hardware plan
(by all tenant VMs on the cloud host).

e Storage — a quota on a datastore (for VMware hardware plans) or a volume (for Hyper-V hardware plans)
that a tenant can utilize for storing replicated VMs data.

e Network — specified number of networks to which tenant VM replicas can connect. When the SP
subscribes a tenant to a hardware plan, Veeam Backup & Replication creates the same number of network
adapters (vNICs) on the network extension appliance that is deployed on the SP side. To learn more, see
Network Extension Appliance.

The SP can configure hardware plans for VMware vSphere and Microsoft Hyper-V platforms. Replication
resources that will be provided to tenants through hardware plans can be allocated on standalone hosts and/or
clusters.

If the SP configures a hardware plan using resources allocated on a cluster, Veeam Backup & Replication
automatically distributes the workload between the components of the cluster:

e Selects a host on which to register a VM replica.
e Selects a datastore or volume on which to store VM replica files.

The SP can configure one or several hardware plans. For example, the SP may configure in advance multiple
hardware plans for different categories of customers or create custom hardware plans that match production
environment of particular tenants.

To let a tenant work with a cloud host based on the hardware plan, the SP must subscribe the tenant to this
hardware plan. The SP can subscribe one or several tenants to the same hardware plan. Each tenant subscribed
to the hardware plan can use the whole set of resources specified in the hardware plan. Tenants do not know
about other tenants who work with cloud hosts, and have no access to their data. As a result, the SP can expose
virtualization resources to several tenants and store tenants' data in the cloud in an isolated and segregated
way.
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The SP can subscribe a tenant to one or several hardware plans that utilize resources on the same SP host or
cluster or different hosts or clusters. When the SP subscribes a tenant to a hardware plan, the hardware plan
appears in the tenant Veeam Backup & Replication infrastructure as a cloud host.
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Cloud Hosts in SP Virtualization Environment

Replication resources allocated for tenant VM replicas appear in the SP virtualization environment differently
depending on the virtualization platform: VMware vSphere or Microsoft Hyper-V.

When the SP configures the first VMware hardware plan, Veeam Backup & Replication creates on the host
allocated for replication target a parent resource pool for Cloud Connect Replication resources. When the SP
subscribes a tenant to a hardware plan, Veeam Backup & Replication creates in this parent resource pool a
resource pool that represents a tenant's cloud host. On the datastore that the SP exposes as a storage for tenant
VM replicas, Veeam Backup & Replication creates for every tenant a folder in which VM replica files are stored.

For example, when the SP subscribes the tenant ABC Company to the hardware plan VMware Silver, the
resource pool VMware Silver ABCwill be created in the parent Cloud Connect Replication resource pool on the
SP's virtualization host where cloud replication resources are allocated. Tenant VM replicas will be created in the
ABC Company folder on the selected datastore.

For Microsoft Hyper-V hardware plans, a tenant's cloud host appears in the SP virtualization environment as a
dedicated folder on the storage where tenant VM replicas are created.
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Network Extension Appliance

To enable communication between production VMs on the tenant side, VM replicas on the cloud host, Veeam
Cloud Connect infrastructure components and external network nodes, Veeam Backup & Replication uses
network extension appliances. The network extension appliance is a Linux-based auxiliary VM created on
virtualization hosts where tenant VMs and their replicas reside.

For every tenant who plans to replicate VMs to the cloud host and use all built-in cloud networking and failover
capabilities (perform both full site failover and partial site failover), at least two network extension appliances
should be deployed — one on the SP side and the other on the tenant side.

e The network extension appliance on the SP side is deployed on the virtualization host in the SP
environment that acts as a replication target. The network extension appliance VM is assigned an IP
address from the SP production network and placed to the Cloud Connect Replication folder and resource
pool created on the ESXi host or a dedicated folder on the Hyper-V host.

e The network extension appliance on the tenant side is deployed on the source virtualization host where
production VMs reside. The network extension appliance VM is assigned an IP address from a tenant's
production network and placed to the selected folder and resource pool created on the ESXi host or a
selected folder on the Hyper-V host.

The SP specifies network settings for the provider-side network extension appliance when subscribing a tenant
to a hardware plan. To learn more, see Specify Network Extension Settings.

The tenant specifies network settings for the tenant-side network extension appliance when adding the SP or
rescanning resources available from the SP in the tenant Veeam backup console. To learn more, see Configure
Network Extension Appliances.

Veeam Backup & Replication automatically deploys and configures the network extension appliance VM using
the specified settings.

NOTE

The network extension appliance is an obligatory component if you want to use built-in cloud networking
and failover capabilities of Veeam Cloud Connect Replication. If the SP or tenant does not specify network
extension appliance settings, or if the network extension appliance fails during the failover process, the
tenant will not be able to fail over to a VM replica. To learn more about cloud failover, see Cloud Replica
Failover and Failback.
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Tenant Network Extension Appliance

Veeam Backup & Replication uses the network extension appliance on the tenant side to route requests between
production VMs on the source host and VM replicas on the cloud host after partial site failover.

The network extension appliance connects to a production network using a network adapter. On the tenant side,
a separate network extension appliance must be deployed for every production IP network. For example, if
there are 2 networks on the tenant production site, the tenant should configure 2 network extension appliances.
The network adapter of each network extension appliance on the tenant side gets an IP address from the
production network for which this appliance is configured.

The tenant-side network extension appliance is deployed on the tenant virtualization host when the tenant adds
the SP in the tenant Veeam backup console. At the Network Extension step of the Service Provider wizard,
Veeam Backup & Replication offers the tenant to deploy one network extension appliance with default settings.
To deploy the default appliance, Veeam Backup & Replication detects the production network, connects the
appliance to this network and tries to assign an IP address to the appliance using DHCP.

When adding the SP, the tenant can check and, if necessary, specify custom settings for the network extension
appliance instead of the default ones. For example, the tenant can assign a specific IP address to the appliance.
If there are multiple production IP networks on the tenant side, the tenant can instruct Veeam Backup &
Replication to deploy the required number of network extension appliances with required settings.
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If the tenant does not plan to perform partial site failover, they may omit the network extension appliance
deployment when adding the SP.
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SP Network Extension Appliance

For every tenant subscribed to a hardware plan, Veeam Backup & Replication deploys a dedicated network
extension appliance on the SP virtualization host that acts as a replication target. With the network extension
appliance, the SP does not need to reconfigure production network in their Veeam Cloud Connect infrastructure.
The SP network extension appliance acts as a gateway between the production network and tenant VM replica
networks.

Veeam Backup & Replication uses the network extension appliance on the SP side for the following purposes:

e Routing requests between VM replicas on the cloud host and production VMs on the source host after
partial site failover.

All traffic that comes from tenant VM networks to cloud hosts on the SP side is encapsulated in individual
VPN tunnels opened between a pair of network extension appliances.

e Separating traffic of the SP production network(s) and tenant VM networks (by connecting to different
VLANSs in the SP network infrastructure).

e Providing VM replicas with public IP addresses after full site failover.

e Routing requests between VM replicas on the cloud host and network hosts in the internet after full site
failover.

The network extension appliance connects to the SP production network and to virtual networks (VLANSs)
provided to a tenant through a hardware plan using vNIC adapters. Veeam Backup & Replication does not deploy
a separate network extension appliance on the SP side for every IP network in a hardware plan. Instead, it adds
to the appliance one vNIC adapter per each VLAN in all hardware plans to which the SP subscribes the tenant.

For example, the SP can configure on the same host one hardware plan with 2 networks and another hardware
plan with 3 networks. When the SP assigns both hardware plans to the same tenant, Veeam Backup &
Replication will add 6 vNIC adapters to the network extension appliance — 1 vNIC adapter for the SP production
network and 5 vNIC adapters for all networks (VLANSs) provided to a tenant through hardware plans configured
on the SP host.
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If the SP assigns to a tenant several hardware plans that utilize resources on different hosts, Veeam Backup &
Replication will deploy network extension appliances for this tenant on every host that acts as a replication

target.
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Network Extension Appliances Interaction

The SP and tenant network extension appliances use a set of networking technologies to automatically establish
and maintain a secure connection between a VM network on the tenant side and VM replica network on the SP
side. A pair of network extension appliances acts as gateways between the two networks, routing requests from
the tenant's production site to VM replicas on the cloud host and in the opposite direction.

When a tenant performs the partial site failover operation, a production VM and a failed-over VM replica on the
cloud host begin to communicate to each other using network extension appliances in the following way:

1. Veeam Backup & Replication powers on a VM replica on the cloud host.

2. Veeam Backup & Replication powers on a network extension appliance VM on the SP host where the
replication target is configured and starts a VPN server on the appliance.

3. On the tenant side, Veeam Backup & Replication powers on a network extension appliance VM, starts a
VPN client on the appliance and connects to the VPN server on the SP network extension appliance to
establish a secure VPN tunnel between two appliances through the cloud gateway.

4. The network extension appliance on the tenant side receives requests from a production VM that are
addressed to a failed-over VM and transmits them to the appliance on the SP side through the VPN tunnel.

5. The network extension appliance on the SP side accepts requests from the tenant appliance and transmits

them to the VM replica.
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6. VM replica receives a request from the SP network extension appliance.
7. VM replica sends a request to the production VM in the similar order.

8. Production VM and VM replica continue communication through a secure VPN tunnel.

Limitations for Network Extension Appliance

The network extension appliance deployed on the SP side has the following limitations:

e The network extension appliance supports one failover operation type at a time. A tenant cannot perform
partial site failover and full site failover simultaneously.

e The network extension appliance does not support usage of port 22 as a port for a public IP address in
public IP addressing rules. Veeam Backup & Replication uses this port for communication with the network
extension appliance. To learn more about public IP addressing settings, see Specify Public IP Addressing
Rules.

e You cannot deploy a network extension appliance on the following types of storage:
o VMware Virtual Volumes (VVol)

o Datastore Cluster
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Veeam Cloud Connect Portal

Veeam Cloud Connect Portal is a web tool for performing full site failover. With Veeam Cloud Connect Portal,
tenants can run cloud failover plans to switch to snapshot-based VM replicas in the cloud DR site in an easy and
secure way.

NOTE

The tenant cannot use Veeam Cloud Connect Portal to perform full site failover to CDP replicas.
Veeam Cloud Connect Portal is deployed by the SP in the SP backup infrastructure as part of the Veeam Backup
Enterprise Manager installation process. To learn more about Veeam Backup Enterprise Manager deployment,

see the Installing Veeam Backup Enterprise Manager section in the Veeam Backup Enterprise Manager User
Guide.

Veeam Cloud Connect Portal is available to every tenant for whom the SP has registered a tenant account. To
provide tenants with access to Veeam Cloud Connect Portal, the SP must add to Veeam Backup Enterprise
Manager all Veeam backup servers on which tenant accounts are registered.

A tenant can access Veeam Cloud Connect Portal with a web-browser using URL address and credentials of the
tenant account provided by the SP. With Veeam Cloud Connect Portal, a tenant can perform the following
operations:

e Start a full site failover by a cloud failover plan
e Retry a full site failover by a cloud failover plan
e Undo a full site failover by a cloud failover plan

e Monitor full site failover process and view historical data on cloud failover plan sessions
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WAN Accelerators

WAN accelerators are optional components in the Veeam Cloud Connect infrastructure. Tenants may use WAN
accelerators:

e For backup copy jobs targeted at the cloud repository
e Forreplication jobs targeted at cloud hosts

WAN accelerators in the Veeam Cloud Connect infrastructure run the same services and perform the same role
as WAN accelerators in a regular backup infrastructure. When configuring backup copy or replication jobs,
tenants can choose to exchange data over a direct channel or communicate with the cloud repository or cloud
host through WAN accelerators. To pass VM data through WAN accelerators, the SP and tenants must configure
WAN accelerators in the following way:

e The source WAN accelerator is configured on the tenant side.
e The target WAN accelerator is configured on the SP side.

The SP can configure several target WAN accelerators and assign them to different tenants. Each target WAN
accelerator is strictly associated with tenant's quota on the cloud repository and the hardware plan to which the
tenant is subscribed (cloud host). This way, tenant's data always go through the assigned target WAN
accelerator and Veeam Backup & Replication can use the global cache on the target WAN accelerator more
efficiently.

Tenants do not know about target WAN accelerators on the SP side: they can only see whether Veeam Cloud
Connect resources can use WAN acceleration or not. When tenants create backup copy or replication jobs that
transfer data through WAN accelerators, they define only the source WAN accelerator in the job properties. The
target WAN accelerator is not selected. During the backup copy or replication job, the Veeam Cloud Connect
Service on the SP Veeam backup server automatically assigns the necessary target WAN accelerator on the SP
side for the job.

Tenant Side

SP Side

Services:  Veeam WAN

Services: Veeam WAN

Accelerator Service Accelerator Service
Source Target
WAN accelerator WAaM accelerator
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Limitations for WAN Accelerators in Veeam Cloud Connect
Infrastructure

Veeam Backup & Replication does not use tenant backups to populate global cache on the service provider side.
For more information about global cache population, see Population of Global Cache.
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SP and Tenant Roles

Communication in the cloud is carried out between two parties: SP on one side and tenants on the other side.
e The SPis an organization that provides cloud services to tenants:
o Backup as a Service (Veeam Cloud Connect Backup)
o Disaster Recovery as a Service (Veeam Cloud Connect Replication)

e The tenantis an SP customer who wants to copy data offsite, store backups in a cloud repository or create
VM replicas on a cloud host on the SP side.

SP Tasks

In the cloud, the SP is responsible for performing the following tasks:

Veeam Cloud Connect Backup Tasks

e Configuring the Veeam Cloud Connect Backup infrastructure — environment needed to expose cloud
repository resources to tenants. As part of this process, the SP takes the following steps:

o Decides what backup repositories must be used as cloud repositories.

o Sets up TLS certificates to enable secure communication in the Veeam Cloud Connect infrastructure.
o Configures cloud gateways.

o Registers tenant accounts.

e Managing tenant accounts and tenant data to ensure flawless work of the Veeam Cloud Connect
infrastructure.

e Performing instant recovery from tenant backups.

Veeam Cloud Connect Replication Tasks

e Configuring the Veeam Cloud Connect Replication infrastructure — environment needed to expose SP's
virtualization resources as cloud hosts to tenants. As part of this process, the SP takes the following steps:

o Sets up TLS certificates to enable secure communication in the Veeam Cloud Connect infrastructure.
o Configures cloud gateways.

o Allocates VLANSs for cloud networking.

o Allocates public IP addresses for tenant VM replicas.

o Configures hardware plans or VMware Cloud Director resources to provide tenants with computing,
storage and network resources to create VM replicas in the cloud and perform failover tasks with VM
replicas on the cloud host.

o Registers tenant accounts.
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e Managing tenant accounts and tenant data to ensure flawless work of the Veeam Cloud Connect
infrastructure.

e Running tenant cloud failover plans to perform full site failover and managing tenant VM replicas upon
tenant requests.

Tenant Tasks

Tenants, on their hand, are responsible for performing the following tasks:
e Connecting to the SP to be able to use Veeam Cloud Connect resources (cloud repository and cloud host).
e Configuring and running backup and backup copy jobs targeted at cloud repositories.
e Configuring and running replication jobs and CDP policies targeted at cloud hosts.
e Performing restore tasks with VM backups created by backup jobs.
e Configuring cloud failover plans to perform full site failover for VM replicas.
e Performing failover tasks with VM replicas created by replication jobs.

e Configuring subtenant accounts to allow tenant-side users to create Veeam Agent backups in a cloud
repository. To learn more, see Subtenants.

e Performing restore tasks with Veeam Agent backups created by subtenants in a cloud repository.

NOTE
Consider the following:

e A set of tasks available to the tenant depends on the type of the tenant account. To learn more, see
Tenant Account Types.

e Itis recommended that the tenant enables the encryption option for backup jobs targeted at the
cloud repository. Data encryption helps tenants protect sensitive VM data from unauthorized access
while this data is stored in the cloud repository.

On the SP side, the SP should ensure integrity of tenant backups. It is not recommended that the SP
uses tenant backups to perform operations that go beyond the scope of regular Veeam Cloud
Connect tasks. For example, importing a tenant backup in the Veeam Backup & Replication console
on the SP backup server and performing recovery verification of this backup with a SureBackup job

may result in failure of the tenant backup job and corruption of the configuration database on the SP
backup server.

SP and Tenant Roles in Managed Service Scenario

In addition to Backup as a Service (Veeam Cloud Connect Backup) and Disaster Recovery as a Service (Veeam
Cloud Connect Replication), the SP can use Veeam Backup & Replication to offer the Managed Service (MSP
Backup and Disaster Recovery as a Service) to tenants. In this scenario, the tenant may not take part in
deploying and managing backup infrastructure. The SP takes responsibility for configuring backup infrastructure
on the tenant side and performing all data protection and disaster recovery tasks. To learn more, see Managed
Service.
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Tenant Account Types

To work with the cloud resources provided by the SP, the tenant uses a tenant account. Veeam Backup &
Replication offers the following types of tenant accounts:

e Standalone tenant account — a regular tenant account for Veeam Cloud Connect Backup and Veeam Cloud
Connect Replication scenarios. When the SP creates an account of this type, the SP specifies a name and
password for the account, assigns a quota on the cloud repository to the tenant and subscribes the tenant
to a hardware plan. To learn more, see Veeam Cloud Connect Backup and Veeam Cloud Connect
Replication.

e Active Directory tenant account — a tenant account for Microsoft Active Directory (AD) users. Tenants with
accounts of this type can connect to the SP using their AD credentials and use Veeam Agent operating in
the standalone mode to back up data to a cloud repository. To learn more, see Active Directory Tenant
Account.

e  VMware Cloud Director tenant account — a tenant account used to provide Veeam Cloud Connect backup
and replication resources to VMware Cloud Director organizations. When the SP creates an account of this
type, the SP specifies an organization, assigns a quota on the cloud repository to the tenant and specifies
an organization VDC that will be used as a cloud host for tenant VM replicas. To learn more, see VMware
Cloud Director Tenant Account.

Active Directory Tenant Account

Veeam Backup & Replication lets the SP provide Active Directory users with access to a cloud repository. This
functionality can be useful for large organizations that have Microsoft Active Directory and Veeam Cloud
Connect infrastructure deployed and want to allow their users to create off-site backups with Veeam Agent.

Using the Active Directory tenant account functionality, a backup administrator of the organization can allocate
quotas on a cloud repository directly for AD users without the need to configure subtenant accounts. For Veeam
Agent users, the functionality helps to avoid maintaining additional set of tenant account credentials. Instead,
users can connect to the SP using credentials of their user account in AD.

Active Directory tenant accounts utilize the secondary password functionality. To learn more, see Secondary
Password for Tenant Account.

How It Works

Data backup to a cloud repository using an Active Directory tenant account works in the following way:

1. The SP creates an Active Directory tenant account. In the properties of the tenant account, the SP
specifies settings to connect to the AD domain controller, selects an AD user account and assigns backup
resources to the tenant account. To learn more, see Configuring Active Directory Tenant Account.

2. A Veeam Agent user creates a backup job targeted to a cloud repository. In the properties of the Veeam
Agent backup job, the user specifies credentials of their user account in Active Directory.

3. Veeam Agent connects to the SP backup server. Veeam Backup & Replication on the SP backup server
authenticates the user in Active Directory.

4. Veeam Backup & Replication creates a secondary password for the tenant account and passes this
password to Veeam Agent. Veeam Agent saves the secondary password to its database.

5. During subsequent backup job sessions, Veeam Agent uses the secondary password to connect to the SP.
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Considerations and Limitations

Consider the following:

You can create an Active Directory tenant account for a user account registered in any domain to which
you have access.

You cannot assign replication resources to an Active Directory tenant account.
You cannot configure subtenant accounts for an Active Directory tenant account.

To connect to the SP using an Active Directory tenant account, you must use Veeam Agent for Microsoft
Windows version 5.0 or later.

The Active Directory tenant account functionality is intended for Veeam Agent backup only. You cannot
use an Active Directory tenant account to connect to the SP in the Veeam backup console.
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Tenant Account Credentials

To connect to the SP, the tenant uses credentials of the tenant account provided by the SP. Credentials of the
tenant account depend on the account type. The following table contains information about credentials for
different tenant account types.

Standalone tenant
account

VMware Cloud
Director tenant
account

Active Directory
tenant account

Name specified by the SP in the
properties of the tenant account.

Name of the organization to which the
tenant is granted access in VMware Cloud
Director.

To connect to the SP, the tenant specifies
the user name of the VMware Cloud
Director organization administrator
account. To learn more, see Connecting to
Service Providers.

Name of the user account in Microsoft
Active Directory.

To connect to the SP, the tenant specifies
credentials of their AD user account in the
Domain|Username format.

Password specified by the SP in the
properties of the tenant account.

Password of the VMware Cloud Director
organization administrator account.

Password of the user account in Microsoft
Active Directory.

' Primary password for the tenant account. Veeam Backup & Replication can also use secondary passwords generated
automatically by the product. To learn more, see Secondary Password for Tenant Account.

Secondary Password for Tenant Account

In addition to a primary password of the tenant account used to connect the tenant to the SP, Veeam Backup &
Replication can use secondary passwords for backup operations. A secondary password is an additional
password automatically generated by Veeam Backup & Replication for the tenant account. Veeam Backup &
Replication uses secondary passwords for Veeam Agent backup.

Veeam Backup & Replication uses secondary passwords in the following scenarios:

e Scenario 1. The SP backup server is managed by Veeam Service Provider Console version 5.0 or later. The
SP creates Veeam Agent backup jobs and/or backup policies in Veeam Service Provider Console. To learn
more, see How It Works.

e Scenario 2. The SP provides users with access to a cloud repository through Active Directory tenant
accounts. A user connects to the SP in Veeam Agent using an Active Directory tenant account. To learn
more, see Active Directory Tenant Account.

The secondary password functionality helps to provide an individual unique password for each Veeam Agent
connected to the SP. It also helps to avoid passing the primary password outside of Veeam Backup & Replication
and saving tenant password to the Veeam Service Provider Console or Veeam Agent configuration database.

Secondary passwords are used by the product in the background and are not displayed to users.
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How It Works

In the scenario where the SP backup server is managed by Veeam Service Provider Console, Veeam products
work with secondary passwords in the following way:

1.

A backup administrator on the SP side configures a backup job or backup policy in Veeam Service Provider
Console. Once a backup job or backup policy is added, Veeam Service Provider Console requests a
secondary password in Veeam Backup & Replication.

Veeam Backup & Replication generates a secondary password for Veeam Agent added to the backup job.
For a backup policy, Veeam Backup & Replication generates an individual secondary password for each
Veeam Agent added to the backup policy.

Veeam Backup & Replication passes secondary passwords to Veeam Service Provider Console.

Veeam Service Provider Console applies backup job or backup policy settings to Veeam Agent. These
settings include credentials to connect to the SP.

When the backup job starts in Veeam Agent, Veeam Agent connects to the SP backup server using the
secondary password.
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Veeam Cloud Connect Backup

SP can use Veeam Backup & Replication to offer cloud repository as a service to their customers.

Cloud repositories have a multi-tenant architecture. Veeam Backup & Replication creates a storage abstraction
layer and virtually partitions storage resources of a cloud repository. As a result, the SP can expose cloud
repository resources to several tenants and store tenants' data in the cloud in an isolated and segregated way.
Veeam Backup & Replication establishes a secure channel to transfer tenant data to and from the cloud
repository and offers data encryption capabilities to protect tenant data at rest.
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All data protection and disaster recovery tasks targeted at the cloud repository are performed by tenants on

their own. Tenants can set up necessary jobs themselves and perform tasks on Veeam backup servers deployed
on their side. Tenants can perform the following operations:

e Back up virtual and physical machines to the cloud repository
e Copy backup files to the cloud repository

e Restore data from the cloud repository

e Perform file copy operations between the tenant side and the cloud repository (Manual operations only.
Scheduled file copy jobs are not supported.)
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Getting Started with Veeam Cloud Connect
Backup

To provide Backup as a Service to tenants, the SP must set up the Veeam Cloud Connect Backup infrastructure.

As part of the configuration process, the SP must perform the following tasks:

1.

N o ouor W

Deploy the SP Veeam backup server.

Set up TLS certificates.

Create cloud gateways.

Configure cloud repositories.

[Optional] Configure target WAN accelerators.
Register tenant accounts.

Communicate information about the tenant account and gateway to all tenants who plan to connect to
the SP.

Once the SP has configured necessary components, tenants can add the SP to their Veeam Backup & Replication
consoles and use cloud repositories allocated to them in the SP Veeam Cloud Connect infrastructure.
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How Veeam Cloud Connect Backup Works

Tenants who plan to store their data in the cloud must configure backup or backup copy jobs on their Veeam
backup servers and target them at the cloud repository. When a job starts, Veeam Backup & Replication
performs the following actions:

1. The tenant starts a backup or backup copy job. The Veeam backup server on tenant's side sends a request
to the cloud gateway to access the cloud repository.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server provides a TLS certificate and establishes a secure connection between the
SP Veeam backup server and tenant Veeam backup server.

4. VM data from tenant's side is transported through the cloud gateway to the cloud repository. If the SP has
several cloud gateways, VM data is transported through the least loaded cloud gateway being online.

The restore process from the cloud repository is performed in a similar manner. Tenant's Veeam backup server
creates a communication channel with the cloud repository through the cloud gateway and retrieves VM data
over this channel.
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Tasks with Cloud Repository

Tasks on Tenant Side

Tenants can perform the following data backup and recovery tasks in Veeam Backup & Replication against the
cloud repository:

Data Backup

e VM backup
e VMware Cloud Director backup (for VMware vSphere platform)
e Veeam Agent backup

e Backup copy

Backup copy is supported to a cloud repository only. Backup copy from a cloud repository is not
supported.

For information about types of backups for which backup copy to the cloud repository is supported, see
Backup Copy to Cloud Repository.

Data Recovery

Tenants can perform the following operations:
e Data restore
o Entire VM restore
o VMware Cloud Director restore (for VMware vSphere platform)
o VM files restore
o VM disks restore (for VMware vSphere platform)
o VM guest OS files restore (Microsoft Windows only. Multi-OS restore is not supported.)
o Application items restore
o Volume restore (for backups created with Veeam Agent for Microsoft Windows)
o Disk export (for backups created with Veeam Agent for Microsoft Windows)
o Guest OS files restore (for backups created with Veeam Agent for Microsoft Windows)
e Backup export

e File copy (manual operations)

Tasks on SP Side

In addition to data restore operations performed by the tenant, the SP can perform Instant Recovery from
tenant backups in the cloud repository.
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Insider Protection

In some situations, keeping primary or additional backups in a cloud repository may be not enough to ensure
data security for a tenant. The backed-up data may become unavailable because of an insider attack. For
example, a hacker can gain access to the tenant Veeam Backup & Replication console and delete all tenant
backups, including off-site backups stored in the cloud repository. Or a backup administrator on the tenant side
can accidentally or intentionally delete backups from a cloud repository. Veeam Backup & Replication allows the
SP to protect tenant data against attacks of this kind.

Veeam Backup & Replication offers the insider protection functionality for the following types of tenant
backups:

e VM backups and Veeam Agent backups created by backup jobs configured in Veeam Backup & Replication

e Backups of physical or virtual machines created by Veeam Agent backup jobs configured in Veeam Agent
for Microsoft Windows or Veeam Agent for Linux

e Backup copies of VM backups or Veeam Agent backups created by backup copy jobs configured in Veeam
Backup & Replication

The SP can enable the insider protection option individually for a specific tenant. To enable the option, the SP
must select the Keep deleted backup files for <N> days check box in the properties of the tenant account. With
this option enabled, when a backup or a specific restore point in the backup chain is deleted from the cloud
repository, Veeam Backup & Replication does not immediately delete the actual backup files. Instead, Veeam
Backup & Replication moves backup files to the "recycle bin".

Technically, a "recycle bin" is a folder on the backup repository in the SP backup infrastructure whose storage
resources are exposed to tenants as cloud repositories. Veeam Backup & Replication automatically creates this
folder at the time when a tenant backup file is moved to the "recycle bin" for the first time.

Backup files in the "recycle bin" do not consume the tenant quota. However, these backup files consume disk
space on the SP storage where the cloud repository is configured. Thus, if the SP plans to offer insider
protection to tenants, they should consider allocating sufficient storage resources in the Veeam Cloud Connect
infrastructure.

For the tenant, backup files moved to the "recycle bin" appear as actually deleted. The tenant cannot access
backup files in the "recycle bin" and perform operations with them. If a tenant needs to restore data from a
deleted backup whose backup files still reside in a "recycle bin", the tenant must contact the SP to obtain the
necessary backup file(s). To learn more, see Data Restore from Deleted Backups.

NOTE
Consider the following:

e If atenant renames a job targeted at the cloud repository, and then deletes a backup, Veeam Backup
& Replication will move the backup file(s) to a folder with the initial name of the job. As a result, it
may become difficult for the SP to find the necessary backup files in case the tenant needs to
restore data from backup files in the "recycle bin". To overcome such situations, the SP should
recommend tenants who use the insider protection functionality to avoid renaming jobs targeted at
the cloud repository of the SP.

e After the SP enables insider protection for the tenant account, the tenant can use the Files view in
the Veeam Backup & Replication console only to delete backup files from the cloud repository.
Other operations with backup files in the Files node are unavailable.

e The insider protection functionality is not supported for backups that reside in an object storage
repository used as a cloud repository.
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Veeam Backup & Replication keeps tenant backup files in the "recycle bin" for a specific number of days defined
by the SP. After this period expires, Veeam Backup & Replication completely deletes tenant backup files from
the "recycle bin".

How Insider Protection Works

Veeam Backup & Replication performs protection of tenant backup files against accidental or intentional
deletion in the following way:

1. The SP enables the Keep deleted backup files for <N> days option in the properties of the tenant account.
2. The tenant creates a backup in the cloud repository in one of the following ways:

o InVeeam Backup & Replication, runs a VM backup job, Veeam Agent backup job or backup copy job
targeted at the cloud repository.

o InVeeam Agent for Microsoft Windows or Veeam Agent for Linux, runs a Veeam Agent backup job
targeted at the cloud repository.

3. When a backup or restore point is deleted from the cloud repository, Veeam Backup & Replication moves
the backup file(s) to the _RecycleBin folder on the SP backup repository whose storage resources are
exposed to tenants as cloud repositories. Veeam Backup & Replication performs this operation in the
following cases:

o When the tenant performs the Delete from disk operation with a backup on a cloud repository.
In this case, Veeam Backup & Replication performs the following operations:

i. On the tenant side, Veeam Backup & Replication removes the backup from the tenant Veeam
Backup & Replication console and database.

ii. On the SP side, Veeam Backup & Replication moves backup files pertaining to the deleted
backup to the "recycle bin".

o When the tenant performs the Delete operation with a backup file on a cloud repository in the Files
node of the Veeam Backup & Replication console.

o When one or more backup files are automatically deleted from the backup chain in a cloud repository
according to the retention policy defined in the job settings. This includes deletion of obsolete backup
files within a backup or backup copy job session, or by a background retention job. This does not
include incremental backup files of forever forward incremental backup chains that are merged to a
full backup file during backup chain transform.

Veeam Backup & Replication moves to the "recycle bin" only backup files of the VBK, VIB and VRB types.
VBM backup files are deleted from disk immediately.
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NOTE
Consider the following:

e If the tenant plans to create off-site backups with a backup copy job, they should enable GFS
retention settings in the job properties. This way, Veeam Backup & Replication will be able to
protect backups created with the job against an attack when a hacker reduces the job's
retention policy and creates a few incremental backups to remove backed-up data from the
backup chain.

With GFS retention settings enabled, the backup chain will contain a sequence of full backups

that will not merge according to a retention policy. After such a backup is moved to the
"recycle bin", the tenant will be able to use it for data restore.

If the tenant does not enable GFS retention settings for the backup copy job, the job will
complete with a warning. In the job statistics window, Veeam Backup & Replication will display
a notification advising to use the GFS retention scheme for the job.
e If the SP uses the capacity tier or archive tier functionality, insider protection processes
backup files differently depending on the way the backup files were offloaded to object
storage. For more information, see Insider Protection and Capacity Tier.

4. Veeam Cloud Connect Service running on the SP backup server checks the configuration database to get
the date when the backup file was moved to the "recycle bin" and compares it to the current date. This
operation is performed regularly with an interval of 20 minutes.

5. When the time interval between the date when the backup file was moved to the "recycle bin" and the
current date exceeds the number of days specified in the Keep deleted backup files for <N> days setting,
Veeam Backup & Replication deletes the backup file from the _RecycleBin folder.

Insider Protection and Capacity Tier

The SP can use insider protection along with the capacity tier functionality. In this scenario, when a tenant
backup whose data was offloaded to capacity tier is deleted from the cloud repository, Veeam Backup &
Replication processes backup files in one of the following ways:

e If the tenant data was cop/edto capacity tier, Veeam Backup & Replication moves backup files that reside
in performance tier to the "recycle bin". After that, Veeam Backup & Replication deletes backup files that
reside in capacity tier from the object storage.

Backup files are kept in the "recycle bin" for the number of days specified in the properties of the tenant
account. After that, Veeam Backup & Replication removes backup files from the "recycle bin".

e If the tenant data was movedto capacity tier, Veeam Backup & Replication does not move the actual
backup files to the "recycle bin". Instead, Veeam Backup & Replication marks the backup files as moved to
the "recycle bin". This information is saved in the configuration database on the SP backup server.

Information about backups in insider protection is kept in the database for the number of days specified in
the properties of the tenant account. After that, Veeam Backup & Replication removes backup files from
capacity tier.

In case the tenant needs to restore data from deleted backups whose files reside in capacity tier (that is,
backups whose data was movedto capacity tier), the SP must download the necessary backup files from
capacity tier. This operation is performed using Windows PowerShell scripts. For details, contact Veeam
Customer Support.
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When the SP downloads deleted backups from capacity tier, Veeam Backup & Replication performs the
following operations:

1. Downloads backup files from capacity tier and saves them to the "recycle bin" in performance tier.
2. Removes backup files from capacity tier.

The same mechanism applies to tenant backups that were offloaded to archive tier in the scenario where the SP
uses insider protection along with the archive tier functionality.

NOTE

If the tenant uses data deduplication, backup files in object storage that are marked as moved to the
"recycle bin" share data blocks with other backup files in object storage.

Data Restore from Deleted Backups

In contrast to backups that reside on the cloud repository, backup files in the "recycle bin" are not intended for
regular data restore. However, in a situation where an attacker manages to delete tenant backup(s) from a cloud
repository, or if the tenant deletes a backup from a cloud repository by mistake, the tenant may need to restore
data from a backup file that was moved to the "recycle bin". Data restore directly from a backup file in the
"recycle bin" is not supported in Veeam Backup & Replication. To restore data from such a backup, the tenant
needs to obtain backup file(s) from the "recycle bin" first.

Veeam Backup & Replication moves to the "recycle bin" only backup files of the VBK and VIB type. VBM files are
deleted from disk immediately when a tenant deletes a backup or a backup file is automatically deleted from the
backup chain according to the retention policy. As a result, the SP cannot simply move a backup file back to the
folder with tenant backups on the cloud repository. Instead, the SP and tenant need to complete the following
steps:

1. The tenant contacts the SP informing that they want to restore data from a deleted backup.

IMPORTANT

Before restoring data from a deleted backup, the tenant must make sure that a VBM file with
metadata of this backup does not remain on the cloud repository. If a tenant needs to restore data
from a deleted backup file pertaining to a backup that still exists on the cloud repository, the tenant
must delete this backup prior to importing a VBK file in the tenant backup console.

For assistance with data restore from a deleted backup, consider submitting a support case to the
Veeam Support Team.

2. The SP finds one or more backup files required for data restore in the "recycle bin" and passes them to the
tenant, for example, over the network or on a portable drive.

Alternatively, if the SP uses a simple backup repository as a cloud repository, the SP can copy backup files
from the "recycle bin" to the folder with tenant backups in the cloud repository. The tenant can then copy
the backup files from the cloud repository using the Files view in the tenant Veeam Backup & Replication
console.

NOTE

If the SP uses the capacity tier functionality, and deleted backups reside in capacity tier, the SP must
locate the necessary backup files and download them from capacity tier using Windows PowerShell
scripts. For details, contact Veeam Customer Support.

3. The tenant imports the VBK files in the Veeam Backup & Replication console on the tenant backup server.
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4. After successful import of a backup, the tenant can restore data from the backup in a regular way.

5. [Optional] The tenant may want to continue the backup chain started with the obtained backup file(s).
This operation can be available depending on multiple conditions. For details, consider submitting a
support case to the Veeam Support Team.
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Support for Capacity Tier

SPs who use a scale-out backup repository as a cloud repository can use the Capacity Tier functionality. This
functionality allows the SP to offload backup chains created by tenant jobs from an on-premises extent of a
scale-out backup repository to a cloud-based object storage. This helps the SP free up disk space on the on-
premises extent and make this space available for new backup files created by tenants. Whereas offloaded
tenant data is kept in a less expensive object storage.

For more information, see the Capacity Tier section in the Veeam Backup & Replication User Guide.

Veeam Backup & Replication supports offload to capacity tier for backups created by tenant VM backup jobs,
Veeam Agent backup jobs and backup copy jobs.

For the tenant, backups in capacity tier are displayed in the Veeam backup console in the same way as regular
cloud backups. The tenant is unaware of where their actual backup files reside — in performance tier or capacity
tier — and cannot copy backup data between the capacity tier and performance tier. The tenant can perform the
same data restore operations with backups in capacity tier as with backups in performance tier.

The SP can download tenant data that was offloaded to the capacity tier back to the performance tier. To learn
more, see Downloading Tenant Data from Capacity Tier.

49 | Veeam Cloud Connect | Administrator Guide


https://helpcenter.veeam.com/docs/backup/vsphere/capacity_tier.html?ver=120

Backup to Object Storage

The SP can allocate object storage resources as cloud repository resources to tenants. To do this, the SP must
add an object storage repository in the Veeam Backup & Replication infrastructure and assign this backup
repository as a cloud repository in the properties of a tenant account. Once the tenant connects to the SP, they
can create backup jobs targeted at the cloud repository that uses object storage as a back end.

This functionality allows the SP to use object storage as a target location for tenant backups without the need
to configure scale-out backup repositories extended with capacity tier object storage. It may be helpful, for
example, if the SP wants to keep the entire tenant data in object storage instead of offloading backup chains
from on-premises extents of a scale-out backup repository to a cloud-based object storage.

The SP can use the following types of object storage as a cloud repository:
e S3 compatible
e Amazon S3, Amazon S3 Glacier and AWS Snowball Edge
e Google Cloud
e |BM Cloud
e Microsoft Azure Blob, Azure Archive Storage and Azure Data Box
e Wasabi Cloud Storage

The SP can add use object storage as a simple backup repository or as an extent of a scale-out backup repository
— both as a performance tier extent or capacity tier extent.

Veeam products on the tenant side communicate with the object storage using one of the following connection
modes:

e Connection through a gateway server. In this mode, the tenant accesses object storage through a proxy
component — a gateway server assigned in the SP Veeam Backup & Replication console. Backup data is
sent from Veeam Backup & Replication or Veeam Agent on the tenant side to the gateway server on the SP
side, and then it is sent from the gateway server to the object storage used as a cloud repository.

e Direct connection. In this mode, the tenant accesses object storage directly. Backup data is sent from
Veeam Backup & Replication or Veeam Agent on the tenant side to the object storage on the SP side.

To access object storage repository in the direct connection mode, Veeam products on the tenant side use
temporary credentials issued by Veeam Backup & Replication running on the SP side. Veeam Backup &
Replication on the SP backup server obtains these credentials for each tenant or subtenant through object
storage APIs and saves them to its configuration database. Veeam Backup & Replication passes these
credentials to the tenant side only for backup, restore and other necessary operations. On the tenant side,
the credentials are kept encrypted in the runtime process and are not saved in the configuration database.

Temporary credentials provide tenants and subtenants with the following permissions:
o Readaccess to the backup repository configuration

o Fullaccess to the folder in object storage where cloud repository quota for the tenant or subtenant is
allocated
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Getting Started with Backup to Object Storage

To assign a quota in object storage to the tenant, the SP must complete the following steps:

1. Add an object storage repository in the SP Veeam backup infrastructure. For details, see the Adding Object
Storage Repositories section in the Veeam Backup & Replication User Guide.

2. [For S3 compatible object storage] Set up access permissions for the added S3 compatible object storage
repository. For details, see the Managing Permissions for S3 Compatible Object Storage section in the
Veeam Backup & Replication User Guide.

3. Assign the added object storage repository as a cloud repository to the tenant account. For details, see
Registering Tenant Accounts.

Once the tenant connects to the SP, they can create VM backup jobs and Veeam Agent backup jobs targeted at
the cloud repository that uses object storage as a back end.

Considerations and Limitations

Backup to object storage in the Veeam Cloud Connect Backup scenario has the following requirements and
limitations.

e To be able to back up data to object storage, the tenant must run one of the following Veeam products:
o Veeam Backup & Replication 12
o Veeam Agent for Microsoft Windows 6.0
o Veeam Agent for Linux 6.0
o Veeam Agent for Mac 2.0

In earlier product versions, object storage repositories used as cloud repositories are not displayed on the
tenant side.

e The Insider Protection functionality is not available to tenant accounts that have at least one object
storage repository assigned as a cloud repository.

e Although in the direct connection mode tenant backup data is sent from the tenant side to the object
storage on the SP side directly, connection from the tenant Veeam backup server to a cloud gateway is
required.

e Object storage repositories used as a cloud repository are not supported by transaction log backup copy
jobs.

e The tenant can enable configuration backup in Veeam Backup & Replication and target it at object storage
repository used as a cloud repository. | this case, the configuration backup data will be transferred to the
object storage through a gateway server regardless of the connection mode specified by the SP in the
object storage repository settings.

e Helper appliance used to perform health check for backups that reside in object storage is not supported
in Veeam Cloud Connect. If the tenant enables health check in the properties of a backup job targeted at
an object storage repository used as a cloud repository, Veeam Backup & Replication will display a
message notifying that this operation may require additional costs.

e Data transfer through WAN accelerators is supported only for S3 Compatible object storage repositories in
the Connection through a gateway server mode.
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e Azure Immutability is not supported for object storage repositories in the Direct connection mode used as
cloud repositories.

e For the Google Cloud storage used as a cloud repository, consider the following:
o The Connection through a gateway server mode is supported without prerequisites and limitations.

o To use Google Cloud storage as a cloud repository in the Direct connection mode, you must configure
the helper appliance when adding the object storage repository in Veeam Backup & Replication.
Although the helper appliance is not supported for health check with object storage repositories, it is
required for issuing temporary credentials to enable direct to access the object storage.
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Backup Copy to Cloud Repository

To follow the 3-2-1 backup best practice, you can configure a backup copy job and target it at the cloud
repository. Backup copy jobs allow you to create several instances of the same backup file in different locations,
onsite or offsite. For example, you can configure a backup job to create a VM backup on the local backup
repository, and use the backup copy job to copy the created VM backup from the local backup repository to the
cloud repository. Copied backup files have the same format as those created by backup jobs, and you can use
any data recovery option for them.

During the backup copying process, Veeam Backup & Replication does not simply copy a backup file from one
backup repository to another. Instead, Veeam Backup & Replication retrieves data blocks necessary to create a
restore point as of the latest point in time and copies this data to the cloud repository. The backup chain
produced on the target backup repository is forever-incremental: the first file in the chain is a full backup while
all subsequent restore points are incremental.

The backup copy process is job-driven. When you create a backup copy job, you define what backup file you
want to copy, the target repository for storing the copy, retention policy and other settings for the copying
process. The backup copy job supports the GFS retention scheme, allowing you to design a long-term archiving
plan.

The backup copy process differs depending on the backup copy mode: immediate copy or periodic copy.

e In the immediate copy mode, once a new restore point has been added to the primary backup chain, the
backup copy job immediately copies it to the target backup repository. After that, the backup copy job
stops until a new restore point appears on the source backup repository. You can specify the backup copy
window to allow the job to copy restore points during specific time periods only.

e In the periodic copy mode, the backup copy job runs according to the schedule that you specify in the
backup copy job settings. You can set up the job to run daily, monthly or periodically at the specified time,
specify automatic job retry settings and specify the backup copy window to allow the job to copy restore
points during specific time periods only. When the backup copy job starts, Veeam Backup & Replication
checks the source backup repository: if a new restore point has been added to the primary backup chain,
Veeam Backup & Replication automatically copies it to the target backup repository.

Supported Backup Types

Veeam Backup & Replication supports backup copy to the cloud repository for the following types of backups:
e Backups of VMware vSphere VMs created by Veeam Backup & Replication
e Backups of VMware Cloud Director VMs created by Veeam Backup & Replication
e Backups of Microsoft Hyper-V VMs created by Veeam Backup & Replication
e Backups of Microsoft Windows machines created by Veeam Agent for Microsoft Windows
e Backups of Linux machines created by Veeam Agent for Linux
e Backups of Mac machines created by Veeam Agent for Mac
e Backups of IBM AIX machines created by Veeam Agent for IBM AIX

e Backups of Oracle Solaris machines (based on the x86 or SPARC architecture) created by Veeam Agent for
Oracle Solaris
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e Backups of Nutanix AHV virtual machines created by Veeam Backup for Nutanix AHV
e Backups of Amazon EC2 instances created by Veeam Backup for AWS
e Backups of Microsoft Azure virtual machines created by Veeam Backup for Microsoft Azure

e Backups of Google Compute Engine VM instances created by Veeam Backup for Google Cloud
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Background Retention for Tenant Backups

In addition to applying a retention policy within a job session, Veeam Backup & Replication performs background
retention for backups.

In the Veeam Cloud Connect infrastructure, background retention is applied to tenant backups on the SP side.
The background retention job runs automatically in Veeam Backup & Replication on the SP backup server
according to the same rules as in the regular Veeam backup infrastructure. The SP can also launch background
retention manually. For details, see the Background Retention section in the Veeam Backup & Replication User
Guide.

For background retention of tenant backups in the cloud repository, in addition to considerations for the regular
background retention, consider the following:

To all types of tenant accounts, the same background retention rules are applied.
Background retention is applied to backups created by tenants and their subtenants.

The background retention job removes tenant backups regardless of whether the tenant is in the £nabled
or Disabled state.

Insider protection is supported. If the insider protection functionality is enabled for the tenant account,
backups removed by the background retention job are moved to the "recycle bin".

If the SP removes the tenant account and does not delete tenant backup files from the cloud repository,
the background retention job will remove the backup files in the same way as a regular orphaned backup
chain.
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Instant Recovery from Tenant Backups

The SP can perform Instant Recovery for tenant workloads, that is, recover workloads from tenant backups in
the cloud repository and register them as VMs on a VMware vSphere host on the SP side. This may be helpful in
case a machine on the tenant side becomes unavailable, and the tenant cannot fail over to a VM replica on the
cloud host. Instead, the tenant can request the SP to recover the necessary VM from the backup.

To use this functionality, the SP and tenant must make sure that the following conditions are met:

To allow the SP to view tenant backups in the SP backup console, the tenant must select the Allow this
Veeam Backup & Replication installation to be managed by the service provider check box when
connecting to the SP. For details, see Connecting to Service Providers.

NOTE

For Active Directory tenant account, tenant backups are displayed in the SP backup console
regardless of whether the Allow this Veeam Backup & Replication installation to be managed by the
service provider option is enabled on the tenant side.

The target VMware vSphere host where the SP plans to register the recovered VMs must be added to the
Veeam Backup & Replication infrastructure on the SP backup server.

Veeam Cloud Connect supports Instant Recovery from unencrypted backups only.

Instant Recovery from tenant backups works in the similar way as the regular one. For more information, see the
Instant Recovery to VMware vSphere section in the Veeam Backup & Replication User Guide.

For Instant Recovery from tenant backups, consider the following:

Veeam Cloud Connect supports Instant Recovery from any type of tenant backups for which recovery to
VMware vSphere is supported. This includes VM backups, Veeam Agent backups and backups created by
backup copy jobs in the cloud repository.

Veeam Cloud Connect supports Instant Recovery from backups that reside in performance tier, capacity
tier or archive tier.

During Instant Recovery, the tenant account will be in the disabled state.

Migration of a recovered VM back to the tenant production site is unavailable. The SP can finalize the
Instant Recovery process by migrating the VM to the SP virtual environment.

Separate prerequisites and limitations apply to Instant Recovery from VM backups and Instant Recovery
from Veeam Agent backups. For details, see the following sections in the Veeam Backup & Replication
documentation:

o For Instant Recovery from VM backups, see the Before You Begin section in the Veeam Backup &
Replication User Guide.

o For Instant Recovery from Veeam Agent backups, see the Restoring Veeam Agent Backup to vSphere
VM section in the Veeam Agent Management Guide.
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Tenant backups become available in the Veeam backup console on the SP side. The SP can view backups in the
Home view, under the Backups node. To identify the owner of the backup, the SP can use the Tenant Name

column in the working area:

e For VM backups and Veeam Agent backups created under the tenant account, Veeam Backup & Replication
displays the tenant name in the Tenant Name column.

e For Veeam Agent backups created under the subtenant account, Veeam Backup & Replication displays the
subtenant name in the Tenant Name column.
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Veeam Cloud Connect Replication

With Veeam Backup & Replication, SPs can offer Disaster Recovery as a Service (DRaa$S) to their customers.

Veeam Backup & Replication provides disaster recovery through image-based VM replication. The SP can expose
resources of their virtualization environment to tenants as cloud hosts.

Tenants can utilize cloud hosts provided by the SP to create VM replicas offsite. In case of a disaster on the
production site, tenants can quickly and easily switch to VM replicas in the cloud and use the SP infrastructure as
a remote disaster recovery site.

The SP can provide Veeam Cloud Connect Replication resources for the following virtualization platforms:
e VMware vSphere
e Microsoft Hyper-V

As well as the Veeam Cloud Connect Backup infrastructure, the Veeam Cloud Connect Replication infrastructure
has a multi-tenant architecture. The SP allocates computing, storage and network resources for a replication
target and provides them to tenants through hardware plans. For the SP, a hardware plan is an abstraction layer
that lets the SP virtually partition a virtualization host or cluster into multiple replication targets. As a result,
the SP can expose replication resources to several tenants and store tenants' data in the cloud in an isolated and
segregated way.

For a tenant, a hardware plan appears as a cloud host that can be used as a regular target host for off-site
replication.

To make VM replicas on the cloud host accessible over the network after failover, Veeam Backup & Replication
provides each tenant with network resources — network extension appliances and dedicated VLANs. The tenant
can fail over a group of production VMs (full site failover) or individual VMs (partial site failover) to VM replicas
on the cloud host. Veeam Backup & Replication establishes a secure channel between VM replicas in the cloud
and VMs on the production site and offers traffic encryption capabilities.
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NOTE
Consider the following:

e The SP can also use VMware Cloud Director to allocate replication resources for tenant VMware
vSphere VMs. To learn more, see VMware Cloud Director Support.

e Apart from snapshot-based replication, the SP can provide the Continuous Data Protection (CDP)
functionality to tenants. To learn more, see Continuous Data Protection (CDP) with Veeam Cloud
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Tenant 3

Data protection and disaster recovery tasks targeted at the cloud host are performed by tenants. Tenants can
set up necessary replication jobs and perform failover operations on Veeam backup servers deployed on their
side. Tenants can perform the following operations:

e Replicate VMs to the cloud host.
e Perform failover tasks with VM replicas on the cloud host:

o Full site failover, when all critical production VMs fail over to their replicas on the cloud host in case
the whole production site becomes unavailable.

o Partial site failover, when one or several VMs become corrupted and fail over to their replicas on the
cloud host.

e Perform failback tasks with VM replicas on the cloud host.

Tasks associated with full site failover can be performed either by a tenant or by the SP. This lets the SP test the
full site failover process and switch tenant's production site to the cloud host upon tenant's request if the
tenant has no access to the backup infrastructure after a disaster.
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Getting Started with Veeam Cloud Connect
Replication

To provide Disaster Recovery as a Service through image-based VM replication to tenants, the SP must set up
the Veeam Cloud Connect Replication infrastructure.

Before the SP starts configuring the Veeam Cloud Connect Replication infrastructure, they must consider
limitations for hardware plans. Limitations apply to virtualization hosts whose resources the SP plans to expose
as a replication target to tenants. To learn more, see Adding Hardware Plans: Before You Begin.

As part of the configuration process, the SP must perform the following tasks:

1. Deploy the SP Veeam backup server.

2. Set up TLS certificates.

3. Create cloud gateways.

4. Allocate VLANSs for cloud networking.

5. Allocate a pool of public IP addresses for full site failover.

6. Configure hardware plans.

7. Specify credentials for network extension appliances.

8. [Optional] Deploy Veeam Cloud Connect Portal.

9. [Optional] Configure target WAN accelerators.

10. Register tenant accounts.

11. Communicate information about the tenant account and gateway to all tenants who plan to connect to
the SP.

NOTE

The SP can also allocate VMware Cloud Director resources as replication resources to the tenant. To learn
more, see Veeam Cloud Connect Replication to VMware Cloud Director.

Once the SP has configured necessary components, tenants can add the SP to their Veeam Backup & Replication
consoles and use cloud hosts allocated to them in the SP Veeam Cloud Connect infrastructure.
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How Veeam Cloud Connect Replication Works

Tenants who plan to replicate their VMs to the cloud must configure replication jobs on their Veeam backup
servers and target them at the cloud host. When a job starts, Veeam Backup & Replication performs the
following actions:

1. The tenant starts a replication job. The Veeam backup server on tenant's side sends a request to the cloud
gateway to access the cloud host.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server provides a TLS certificate and establishes a secure connection between the
SP Veeam backup server and tenant Veeam backup server.

4. VM data from tenant's side is transported through the cloud gateway to the cloud host. If the SP has
several cloud gateways, VM data is transported through the least loaded cloud gateway being online.

In case of a disaster on the tenant production site, when one or several VMs become corrupted, a tenant can fail
over to VM replicas on the cloud host. To learn more, see Cloud Replica Failover And Failback.
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Tasks with Cloud Host

Tenants can perform the following VM replication and data recovery tasks against the cloud host:

e Replication

e Failover:
o Full site failover (failover by cloud failover plan)
o Partial site failover

e Failback

e Restore from replica
o VM guest OS files restore (Microsoft Windows FS only. Multi-OS restore is not supported.)
o Application items restore

As well as snapshot-based replicas, the tenant can create CDP replicas on the cloud host. To learn more, see
Continuous Data Protection (CDP) with Veeam Cloud Connect.
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Cloud Replica Failover and Failback

In case of software or hardware malfunction on the production site, a tenant can quickly recover a corrupted VM
by failing over to its replica in the cloud. When you perform cloud failover, a replicated VM on the cloud host
takes over the role of the original VM. A tenant can fail over to the latest state of a replica or to any of its good
known restore points.

Veeam Cloud Connect Replication supports failover and failback operations for one VM and for several VMs. In
case one or several hosts fail, you can use batch processing to restore operations with minimum downtime.

Depending on the scale of the disaster that affects the production site, a tenant can choose one of the following
cloud failover scenarios:

e full site failover — the whole production site becomes unavailable and all critical VMs that run
interdependent applications fail over to their replicas on the cloud host.

e Partial site failover — one or several VMs become corrupted and fail over to their replicas on the cloud
host.

In Veeam Backup & Replication, the actual failover is considered a temporary stage that should be further
finalized. While the replica is in the Failoverstate, you can undo failover, perform failback or perform permanent
failover.

NOTE

This and subsequent sections describe failover and failback aspects that are specific for Veeam Cloud
Connect Replication. To get a detailed description of all failover and failback options supported in Veeam
Backup & Replication, see the following sections in the Veeam Backup & Replication User Guide:

e Replica Failover and Failback
e Replica Failover and Failback for CDP

Full Site Failover

If the whole tenant production site becomes unavailable because of a software or hardware malfunction, the
tenant can perform full site failover. In the full site failover scenario, all critical VMs fail over to their replicas on
the cloud host one by one, as a group.

Full site failover is in many regards similar to regular failover by a failover plan. To perform full site failover,
Veeam Backup & Replication uses a cloud failover plan that lets Veeam Backup & Replication automatically start
VM replicas on the cloud host in the specified order with the specified time delay. To learn more, see Cloud
Failover Plan.

Full site failover is performed in the similar way as regular failover with a failover plan. The main difference is
that the full site failover process contains additional steps regarding the use of the provider-side network
extension appliance.

Full site failover is performed in the following way:

1. The tenant starts a cloud failover plan using Veeam Cloud Connect portal (or asks the SP to start full site
failover using the SP Veeam Backup & Replication console).

2. Foreach VM in the cloud failover plan, Veeam Backup & Replication detects its replica. If some VMs in the
cloud failover plan have replicas that are already in the Failoveror Failback state, Veeam Backup &
Replication suggests that they are processed with the cloud failover plan.

3. Thereplica VMs are started in the order they appear in the cloud failover plan within the set time
intervals.
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4. Veeam Backup & Replication starts the network extension appliance on the SP side.

5. Veeam Backup & Replication configures the network extension appliance so that it acts as a gateway
between the VM replica network and external networks allowing VM replicas to communicate to the
internet.

NOTE

The full site failover process differs for the scenario where tenant VM replicas are created in VMware Cloud
Director. To learn more, see Full Site Failover for VMware Cloud Director Replicas.
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Cloud Failover Plan

If a tenant production site goes offline after a disaster, a tenant can perform full site failover by running a cloud
failover plan.

The cloud failover plan is in many ways similar to the regular failover plan. In the cloud failover plan, you specify
VMs that have replicas on the cloud host, set the order in which VMs must be processed and time delays for
VMs. The time delay is an interval of time for which Veeam Backup & Replication must wait before starting the
failover operation for the next VM in the list. It helps to ensure that some VMs, such as a DNS server, are already
running at the time the dependent VMs start. The time delay is set for every VM in the failover plan except the
last VM in the list.

The cloud failover plan must be created in advance by a tenant. The created cloud failover plan is stored in the
Veeam Backup & Replication database on the SP Veeam backup server. This way, the SP can run a tenant cloud
failover plan in case the tenant Veeam backup server is unavailable along with the production site (for example,
a tenant Veeam backup server is deployed on a VM that resides on the same host as production VMs).

A tenant can configure one or several cloud failover plans for VMs that have replicas on the same or different
cloud hosts. All VMs in the cloud failover plan must have replicas of the same type: either snapshot-based
replicas or CDP replicas. Cloud failover plans that contain both VMs with snapshot-based replicas and VMs with
CDP replicas are not supported.
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In case a group of production VMs goes offline, a tenant can run the cloud failover plan in one of the following
ways:

e Start a cloud failover plan using Veeam Cloud Connect Portal.

This option is available only for cloud failover plans that contain VMs added to replication jobs targeted at
the cloud host. It is not available for cloud failover plans created for VMs added to CDP policies.

e Contact the SP so that the SP starts a tenant cloud failover plan using the Veeam Backup & Replication
console on the SP Veeam backup server.

e Start a cloud failover plan using the Veeam Backup & Replication console (in case the tenant Veeam
backup server is not affected by a disaster).

When the tenant or the SP starts the failover operation, they can choose to fail over to the latest state of a VM
replica or to any of its good known restore points.

Limitations for Cloud Failover Plans

e Veeam Backup & Replication supports one failover operation type at a time due to limitations for the
network extension appliance:

o If the tenant or the SP runs a cloud failover plan during partial site failover, Veeam Backup &
Replication will prompt to stop the ongoing partial failover operation or wait for the operation to
complete before the full site failover operation start.

o If the tenant or the SP starts partial site failover during full site failover, the partial site failover
operation will fail.

e The maximum number of VMs that can be started simultaneously when you run a failover plan is 10. If you
have added more VMs to the failover plan and scheduled them to start simultaneously, Veeam Backup &
Replication will wait for the first VMs in the list to fail over and then start the failover operation for
subsequent VMs. This limitation helps reduce the workload on the production infrastructure and Veeam
backup server.

For example, if you have added 14 VMs to the failover plan and scheduled them to start at the same time,
Veeam Backup & Replication will start the failover operation for the first 10 VMs in the list. After the 1st
VM is processed, Veeam Backup & Replication will start the failover operation for the 11th VM in the list,
then for the 12th VM and so on.

Finalizing Cloud Failover Plans

Failover is a temporary intermediate step that needs to be finalized. The finalizing options for a cloud failover
are similar to a regular failover: undoing failover, permanent failover or failback.

NOTE

The failback operation is available on the tenant side only. The SP cannot perform failback for tenant VM
replicas in the SP Veeam backup console.

If you decide to perform permanent failover or failback to production, you need to process every VM in the
cloud failover plan individually. However, you can undo failover for the whole group of VMs using the undo
cloud failover plan option.

Undoing full site failover switches the replica back to the production VM discarding all changes that were made
to the replica while it was running. When you undo full site failover, Veeam Backup & Replication detects VMs
for which the failover operation was performed during the last cloud failover plan session and switches them
back to production VMs. If you perform the failback operation for some of the VMs before undoing the group
failover, failed-over VMs are skipped from processing.
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Veeam Backup & Replication starts the undo failover operation for a group of 5 VMs at the same time. The time
interval between the operation starts is 10 seconds. For example, if you have added 10 VMs to the failover plan,
Veeam Backup & Replication will undo failover for the first 5 VMs in the list, then will wait for 10 seconds and
undo failover for the remaining 5 VMs in the list. Time intervals between the operation starts help Veeam
Backup & Replication reduce the workload on the production environment and Veeam backup server.

Partial Site Failover

If one or several production VMs become corrupted, but the rest of the production site, including the most
critical VMs and Veeam Backup & Replication infrastructure, remain operative, the tenant can perform partial
site failover. With partial site failover, the tenant can quickly recover a corrupted VM by failing over to its replica
on the cloud host.

To establish a secure connection and enable communication between production VMs and VM replicas on the
cloud host after partial site failover, Veeam Backup & Replication uses paired network extension appliances
deployed on the tenant side and SP side. To learn more, see Network Extension Appliance.

Partial site failover is performed in the similar way as regular failover. However, the partial site failover process
contains several additional steps regarding the use of network extension appliances on the tenant side and SP
side:

1. The tenant starts the partial site failover process for a VM in the tenant Veeam Backup & Replication
console.

2. Veeam Backup & Replication rolls back the VM replica on the cloud host to the required restore point. To
do this, it reverts the VM replica to the necessary snapshot in the replica chain.

3. Veeam Backup & Replication powers on the VM replica. The state of the VM replica is changed from
Normalto Failover. If the original VM still exists and is running, the original VM remains powered on.

4. Veeam Backup & Replication powers on the network extension appliance VM on the cloud host and
configures network settings on the appliance:

o Starts a VPN server on the network extension appliance to establish a secure VPN tunnel through the
cloud gateway to the appliance on the tenant side.

o Configures Proxy ARP daemon on the appliance so that the appliance can receive from the VM replica
ARP requests addressed to production VMs on the source host and send them to the tenant's network
extension appliance through the VPN tunnel.

5. Veeam Backup & Replication temporarily puts replication activities for the original VM on hold (until the
VM replica returns to the Normal state).

6. Veeam Backup & Replication powers on the network extension appliance on the tenant side and
configures network settings on the appliance:

o Starts a VPN client on the network extension appliance and connects to the VPN server on the
network extension appliance on the SP side to establish a secure VPN tunnel through the cloud
gateway.

o Configures Proxy ARP daemon on the network extension appliance so that it can receive ARP requests
from production VMs addressed to the VM replica and send them to the network extension appliance
on the SP side through the VPN tunnel.

7. All changes made to the VM replica while it is running in the Failover state are written to the delta file of
the snapshot, or restore point, to which you have selected to roll back.
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8. VMs on the tenant side communicate to the VM replica on the cloud host through the secure VPN tunnel
that is set between network extension appliances.
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Limitations for Partial Site Failover

Partial site failover has the following limitations:

e Veeam Backup & Replication supports one failover operation type at a time. If a tenant or the SP runs a
cloud failover plan during partial site failover, Veeam Backup & Replication will suggest that the VM
involved in the partial site failover process is processed with the cloud failover plan.

e The tenant can perform partial site failover only for those VMs that have a static IP address.

Network Mapping for Cloud Replicas

To establish a connection between a production VM and a VM replica on the cloud host after partial site failover,
Veeam Backup & Replication maps the production network and the virtual network provided to tenant replicas
through the hardware plan. As a part of this process, Veeam Backup & Replication applies network settings of
the replicated VM to the dedicated SP network extension appliance.

NOTE

This mechanism applies to both snapshot-based replicas and CDP replicas. Keep in mind that for CDP
replicas, automatic network mapping is available only if application-aware processing is enabled for the VM
in the CDP policy settings.
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For Windows-based VMs, Veeam Backup & Replication detects network settings of replicated VMs automatically
during every run of a replication job targeted at the cloud host. Veeam Backup & Replication can detect network
settings of replicated VMs in the following ways:

e [For snapshot-based replication and CDP] If application-aware processing is enabled for a replication job
targeted at the cloud host, Veeam Backup & Replication collects network settings of a replicated VM with
the runtime process deployed on this VM for performing guest processing tasks. The runtime process
collects network settings of a VM along with information required for VSS-aware restore. To learn more,
see the Application-Aware Processing section in the Veeam Backup & Replication User Guide.

e [For snapshot-based replication only] If application-aware processing is not enabled for a replication job
targeted at the cloud host, Veeam Backup & Replication collects network settings of a replicated VM
within the additional step in the replication process. To do this, Veeam Backup & Replication mounts the
system disk of the replicated VM to the tenant Veeam backup server, collects network settings from the
registry of the VM and passes the collected settings to the SP backup server. After that, Veeam Backup &
Replication transfers VM data from the source host to the cloud host.

Keep in mind that application-aware processing is a more consistent and reliable method to collect
network settings of replicated VMs.

e [For snapshot-based replication only] For VM replicas created from backup files (remote replica from
backup scenario), Veeam Backup & Replication applies to the replica network settings that were collected
from a VM during the backup process.

If the tenant creates replicas of Windows-based VMs and the number of production networks equals the number
of virtual networks on the cloud host, the tenant does not need to specify network mapping settings. Veeam
Backup & Replication maps production and virtual networks automatically. After failover, a VM replica in a cloud
virtual network will act as if it is connected to the original production network.

For more advanced scenarios, the tenant can create a network mapping table for the replication job targeted at
the cloud host. The tenant can perform this operation when creating a replication job, at the Network step of
the New Replication Job wizard.

NOTE

For CDP replicas, the tenant can specify network mapping rules at the Network step of the New CDP Policy
wizard.

For example, specifying network mapping settings may be required when the cloud host has fewer networks
than the number of networks in the production infrastructure. This operation is also obligatory if non-Windows
VMs are included in the replication job. Automatic network mapping for non-Windows VMs is not currently
supported in Veeam Cloud Connect Replication.

Permanent Failover

To finalize the failover process, a tenant can permanently fail over to the VM replica on the cloud host. A tenant
can perform the permanent failover operation if they want to permanently switch from the original VM to a VM
replica on the cloud host and use this replica as the original VM. As a result of permanent failover, the VM
replica takes on the role of the original VM.

In the cloud replication scenario, you can perform permanent failover after full site failover. The permanent
failover operation can be started by a tenant from the tenant Veeam backup console or by the SP from the SP
Veeam backup console. To perform permanent failover for all VMs in the cloud failover plan, a tenant or the SP
needs to process every VM in the cloud failover plan individually.

Permanent failover in the Veeam Cloud Connect Replication scenario practically does not differ from the regular
permanent failover operation.
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Permanent Failover for Snapshot-Based Replicas

The permanent failover operation for snapshot-based replicas is performed in the following way:

1. Veeam Backup & Replication removes snapshots (restore points) of the VM replica from the snapshot
chain and deletes associated files from the storage (datastore or volume depending on the virtualization
platform). Changes that were written to the snapshot delta file or differencing disk are committed to the
VM replica disk files to bring the VM replica to the most recent state.

2. Veeam Backup & Replication removes the VM replica from the Veeam Backup & Replication console and
database on the tenant side and SP side.

3. To protect the VM replica from corruption after permanent failover is complete, Veeam Backup &
Replication reconfigures the replication job by adding the source VM to the list of exclusions. When the
replication job starts, the original VM is skipped from processing. As a result, no data is written to the
working VM replica. Note that other jobs are not modified automatically. When the replication job starts,
the source VM is skipped from processing. As a result, no data is written to the working VM replica.

Permanent Failover for CDP Replicas

The permanent failover operation for CDP replicas is performed in the following way:
1. Veeam Backup & Replication powers off the replica.

2. Veeam Backup & Replication removes short-term and long-term restore points of the replica from the
replication chain and deletes associated files from the datastore. Changes that were written to the
protective virtual disks (<disk name>-interim.vmdk) are committed to the replica to bring the replica to
the most recent state.

3. Veeam Backup & Replication removes the replica from the Veeam Backup & Replication console and
database on the tenant side and SP side.

4. To protect the replica from corruption after permanent failover is complete, Veeam Backup & Replication
reconfigures the current CDP policy by adding the source VM to the list of exclusions. Note that other
policies and jobs are not modified automatically. When the CDP policy starts, the source VM is skipped
from processing. As a result, no data is written to the working VM replica.

Failback

If a tenant wants to resume operation of a production VM, they can fail back to it from a VM replica on the cloud
host. When you perform failback, you get back from the VM replica to the original VM, shift your I/O and
processes from the cloud host to the source production host and return to the normal operation mode.

A tenant can perform failback to a production VM after partial site failover or full site failover. If a tenant
performs the failback operation after full site failover, they need to process every VM in the cloud failover plan
individually.

If a tenant managed to restore operation of the source host at the production site, a tenant can switch from the
VM replica to the original VM on the source host. If the source host is not available, a tenant can restore the
original VM to a new location and switch back to it.

e To learn more about failback for snapshot-based replicas, see the Failback section in the Veeam Backup &
Replication User Guide.

e To learn more about failback for CDP replicas, see the Failback for CDP section in the Veeam Backup &
Replication User Guide.
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Failback to production is a temporary stage that should be further finalized. After a tenant tests the recovered
original VM and make sure it is working without problems, they should commit failback. A tenant also has an
option to undo failback and return the VM replica back to the Failover state.

The failback operation is available on the tenant side only. The SP cannot perform failback for tenant VM
replicas in the SP Veeam backup console.
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Continuous Data Protection (CDP) with
Veeam Cloud Connect

SPs can use the continuous data protection (CDP) functionality to offer Disaster Recovery as a Service to
tenants. CDP extends Veeam Cloud Connect Replication scenarios with an option to create replicas of VMware
vSphere VMs without creating snapshots. This allows the SP to protect mission-critical tenant VMs for which
data loss is unacceptable: compared to snapshot-based VM replication, CDP provides near-zero recovery time
objective (RTO) because CDP replicas are in a ready-to-start state.

CDP with Veeam Cloud Connect is in many ways similar to both CDP in the regular Veeam Backup & Replication
infrastructure and snapshot-based Veeam Cloud Connect Replication.

CDP in the Veeam Cloud Connect environment uses vSphere APIs for |/O filtering (VAIO) in the same way
as regular CDP. The general concept of CDP is similar as well: Veeam Backup & Replication maintains the
CDP infrastructure and performs continuous data replication of VMware vSphere VMs. To learn more
about CDP mechanisms in Veeam Backup & Replication, see the Continuous Data Protection (CDP) section
in the Veeam Backup & Replication User Guide.

CDP in the Veeam Cloud Connect environment supports data protection and disaster recovery scenarios
similar to snapshot-based Veeam Cloud Connect Replication, and offers similar workflow. The SP allocates
computing, storage and network resources and provides them to tenants through hardware plans or
organization VDCs in VMware Cloud Director. CDP has a multi-tenant architecture; CDP infrastructure
components are distributed between the tenant side and SP side, and communicate through the cloud
gateway.

To use CDP with Veeam Cloud Connect, the SP and tenants must configure the CDP infrastructure on their sides.
After that, tenants can create CDP policies targeted at a cloud host. In case a disaster strikes, the tenant can fail
over a group of production VMs or individual VMs to CDP replicas on the cloud host.
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Veeam Cloud Connect CDP Scenarios

Veeam Cloud Connect offers the following CDP scenarios.

Scenario 1. CDP to VMware vSphere

In this scenario, the SP allocates computing, storage and network resources for tenant CDP replicas on a
VMware vSphere cluster and provides them to the tenant through a hardware plan.

The tenant connects to the SP using credentials of the standalone tenant account obtained from the SP. After
that, the tenant can create CDP policies targeted at the cloud host. Tenant data will be replicated from the
source VMware vSphere host to the cloud host that has VMware vSphere resources as a back end.

This scenario is similar to the regular snapshot-based replication in Veeam Cloud Connect.
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Scenario 2. CDP to VMware Cloud Director

In this scenario, the SP provides replication resources for tenant CDP replicas through organization VDCs

configured in VMware Cloud Director.

The tenant connects to the SP using credentials of the VMware Cloud Director tenant account obtained from the
SP. After that, the tenant can create CDP policies targeted at the cloud host. Tenant data will be replicated from
the source VMware vSphere host to the cloud host that has VMware Cloud Director resources as a back end.

This scenario is similar to Veeam Cloud Connect Replication with VMware Cloud Director.
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CDP Infrastructure in Veeam Cloud Connect

The following CDP infrastructure components are required in the Veeam Cloud Connect environment.
Components on the SP side
e SP Veeam backup server

e One or more hardware plans whose resources will be available to tenants as cloud hosts

Alternatively, if the SP uses VMware Cloud Director in their virtualization environment, they can provide
cloud hosts to tenants through organization VDCs.

e One or more target VMware CDP proxies
Components on the tenant side

e Tenant Veeam backup server

e One or more source virtualization hosts

e One or more source VMware CDP proxies

NOTE

This section contains overview of CDP infrastructure components in the Veeam Cloud Connect
environment. To get a detailed description of each component, see the Backup Infrastructure for CDP
section in the Veeam Backup & Replication User Guide.

SP and Tenant Backup Servers

The backup server is the configuration, administration and management core of the backup infrastructure. The
SP and tenant backup servers run the Veeam CDP Coordinator Service:

e The SP backup server runs the source Veeam CDP Coordinator Service.
e The tenant backup server runs the target Veeam CDP Coordinator Service.

The source and target Veeam CDP Coordinator Service communicate with each other through a persistent
connection to coordinate replication and data transfer tasks, and control resource allocation.

Source Host

The source host is located on the tenant side and contains production VMs for which the tenant wants to create
CDP replicas offsite. The source host must be a part of a VMware vSphere cluster managed by vCenter Server.
vCenter Server must be connected to the tenant backup server.

To be able to use the source host for CDP, the tenant must install the I/O filter on the VMware vSphere cluster.
To learn more, see 1/0 Filters.

Tenant VM data from the source host is moved to the cloud host located in the SP Veeam Cloud Connect
infrastructure.
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Cloud Host

The target host in the Veeam Cloud Connect environment is represented by the cloud host. The cloud host is
located on the SP side and contains CDP replicas of tenant VMs. The SP can provide tenants with cloud hosts of
the following types:

e Cloud host that uses resources of a VMware vSphere cluster. To provide the tenant with a cloud host of
this type, the SP must create a hardware plan. The process of allocating resources for CDP replicas does
not differ from the same process for snapshot-based replicas. To learn more, see Hardware Plan.

e Cloud host that uses VMware Cloud Director resources. To provide the tenant with a cloud host of this
type, the SP must configure an organization VDC in VMware Cloud Director and grant the tenant access to
the VDC through a VMware Cloud Director tenant account. This process does not differ from the same
process for snapshot-based replicas. To learn more, see Getting Started with Replication to VMware Cloud
Director.

To be able to use the target host for CDP, the SP must install the 1/0O filter on the VMware vSphere cluster or
VMware Cloud Director organization VDC. To learn more, see /0 Filters.

|/O Filters

To be able to use hosts for CDP, the SP and tenant must install I/O filters on the source and target hosts.

e Onthe SPside, the I/O filter must be installed on the VMware vSphere cluster or VMware Cloud Director
organization VDC where replication resources for the tenant are allocated. The installation procedure does
not differ from the one in the regular CDP infrastructure. To learn more, see the Installing /O Filter and
Installing I/O Filter on VDCs sections in the Veeam Backup & Replication User Guide.

After the SP installs the 1/O filter on the cluster, Veeam Backup & Replication automatically installs the
filter on all hosts added to the cluster. Likewise, after the SP installs the I/O filter on the organization
VDC, Veeam Backup & Replication automatically installs the filter on all clusters and hosts that provide
resources to this VDC.

e On the tenant side, the I/0O filter must be installed on the VMware vSphere cluster where VMs they plan to
replicate reside. For details on how to install the filter, see the Installing I/O Filter section in the Veeam
Backup & Replication User Guide.

After the tenant installs the I/O filter on the cluster, Veeam Backup & Replication automatically installs
the filter on all hosts added to the cluster.

I/0 filters are built on the basis of vSphere API for I/0 filtering (VAIO) and perform the following operations:

e Read and process I/O operations in transit between the protected VMs and VM replicas, and their
underlining datastores.

e Send and receive data to and from VMware CDP proxies.

e Communicate with the Veeam CDP Coordinator Service on the backup server and notify the service that
the backup infrastructure must be reconfigured if any proxy becomes unavailable.
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Source and Target VMware CDP Proxies

A VMware CDP proxy is a component that operates as a data mover and transfers data between the source and
target hosts. We recommend you to configure at least two VMware CDP proxies: one (source proxy) in the
production environment on the tenant side and one (target proxy) in the disaster recovery site on the SP side.

The source and target VMware CDP proxies perform the following tasks:

e The source proxy prepares data for short-term restore points from data received from the source host,
compresses and encrypts the data (if encryption is enabled in the network traffic rules). Then sends it to
the target proxy.

e The target proxy receives the data, decompresses and decrypts it, and then sends to the target host.

For more information on VMware CDP proxies, their requirements, limitations and deployment, see the VMware
CDP Proxy section in the Veeam Backup & Replication User Guide.
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Getting Started with CDP

To start using the CDP functionality in the Veeam Cloud Connect environment, the SP and tenant must perform
the following tasks.

NOTE

Before you start using the CDP functionality in the Veeam Cloud Connect environment, consider
requirements and limitations.

Tasks on SP Side

To let the tenant create CDP replicas on the cloud host, the SP must complete the following steps:

1. Set up the Veeam Cloud Connect infrastructure:

a.
b.
C.
d.

e.

Deploy the SP Veeam backup server.

Set up a TLS certificate.

Deploy one or more cloud gateways or configure a cloud gateway pool.

[For the CDP to VMware vSphere scenario] Allocate VLANSs for cloud networking.

[For the CDP to VMware vSphere scenario] Allocate a pool of public IP addresses for full site failover.

This step is not required if the SP already uses Veeam Backup & Replication to provide cloud services to
tenants, and the Veeam Cloud Connect infrastructure is set up on the SP side.

2. Configure replication resources for tenant CDP replicas. This operation differs depending on what
resources you want to provide to the tenant as a replication target:

o [For the CDP to VMware vSphere scenario] If you want to use resources of a VMware vSphere cluster,

create a one or more VMware vSphere hardware plans. The process of creating a hardware plan for
CDP replicas does not differ from the same process for snapshot-based replicas. For details, see
Configuring Hardware Plans.

[For the CDP to VMware Cloud Director scenario] If you want to use resources of VMware Cloud
Director, create the necessary number of organization VDCs in VMware Cloud Director and add the
VMware Cloud Director server to the backup infrastructure on the SP backup server. For details, see
Getting Started with Replication to VMware Cloud Director.

3. Deploy the CDP infrastructure components:

d.

Deploy the target VMware CDP proxy. For details, see the see the Adding VMware CDP Proxies
section in the Veeam Backup & Replication User Guide.

b. Install the 1/0 filter on the VMware vSphere cluster or VMware Cloud Director organization VDC where

replication resources are allocated. For details, see the Installing I/O Filter and Installing I/O Filter on
VDCs sections in the Veeam Backup & Replication User Guide.
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4. Assign replication resources that you configured at the step 2 to a new or existing tenant account.

o [For the CDP to VMware vSphere scenario] Subscribe as tenant with a standalone tenant account to a
hardware plan. For details, see Configuring Standalone Tenant Account.

o [For the CDP to VMware Cloud Director scenario] In the properties of a VMware Cloud Director tenant
account, select an organization VDC that will be used as a cloud host. For details, see Configuring
VMware Cloud Director Tenant Account.

Once the tenant account is created, the SP must pass the account credentials as well as a DNS name or IP
address of the cloud gateway to the tenant.

Tasks on Tenant Side

To work with CDP replicas on the cloud host, the tenant must complete the following steps:

1.

Set up the Veeam Cloud Connect infrastructure. To learn more, see Deploying Tenant Veeam Backup
Server and Connecting Source Virtualization Hosts.

This step is not required if the Veeam Cloud Connect infrastructure is already configured on the tenant
side.

Deploy the CDP infrastructure components:

a. Deploy the source VMware CDP proxy. For details, see the see the Adding VMware CDP Proxies
section in the Veeam Backup & Replication User Guide.

b. Install the I/0O filter on the VMware vSphere cluster where source hosts with production VMs reside.
For details, see the Installing 1/0 Filter section in the Veeam Backup & Replication User Guide.

Add the SP in the tenant Veeam backup console using credentials of the tenant account obtained from the
SP. For details, see Connecting to Service Providers.

Alternatively, the tenant can rescan the SP. Cloud host provided to the tenant will become available as a
cloud host.

o Cloud hosts that use resources provided to the tenant through a hardware plan are displayed under
the VMware vSphere > VMware Cloud Hosts node of the tenant Veeam backup console.

o Cloud hosts that use resources provided to the tenant in VMware Cloud Director are displayed under
the VMware Cloud Director > VMware Cloud Director Cloud Hosts node of the tenant Veeam backup
console.

Create a CDP policy targeted at a cloud host. For details, see Creating CDP Policies.

In case one or more VMs in the production site become unavailable, the tenant can perform failover tasks
with VM replicas on the cloud host. For details, see Performing Full Site Failover and Performing Partial
Site Failover.
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Failover and Failback for CDP

In case of software or hardware malfunction on the production site, a tenant can quickly recover a corrupted VM
by failing over to its CDP replica in the cloud. When you perform cloud failover, a replicated VM on the cloud
host takes over the role of the original VM. A tenant can fail over to the latest state of a replica or to any of its
good known restore points.

For CDP replicas, Veeam Cloud Connect offers the same failover scenarios as for regular, snapshot-based
replicas:

e full site failover — the whole production site becomes unavailable and all critical VMs that run
interdependent applications fail over to their replicas on the cloud host.

e Partial site failover — one or several VMs become corrupted and fail over to their replicas on the cloud
host.

To learn more, see Cloud Replica Failover and Failback.
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VMware Cloud Director Support

SPs who have VMware Cloud Director deployed in their infrastructure can expose VMware Cloud Director
resources as cloud hosts for tenant VM replicas. This allows such SPs to offer Disaster Recovery as a Service
(Veeam Cloud Connect Replication) to tenants without the need to deploy additional VMware vSphere hosts in
their virtual infrastructure. Whereas SPs who already provide cloud services based on the VMware Cloud
Director technology can now offer new data protection and recovery scenario to their tenants.

To support replication of tenant VMs to VMware Cloud Director, Veeam Backup & Replication does not introduce
additional Veeam Cloud Connect infrastructure components. The SP does not need to configure cloud
replication resources, such as hardware plans, in Veeam Backup & Replication. Instead, the SP configures

replication target resources directly in VMware Cloud Director and provides the tenant with access permissions
to these resources.

e The SP allocates one or more organization VDCs to an organization in VMware Cloud Director. Each
organization VDC provides CPU, RAM, storage and network resources for tenant VM replicas. To grant
access to VMware Cloud Director resources to the tenant, the SP creates for this tenant a VMware Cloud
Director tenant account. In the properties of this account, the SP selects an organization whose VDC will
act as a cloud host for tenant VM replicas. To learn more, see VMware Cloud Director Tenant Account.

e The tenant adds the SP in the Veeam backup console using credentials of the organization administrator
account. After the tenant connects to the SP, organization VDCs allocated to the organization appear in
the tenant Veeam backup console as cloud hosts. The tenant can configure replication jobs targeted at
these cloud hosts and create VM replicas in VMware Cloud Director.

The tenant can perform the same tasks with VM replicas in VMware Cloud Director as with VM replicas on

a regular cloud host provided to the tenant through a hardware plan. To learn more, see Tasks with Cloud
Host.

The SP can also use VMware Cloud Director resources as a target location for tenant CDP replicas. To learn
more, see Continuous Data Protection (CDP) with Veeam Cloud Connect.
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Getting Started with Replication to VMware
Cloud Director

The SP and tenant can use VMware Cloud Director resources as a target for snapshot-based replication and CDP.
Within the Veeam Cloud Connect Replication to VMware Cloud Director scenario, the SP and tenant perform the
following tasks.

Tasks on SP Side

To let the tenant create snapshot-based replicas or CDP replicas on a cloud host that uses VMware Cloud
Director resources as a back end, the SP must complete the following steps:

1. Configure replication target resources in VMware Cloud Director:

d.

b.

Create a VMware Cloud Director organization.

Create a user account with administrative rights in the organization. The tenant will use the
credentials of this account to connect to the SP. To learn more, see VMware Cloud Director Tenant
Account.

Create one or more organization VDCs that will be used as cloud hosts for tenant VM replicas.

Configure an NSX Edge gateway and/or IPsec VPN connection to enable network access to tenant VM
replicas.

An NSX Edge gateway provides network access to VM replicas in VMware Cloud Director after partial
site failover and full site failover.

An IPsec VPN connection may be used to provide network access to tenant VM replicas after partial
site failover. Alternatively, the SP can choose to use the network extension appliance for partial site
failover.

To learn more, see Network Resources for VMware Cloud Director Replicas.

For information about how to perform these tasks, refer to the VMware Cloud Director documentation.

NOTE

The SP must disable VM discovery in VMware Cloud Director that is used to allocate replication
resources for tenants.

2. Configure Veeam Cloud Connect infrastructure in Veeam Backup & Replication:

d.

b.

Deploy the SP backup server. For details, see Deploying SP Veeam Backup Server.
Set up a TLS certificate. For details, see Managing TLS Certificates.

Deploy one or more cloud gateways or cloud gateway pools. For details, see Adding Cloud Gateways
and Configuring Cloud Gateway Pools.

Add the VMware Cloud Director server to the backup infrastructure on the SP backup server. For
details, see the Adding VMware Cloud Director section in the Veeam Backup & Replication User Guide.

Deploy the necessary number of target backup proxies: VMware backup proxies (for snapshot-based
replication) or VMware CDP proxies (for CDP). For details, see the Adding VMware Backup Proxies and
Adding VMware CDP Proxies sections in the Veeam Backup & Replication User Guide.
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f. [For CDP] Install the I/O filter on organization VDCs that will be used as cloud hosts for tenant VM
replicas. This operation does not differ from the VMware Cloud Director CDP scenario in the regular
Veeam Backup & Replication infrastructure. For details, see the Installing I/O Filter on VDCs section in
the Veeam Backup & Replication User Guide.

g. Create VMware Cloud Director tenant account and assign to this tenant account replication resources
that use an organization VDC as a back end. For details, see Configuring VMware Cloud Director
Tenant Account.

NOTE

Steps a-c are not required if the SP already uses Veeam Backup & Replication to provide cloud
services to tenants, and the Veeam Cloud Connect infrastructure is set up on the SP side.

Tasks on Tenant Side

To create snapshot-based replicas or CDP replicas on a cloud host that uses VMware Cloud Director resources as
a back end, the tenant must complete the following steps:

1.

Set up the Veeam Cloud Connect infrastructure. For details, see Deploying Tenant Veeam Backup Server
and Connecting Source Virtualization Hosts.

This step is not required if the Veeam Cloud Connect infrastructure is already configured on the tenant
side.

Deploy the necessary number of source backup proxies: VMware backup proxies (for snapshot-based
replication) or VMware CDP proxies (for CDP). For details, see the Adding VMware Backup Proxies and
Adding VMware CDP Proxies sections in the Veeam Backup & Replication User Guide.

[For CDP] Install the I/O filter on the VMware vSphere cluster where tenant VMs reside. This operation
does not differ from the CDP scenario in the regular Veeam Backup & Replication infrastructure. For
details, see the Installing /O Filter section in the Veeam Backup & Replication User Guide.

Add the SP in the tenant Veeam backup console using credentials of the VMware Cloud Director
organization administrator account. For details, see Connecting to Service Providers.

Depending on the required RPO, create a replication job or CDP policy targeted at a cloud host that uses
an organization VDC as a back end. For details, see Creating Replication Jobs and Creating CDP Policies.

In case one or more VMs in the production site become unavailable, the tenant can perform failover tasks
with VM replicas on the cloud host. To learn more, see Performing Full Site Failover and Performing Partial
Site Failover.
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VMware Cloud Director Tenant Account

To let the tenant create VM replicas in VMware Cloud Director, the SP must register for this tenant a tenant
account of a specific type — a VMware Cloud Director tenant account. When the SP registers a VMware Cloud
Director tenant account, the SP permits the tenant to access Cloud Director organization resources from Veeam
Backup & Replication. To provide replication resources to an account of this type, in the properties of the
account, the SP selects an organization and its organization VDCs that will be available to the tenant as cloud
hosts. This contrasts to the similar scenario for a standalone tenant account where replication resources are
provided to tenants through hardware plans.

The tenant with a registered VMware Cloud Director tenant account has access to organization VDCs allocated
to the organization in Cloud Director. The tenant can use these organization VDCs as cloud hosts for VM
replicas. Tenants without VMware Cloud Director accounts cannot create VM replicas on cloud hosts that utilize
Cloud Director resources of the SP.

One VMware Cloud Director tenant account can use resources of one VMware Cloud Director organization only.
The SP can allocate to the tenant one or more organization VDCs of the same organization.

The tenant with a registered VMware Cloud Director tenant account connects to the SP in the Veeam backup
console using credentials of the organization user account that has administrative rights in the organization. The
SP must create this user account in advance in the properties of the organization in VMware Cloud Director. The
account must have the following permissions:

e General: Administrator Control
e General: Administrator View

e Group / User: View
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Cloud Repository for VMware Cloud Director Tenant Accounts

As well as replication resources, the SP can allocate backup resources to a VMware Cloud Director tenant
account. For accounts of this type, the Veeam Cloud Connect Backup scenario is the same as for standalone
tenant accounts. To learn more, see Veeam Cloud Connect Backup.

Tenants with VMware Cloud Director tenant accounts can create the following types of backups in a cloud
repository:

e VM backups.

e Machine backups created by Veeam Agent operating in the standalone mode. To learn more, see
Subtenant Accounts for VMware Cloud Director Tenant Accounts.

Subtenant Accounts for VMware Cloud Director Tenant
Accounts

The SP can allow users on the tenant side to connect to the SP in Veeam Agent for Microsoft Windows or Veeam
Agent for Linux and create Veeam Agent backups in a cloud repository. To do this, the SP must create one or
more subtenant accounts for the VMware Cloud Director tenant account.

The process of creating a subtenant account for a VMware Cloud Director tenant account is similar to the same
process for a standalone tenant account. The only difference is that the SP selects from organization user
accounts configured in VMware Cloud Director instead of creating a new account. To create a subtenant
account, the SP can use any organization user account that is not granted administrative rights in the
organization.

NOTE

Veeam Backup & Replication does not support creating managed subtenant accounts for a VMware Cloud
Director tenant account. Thus, a Cloud Director tenant cannot add Veeam Agent machines to backup
policies targeted at the cloud repository.
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Network Resources for VMware Cloud Director
Replicas

To allow tenant VM replicas created in VMware Cloud Director to communicate to each other after partial site
failover or full site failover, the SP must configure the necessary number of networks in the properties of the
organization VDC that will be used as a target for tenant VM replicas. The tenant will be able to map source and
target networks in the properties of the replication job that creates VM replicas in VMware Cloud Director.

In addition, the SP must provide tenant VM replicas in VMware Cloud Director with network resources that
enable access to VM replicas over the network:

e From the production environment on the tenant side after partial site failover. To learn more, see Network
Resources for Partial Site Failover.

e From the internet after full site failover. To learn more, see Network Resources for Full Site Failover.

NOTE

Consider the following:

e The process of allocating network resources for VM replicas in VMware Cloud Director differs from
the same process for VM replicas created on a cloud host provided to a tenant through a hardware
plan. In the regular Veeam Cloud Connect Replication scenario, network resources for tenant VM
replicas are provided through VLANs and public IP addresses reserved in the Veeam Cloud Connect
infrastructure. For more information, see Veeam Cloud Connect Replication.

e Veeam Backup & Replication does not map source networks to which production VMs are connected
to isolated vApp networks in VMware Cloud Director.

Network Resources for Partial Site Failover

There are three scenarios for enabling communication between production VMs on the tenant source host and
VM replicas in VMware Cloud Director after partial site failover:

e Using the NSX Edge gateway. In this scenario, the SP deploys the NSX Edge gateway on the SP side and
tenant side and configures the NSX edge gateway in VMware Cloud Director. This scenario does not

require additional actions in Veeam Backup & Replication.

e Using an IPsec VPN connection. In this scenario, the SP configures an IPsec VPN connection between the
tenant side and SP side. This operation is performed in VMware Cloud Director. This scenario does not

require additional actions in Veeam Backup & Replication.
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e Using network extension appliances. In this scenario, the SP does not use VMware Cloud Director
resources to enable network access to tenant VM replicas. Instead, the SP and tenant deploy network
extension appliances on their sides in the similar way as in the regular Veeam Cloud Connect Replication
scenario:

o The SP deploys the SP-side network extension appliance at the process of creating a VMware Cloud
Director tenant account. To learn more, see Configuring VMware Cloud Director Tenant Account.

o The tenant deploys the tenant-side network extension appliance at the process of adding the SP in
the Veeam backup console. To learn more, see Connecting to Service Providers.

For the scenario where production VMs and VM replicas in VMware Cloud Director communicate through
network extension appliances after partial site failover, consider the following:

o To provide network resources to tenant VM replicas, the SP should use isolated organization VDC
networks.

o The Enable DHCP option must be disabled for organization VDC networks that will be used by tenant
VM replicas. This operation can be performed by the SP or tenant in VMware Cloud Director.

o Incase Veeam Backup & Replication fails to detect a static IP address of a tenant VM during the
replication process, the SP or tenant must manually specify the IP address for the replica of this VM in
VMware Cloud Director. In particular, Veeam Backup & Replication cannot detect an IP address of a
Linux VM.

o During partial-site failover, the SP network extension appliance imports in its vApp all organization
VDC networks and connects to these networks. This allows the appliance to provide network
connection to VM replicas that reside in other vApps of the organization VDC used as a cloud host,
including those replicas for which the failover operation can be started later.

Keep in mind that if the number of organization VDC networks is greater than 9, the failover operation
will fail because the number of virtual network adapters for a VMware vSphere VM cannot exceed 10
(one network adapter is used to connect to the management network).

Network Resources for Full Site Failover

To allow tenant VM replicas in VMware Cloud Director to be accessed over the internet, the SP must configure
an NSX Edge gateway in VMware Cloud Director.

To assign public IP addresses to tenant VM replicas after full site failover, the SP can create SNAT and DNAT
rules on the NSX Edge gateway. Alternatively, the SP can assign public IP addresses to tenant VM replicas using
pre-failover and/or post-failover scripts. To do this, the SP must create the scripts in advance and specify these
scripts in the cloud failover plan settings.

NOTE

In contrast to the regular Veeam Cloud Connect Replication scenario, the SP cannot use network extension
appliances to enable access to VM replicas in VMware Cloud Director after full site failover.
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Partial Site Failover for VMware Cloud Director
Replicas

If one or more tenant VMs become corrupted, but the rest of the production site, including the most critical VMs
and Veeam Backup & Replication infrastructure, remain operative, the tenant can perform partial site failover.
With partial site failover, the tenant can quickly recover a corrupted VM by failing over to its replica on the cloud
host.

To establish a secure connection and enable communication between production VMs and VM replicas in
VMware Cloud Director after partial site failover, the SP can use capabilities of VMware Cloud Director or Veeam
Backup & Replication. To learn more, see Network Resources for VMware Cloud Director Replicas.

Partial site failover for VM replicas created in an organization VDC is performed in the similar way as partial site
failover for VM replicas created on a cloud host provided through a hardware plan. The difference is that Veeam
Backup & Replication does not start network extension appliances on the SP and tenant sides if network
connectivity for tenant VM replicas is provided using an NSX Edge gateway or IPsec VPN connection.

Veeam Backup & Replication performs partial site failover for a VM replica created in VMware Cloud Director in
the following way:

1. The tenant starts the partial site failover process for a VM in the tenant Veeam Backup & Replication
console.

2. Veeam Backup & Replication rolls back the VM replica on the cloud host to the required restore point. To
do this, it reverts the VM replica to the necessary snapshot in the replica chain.

3. Veeam Backup & Replication powers on the VM replica. The state of the VM replica is changed from
Normalto Failover. If the original VM still exists and is running, the original VM remains powered on.

4. [Optional] If the SP network extension appliance was deployed in the organization VDC that acts as a
cloud host, Veeam Backup & Replication powers on the network extension appliance VM in the
organization VDC and configures network settings on the appliance:

o Starts a VPN server on the network extension appliance to establish a secure VPN tunnel through the
cloud gateway to the appliance on the tenant side.

o Configures Proxy ARP daemon on the appliance so that the appliance can receive from the VM replica
ARP requests addressed to production VMs on the source host and send them to the tenant's network
extension appliance through the VPN tunnel.

In addition, the SP network extension appliance imports in its vApp all organization VDC networks and
connects to these networks. Keep in mind that if the number of organization VDC networks is greater than
9, the failover operation will fail because the number of virtual network adapters for a VMware vSphere
VM cannot exceed 10 (one network adapter is used to connect to the management network).

5. Veeam Backup & Replication temporarily puts replication activities for the original VM on hold (until the
VM replica returns to the Normal state).
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6. [Optional] If the tenant network extension appliance was deployed on the source host, Veeam Backup &
Replication powers on the network extension appliance on the tenant side and configures network
settings on the appliance:

o Starts a VPN client on the network extension appliance and connects to the VPN server on the
network extension appliance on the SP side to establish a secure VPN tunnel through the cloud
gateway.

o Configures Proxy ARP daemon on the network extension appliance so that it can receive ARP requests
from production VMs addressed to the VM replica and send them to the network extension appliance
on the SP side through the VPN tunnel.

7. All changes made to the VM replica while it is running in the Failoverstate are written to the delta file of
the snapshot, or restore point, to which you have selected to roll back.

After the partial site failover operation completes, VMs on the tenant side communicate to the VM replica on
the cloud host.
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Full Site Failover for VMware Cloud Director
Replicas

When the whole tenant production site becomes unavailable because of a software or hardware malfunction,
the tenant can perform full site failover. In the full site failover scenario, all critical VMs fail over to their replicas
on the cloud host one by one, as a group.

Full site failover for tenant VM replicas in VMware Cloud Director is in many regards similar to full site failover
for VM replicas created on a cloud host provided through a hardware plan. To perform full site failover to VM
replicas in VMware Cloud Director, the tenant must create a cloud failover plan of a specific type — a VMware
Cloud Director failover plan. To learn more, see Creating Cloud Failover Plans for VMware Cloud Director
Replicas.

In contrast to the regular full site failover process, full site failover to VM replicas in VMware Cloud Director
does not involve usage of the SP network extension appliance. To allow tenant VM replicas to be accessed over
the internet, the SP must configure an NSX Edge gateway in VMware Cloud Director. This operation must be
performed in advance, before the tenant or SP starts the full site failover operation.

Full site failover is performed in the following way:

1. The tenant starts a cloud failover plan using Veeam Cloud Connect portal (or asks the SP to start full site
failover using the SP Veeam Backup & Replication console).

2. Foreach VM in the cloud failover plan, Veeam Backup & Replication detects its replica. If some VMs in the
cloud failover plan have replicas that are already in the Failoveror Failback state, Veeam Backup &
Replication suggests that they are processed with the cloud failover plan.

3. Thereplica VMs are started in the order they appear in the cloud failover plan within the set time
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TLS Certificates

Communication between components in the Veeam Cloud Connect infrastructure is carried out over a TLS
connection secured with a TLS certificate. The TLS certificate is used for verification of trust. It helps the SP and
tenants identify themselves and make sure that parties taking part in data transfer are really the ones that they
claim to be.

Veeam Backup & Replication does not use TLS certificates to encrypt data traffic in the Veeam Cloud Connect
infrastructure. For data encryption, Veeam Backup & Replication uses the same encryption methods and
algorithms as in a regular backup infrastructure.
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Types of TLS Certificates

Veeam Backup & Replication can work with the following types of TLS certificates:

e TLS certificate verified by a Certificate Authority (CA). If the SP already has a TLS certificate verified by a
CA, the SP can import this TLS certificate and use it to establish a secure connection between Veeam
Cloud Connect infrastructure components.

o Self-signed certificates. If the SP does not have a TLS certificate verified by a CA, the SP can generate a
self-signed TLS certificate with Veeam Backup & Replication. For TLS certificate generation, Veeam
Backup & Replication employs the RSA Full cryptographic service provider by Microsoft Windows installed
on the Veeam backup server.

The SP can also generate a self-signed certificate with any third-party solution and import it to Veeam
Backup & Replication.

NOTE
Consider the following:

e For communication between the SP and tenants, Veeam Backup & Replication uses a separate TLS
certificate from a certificate used for connection between the Veeam backup server and backup
infrastructure components. Requirements for the Veeam backup server certificate do not apply to
certificates in the Veeam Cloud Connect infrastructure. The SP can use a certificate issued by a third-
party CA and intended for usage on a web server.

e For more information on how to sign a certificate that the SP plans to use in the Veeam Cloud
Connect infrastructure, see this web page.
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TLS Certificates Handshake

TLS certificates are installed on the following components in the Veeam Cloud Connect infrastructure:

e The TLS certificate with a public key and private key is installed on the SP Veeam backup server. The
tenant account under which the Veeam Cloud Connect Service runs must have permissions to access this
TLS certificate.

e The TLS certificate with a public key is installed on all tenants' Veeam backup servers (in case of self-
signed certificates).

When the tenant starts a job or task targeted at the cloud repository or the cloud host, the parties perform a TLS
handshake to authenticate themselves:

1. To connect to Veeam Cloud Connect resources (cloud repository and/or cloud host), the Veeam backup
server on the tenant side sends a request to the cloud gateway.

2. The cloud gateway passes this request to the SP Veeam backup server.

3. The SP Veeam backup server exposes a TLS certificate installed on it to tenant Veeam backup server
through the cloud gateway.

4. Tenant Veeam backup server checks if the exposed TLS certificate is trusted or matches the TLS certificate
saved in the Veeam Backup & Replication database.

5. The SP Veeam backup server establishes a secure communication channel in the Veeam Cloud Connect
infrastructure, and VM data from tenant's side is transported to the cloud repository or cloud host.
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Veeam Backup & Replication supports both wildcard certificates and certificates that have multiple FQDNs listed
in the Subject or Subject Alternative Name field.

If you use a wildcard certificate (like *.domain.com), cloud gateways having DNS names that do not include

.domain.com will not be trusted, and Veeam Backup & Replication will not use these cloud gateways for
communication with the cloud repository.
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TLS Certificate Thumbprint Verification

When the tenant adds a SP to the Veeam Backup & Replication console, Veeam Backup & Replication retrieves
the TLS certificate with a public key from the SP Veeam backup server and saves it to the database with which
tenant Veeam backup server communicates.

To make sure that the obtained TLS certificate is really the TLS certificate used by the SP, tenants can verify the
TLS certificate with a thumbprint. Verification with the thumbprint helps tenants protect against the "man-in-
the middle" attack when the eavesdropper provides a false TLS certificate to tenants and makes tenants believe
that they communicate directly with the SP.

To enable thumbprint verification, the SP must pass the TLS certificate thumbprint to the tenant over a secure
channel, for example, by email. When the tenant adds the SP, Veeam Backup & Replication offers the tenant to
enter the TLS certificate thumbprint to verify if this TLS certificate is the original SP certificate.
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Rights and Permissions to Access TLS
Certificates

The Windows account under which the Veeam Cloud Connect Service on the SP Veeam backup server runs must
have the following permissions:

1.

The Windows account must have access to the private key in the non-interactive mode (without having to
enter a password).

The Windows account must have access to the TLS certificate store folder where the private key is kept
and must have read rights for this folder. To learn more about key directories and files, see Microsoft
Docs.

A self-signed TLS certificate generated with Veeam Backup & Replication is placed to the Shared
certificate store. The following Windows accounts have access to this certificate:

o User who created the TLS certificate
o LocalSystem Windows account
o Local Administrators group

The Windows account must have access to the TLS certificate itself (stored in the registry) and permissions
on corresponding registry folders.

A self-signed TLS certificate generated with Veeam Backup & Replication is placed to Local
Machine|Trusted Root and Local Machine|My registry folders. These folders do not contain any private
information and all users have access to these folders by default.
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Tenant Lease and Quota

To let the tenant work with the cloud repository and/or the cloud host, the SP must create a tenant account.
When the SP configures a tenant account, the SP assigns quota and, optionally, lease settings for the tenant.
Lease and quota settings help the SP control how tenants consume storage resources on the cloud repository.

Quota

Veeam Cloud Connect Backup

For Veeam Cloud Connect Backup, quota is the amount of space assigned to one tenant on one cloud repository.
It is a chunk of storage resources that the tenant can consume for storing backups on the cloud repository. The
SP can assign quotas on different cloud repositories to one tenant.

NOTE

To allow tenants to use all backup scenarios available in Veeam Backup & Replication, the SP should
consider assigning the sufficient storage quota to the tenant. For example, for the compact full backup file
operation, the storage quota must have enough space to store a file of the full backup size in addition to
the existing backup chain. To create active full and synthetic full backups, additional space for creating full
backup files on the cloud repository is required as well.

Veeam Backup & Replication tracks quota consumption and updates information about the amount of free and
used space within the tenant quota on the cloud repository. This information is updated automatically when the
following actions are performed in Veeam Backup & Replication:

e A VM backup job, Veeam Agent backup job or backup copy job targeted at the cloud repository runs on the
tenant Veeam backup server.

e The tenant performs a file copy operation with a file stored on the cloud repository using the Files view in
Veeam Backup & Replication.

e Veeam Agent performs a backup job targeted at the cloud repository.

NOTE

Veeam Backup & Replication does not track operations with files stored on the cloud repository that are
performed from outside of the product. Information on quota usage cannot be updated by rescanning the
cloud repository after such changes.

A tenant can share their quota with subtenants — tenant-side users who back up data stored on physical devices.
To learn more, see Subtenant Quota.

Veeam Cloud Connect Replication

For Veeam Cloud Connect Replication, quota is the amount of CPU, RAM and storage space in the SP
virtualization environment provided to one tenant through a hardware plan. It is a chunk of compute and
storage resources that the tenant can consume for creating and processing VM replicas on the cloud host. The
SP can assign quotas on different cloud hosts to one tenant by subscribing a tenant to several hardware plans.

Storage quota size is specified in GB or TB (GB is considered as 2*30 bytes, and TB is considered as 2"40 bytes).
CPU and RAM limits are specified in GHz and GB.
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A quota can be valid for indefinite time or can be restricted in time. To limit the quota lifetime, the SP must set a
lease for the tenant.

Lease

Lease is a period of time for which the tenant has access to tenant's quotas on the cloud repository and cloud
host. The lease settings help the SP restrict for how long tenants should be able to work with cloud resources.

Lease settings apply to all quotas assigned to the tenant. The SP can specify the lease period for the tenant or
create a tenant account without a lease.

o If lease settings are specified, the tenant has access to backup and replication resources in the cloud until
the lease period expires. When the lease period expires, the tenant cannot perform backup, backup copy
and replication tasks, restore and copy VM data from the cloud repository or cloud host.

o |If lease settings are not specified, the tenant can work with cloud resources for an indefinite period of
time.
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Subtenants

Veeam Backup & Replication supports creating Veeam Agent backups on the cloud repository. Tenants can back
up to the cloud not only their VM data but also data stored on physical devices — servers, desktops, laptops, and
so on. To let the tenant provide different Veeam Agent users with access to the cloud repository, Veeam Backup
& Replication offers the concept of subtenants.

In terms of Veeam Backup & Replication, a subtenant is a user on the tenant side who connects to the SP on
their own account and uses their own individual quota on the cloud repository. To learn more, see Subtenant
Account and Subtenant Quota.

NOTE
Mind the following:

e End users on the tenant side can use subtenant accounts only to connect to the SP in Veeam Agent
for Microsoft Windows and Veeam Agent for Linux. The tenant cannot use credentials of a subtenant
account to add a SP in the Veeam backup console.

e Veeam Agent users on the tenant side can connect to the SP and create backups on the cloud
repository under the tenant account. However, it is recommended to provide every user with a
separate subtenant account. In this case, the tenant or SP can allocate storage resources on the
cloud repository individually for every subtenant so that subtenants' data is stored in the cloud in an
isolated and segregated way.

Communication between the subtenant and the SP is carried out in the similar way as between the tenant and
the SP. The subtenant connects to the SP, configures a backup job targeted at the cloud repository and
transmits backed-up data to the SP side. The difference is that the data is transmitted to the cloud repository
from the Veeam Agent computer, and not from a VM on a tenant virtualization host.

The tenant can view properties of Veeam Agent backups created by subtenants on the cloud repository and
delete such backups from the cloud repository. To recover data from Veeam Agent backups, the tenant can
perform the following operations:

e Export computer disks as virtual disks

e Restore guest OS files

98 | Veeam Cloud Connect | Administrator Guide



TIP

In the scenario where the SP and tenant have access to the same Microsoft Active Directory infrastructure,
the SP can also provide Veeam Agent users with access to a cloud repository through Active Directory
tenant accounts. To learn more, see Active Directory Tenant Account.
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Subtenant Account

To work with the cloud repository, a subtenant uses the subtenant account. Veeam Backup & Replication offers
two types of subtenant accounts:

e Standalone subtenant account — accounts of this type are used to back up data to the cloud repository
with Veeam Agent operating in the standalone mode.

e Managed subtenant account — accounts of this type are used in the Veeam Agent management scenario.

NOTE

In the scenario where the SP and tenant belong to the same organization that has Microsoft Active
Directory deployed, the SP can allow AD users to create Veeam Agent backups in a cloud repository. To do
this, the SP must configure Active Directory tenant accounts instead of subtenant accounts. Veeam Agent
users will be able to connect to the SP using credentials of their accounts in AD without the need to
remember additional credentials.

To learn more, see Active Directory Tenant Account.

Standalone Subtenant Account

In the scenario where users on the tenant side back up data to the cloud repository with Veeam Agent operating
in the standalone mode, the tenant or SP must create subtenant accounts. The number of subtenant accounts
created per tenant is not limited in Veeam Backup & Replication.

Typically, the tenant is the party responsible for creating and managing subtenant accounts. However, the SP
can perform the same operations with subtenant accounts as the tenant. This allows the SP to create, edit or
delete subtenant accounts upon tenant requests, for example, if the tenant has no access to the Veeam Backup
& Replication console.

Veeam Backup & Replication saves information about subtenant accounts in the Veeam Backup & Replication
database. Every time the tenant or SP performs an operation with the subtenant account, Veeam Backup &
Replication updates the subtenant data and replicates this data between the tenant side and SP side.

Managed Subtenant Account

In the Veeam Agent management scenario where Veeam Agent is deployed and managed remotely from Veeam
Backup & Replication, the tenant or SP does not need to create subtenant accounts to back up Veeam Agent
machines to the cloud repository. In this scenario, Veeam Backup & Replication creates subtenant accounts
automatically. Such accounts are considered as managed subtenant accounts.

Veeam Backup & Replication creates a managed subtenant account for each machine added to a backup policy.
A machine uses this account to connect to the SP during the backup process.

Veeam Backup & Replication automatically generates names, passwords and descriptions for managed
subtenant accounts. In contrast to standalone subtenant accounts, passwords for managed subtenant accounts
are saved in the Veeam backup database on the tenant backup server only. Passwords for managed subtenant
accounts are not passed to the SP side.
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The tenant or SP can manually edit a managed subtenant account, if necessary. The following operations are
available:

Change the password for the subtenant account. This operation is required if you want to perform bare-
metal recovery from a Veeam Agent backup created by a backup policy in a cloud repository. Keep in mind
that this operation is available only for the tenant in the tenant Veeam backup console. The SP cannot
change the password for a managed subtenant account.

Limit subtenant quota. By default, Veeam Backup & Replication creates managed subtenant accounts with
unlimited subtenant quota. The tenant or SP can limit storage quotas individually for each created
subtenant account.

Disable and enable the subtenant account. By default, Veeam Backup & Replication creates managed
subtenant accounts in the enabled state. After you disable a managed subtenant account, Veeam Agent
managed by Veeam Backup & Replication will not be able to connect to the SP and back up data to the
cloud repository.

Specify a custom description for the managed subtenant account instead of the default description
generated by Veeam Backup & Replication.

To learn more about Veeam Cloud Connect support for Veeam Agent managed by Veeam Backup & Replication,
see the Backup to Veeam Cloud Connect Repository section in the Veeam Agent Management Guide.
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Subtenant Quota

When the tenant or SP creates a subtenant account, they provide to the created account a subtenant quota. A
subtenant quota is an amount of storage space within the tenant quota on the cloud repository. The subtenant
can consume storage resources provided through the subtenant quota for storing Veeam Agent backups on the
cloud repository.

The tenant or SP can allocate only one quota on one cloud repository for each subtenant account. If the tenant
or SP wants to provide to a user multiple quotas on the same or different cloud repositories, they must create
different subtenant accounts for this user.

The tenant or SP can specify the size of the subtenant quota or create unlimited subtenant quota. With
unlimited subtenant quota, subtenant can use all storage space within the tenant quota on the cloud repository.
In this case, the tenant should monitor tenant quota consumption to make sure that the amount of free space
on the cloud repository is sufficient for storing backups created by this tenant and its subtenants.

NOTE
For managed subtenant accounts, consider the following:

e By default, Veeam Backup & Replication creates managed subtenant accounts with unlimited
subtenant quota. The tenant or SP can edit the necessary subtenant account and specify the desired
subtenant quota limit for the account.

e Managed subtenant accounts support multiple subtenant quotas. This allows Veeam Backup &
Replication to use the same subtenant account to back up the same machine with multiple Veeam
Agent backup jobs targeted at different cloud repositories.
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Data Encryption and Throttling

Data Encryption

By default, Veeam Backup & Replication encrypts data traffic going to and from the cloud repository.
Additionally, tenants can encrypt backups created with backup jobs and backup copy jobs. To do this, tenants
must enable the data encryption option in the job properties.

Network Traffic Throttling

The SP can select to throttle traffic going to and from the SP Veeam Cloud Connect infrastructure. Data
throttling rules are specified in the same manner as for regular backup infrastructure components.

By default, the Veeam backup server shares available bandwidth equally between all tenants who work with
cloud backup and replication resources simultaneously. The bandwidth available to one tenant is equally split
between all tasks performed by this tenant.

For example, the cloud repository is used by two tenants simultaneously:
e Tenant Truns 2 tasks, backup and restore.
e Tenant 2runs 1 task.

In this situation, 7enant 7will get 50% of bandwidth and this bandwidth will be equally split between 2 tasks:
25% of the initial bandwidth per task. The task performed by 7enant 2 will get 50% of the initial bandwidth.

To adjust network bandwidth consumption individually for each tenant, the SP can specify the bandwidth limit
when assigning cloud backup and replication resources to a tenant. In this case, tenant's backup and replication
jobs will split the specified bandwidth regardless bandwidth consumption by other tenants.

Parallel Data Processing

Veeam Cloud Connect supports parallel data processing. The SP can specify the maximum number of concurrent
tasks that can be performed within tenant jobs targeted at the cloud repository and cloud host. Task limitation
settings are specified individually for each tenant at the process of the tenant account registration. To learn
more, see Specify Bandwidth Settings.

When multiple concurrent tasks are allowed for the tenant, the tenant can process in parallel the specified
number of VMs and/or VM disks within a single backup or replication job targeted at the cloud repository or
cloud host. Parallel data processing also lets the tenant perform multiple jobs targeted at the cloud
simultaneously.

NOTE

For backup copy jobs targeted at the cloud repository, Veeam Backup & Replication allows to process
multiple jobs or multiple VMs in the job in parallel. VM disks are always processed subsequently, one by
one.

The maximum number of concurrent tasks specified for a tenant should not exceed the maximum number of
concurrent tasks specified for backup proxies and backup repositories deployed by the SP as a part of the Veeam
Cloud Connect infrastructure. Ignoring this rule can lead to overload of backup infrastructure components that
take part in processing tenant data.
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For example, the tenant has included 1 VM with 4 disks into a backup job targeted at the cloud repository. On
the SP side, the following task limitation settings are specified:

e The tenant can process 4 concurrent tasks.
e The cloud repository can process 2 concurrent tasks.

In this situation, Veeam Backup & Replication on the tenant backup server will start 4 concurrent tasks.
Limitation for the allowed number of concurrent tasks set for the cloud repository will be ignored.

Resource limitation settings for backup proxies and backup repositories deployed as a part of the Veeam Cloud
Connect infrastructure are specified in the same manner as for regular backup infrastructure components. To
learn more, refer to the Veeam Backup & Replication User Guide.

NOTE

Veeam Backup & Replication does not apply I/0 control settings specified in the general product settings
to tenant tasks in the Veeam Cloud Connect scenarios. To control consumption of the SP Veeam Cloud
Connect infrastructure resources by tenants, the SP uses parallel data processing and network traffic
throttling settings.
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Remote Connection to Tenant Backup
Server

The SP can use the Veeam Backup & Replication console to connect to the tenant backup server. This may be
helpful, for example, if the tenant encounters a problem with managing its backup infrastructure and asks the
SP to change settings in Veeam Backup & Replication deployed on the tenant side. The remote connection
functionality allows the SP to manage tenant backup servers without the need to configure additional network
connections, thus reducing security risks and network management overhead.

The remote connection functionality is available to the SP and tenant if the following conditions are met:

e The tenant connected to the SP using credentials of a standalone tenant account.

Remote connection to a backup server of a tenant with a VMware Cloud Director tenant account is not
supported. To overcome this limitation, the SP can create a separate standalone account for this tenant,
and the tenant can connect to the SP using credentials of this account.

The remote connection functionality is not available to Active Directory tenants as well, because such
tenants do not have a tenant backup server and can use their tenant account to connect to the SP in
Veeam Agent only.

e The tenant enabled the Allow this Veeam Backup & Replication installation to be managed by the service
provider option at the process of connecting to the SP. To learn more, see Specify Cloud Gateway
Settings.

Veeam Backup & Replication offers two types of connection to the tenant backup server:

e With the Remote Access Console — in this case, the SP can log on to the tenant backup server and perform
the required operations in Veeam Backup & Replication. For example, the SP can use the Remote Access
Console to change configuration options in Veeam Backup & Replication, run jobs or perform available
restore tasks.

e With the Remote Desktop Connection client — in this case, the SP can launch a remote session over the
RDP protocol and log on to the Microsoft Windows OS running on the tenant backup server.

To establish and keep remote connections between the tenant backup server and Veeam Cloud Connect
infrastructure components on the SP side, Veeam Backup & Replication uses network redirectors. Network
redirectors communicate through the cloud gateway allowing Veeam Backup & Replication components
deployed on the SP side to access the tenant backup server. To learn more, see Network Redirectors.
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Network Redirectors

To open and keep a communication channel between the tenant backup server and SP backup infrastructure,
Veeam Backup & Replication uses network redirectors. Network redirectors route requests between Veeam
Backup & Replication components of the two parties allowing Veeam Backup & Replication to pass commands
from the SP side to the tenant side. As a result, the SP can remotely access the tenant backup server and
perform data protection and disaster recovery tasks in Veeam Backup & Replication deployed on the tenant side.

Technically, a network redirector is an executable file residing in the Veeam Backup & Replication installation
folder. A network redirector is deployed on every Veeam backup server or dedicated machine on which you
install the Veeam Backup & Replication console. However, Veeam Backup & Replication uses network redirectors
only on those machines that take part in establishing a remote connection to the tenant backup server.

Depending on what Veeam Backup & Replication component is deployed on the machine, a network redirector
can perform one of the following roles:

e  (loud network redirector — a network redirector that runs on the SP backup server (a backup server on
which the Veeam Cloud Connect license is installed). Cloud network redirector accepts connections from
Tenant network redirectors and Remote Access Console and routes requests between these components.

e Tenant network redirector — a network redirector that runs on the tenant backup server. The Veeam
Backup Service running on the tenant backup server starts this network redirector when the tenant
enables the Allow this Veeam Backup & Replication installation to be managed by the service provider
option in the Service Provider wizard. Tenant network redirector opens a control connection to the cloud
network redirector and runs in the background enabling remote access to the tenant backup server from
the SP side.

e Remote network redirector — a network redirector that runs on the machine where Remote Access
Console is installed (the SP backup server of a dedicated machine). Veeam Backup & Replication uses this
network redirector only to open a remote desktop session to the tenant backup server. The Remote Access
Console starts the Remote network redirector when the SP selects the tenant in the Open Remote Access
Console window. After the SP closes the Remote Access Console, Veeam Backup & Replication stops the
Remote network redirector, too.

Veeam Backup & Replication components involved in remote connection scenarios communicate differently
depending on the type of connection to the tenant backup server — with the Remote Access Console or over the
Remote Desktop Protocol. To learn more, see How Remote Access Console Works and How Remote Desktop

Connection to Tenant Works.
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Remote Access Console

The Remote Access Console is a Veeam Cloud Connect infrastructure component that provides access to the
tenant backup server. With the Remote Access Console, the SP can connect to the tenant backup server, log on
to Veeam Backup & Replication deployed on the tenant side and perform required data protection, disaster
recovery or administration tasks.

The Remote Access Console is in many ways similar to the reqgular Veeam Backup & Replication console: it is a
client-side component that communicates to the backup server. However, the Remote Access Console does not
connect directly to the tenant backup server. Instead, it communicates to the Veeam Backup Service and Cloud
network redirector running on the SP backup server. Veeam Backup & Replication passes commands from the
Remote Access Console to the tenant backup server through network redirectors. To learn more, see How
Remote Access Console Works.

NOTE

For more information about the regular Veeam backup console, see the Backup & Replication Console
section in the Veeam Backup & Replication User Guide.

The Remote Access Console is available on every machine where the regular Veeam backup console is installed.
On the SP backup server, Veeam Backup & Replication creates a desktop icon for the Remote Access Console. On
other machines where the Veeam backup console is installed, to open the Remote Access Console, use the
following command:

"$ProgramFiles%\Veeam\Backup and Replication\Consolel\veeam.backup.shell.exe" -T
enantRemoteAccess

To connect to the tenant backup server, the SP needs to specify the following settings:

e The name or IP address of the SP backup server or cloud gateway (depending on the location of the
Remote Access Console. To learn more, see Deployment Scenarios for Remote Access Console).

e Credentials to connect to the SP backup server.

e Credentials to connect to the tenant backup server.

NOTE

The process of establishing a connection to the SP and tenant backup servers with the Remote Access
Console may require longer time depending on the distance between these components and quality of the
network connection.

The SP can use the same Remote Access Console to connect to different tenant backup servers. For
convenience, the SP can save several shortcuts for these connections.
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Deployment Scenarios for Remote Access Console

Veeam Backup & Replication offers the following scenarios of the Remote Access Console usage:

e The SP can use the Remote Access Console installed on the SP backup server or dedicated machine that is
connected to the SP backup infrastructure network. In this scenario, the Remote Access Console will
connect directly to the SP backup server to communicate to the Veeam Backup Service and Cloud network

redirector.
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e The SP can use the Remote Access Console on any machine that resides outside of the SP backup
infrastructure and has access to the cloud gateway. In this case, the Remote Access Console will connect
to the SP backup server over the internet through the cloud gateway.

By default, Veeam Backup & Replication does not accept connections from the Remote Access Console
over the internet. The SP can enable this functionality in the in the Veeam Backup & Replication settings if
necessary. To learn more, see Enabling Access to Cloud Gateway.
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How Remote Access Console Works

To open and keep a remote connection to the tenant backup server with the Remote Access Console, Veeam
Backup & Replication components communicate in the following way:

1.

After the tenant adds the SP in its Veeam Backup & Replication console, the Veeam Backup Service
running on the tenant backup server starts the Tenant network redirector.

The Tenant network redirector establishes the control connection to the Cloud network redirector that
runs on the SP backup server waiting for connections from tenants.

The Cloud network redirector accepts the control connection from the Tenant network redirector and
reports information about the connected tenant to the Veeam Backup Service running on the SP backup
server. The control connection remains open.

The Remote Access Console connects to the Veeam Backup Service running on the SP backup server and
retrieves information about tenants who have opened control connections to the SP.

When the SP starts using the Remote Access Console to connect to the tenant backup server, the Remote
Access Console connects to the Cloud network redirector. The Remote Access Console provides to this
network redirector information about the tenant to whose backup server the SP wants to connect.

The Cloud network redirector puts on hold the connection from the Remote Access Console and notifies
the Tenant network redirector over the control connection that the Remote Access Console has requested
to connect to the tenant backup server.

After the Tenant network redirector accepts the request over the control connection, the Tenant network
redirector opens the new connection to the Cloud network redirector and provides to this network
redirector information about the Remote Access Console that has requested to connect to the tenant
backup server.

The Cloud network redirector accepts the connection from the Tenant network redirector, opens the
awaiting connection from the Remote Access Console and starts redirecting requests between these
connections.

The Tenant network redirector connects to the Veeam Backup Service running on the tenant backup server
and starts redirecting requests between opened connections. The Remote Access Console starts
communicating to the Veeam Backup Service running on the tenant backup server.
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NOTE

In this scenario, the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure and
communicates directly to the SP backup server. If the Remote Access Console is deployed on a remote
machine in an external network, the described steps remain the same. The only difference is that the
Remote Access Console will communicate to the SP backup server through the cloud gateway.
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Limitations for Remote Access Console

The Remote Access Console has the following limitations:

e The Remote Access Console must be of exactly the same version as Veeam Backup & Replication installed
on the tenant backup server.

In case versions differ, the Remote Access console will display a notification offering to establish a remote
desktop connection to the tenant backup server. To learn more, see Remote Desktop Connection to
Tenant.

e The SP cannot perform the following operations with the Remote Access Console:
o Perform file-level restore
o Perform application items restore with Veeam Explorers

o Perform file copy operations using the Files view of the Veeam Backup & Replication console

To overcome this limitation, the SP can establish a remote desktop connection to the tenant backup
server. After that, the SP can perform necessary operations in the Veeam Backup & Replication console
deployed locally on the tenant backup server.

110 | Veeam Cloud Connect | Administrator Guide



Remote Desktop Connection to Tenant

The SP can use the Remote Access Console functionality to connect to the tenant backup server over the
Remote Desktop Protocol. In this case, the SP can log on to the Microsoft Windows OS running on the tenant
backup server and open the Veeam Backup & Replication console locally on this backup server. This may be
required if the SP needs to perform operations that are not supported in the Remote Access Console, such as
file-level or application items restore.

To connect to the tenant backup server, Veeam Backup & Replication uses the Remote Desktop Connection
client (mstsc.exe). Veeam Backup & Replication opens the Remote Desktop Connection client locally on the
machine where the Remote Access Console is installed. The Remote Desktop Connection client connects to
Remote Desktop Services running on the tenant backup server. The connection is held over the communication
channel opened between network redirectors. To learn more, see How Remote Desktop Connection to Tenant
Works.

The SP can launch a remote desktop session to the tenant backup server in one of the following ways:

e From the Cloud Connect view of the Veeam Backup & Replication console connected to the SP backup
server. In this case, the SP can select the necessary tenant and their backup server in the Tenants node of
the Cloud Connect view.

e From the Open Remote Access Console window on any machine where the Remote Access Console is
installed. After the SP specifies settings to connect to the tenant backup server, they can press and hold
the [CTRL] key and click Connect. Instead of connecting to the tenant backup server with the Remote
Access Console, Veeam Backup & Replication will launch the Remote Desktop Connection client.

e If the SP and tenant run different versions of Veeam Backup & Replication on their backup servers, Veeam
Backup & Replication will display a warning in the Open Remote Access Console window notifying that the
Remote Access Console is unable to connect to the tenant backup server. In the warning, Veeam Backup &
Replication will display a link to launch the Remote Desktop Connection client.

NOTE

You can also launch the Remote Desktop Connection client from the main menu of the Veeam Backup &
Replication console. In this case, Veeam Backup & Replication will open a remote desktop session to the
backup server to which the Veeam backup console is connected.

How Remote Desktop Connection to Tenant Works

To open and keep a remote connection to the tenant backup server over the Remote Desktop Protocol, Veeam
Backup & Replication components communicate in the following way:

1. After the tenant adds the SP in their Veeam Backup & Replication console, the Veeam Backup Service
running on the tenant backup server starts the Tenant network redirector.

2. The Tenant network redirector establishes the control connection to the Cloud network redirector that
runs on the SP backup server waiting for connections from tenants and Remote network redirectors.

3. The Cloud network redirector accepts the control connection from the Tenant network redirector and
reports information about the connected tenant to the Veeam Backup Service running on the SP backup
server. The control connection remains open.

4. The Remote Access Console connects to the Veeam Backup Service running on the SP backup server and
retrieves information about tenants who have opened control connections to the SP.
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5. When the SP starts using the Remote Access Console to connect to the tenant backup server over the RDP
protocol, the Remote Access Console starts the Remote network redirector. The Remote Access Console
provides to this network redirector information about the cloud gateway and information about the tenant
to whose backup server the SP is connecting.

6. The Remote Access Console starts locally the Remote Desktop Connection client (mstsc.exe) that is set
up to connect to the Remote network redirector.

7. The Remote network redirector accepts connection from Remote Desktop Connection client and connects
to the Cloud network redirector. The Remote network redirector provides to the Cloud network redirector
information about the tenant to whose backup server the SP is connecting over the RDP protocol. After
that, the Remote network redirector starts redirecting requests between the Remote Desktop Connection
client and the Cloud network redirector.

8. The Cloud network redirector puts on hold the connection from the Remote Desktop Connection client
and notifies the Tenant network redirector over the control connection that the Remote Access Console
has requested to connect to the tenant backup server over the RDP protocol.

9. After the Tenant network redirector accepts the request over the control connection, the Tenant network
redirector opens the new connection to the Cloud network redirector and provides to this network
redirector information about the Remote Access Console that has requested to connect to the tenant
backup server over the RDP protocol.

10. The Cloud network redirector accepts the connection from the Tenant network redirector, opens the
awaiting connection from the Remote Desktop Connection client and starts redirecting requests between
these connections.

11. Tenant network redirector connects to Remote Desktop Services running in the tenant backup server OS
and starts redirecting requests between opened connections. The SP gains access to the tenant backup
server OS over the RDP protocol.
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In this scenario, the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure and
communicates directly to the SP backup server. If the Remote Access Console is deployed on a remote
machine in an external network, the described steps remain the same. The only difference is that the
Remote Access Console will communicate to the SP backup server through the cloud gateway.
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Tenant Backup to Tape

The SP can write backups created by a tenant in a cloud repository to a tape media. This allows the SP to offer
additional tier of data protection to their tenants: the tenant will have one copy of the backed-up data in a cloud
repository, and another copy of the backed-up on a tape media on the SP side. In case some important data in
the cloud repository becomes unavailable, the tenant can ask the SP to restore the necessary data from tape.

The SP can also use the tenant backup to tape functionality to offer a separate data protection scenario — Tape
as a Service. If a tenant is required to keep backups of their data on a tape media, they can request to copy their
backups to tape and obtain the tape media from the SP without the need to deploy and maintain their own tape
infrastructure.

The ability to archive tenant backups to tape can also help the SP protect their own infrastructure against
disasters that may result in loss of tenant data.

Veeam Backup & Replication supports backup to tape for all types of tenant backups: backups created by VM
backup jobs, Veeam Agent backup jobs and backup copy jobs that process VM backups and Veeam Agent
backups.

All tasks within the tenant backup to tape scenario are performed by the SP. The tenant is unaware of the tape
infrastructure deployed on the SP side. The tenant cannot view or manage backup to tape jobs configured by
the SP, and perform operations with backups created by these jobs.
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Getting Started with Tenant Backup to Tape

To back up tenant data to tape, the SP must complete the following steps:

1.

Configure the Veeam Cloud Connect Backup infrastructure. For details, see Getting Started with Veeam
Cloud Connect Backup.

Connect tape devices and add a tape server to the backup infrastructure on the SP backup server. For
details, see Connecting Tape Devices and Adding Tape Server sections in the Veeam Backup & Replication
User Guide.

Create one or more GFS media pools that will be used as targets for tenant backup to tape jobs. For
details, see the Creating GFS Media Pools section in the Veeam Backup & Replication User Guide.

Configure and run a tenant backup to tape job. For details, see Creating Tenant Backup to Tape Job.

In case some tenant data in a cloud repository becomes missing or corrupted, you can restore the
necessary data from tape. For details, see Restoring Tenant Data from Tape.
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Tenant Backup to Tape Job

To back up tenant data to tape, you must create and run tenant backup to tape jobs. Technically, a tenant
backup to tape job is a variant of a backup to tape job targeted at a GFS media pool. For more information about
GFS media pools, see the GFS Media Pools section in the Veeam Backup & Replication User Guide.

As a source for a tenant backup to tape job, you can specify the following types of objects:
e All tenants
e One or more specific tenants
e One or more cloud repositories of the same tenant or different tenants

Backups created by tenant backup to tape jobs become available in the Backups > Tape node of the SP Veeam
backup console. Such backups are not displayed in the tenant Veeam backup console.

NOTE
Consider the following:

e Tenant backup to tape jobs process only backups created by jobs or mapped to jobs configured on
tenant backup servers. Imported backups are skipped from processing.

e If you use the Capacity Tier functionality to offload tenant data to an object storage repository, keep
in mind that backup to tape jobs copy to tape active backup chains only (that is, backup chains that
reside in performance tier). Inactive backup chains offloaded to an object storage repository are not
processed by backup to tape jobs. To learn more about Capacity Tier support in Veeam Cloud
Connect, see Support for Capacity Tier.
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Data Restore from Tenant Backups on Tape

Veeam Backup & Replication offers the following scenarios for restore of tenant data from tape:

e Restore to the original location. In this scenario, Veeam Backup & Replication restores tenant backups to
the original cloud repository. The existing backups are overwritten. After restore, Veeam Backup &
Replication maps tenant jobs to the restored backup chains.

e Restore to a new location. In this scenario, Veeam Backup & Replication restores tenant backups to
another cloud repository specified by the SP. This option may be useful if you do not want to overwrite all
tenant backups in the original cloud repository.

e Export backup files to disk. In this scenario, Veeam Backup & Replication restores tenant backups to a
specified folder located on a server in the SP Veeam backup infrastructure.

NOTE

If the tenant backup resides in capacity tier, and immutability is enabled for data blocks in capacity tier, you
cannot use this backup to restore data to the original location. If you restore data from this backup to a
new location, and specify the same original repository and new repository, Veeam Backup & Replication

will automatically keep the original tenant data. You cannot choose to overwrite the original data with
backed-up data from tape.

The SP can restore data of one tenant or several tenants simultaneously. The SP can restore all tenant data

backed-up by a tenant backup to tape job or choose what data to restore. To do this, the SP can select for
restore the following objects:

e Tenant
e Cloud repository

e Tenant job that created backup in the cloud repository

TIP

To restore tenant data from tape, the SP can also pass the tape media that contains tenant data to the
tenant. In this case, the tenant can add the tape media to their Veeam backup infrastructure and use the
Veeam backup console to perform regular restore operations from tape. To learn more, see the Tape
Devices Support section in the Veeam Backup & Replication User Guide.
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IPv6 Support

Veeam Backup & Replication supports IPv6 communication for Veeam Cloud Connect infrastructure
components. This functionality is enabled by default in new installations of Veeam Backup & Replication 12. If
the SP has upgraded Veeam Backup & Replication from an earlier version of the product, they can enable this
functionality manually on the SP backup server. For details, see Enabling IPv6 Communication.

The following rules apply to IPv6 support in Veeam Cloud Connect:

e After the SP enables IPv6 communication, they can add cloud gateways to the Veeam Cloud Connect
infrastructure in the NAT mode only and must specify an external DNS name in the cloud gateway
settings. For details, see Specify Network Settings.

e The SP and tenant can specify whether to use IPv6 addresses for network extension appliances. The
following scenarios for are available:

o Use an IPv4 interface
o Use an IPv6 interface

o Use both IPv4 and IPv6 interfaces

The SP and tenant can choose whether to assign an IPv4 or IPv6 address automatically, or specify it
manually.

The SP configures the SP network extension appliance when subscribing a standalone tenant account to a
hardware plan or when configuring a VMware Cloud Director tenant account. For details, see Registering
Tenant Accounts.

The tenant configures the network extension appliance when adding the SP in the tenant Veeam backup
console. For details, see Connecting to Service Providers.

e The SP can add IPv6 addresses to the pool of public IP addresses that will be available to tenant VM
replicas, and can allocate them in the properties of the tenant account. For details, see Managing Public IP
Addresses.

e The tenant can specify IPv6 addresses for default gateways whose settings Veeam Backup & Replication
uses to enable communication with external networks during full site failover.

e For tenant VMs replicated to a cloud host, Veeam Backup & Replication detects IPv6 settings only if
application-aware processing is enabled in the properties of the replication job or CDP policy that
processes these VMs. These settings are required to map the tenant production network to the network
for VM replicas on the SP side.

e During partial site failover, Veeam Backup & Replication establishes separate VPN tunnels for IPv4 and
IPv6 communication between network extension appliances.
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Enabling IPv6 Communication

If you have upgraded from an earlier version of Veeam Backup & Replication and want to allow communication
over the IPv6 protocol in the Veeam Cloud Connect infrastructure, you must enable this option in the Veeam
Backup & Replication settings.

To enable IPv6 communication:

1. Inthe Veeam backup console on the SP backup server, from the Main Menu, select Network Traffic Rules.
2. In the Global Network Traffic Rules window, click Networks.
3. In the Preferred Networks window, select the Enable IPv6 communication check box.

4, Click OK.

NOTE

Consider the following:

e After the SP enables IPv6 communication in the Veeam Cloud Connect infrastructure, the SP and

tenant must redeploy network extension appliances that were deployed earlier to use IPv6
addresses for these components.

e If the SP wants to disable IPv6 communication in the Veeam Cloud Connect infrastructure, they
must disable IPv6 interfaces in the properties of network extension appliances before performing
this operation. Otherwise, Veeam Backup & Replication will display a message with the list of
network extension appliances that must be reconfigured.

Global Metwork Traffic Bule *
Preferred Metwarks X
MNetwork
Name [] Prefer the following networks for backup and replication traffic: Hd...
Interne MNetwork Address Prefix Length e bit.
Remove
ove
vorks...
Use
Impr] Enable IPvb communication b A
ncel
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Planning and Preparation

This section covers the list of system requirements to the Veeam Cloud Connect infrastructure and describes
ports that must be open on backup infrastructure components.
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System Requirements

Make sure that servers on which you plan to deploy Veeam Cloud Connect infrastructure components meet
system requirements listed below.

Cloud Gateway

Hardware CPU- x86 or x86-64 processor.

Memory: OS requirements plus Cloud Gateway Service requirements. A single
connection from a tenant consumes around 512 KB of memory. 1 GB of memory in a
cloud gateway can be used to receive up to 2,000 concurrent connections.

Disk Space: 300 MB.
Network: 1 Gbps LAN.

0s 32-bit and 64-bit versions of the following operating systems are supported:

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server Semi-Annual Channel (versions 1803 to 22H2)
e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012

e Microsoft Windows 11 (versions 21H2, 22H2)

e Microsoft Windows 10 (versions 1909 to 22H2)

' Server Core installations of Microsoft Windows Server OSes are supported.

Veeam Backup Server

To learn about system requirements for Veeam backup servers deployed on the SP side and tenant side, see the
System Requirements section in the Veeam Backup & Replication User Guide.

In addition to requirements listed in the Veeam Backup & Replication User Guide, the SP backup server must
meet the following requirements:

Hardware Memory: 8 GB RAM minimum, 16 GB RAM for installations with more than 100 parallel
tenant tasks.
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The following recommendations help improve data processing performance for the SP backup server:

SQL Database It is recommended to use an SQL Database installed on a dedicated server.

The following versions of PostgreSQL are supported:

e PostgreSQL 14.x
e PostgreSQL 15 and 15.1 (version 15.1 is included in the Veeam Backup &
Replication setup)

The following versions of Microsoft SQL Server are supported:

e Microsoft SQL Server 2022 Standard or Enterprise Edition
e Microsoft SQL Server 2019 Standard or Enterprise Edition
e Microsoft SQL Server 2017 Standard or Enterprise Edition
e Microsoft SQL Server 2016 Standard or Enterprise Edition

For installations with more than 100 parallel tenant tasks, consider performance tuning. To learn more, see
Performance Tuning.

Cloud Repository

To learn about system requirements for backup repositories used as cloud repositories, see the System
Requirements section in the Veeam Backup & Replication User Guide.

WAN Accelerator

To learn about system requirements for WAN accelerators deployed on the SP side and on tenant side, see the
System Requirements section in the Veeam Backup & Replication User Guide.
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Performance Tuning

For high loads (about 100 parallel tasks), it is recommended that Veeam Cloud Connect service providers meet
the following requirements to provide stable operation:

1. Backup quotas should be created on a Windows based backup repository.
2. Make sure that all tenants run the latest version of Veeam Backup & Replication and Veeam Agents.
NOTE

For higher loads (300 parallel tasks and more), see guidelines on Veeam Community Forums.
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Ports

The following table describes network ports that must be opened to ensure proper communication of the
Veeam Cloud Connect infrastructure components.

To learn what ports are required for other Veeam Backup & Replication components in the Veeam Cloud
Connect infrastructure, see the Ports section in the Veeam Backup & Replication User Guide.

-

Cloud SP backup server 6169 Port on the SP backup server used to

gateway listen to cloud commands from the
tenant side. Tenant cloud commands are
passed to the Veeam Cloud Connect
Service through the cloud gateway.

TCP 8190, 8191 Port on the SP backup server used by
SP-side network redirector(s) to connect
to the Remote Access Console and
establish a Remote Desktop Connection

to tenant.
TCP 2500 to Port range used during transfer of the
5000 Veeam Service Provider Console agent

from the SP backup server to the tenant
backup server.

SP backup TCP 2500 to Default range of ports used as data

repository 3300 transmission channels. For every TCP
connection that a job uses, one port
from this range is assigned.

Note: This range of ports applies to
newly installed Veeam Backup &
Replication starting from version 10.0,
without upgrade from previous versions.
If you have upgraded from an earlier
version of the product, the range of
ports from 2500 to 5000 applies to the
already added components.
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-_

SP backup proxy TCP 2500 to Default range of ports used as data
3300 transmission channels. For every TCP
connection that a job uses, one port
from this range is assigned.

For replication of Microsoft Hyper-V
VMs, the SP backup proxy resides on the
target Hyper-V host.

For replication of VMware vSphere VMs,
the role of the backup proxy can be
assigned to the backup server or another
machine in the Veeam backup
infrastructure.

Note: This range of ports applies to
newly installed Veeam Backup &
Replication starting from version 10.0,
without upgrade from previous versions.
If you have upgraded from an earlier
version of the product, the range of
ports from 2500 to 5000 applies to the
already added components.

Provider-side UDP 1195 Port used to establish secure VPN
network extension connection for network extension during
appliance partial site failover.

If a tenant has several IP networks,
additional odd ports should be opened
starting from 1195 — one port per
tenant's IP network.

For example, a tenant 7enantTreplicates
VMs that are connected to 3 IP
networks. In the Veeam Cloud Connect
infrastructure, the SP deployed a
network extension appliance for
Tenant]. In this case, the SP needs to
open between the network extension
appliance and the cloud gateway the
following ports: 7795, 7197, 7199.

WAN accelerator TCP 6165 Default port used for data transfer
between WAN accelerators.
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-

Veeam Service 9999 Port on the Veeam Service Provider
Provider Console Console server used to communicate
server with the tenant backup server.

Communication between tenant backup
servers and Veeam Service Provider
Console server goes through cloud

gateways.
SP backup Cloud gateway TCP 6160 Default port used by the Veeam Installer
server Service for deployment of the Veeam

Cloud Gateway Service and during
failover operations.

TCP 6168 Port on the cloud gateway used to listen
for cloud commands from the Veeam
Cloud Connect Service. The service
cloud commands from the Veeam Cloud
Connect Service are sent to set up,
delete and check the status of data
transport channels between tenants and
the cloud repository.

Provider-side TCP 22 Port used for communication with the
network extension network extension appliance.
appliance

ICMP — SP backup server needs access to the SP

network extension appliance over ICMP.

Domain controller TCP and 389 Port used for LDAP connections to
UDP Active Directory domain controllers for
Active Directory tenants authentication.

TCP 636 Ports used for LDAPS connections to
Active Directory domain controllers for
Active Directory tenants authentication.

WAN accelerator TCP 6164 Controlling port for RPC calls.

TCP 6220 Port used for traffic control (throttling)
for tenants that use WAN accelerators.

126 | Veeam Cloud Connect | Administrator Guide



_

SP backup
repository
(or gateway
server)

SP Veeam
Backup &
Replication
console

Tenant
backup
server

Backup
server

Cloud gateway

SP backup server

Cloud gateway

Tenant-side
network extension
appliance

Certificate
Revocation Lists

Endpoint used by
the Automatic Root
Certificates Update
component

Veeam Update
Notification Server
(dev.veeam.com)

TCP and
UDP

TCP

TCP and

UbP

TCP

TCP

TCP

TCP
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6180

10003

6180

22

80 or 443

(most
popular)

443

80

Port used for connections during the
following operations:

e Creating a replica from a cloud
backup

e Replica seeding from a cloud
backup

Port used by the Veeam Backup &
Replication console to connect to the
backup server when managing the
Veeam Cloud Connect infrastructure.

Port on the cloud gateway used to
transport VM data from the tenant side
to the SP side (UDP is used only during
partial failover of a cloud replica).

Port used for communication with the
network extension appliance.

Tenant backup server needs access to
CRLs (Certificate Revocation Lists) of
the CA (Certification Authority) who
issued a certificate to the SP.

Generally, information about CRL
locations can be found on the CA
website.

Port used by the Automatic Root
Certificates Update component for
communication with the Windows
Update endpoint.

Applicable to Microsoft Windows 10 and
later, Microsoft Windows Server 2016
and later.

To learn more, see Microsoft Docs.

Default port used to download
information about available updates
from the Veeam Update Notification
Server over the internet.


https://docs.microsoft.com/en-us/windows/privacy/manage-windows-endpoints#certificates

-

Veeam License Default port used for license auto-
Update Server update.
(autolk.veeam.com)

Backup server TCP 10003 Port used for communication with the
Veeam Backup Service (locally on the
backup server).

Provider- Cloud gateway UDP 1195 Port used to establish secure VPN

side connection for network extension during
network partial site failover.

extension

appliance If a tenant has several IP networks,

additional odd ports should be opened
starting from 1195 — one port per
tenant's IP network.

For example, a tenant 7enantTreplicates
VMs that are connected to 3 IP
networks. In the Veeam Cloud Connect
infrastructure, the SP deployed a
network extension appliance for
Tenant]. In this case, the SP needs to
open between the network extension
appliance and the cloud gateway the
following ports: 7795, 7797, 1799.

Tenant-side  Cloud gateway TCP and 6180 Port used to carry tenant VM traffic
network UDP from the tenant network extension
extension appliance to the SP network extension
appliance appliance through the cloud gateway.
Tenant Cloud gateway TCP and 6180 Port used for VM data transport to the
backup UDP cloud repository by backup jobs.
proxy

(VMware

vSphere) or

Hyper-V

server / off-
host backup
proxy
(Microsoft
Hyper-V)
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Tenant
backup
repository
(Microsoft
Windows
server /
Linux server
/ gateway
server for
CIFS share)

Tenant
VMware
CDP proxy

Remote
Access
Console
(SP LAN)

Remote
Access
Console
(Internet)

Cloud gateway TCP and 6180
UDP

Cloud gateway TCP and 6180
UDP

SP backup server TCP 8191
TCP 9392
TCP 10003

Cloud gateway TCP 6180

Certificate TCP 80 or 443

Revocation Lists (most

popular)
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Port used for VM data transport to the
cloud repository by backup copy jobs.

Port used for VM data transport by CDP
policies targeted at the cloud host.

For the complete list of ports used in
the CDP infrastructure, see the CDP
Components section in the Veeam
Backup & Replication User Guide.

Port used for communication with the
Veeam Cloud Connect Service and SP-
side network redirector(s).

Port used for communication with the
Veeam Backup Service.

Port used for communication with the
Veeam Backup Service.

Default port used for communication
with the SP Veeam Cloud Connect
Service and SP-side network
redirector(s).

Remote Access Console needs access to
CRLs (Certificate Revocation Lists) of
the CA (Certification Authority) who
issued a certificate to the SP.

Generally, information about CRL
locations can be found on the CA
website.
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-

Tenant Veeam Cloud
desktop Connect Portal
computer or

portable

device

Tenant Cloud gateway
Hyper-V
server

TCP and
UDP
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6443

6180

Port used for accessing Veeam Cloud
Connect Portal by tenants.

Veeam Cloud Connect Portal is installed
on the SP Veeam Backup Enterprise
Manager server as an optional
component. It should be published on
the internet by the SP administrator.

Port used for data transport during full
VM restore.



Veeam Product Versions

SP and tenants can run different versions of Veeam Backup & Replication on their Veeam backup servers. Veeam
products on the SP and tenant side must meet the following requirements:

Veeam Backup & Replication versions must support the Veeam Cloud Connect functionality.

The SP Veeam backup server must run the same or later version of Veeam Backup & Replication than the
tenant Veeam backup server.

This applies to major product versions. Within Veeam Backup & Replication version 12, the SP and tenant
can use any product build. It is recommended, however, that the SP and tenant install latest hotfixes and
updates on the backup server.

Veeam Backup & Replication 12 running on the SP backup server is compatible with the following versions
of Veeam products running on the tenant side:

o Veeam Backup & Replication 10a with Cumulative Patch P20210609 (build 10.0.1.4854) and later
o Veeam Agent for Microsoft Windows 5.0 (build 5.0.0.4301) and later
o Veeam Agent for Linux 5.0 (build 5.0.0.4318) and later

o Veeam Agent for Mac 1.0.1 (build 1.0.1.822) and later

If the SP or tenant plan to upgrade Veeam Backup & Replication, the upgrade process must start on the SP side.
The upgrade process should be performed in the following way:

1.

The SP upgrades Veeam Backup & Replication on the SP backup server. The upgrade procedure does not
differ from a regular one. To learn more, see the Upgrading to Veeam Backup & Replication 12 section in
the Veeam Backup & Replication User Guide.

After Veeam Backup & Replication on the SP side is upgraded, the tenant can perform the same upgrade
procedure on the tenant backup server.

Tenants who run earlier versions of Veeam Backup & Replication can continue using cloud resources provided to
them by the SP who has upgraded Veeam Backup & Replication. However, some Veeam Cloud Connect
functionality introduced in the current version of Veeam Backup & Replication may be not available to these
tenants.
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Considerations and Limitations

Before you start using the Veeam Cloud Connect functionality, consider prerequisites and limitations listed in
this section.
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Veeam Cloud Connect Backup

Veeam Backup & Replication has the following limitations for Veeam Cloud Connect Backup.

Backup, Backup Copy and Restore

Veeam Backup & Replication does not support backup copy jobs if the cloud repository is used as a source
backup repository. The backup copy job must use a backup repository configured locally on the tenant
side as a source one.

Transaction log backup is not supported for backup jobs targeted at the cloud repository. You can back up
transaction logs only with backup copy jobs in the immediate copy mode.

Note that cloud repositories backed by object storage systems are not supported by transaction log
backup copy jobs.

Instant VM Recovery, multi-OS file-level restore, restore to Microsoft Azure, Amazon EC2 and Nutanix
AHV from backups in the cloud repository are not supported on the tenant side.

Instant Recovery from VM backups and Veeam Agent backups is supported on the SP side. To learn more,
see Instant Recovery from Tenant Backups.

Removed GFS restore points might remain displayed in the Veeam Backup & Replication Ul on the tenant
side. To refresh the list of restore points, disable the job that created the restore points and rescan the SP
in the tenant Veeam backup console.

The Copy backup and Move backup operations to, from and between cloud repositories are not supported.

In the scenario where the SP uses backup repositories that support immutability as cloud repositories,
tenant backups become immutable for the number of days specified in the backup repository settings.
Veeam Backup & Replication does not delete tenant backups within a job session or by the background
retention job until both the retention period and immutability period end for these backups. The tenant
should be aware of the fact that because of immutability, their backups may remain in the cloud repository
for the longer period than specified in the job settings.

NOTE

Veeam Cloud Connect does not support NAS backup.

File Operations

Tenants can manually copy backup files to and from the cloud repository using the Files view in the Veeam
Backup & Replication console. Scheduled file copy jobs are not supported.

Scale-Out Backup Repositories Used as Cloud Repositories

Consider the following:

The SP cannot expose a scale-out backup repository as a cloud repository if unlimited number of
concurrent tasks is specified for at least one extent added to this scale-out backup repository.

Tenants cannot use the Files view in the Veeam Backup & Replication console to copy backup files to and
from a scale-out backup repository exposed as a cloud repository. Such cloud repositories are displayed in
the tenant Veeam Backup & Replication console in the read-only mode.
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Deduplicating Storage Appliances Used as Cloud Repositories

It is not recommended to use deduplicating storage appliances as cloud repositories. To protect VM data that is
backed up to the cloud repository, tenants are likely to use data encryption. For deduplicating storage
appliances, encrypted data blocks appear as different though they may contain duplicate data. Thus,
deduplicating storage appliances will not provide the expected deduplication ratio. To learn more, see the Data
Encryption section in the Veeam Backup & Replication User Guide.

If the SP uses a deduplicating storage appliance as a cloud repository, the SP must consider the following
limitations.

General

To keep track of tenant quota consumption, Veeam Backup & Replication uses information about the size of
backed-up data reported by a backup repository. A backup repository calculates the size of backed-up data
based on the size of source data before deduplication. As a result, the actual size of tenant backup data in the
cloud repository may be significantly smaller than the reported used space. The difference depends on whether
the tenant uses data encryption and on the backup repository type.

This approach leads to the following consequences:

e The tenant does not gain advantage from using data deduplication other than native deduplication and
compression provided by Veeam and performed within a backup job.

e Tenant backup jobs may fail to back up data to a cloud repository even in case deduplicating storage has
free storage space.

To overcome this limitation, it is recommended that the SP over-provisions storage space on the
deduplicating storage appliance used as a cloud repository.

Consider the following example:
e The tenant backs up VMs whose total size is 80 GB.

e The tenant quota size is 100 GB, and it is allocated on a deduplicating storage appliance used as a cloud
repository.

e Ondeduplicating storage, tenant VM backup data consumes 30 GB.

In this case, the backup repository will display that used storage space is 80 GB, and the tenant will be able to
back up additional 20 GB, and not 70 GB. To let the tenant back up the total amount of 100 GB of data, the SP

needs to use over-provisioning.

Dell Data Domain

The length of forward incremental and forever forward incremental backup chains that contain one full backup
and a set of subsequent incremental backups cannot be greater than 60 restore points. To overcome this
limitation, the tenant can do the following:

e For backup jobs, the tenant can schedule full backups (active or synthetic) to split the backup chain into
shorter series. For example, to perform backups at 30-minute intervals, 24 hours a day, the tenant must
schedule synthetic full backups every day. In this scenario, intervals immediately after midnight may be
skipped due to duration of synthetic processing.

e For backup copy jobs, the tenant can specify the necessary number of restore points in the backup copy
job settings. The number of restore points in the backup chain must be less than 60.

If the SP plans to use Dell Data Domain as a cloud repository, it is strongly recommended that the SP informs
tenants about limitations for the backup chain length.
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HPE StoreOnce

Veeam Backup & Replication does not support usage of HPE StoreOnce deduplicating storage appliances as
cloud repositories.

If the SP plans to use a scale-out backup repository as a cloud repository, they should consider the following
limitations:

e The SP cannot add an HPE StoreOnce appliance as an extent to a scale-out repository that is used as a
cloud repository.

e The SP cannot use a scale-out backup repository as a cloud repository if an HPE StoreOnce appliance is
added as an extent to this scale-out backup repository.

Object Storage Repositories Used as Cloud Repositories

To learn about considerations and limitations for the backup to object storage functionality, see Backup to
Object Storage.
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Veeam Cloud Connect Replication

Veeam Backup & Replication has the following limitations for Veeam Cloud Connect Replication.

Snapshot-Based Replication

Veeam Cloud Connect Replication does not support DHCP. To allow a VM replica on the cloud host to be
accessible over the network after failover, a replicated VM must have a static IP address.

Automatic network settings detection is supported for Microsoft Windows VMs only. For cloud replication
of non-Windows VMs, a tenant should specify network mapping settings and public IP addressing rules
manually.

A tenant cannot specify Re-IP rules for VM replicas on the cloud host. At the process of the replication job
configuration, if a tenant selects the Re-IP option and then selects the cloud host as a replication target,
Veeam Backup & Replication will disable the Re-IP option.

Pick datastore option is not supported for replication jobs targeted at the cloud host.

A tenant can restore VM guest OS files from a VM replica on the cloud host only to a Microsoft Windows
file system.

[For Microsoft Hyper-V VMs] Cloud replication of Shielded VMs is not supported. Replicas of such VMs can
run only on guarded Hyper-V hosts that have access to Host Guardian Service deployed on the tenant side.

Replication of encrypted VMs to a cloud host is not supported.

If the SP uses a vVSAN datastore as a target storage for tenant VM replicas, Veeam Backup & Replication
will display double quota usage.

Replication to VMware Cloud Director

Before you start using VMware Cloud Director in the Veeam Cloud Connect infrastructure, consider the
following prerequisites and limitations for VMware Cloud Director support:

Veeam Cloud Connect supports VMware Cloud Director versions 10.1 to 10.4.

If you plan to add more than one VMware Cloud Director server to the Veeam Cloud Connect
infrastructure, make sure that names of VMware Cloud Director organizations and organization user
accounts are unique within all VMware Cloud Director servers. Configurations with multiple Cloud Director
servers that have identical organization and organization user account names are not supported.
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Continuous Data Protection (CDP)

To learn about prerequisites and limitations for CDP with Veeam Backup & Replication, see the Requirements
and Limitations section in the Veeam Backup & Replication User Guide.

In addition, Veeam Backup & Replication has the following limitations for CDP in the Veeam Cloud Connect
infrastructure.

e For the CDP to VMware vSphere scenario: the minimum required ESXi version on the SP and tenant side is
6.5 Update 2.

e For the CDP to VMware Cloud Director scenario:
o On the SP side, the minimum required ESXi version is 7.0.
o On the tenant side, the minimum required ESXi version is 6.5 Update 2.

o You must not use the same vApp as a target for both a snapshot-based replication job and a CDP
policy.

o Organization VDC must have a CDP-ready storage policy. If no such policy is configured, Veeam
Backup & Replication will check whether the default storage policy may be used for CDP and create a
CDP-ready policy based on this storage policy. Mind that the Any storage policy is not supported for
CDP.

If a CDP-ready policy exists in VMware vSphere, Veeam Backup & Replication will import it to VMware
Cloud Director and use it for CDP.
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Naming Conventions

Do not use Microsoft Windows reserved names for names of backup repositories, jobs, tenants and other objects
created in Veeam Backup & Replication: CON, PRN, AUX, NUL, COM1, COM2, COM3, COM4, COM5, COM®6,
COM7, COMS8, COM9, LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8 and LPT9. If you use a reserved name,
Veeam Backup & Replication may not work as expected. To learn more about naming conventions in Microsoft

Windows, see Microsoft Docs.
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Licensing for Service Providers

Veeam Cloud & Service Providers (VCSPs) use rental licenses in the Veeam Backup & Replication infrastructure.
Veeam Software provides VCSPs with the following types of rental license:

e Veeam Cloud Connect license. Technically, the Veeam Cloud Connect license is the rental license with the
Cloud Connect Provider = Yes field in the license key file. The SP uses this type of license on the SP backup
server. The SP must not install this license on tenant backup servers. To learn more, see Offsite Backup
and Disaster Recovery (BaaS and DRaaSs).

e Rental Veeam Backup & Replication license. The rental Veeam Backup & Replication license contains the
Cloud Connect Provider = No field in the license key file. The SP uses this type of license on tenant backup
servers in the Managed Service scenario. To learn more, see Managed Service.

Offsite Backup and Disaster Recovery (BaaS and DRaaS)

The Veeam Cloud Connect functionality allows the SP to provide offsite backup and disaster recovery services to
tenants. To enable the Veeam Cloud Connect functionality, the SP must install the Veeam Cloud Connect license
on the SP backup server. After that, the SP can configure the Veeam Cloud Connect infrastructure and provide
backup and replication resources to tenants.

Veeam Cloud Connect offers the following data protection scenarios:

e Backup as a Service (Veeam Cloud Connect Backup). This scenario is intended for tenants who have Veeam
Backup & Replication, Veeam Agent for Microsoft Windows or Veeam Agent for Linux deployed and want
to back up and copy machines to the cloud. In this scenario, Veeam products on the tenant side may have
any type of paid license installed. To learn more, refer to the product documentation on Veeam Help
Center.

e Disaster Recovery as a Service (Veeam Cloud Connect Replication). This scenario is intended for tenants
who have Veeam Backup & Replication deployed and want to replicate VMs to the cloud. In this scenario,
Veeam backup servers on the tenant side may have any type of paid license installed in Veeam Backup &
Replication. To learn more, see the Types of Licenses section in the Veeam Backup & Replication User
Guide.

In these scenarios, tenant machines processed in Veeam Backup & Replication consume both licenses: the
Veeam Cloud Connect license and the license installed on the tenant backup server.

Tenant Side SP Side
N [ |
(=N
TenantLicense Veeam Cloud Connect
(Managed by tenant) License
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Managed Service (MSP Backup)

SPs can provide backup and replication services to tenants who want to protect data of their virtual or physical
machines and do not want to manage the Veeam backup infrastructure on their own account. In terms of Veeam
products, this scenario is referred to as Managed Service, and the SP providing services within this scenario is
referred to as Managed Service Provider (MSP). In this scenario, the SP deploys Veeam Backup & Replication
and/or Veeam Agents on the tenant side, configures and manages backup and replication jobs and charges
tenants for processing tenant machines. The SP typically performs these operations on-site or remotely using a
web-based Ul.

In the Managed Service scenario, in the Veeam products deployed on the tenant side, the SP must install a
Rental Veeam Backup & Replication license for the total number of instances for workloads that the tenant
plans to protect. In case the SP provides offsite backup and disaster recovery within this scenario, the Veeam
Cloud Connect license on the SP side and the Rental Veeam Backup & Replication license on the tenant side are
consumed according to the following rules:

e Tenant machines processed by backup jobs and backup copy jobs targeted at a cloud repository consume
the Rental Veeam Backup & Replication license and do not consume the Veeam Cloud Connect license. To
learn more, see Rental Machines Licensing.

e Tenant machines processed by replication jobs targeted at a cloud host consume both the Veeam Cloud
Connect license and the Rental Veeam Backup & Replication license.

Tenant Side 2P Side

R ] R

Rental Yeeam Backup & Replication Veeam Cloud Connect
License License
(Managed by 5F)
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Veeam Cloud Connect License

To enable the Veeam Cloud Connect functionality, the SP must install the Veeam Cloud Connect license on the
SP backup server. For SPs, the Veeam Cloud Connect functionality is licensed per points. Points are units (or
tokens) that the SP can use to protect tenant workloads. The SP must obtain a license for the total number of
points that is sufficient to protect tenant workloads.

The SP can use points in the license to protect tenant workloads of the following types:

e  (loud Connect VMs — VVMs backed up to a cloud repository by backup jobs configured in Veeam Backup &
Replication.

e  (loud Connect Replicas — VV\Ms replicated to a cloud host by replication jobs configured in Veeam Backup &
Replication.

e (loud Connect Workstations — physical or virtual workstations backed up to a cloud repository by Veeam
Agent backup jobs configured Veeam Agent or Veeam Backup & Replication.

e  (loud Connect Servers — physical or virtual servers backed up to a cloud repository by Veeam Agent
backup jobs configured in Veeam Agent or Veeam Backup & Replication.

The Veeam Cloud Connect license is consumed by protected workloads. A protected workload is a virtual or
physical machine that has at least one restore point created by a tenant in the past 31 days. Every protected
workload consumes points in the license. The number of points that a workload requires depends on the
workload type. For more information, see Veeam Rental Licensing and Usage Reporting Guide.

This licensing model allows the SP to obtain a license with a certain number of points without knowing in
advance what types of workloads tenants plan to protect.

Consider the following:

e The Veeam Cloud Connect license does not allow to back up and replicate VMs with the jobs configured on
the SP Veeam backup server. If the SP used such scenario with previous versions of Veeam Backup &
Replication, they must follow the SP Veeam backup server split procedure. To learn more, see this Veeam
KB article.

e Combining regular Veeam backup infrastructure and Veeam Cloud Connect infrastructure on the same
backup server is supported only for the Veeam Cloud Connect for the Enterprise scenario. For more
information, see this Veeam webpage.

e If atenant has a Rental Veeam Backup & Replication license installed on the tenant backup server, Veeam
Backup & Replication does not consider tenant machines processed by backup and/or backup copy jobs as
protected workloads. Instead, Veeam Backup & Replication treats such machines as rental machines. In
contrast to protected workloads, rental machines consume the tenant license and do not consume the SP
license. To learn more, see Rental Machines Licensing.

e The SP can also obtain and install on the SP backup server a Free Veeam Service Provider Console license.
A license of this type is intended for SPs who want to use Veeam Backup & Replication only for Remote
Monitoring and Management with Veeam Service Provider Console or for offering Office 365 Backup as a
Service with Veeam Backup for Microsoft 365. For more information, see Veeam Rental Licensing and
Usage Reporting Guide.
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New Workloads

To provide more flexibility and introduce a trial period for tenant workload processing, Veeam Backup &
Replication offers the concept of new workloads. New workloads are workloads that were processed for the first
time within the current calendar month. For example, Veeam Backup & Replication processes 7 machines in
November. In December, Veeam Backup & Replication processes the same 7 machines plus 2 new machines. In
December, these 2 machines are considered as new workloads.

New workloads are counted separately from existing workloads and do not consume points in the license during
the month when they were introduced. On the first day of the new month, the number of points related to new
workloads is added to the total number of used points, and the new points counter is reset. New workloads are
included in a license usage report for informational purposes.

License Expiration

The Veeam Cloud Connect license period is set in accordance with the chosen licensing program.

To ensure a smooth license update procedure, Veeam Backup & Replication offers to the SP a 60-day grace
period after the license expires. Upon license expiration, the SP can process all tenant workloads for the
duration of the grace period.

During the grace period, Veeam Backup & Replication will show a warning that the SP needs to update the
license.

e During the first month of a grace period, a message box is displayed once a week when the Veeam Backup
& Replication console opens.

e During the second month, a message box is displayed each time the Veeam Backup & Replication console
opens.

After the grace period is over, tenant workloads are no longer processed. To continue using Veeam Backup &
Replication, the SP must purchase a new license.

The grace period is also valid for situations when the number points used by tenant workloads exceeds the total
number of licensed points. To learn more, see Exceeding License Limit.

Exceeding License Limit

In some situations, the number of used points may exceed the license limit. For example, this may happen when
some machines are temporarily processed for testing reasons and stop being processed after some time.

For the Veeam Cloud Connect license, Veeam Backup & Replication allows the SP to manage up to 20 more
points or 20% more points (depending on which number is greater) than specified in the license, plus the
number of new points from the previous calendar month. Consider the following examples:

e The licensed number of points is 50, during the previous calendar month the SP processed 10 new points.
In this case, the license limit may be exceeded by 30 points — 10 new points from the previous month plus
20 points (20 is greater than 10, which makes 20% of 50).

e The licensed number of points is 200, during the previous calendar month the SP processed 10 new
points. In this case, the license limit may be exceeded by 50 points — 10 new points from the previous
month plus 40 points (40 makes 20% of 200 and is greater than 20).

Until the license limit is not exceeded for more than 20% or 20 points, plus the number of new points from the
previous month, Veeam Backup & Replication continues to process all protected workloads with no restrictions.
Newly added workloads are processed on the First In First Out basis when free license slots appear due to older
workloads no longer being processed.
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When the license is exceeded by more than 10% or 10 points, Veeam Backup & Replication displays a
notification with the number of exceeded points and the number of points by which the license can be further
exceeded. Veeam Backup & Replication displays this warning once a week when backup console opens.

If the license limit is exceeded for more than 20% or 20 points, plus the number of new points from the
previous month, all workloads that use points exceeding the licensed number plus the allowed increase are no
longer processed. Each time the backup console opens, Veeam Backup & Replication displays a notification with
the number of points by which the license is exceeded.
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Rental Machines Licensing

Tenant machines backed up with a Rental Veeam Backup & Replication license installed on the tenant backup
server do not consume the Veeam Cloud Connect license installed on the SP backup server.

e If a tenant backs up a server or workstation with Veeam Agent that uses a rental license, the SP can host
cloud backups of that server or workstation with no additional license fee for Veeam Cloud Connect
Backup.

e Likewise, if a tenant backs up a VM with a Rental Veeam Backup & Replication license, the SP can host
cloud backups of that VM with no additional license fee for Veeam Cloud Connect Backup.

With this functionality, SPs who manage Veeam backup infrastructure on the tenant side can deliver a complete
managed backup service, including backup to the cloud, for a single license fee based on the protected machine
type, regardless of its size. There is no need to pay an additional license fee for Veeam Cloud Connect Backup.

Tenant machines are considered as rental machines in case the tenant creates a backup in a cloud repository of
the SP in the following way:

e Creates a VM backup with a backup job configured in Veeam Backup & Replication.
e Creates a backup of a physical or virtual machine with a Veeam Agent backup job.
e Creates a copy of a VM backup with a backup copy job configured in Veeam Backup & Replication.

e Creates a copy of a Veeam Agent backup with a backup copy job configured in Veeam Backup &
Replication.

Veeam Backup & Replication running on the SP backup server counts rental machines according to the following
rules:

e Rental machines do not consume the Points counter in the SP license.
e Rental machines are not included in monthly license usage reports for the SP license.

e Rental machines appear in tenant machine counts in the SP backup console and Veeam Cloud Connect
report.

For example, Tenant 7uses Veeam Backup & Replication and Veeam Agent for Microsoft Windows with rental
licenses installed to back up 2 VMs and 1 server to the cloud repository. 7enant 2 uses Veeam Backup &
Replication and Veeam Agent for Microsoft Windows with subscription licenses installed to back up 6 VMs and 2
servers to the cloud repository. In this case, the SP license will be consumed by 6 backed-up VMs and 2 servers
processed by 7enant 2. 2 VMs and 1 server processed by 7enant 7 will be considered as rental machines and will
not appear in the SP license.

In the tenant machine counts of the SP backup console, as well as in the SP Veeam Cloud Connect report, Veeam
Backup & Replication will display the total number of 8 backed-up VMs and 3 servers — the number of machines
processed by 7enant 2 plus the number of rental machines processed by 7enant 1.
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Rental Veeam Backup & Replication
License

For the MSP Backup scenario where the SP controls the Veeam Backup & Replication infrastructure on the
tenant side and manages tenant machines, the SP must install a Rental Veeam Backup & Replication license on
the tenant Veeam backup server. The Rental Veeam Backup & Replication licenseis a full license with the license
expiration date set according to the chosen rental program (normally from 1 to 12 months from the date of
issue) that can be automatically updated upon expiration. To learn more, see Updating Licenses.

The Rental Veeam Backup & Replication license is consumed by protected workloads. A protected workload is a
virtual or physical machine that has at least one restore point created by a tenant in the past 31 days.

With the Rental Veeam Backup & Replication license, Veeam Backup & Replication processes workloads of the
following types:

e Virtual Machines — VV\Ms processed by backup and replication jobs configured in Veeam Backup &
Replication.

e Workstations — physical or virtual machines processed by backup jobs configured in the Workstation
edition of Veeam Agent for Microsoft Windows or Veeam Agent for Linux.

e  Servers— physical or virtual machines processed by backup jobs configured in the Server edition of Veeam
Agent for Microsoft Windows or Veeam Agent for Linux.

Every protected workload consumes points in the license. The number of points that a workload requires
depends on the workload type. For more information, see Veeam Licensing Policy.

License consumption does not depend on the number of jobs that process protected workloads. For example, if
a tenant processes the same VM with multiple jobs, this VM is still considered as 1 protected workload.

Protected workloads are counted regardless of the type of jobs (backup or replication) that process these
workloads. For example, if a tenant processes the same VM with a backup job and a replication job, this VM is
considered as 1 protected workload.

New Workloads

To provide more flexibility and introduce a trial period for tenant workload processing, Veeam Backup &
Replication offers the concept of new workloads. New workloads are workloads that were processed for the first
time within the current calendar month. For example, Veeam Backup & Replication processes 7 machines in
November. In December, Veeam Backup & Replication processes the same 7 machines plus 2 new machines. In
December, these 2 machines are considered as new workloads.

New workloads are counted separately from existing workloads and do not consume points in the license during
the month when they were introduced. On the first day of the new month, the number of points related to new
workloads is added to the total number of used points, and the new points counter is reset. New workloads are

included in a license usage report for informational purposes.

License Usage with Multiple Veeam Backup Servers

The SP can install one Rental Veeam Backup & Replication license on multiple tenant Veeam backup servers.
When a license file is assigned to a Veeam backup server, this backup server receives an /nstallation ID. An
Installation /Dis a unique identifier that is used to track the fact of using the same license file on multiple
installations of Veeam Backup & Replication.
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A Rental Veeam Backup & Replication license installed on multiple tenant Veeam backup servers counts all
managed VMs that are processed on those backup servers. For example, if the SP installs a Rental Veeam
Backup & Replication license for 10 VMs on 2 different tenant backup servers, they can manage 10 VMs in total
(not 10 VMs for each tenant and 20 VMs in total).

NOTE

Rules for Rental Veeam Backup & Replication license usage on multiple backup servers may vary depending
on the region. For details, contact your sales representative.

License Expiration

Veeam Backup & Replication offers a 60-day grace period to ensure a smooth license update procedure. Upon
license expiration, the tenant can use the Rental Veeam Backup & Replication license to process all workloads
for the duration of the grace period.

During the grace period, Veeam Backup & Replication will show a warning that the Rental Veeam Backup &
Replication license must be updated.

e During the first month of a grace period, a message box is displayed once a week when the Veeam Backup
& Replication console opens.

e During the second month, a message box is displayed each time the Veeam Backup & Replication console
opens.

After the grace period is over, tenant workloads are no longer processed. To continue using Veeam Backup &
Replication, the SP must obtain a new Rental Veeam Backup & Replication license.

Exceeding License Limit

In some situations, the number of used points may exceed the license limit. For example, this may happen when
some machines are temporarily processed for testing reasons and stop being processed after some time.

For the Rental Veeam Backup & Replication license, Veeam Backup & Replication offers the 60-day grace
period. Within this period, the Rental Veeam Backup & Replication license allows the tenant to use up to 20
more points or 20% more points than specified in the license (depending on which resulting number of points is
greater), plus the number of new points from the previous calendar month.

Consider the following examples:

e Example 1. The licensed number of points is 50, and during the previous calendar month the tenant used
10 new points.

In this example, the license limit may be exceeded by 30 points. This number includes 10 new points from
the previous month and 20 additional points (20% of 50 licensed points makes 10 points, and 20 is
greater than 10).

e Example 2. The licensed number of points is 200, and during the previous calendar month the tenant used
10 new points.

In this example, the license limit may be exceeded by 50 points. This number includes 10 new points from
the previous month and 40 additional points (20% of 200 licensed points makes 40 points, and 40 is
greater than 20).
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Until the license limit is exceeded for more than 20% or 20 points, plus the number of new points from the
previous month, Veeam Backup & Replication continues to process all protected workloads with no restrictions.
Newly added workloads are processed on the First In First Out basis when free license slots appear due to older
workloads no longer being processed. When the license is exceeded by more than 10% or 10 points, Veeam
Backup & Replication displays a notification with the number of exceeded points and the number of points by
which the license can be further exceeded. Veeam Backup & Replication displays this warning once a week when
backup console opens.

If the license limit is exceeded for more than 20% or 20 points, plus the number of new points from the
previous month, all workloads that use points exceeding the licensed number plus the allowed increase are no
longer processed. Every time the backup console opens, Veeam Backup & Replication displays a notification
with the number of points by which the license is exceeded.
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Installing License

When you install Veeam Backup & Replication on the SP side, you must specify a path to the Veeam Cloud
Connect license file (LIC) that you have obtained from Veeam. If the SP manages tenant workloads, you also
need to install Veeam Backup & Replication on the tenant side and specify a path to the Rental Veeam Backup &
Replication license file. You can skip this step and install the license when the product is set up.

To view information about the currently installed license, select License from the main menu of the Veeam
Backup & Replication console.

To install a new license or change the license:
1. From the main menu, select License.

2. Inthe License Information window, in the License tab, click Install and specify a path to the license file.

License Information
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Updating License

Veeam Cloud Connect license and Rental Veeam Backup & Replication license support automatic license update.
Instead of installing the license file manually after updates to the license, you can instruct Veeam Backup &
Replication to communicate with the Veeam licensing server, download the license file from it and install the
new license on the Veeam backup server.

IMPORTANT

Enabling license auto update activates Automatic License Usage Reporting. You cannot use license auto
update without automatic usage reporting.

The new license key differs from the previously installed license key in the license expiration date and support
expiration date. If you obtain a license for a new (for example, greater) nhumber of points, the Points counter in
the new license also displays the new number of licensed points.

To learn more about the automatic license update process, see the Updating License Automatically section in
the Veeam Backup & Replication User Guide.

By default, the automatic license update feature is deactivated. To enable it, do the following:

1. From the main menu, select License.

2. Inthe License Information window, in the License tab, select the Update license automatically check box.
TIP

If you do not want to enable automatic license update, after you obtain a new license, you can click the
Update Now button to update the license manually.

License Information
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Tenant Machine Count

Veeam Backup & Replication offers several ways to view information about protected tenant workloads —
machines processed by tenant jobs targeted at cloud repositories and cloud hosts.

e License. The SP can view the number of tenant machines that consume points in the license. To learn
more, see Viewing License Information.

e License usage report. Veeam Backup & Replication displays the number of tenant machines that use points
in the license in the license usage report. The SP can view monthly reports generated automatically by

Veeam Backup & Replication or generate the report manually when needed. To learn more, see Managing
License Usage Reports.

The SP can also use Veeam PowerShell and Veeam Backup Enterprise Manager REST API to obtain information
about protected tenant workloads.

e Veeam PowerShell displays the total number of tenant machines (excluding rental machines and new
workloads) that have been processed by Veeam Backup & Replication in the past 31 days and use points in
the license. To learn more, see the Get-VBRCloudTenant section in the Veeam PowerShell Reference.

e Veeam Backup Enterprise Manager REST API displays the number of machines per tenant that have been
processed by Veeam Backup & Replication in the past 31 days and use points in the license. The number of
rental machines and the number of new workloads are displayed separately for each tenant. To learn
more, see the following sections in the Veeam Backup Enterprise Manager REST API Reference:

o /cloud/tenants/{ID}

o GET /cloud/tenants/{ID}/freelicenseCounters

NOTE

Consider the following:

e If the SP manages the Veeam backup infrastructure using Veeam Service Provider Console, they can
view information about protected tenant workloads in Veeam Service Provider Console. For more
information, refer to the Veeam Service Provider Console documentation.

For example, if you use Veeam Service Provider Console REST API v3, see the Get All Companies and
Get Usage of Veeam Backup & Replication Licenses by Tenant sections in the Veeam Service Provider
Console REST API Reference.

e The SP can also view the number of tenant machines whose backups and replicas consume resources
in the SP Veeam Cloud Connect infrastructure. Veeam Backup & Replication displays this information
in the Tenants node of the Cloud Connect view in the SP backup console. To learn more, see Viewing
Resource Consumption by Tenant Machines.
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Viewing License Information

You can view information about protected tenant workloads in the License Information window.
To view license information:

1. From the main menu, select License.

2. Inthe License Information window, click the Points tab.

3. View information about protected tenant workloads. Veeam Backup & Replication displays information
about workloads of the following types:

o Cloud Connect (VMs)— VMs backed up to a cloud repository by backup jobs configured in Veeam
Backup & Replication.

o Cloud Connect (Replicas) — VMs replicated to a cloud host by replication jobs configured in Veeam
Backup & Replication.

o Cloud Connect (Workstations) — physical or virtual workstations backed up to a cloud repository by
Veeam Agent backup jobs configured Veeam Agent or Veeam Backup & Replication.

o Cloud Connect (Servers) — physical or virtual servers backed up to a cloud repository by Veeam Agent
backup jobs configured in Veeam Agent or Veeam Backup & Replication.

License Information

License Points
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Reducing Number of Used Points

The number of used points in the Veeam Cloud Connect license can reduce for one of the following reasons:

The SP removes a tenant account. As a result, all workloads of the tenant stop using points in the Veeam
Cloud Connect license, and the number of points used by the tenant workloads is revoked for other
tenants. To learn more, see Deleting Tenant Accounts.

The SP resets the machine count for the tenant. As a result, the number of tenant machines stop using
points in the Veeam Cloud Connect license, and the equal number of points is revoked for this tenant or
other tenants. To learn more, see Resetting Tenant Machine Count.

A tenant removes backups and replicas created for one or several machines on the cloud repository and
cloud host. As a result, the number of machines for which backups and replicas were deleted stop using
points in the SP license, and the equal number of points is revoked for this tenant or other tenants.
However, when a tenant runs a job that processes a machine for which backup and replica were deleted,
such a machine starts using points in the license, and the number of used points in the Veeam Cloud
Connect license increases.

To reduce the number of used points in a Rental Veeam Backup & Replication license installed on a tenant
backup server, the SP can revoke the license from some workloads. The revoke procedure does not differ from
the one for a regular per-instance license. To learn more, see the Revoking License section in the in the Veeam
Backup & Replication User Guide.
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Resetting Tenant Machine Count

To revoke tenant machines from the license, the SP can reset the tenant machine count. Tenant machine count
reset can be useful in the following situations:

e The tenant re-installs Veeam Backup & Replication or deploys a new Veeam Backup & Replication
database. In this situation, Veeam Backup & Replication does not automatically revoke tenant machines
from the license. If the tenant wants to back up or replicate the same machines with a new Veeam Backup
& Replication instance, these machines will get new IDs and will be considered as new protected
workloads. As a result, the same machines will use points in the license twice.

e The number of used points has exceeded the number of points in the license. The SP can revoke tenant
machines for some time, until the SP gets a new license for a greater number of machines. Tenant
machines are revoked on a temporary basis. When the tenant starts a backup, backup copy or replication
job, machines processed by these jobs become protected workloads and consume the license.

e The tenant has a dynamic virtual infrastructure. For example, if the tenant constantly creates and deletes
VMs, the SP can control the number of points used by these VMs.

When the tenant machine count is reset, tenant machines whose backups and replicas are stored on the cloud
repository and cloud hosts are "removed” from the license. The SP can provide the cloud service for the equal
number of machines to other tenants or the same tenant.

Machine count reset applies to the license only and does not remove information about tenant machines from
the SP Veeam backup console. This lets the SP monitor tenant quota consumption. After the SP resets the
tenant machine count, they can still view the number of machines processed by the tenant in the Tenants node
of the Cloud Connect view. To learn more, see Viewing Resource Consumption by Tenant Machines.

Machine count reset does not remove tenant backups from the cloud repository. The tenant can restore data
from such backups. Tenant VM replicas also remain on the cloud host when the tenant machine count is reset.
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To reset the tenant machine count:

—_

Open the Cloud Connect view.

2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account.
4

Press and hold the [CTRL] key, right-click the tenant account and select Reset.
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License Usage Reporting

The SP must periodically submit a license usage report. This process happens monthly, starting from the first
day of the month.

e For the Veeam Cloud Connect license, the SP reports the number of used points (excluding points used by
new workloads). The report also contains the license information and the number of machines backed up
and replicated per tenant. The report serves as a basis for issuing invoices for the Veeam Cloud Connect
rental program.

The report does not include rental machines. To learn more, see Rental Machines Licensing.

e For the Rental Veeam Backup & Replication license, the SP reports the number of used points (excluding
points used by new workloads). The report also contains the license information, the number of processed
machines (VMs, workstations and servers) and information about machines and jobs that process these
machines.

Veeam Backup & Replication allows the SP to submit license usage reports from the Veeam backup console.
Keep in mind, however, that license usage reporting through the product Ul does not replace other reporting
processes. For example, if the SP uses Veeam Service Provider Console to manage the Veeam backup
infrastructure, they collect license usage reports in Veeam Service Provider Console and submit reports using
the VCSP Pulse portal (or an aggregator reporting portal). For more information, see Veeam Rental Licensing
and Usage Reporting Guide.

Veeam Backup & Replication offers two methods of license usage reporting:

e Automatic reporting — the recommended usage reporting method. The method is used when license auto
update is enabled. To learn more, see Automatic License Usage Reporting.

e Manual reporting — the usage reporting method intended for Veeam backup servers that do not have
permanent connection to the internet. Manual reporting is used when license auto update is disabled. To
learn more, see Manual License Usage Reporting.

The SP can review and adjust the usage report before submitting it to Veeam. To learn more, see Managing
License Usage Reports.

NOTE

In the MSP Backup scenario, if the same Rental Veeam Backup & Replication licenseis installed on multiple
tenant backup servers, the SP must send individual license usage reports from each backup server. If
tenant backup servers are connected to Veeam Backup Enterprise Manager, a single report containing
license usage information from each backup server will be generated on the Veeam Backup Enterprise
Manager server. In this case, the SP must send information about the license usage from Veeam Backup
Enterprise Manager.

If the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure, they collect
license usage reports in Veeam Service Provider Console. To learn more, see Veeam Rental Licensing and
Usage Reporting Guide.
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Automatic License Usage Reporting

When license auto update is enabled for the Veeam Cloud Connect license or Rental Veeam Backup &
Replication license, license usage reporting is performed in the following way:

1.

Veeam Backup & Replication collects statistics on the current license usage and sends it periodically to the
Veeam License Update server on the web (autolk.veeam.com). The collected data includes information on
the maximum number of points used over the past week (high watermark). New workloads and rental
machines are not included in the weekly statistics. The process runs in the background mode, once a week
at a random time and day.

On the first day of the new month (at 12:00 AM GMT), Veeam Backup & Replication generates a report
based on the current number of used points. The report is saved to the Reports subfolder in the log
folder on the Veeam backup server. The default path to the folder is
$ProgramData%\Veeam\Backup\Reports.

NOTE
Consider the following:

e [For the Rental Veeam Backup & Replication license] If the backup server is connected to
Veeam Backup Enterprise Manager that is deployed on a dedicated server, the report is saved
to the log folder on the Veeam Backup Enterprise Manager server. The default path to the
folder is $ProgrambData%\Veeam\Backup\Reports.

e You can change the default path to the log folder with a registry key. For more information,
contact Veeam Customer Support. After you change the default path, license usage reports
will be saved to the new path.

e If the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure,
they collect license usage reports in Veeam Service Provider Console. For more information,

see Veeam Rental Licensing and Usage Reporting Guide.

Veeam Backup & Replication informs the SP about the generated report with the notification window in
the Veeam Backup & Replication console.

The SP can review, adjust if necessary and send the report to Veeam. The SP can also postpone the
sending of the report. To learn more, see Managing License Usage Reports.

If the SP doesn't send the report, on the eleventh day of the month, Veeam Backup & Replication will send
the report automatically.

Keep in mind that automatic license usage reporting does not replace manual reporting through the VCSP
Pulse portal (or an aggregator reporting portal). For more information, see Veeam Rental Licensing and
Usage Reporting Guide.

By comparing the number of points in the monthly report with the automatically collected weekly statistics,
Veeam can make a decision on whether to allow license update for the SP. If the monthly usage report does not
deviate from the highest watermark value significantly, the SP license will be updated.
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Manual License Usage Reporting

When license auto update is disabled for the Veeam Cloud Connect license or Rental Veeam Backup &
Replication license, license usage reporting is performed in the following way:

1. On the first day of the new month (at 12:00 AM GMT), Veeam Backup & Replication generates a report
based on the current license usage. The report is saved to the Reports subfolder in the log folder on the
Veeam backup server. The default path to the folder is $Programbata%\vVeeam\Backup\Reports.

NOTE
Consider the following:

e [For the Rental Veeam Backup & Replication license] If the backup server is connected to
Veeam Backup Enterprise Manager that is deployed on a dedicated server, the report is saved
to the log folder on the Veeam Backup Enterprise Manager server. The default path to the
folder is $Programbata%\Veeam\Backup\Reports.

e You can change the default path to the log folder with a registry key. For more information,
contact Veeam Customer Support. After you change the default path, license usage reports
will be saved to the new path.

e If the SP uses Veeam Service Provider Console to manage the Veeam backup infrastructure,
they collect license usage reports in Veeam Service Provider Console. For more information,
see Veeam Rental Licensing and Usage Reporting Guide.

2. Veeam Backup & Replication informs the SP about the generated report with the notification window in
the Veeam Backup & Replication console.

3. The SP can review, adjust if necessary and save the report locally for future submission. To learn more, see
Managing License Usage Reports.

IMPORTANT

In case of manual reporting, Veeam Backup & Replication does not automatically send monthly license
usage reports. The SP must send the report to Veeam before the day defined by the agreement with
Veeam or the Aggregator (if any is involved). The default day is the tenth day of the month.
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Managing License Usage Reports

On the first day of the month, Veeam Backup & Replication generates a license usage report. The report is based
on the current number of used points. The SP can perform the following actions with the license usage report:

[For automatic reporting] Submit the license usage report to Veeam
Review the license usage report

Save the license usage report

Adjust the number of processed VMs in the report

Postpone the review of the report

The SP can also generate the report manually to view information about current license usage. To learn more,
see Generating License Usage Report.
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Submitting License Usage Report

On the first day of the month, when you launch the Veeam Backup & Replication console, a window opens
notifying that the license usage report has been generated. The notification reflects the number of used points
for the previous month. The notification also displays the number of days within which the report must be

submitted.

In case of automatic license usage reporting, you can submit the report immediately without review. To submit
the report, click Send.

NOTE

Submission of the license usage report from the Veeam Backup & Replication console is not available for

manual reporting.
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Connectedto: localhost  Build: 12001420 Enterprise Plus Edition License expires: 92 days remaining

Reviewing License Usage Report

You can review a license usage report before sending it to Veeam. To review a report:

1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.
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In the Monthly Usage Report window, check the number of reported points.

o For the Veeam Cloud Connect license, the report contains the following data:

company to which the license was issued, support ID and installation ID.

workstations and servers) and the total number of used points.

tenant.

are not included in the report.

License information: Veeam Backup & Replication edition, license expiration date, name of the
The number of points used by each type of protected workloads (backed-up and replicated VMs,
For each type of protected workloads, the report displays the number of points used by each

For each type of protected workloads, the report also displays the number of new objects that

Monthly Usage Report O

September 2022

License information

Edition Enterprise Plus
Expiration Date 6/1/2023

Company Veeam Software Group GmbH

Support ID 02067762

Installation 1D 2072b8ad-dB42-480b-86c6-2feladbd7285
Summary

Cloud Connect (VMs) 1 3 3
Cloud Connect (Servers) 1 7 7
Cloud Connect (Replicas) 2 10 20

Cloud Connect (VMs) (5 points)

ABC Company 5

Cloud Connect (Servers) (7 points)

ABC Company T

Cloud Connect (Replicas) (20 points)

ABC Company

20

Print | | Sawve A

Adjust

| | Cancel
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= License information: Veeam Backup & Replication edition, license expiration date, name of the

company to which the license was issued, support ID and installation ID.

and the total number of used points.

and jobs that process these machines.

are not included in the report.

o For the Rental Veeam Backup & Replication license, the report contains the following data:

The number of points used by each type of protected workloads (VMs, servers and workstations)
For each type of protected workloads, the report displays information about processed machines

For each type of protected workloads, the report also displays the number of new objects that

hanthly Usage Repart O

February 2023

License information

Editicn Enterprise Plus

Expiration Date 6/1/2023

Company Weeam Software Group GmbH

Support D 02067762

Installation ID 205721df-c393-41c4-9ddd-076f2ee1a5d2
Summary

Virtual Machines 3 mn 33
Workstations 1 4 4

Virtual Machines (33 points)

Datalab_02 1 vSphere DB Server Backup 02/06/2023
filesnv03 1 vSphere Fileserver Backup 02/06/2023
filesnld 1 vSphere ABC Compamy Servers Replication 02/06/2023

Workstations (4 points)

snvltech.local 4 Windows Workstation Backup 03/01/2023

Print || Sawve A | | Send || Adjust || Cancel

In case of automatic license usage reporting, you can submit the report immediately after review. To submit the
report, in the Monthly Usage Report window, click Send.

You can save the report to the specified folder. To learn more, see Saving License Usage Report.

If you want to change the number of reported VMs, you can adjust the report. To learn more, see Adjusting
License Usage Report.
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Saving License Usage Report

If you perform manual license usage reporting, you must save the license usage report after review for future
submission. You can also save the report in case of automatic reporting, for example, to keep a copy of the
report in the desired folder. You can choose to save the report to a file in the PDF format or JSON format.

To save a license usage report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Save As.

3. Inthe Save As window, browse to the folder to which you want to save the report, specify a name and
format for the file of the report and click Save.

Manthly Usage Report O X

September 2022

License information

Edition Enterprise Plus

Expiration Date 6/1/2023

Company Veeamn Software Group GmbH
Support 1D 02067762

Installation ID 2072bBad-d242-430b-86c6-2fefadb47285

Summary

Cloud Connect (WMs) 1 5 5
Cloud Connect (Servers)
Cloud Connect (Replicas) 2 10 20

Cloud Connect (WMs) (5 points)

ABC Company 5

Cloud Connect (Servers) (7 paoints)

ABC Company 7

Cloud Connect (Replicas) (20 points)

ABC Company 20

Frint | | Save As !}| Adjust | | Cancel
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Adjusting License Usage Report

You can change the number of reported VMs before submitting a license usage report. The process of license
usage report adjustment differs depending on the type of license that you use — Veeam Cloud Connect license
or Rental Veeam Backup & Replication license.

Adjusting Usage Report for Veeam Cloud Connect License

You can reduce the number of VMs in a license usage report for the Veeam Cloud Connect license. You can
adjust the number of backed-up and replicated VMs individually for every tenant. For every change in the
report, you must specify a reason.

NOTE

In the monthly usage report, you cannot change the number of workstations and servers for which tenants
have created Veeam Agent backups in the cloud repository.

To adjust a report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Adjust.

3. Inthe list of tenants, select the tenant for which you want to change the number of VMs and click Adjust.

By default, the list of tenants contains names of all tenant accounts whose VMs are included in the report.
To quickly find the necessary tenant, you can use the search field at the top of the window. You can also
select the tenant account from the drop-down list in the Tenants field.

4. In the displayed window, in the Count field, change the number of reported VMs.
5. In the Reason for change field, provide a reason for adjusting the number of reported VMs.

6. Click OK, then click Finish. The change will be reflected in the report.
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TIP

To reset changes introduced in the report, in the report adjustment window, click Reset.

Manthly Usage Report >
Tenants:
All tenants ~ Q Tipe n an ohjsct nome to search for
.
Tenant Type Count Mote | Adjust |
ABC Compary Backup {whd) 1 Reset
ABC Company Rarkun (Serser 1
ABC Company tdanthly Usage Report X
Count: Reason for change:
1 = | [wCenter migration|
Finish Cancel

Adjusting Usage Report for Rental License

You can remove specific managed VMs from a license usage report for the Rental Veeam Backup & Replication
license. When you remove a VM from the report, you can also remove this VM from all jobs to which this VM is
added. For every VM removal, you must specify a reason.

To adjust a report:
1. Open the Monthly Usage Report window:

o [For automatic reporting] In the notification window informing that the report is generated, click
Review.

o [For manual reporting] In the notification window informing that the report is generated, click Review
Now.

2. In the Monthly Usage Report window, click Adjust.

3. Inthe list of VMs, select the VM that you want to remove from the report and click Remove.

By default, the list of VMs contains all managed VMs included in the report. To quickly find the necessary
VM, you can use the search field at the top of the window. You can also select a job from the drop-down
list in the Jobs field to view a list of VMs added to a specific job.

4. In the displayed window, in the Type in a removal reason field, provide a reason for removing the VM from
the report.

5. Click OK, then click Finish. The change will be reflected in the report.
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TIP

To reset changes introduced in the report, in the report adjustment window, click Reset.

Manthly Usage Report >
lohs
All jobs V| Q Tipe n an ohjsct nome to search for
.
Instance narme lob narme Last processed | Rermove |
Diatalab_02 DB Sercer Backup 282023 Reset
filesre03 Fileserver Backup 2762023
filesrs04 Remaove instance s
srel2tech.local
Type in a rernoval reason:
[Test |
oK | | Cancel |
Finish | | Cancel
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Postponing License Usage Report Review

You can postpone the license usage report review. When you postpone the report review, Veeam Backup &
Replication will close the Monthly Usage Report notification window. Veeam Backup & Replication will display
this notification every time you open the Veeam Backup & Replication console until the report is sent to Veeam.

For automatic license usage reporting, if you do not send the report to Veeam within 10 days, Veeam Backup &
Replication will send the report automatically on the eleventh day of the month. If you perform manual
reporting, you must send the report before the day defined by the agreement with Veeam or your Aggregator (if
any is involved). The default day is the tenth day of the month.

To postpone the report review:

e [For automatic reporting] In the notification window informing that the report is generated, click
Postpone.

e [For manual reporting] In the notification window informing that the report is generated, click Postpone
Review.
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Generating License Usage Report

The SP can manually generate a license usage report. In contrast to periodic license usage reports that reflect
license usage for the previous calendar month, the manually generated report reflects license usage for the last
31 days prior to the time when the report was generated. The report helps the SP monitor current license usage:
the SP can generate a report on a specific day of the month, compare the current report with the previous
monthly report and predict license usage that will be reflected in the next monthly report.

The report displays information about current license usage in the similar way as the monthly usage report. The
report contains the following data:

e License information: Veeam Backup & Replication edition, license expiration date, name of the company to
which the license was issued and support ID.

e The number of instances used by each type of protected workloads (backed-up and replicated VMs,
workstations and servers) and the total number of used instances.

e For each type of protected workloads, the report displays the number of instances used by each tenant.

e For each type of protected workloads, the report also displays the number of new objects that are not
included in the report.

The SP cannot submit a manually generated license usage report to Veeam. This report is intended for
monitoring purposes only.

To generate a license usage report:
1. From the main menu, select License.

2. Inthe License Information window, in the License tab, click Create Report.

License Information

License [Tl
License Information Install
Status Walid Remawve
Type Rental Update Now
Edition Emterprise Plus
Suppart ID 02067762 3
Licensed to Weearn Software Group GrmbH S
Cloud Connect Provider s
Points
Package Backup
Paints 100 (7 used + 27 new)
Expiration date 6172023 (127 days left)

[] Update license autornatically (enables usage reporting) Close
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Guide for Service Providers

The Veeam Cloud Connect Administrator Guide is intended for SPs who expose cloud repository resources and
provide disaster recovery as a service to their customers using the Veeam Cloud Connect functionality in Veeam
Backup & Replication. The Administrator Guide describes main tasks that the SP must take to set up the
necessary infrastructure and manage it, and provides information about licensing specifics for SPs.
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Setting Up SP Veeam Cloud Connect
Infrastructure

As part of the Veeam Cloud Connect infrastructure configuration process, the SP can perform the following
tasks:

e Deploy the SP Veeam backup server.

e Manage TLS certificates.

e Add cloud gateways and cloud gateway pools.

e Configure cloud repositories.

e Configure hardware plans.

e Manage VLANSs.

e Manage public IP addresses.

e Manage network extension appliance credentials.
e Register tenant accounts.

e Configure target WAN accelerators.

e Deploy Veeam Cloud Connect Portal.
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Deploying SP Veeam Backup Server

To deploy the SP Veeam backup server, you must install Veeam Backup & Replication on a Microsoft Windows
server on the SP side.

The installation process of Veeam Backup & Replication in the Veeam Cloud Connect infrastructure is the same
as the installation process in a regular Veeam backup infrastructure. To learn more about system requirements,
required permissions and the installation process workflow, see the Deployment section in the Veeam Backup &
Replication User Guide.

In addition to requirements listed in the product documentation, the SP Veeam backup server must meet the
following requirements:

1. On the SP Veeam backup server, a Veeam Cloud Connect license must be installed. Other types of licenses
do not support the Veeam Cloud Connect functionality.

2. The SP Veeam backup server must have access to all components of the Veeam Cloud Connect
infrastructure deployed on the SP side. These include:

o Backup repositories that will be used as cloud repositories

o Managed servers that will be used for configuring replication resources (cloud hosts)
o Cloud gateways

o [Optional] Target WAN accelerators

3. If the SP plans to use Veeam Backup for Microsoft Office 365 to provide Mail Backup as a Service to
tenants, the SP must install Veeam Backup for Microsoft Office 365 on the SP backup server. The SP
backup server and Veeam Backup for Microsoft Office 365 backup proxy should be in the same (or trusted)
domain. For further information, refer to the Veeam Backup for Microsoft Office 365 User Guide.

IMPORTANT

It is recommended that the SP regularly creates encrypted backups of the SP Veeam backup server
configuration database. With the encryption option enabled, Veeam Backup & Replication will include in
the configuration backup passwords for tenant accounts created on the SP backup server. As a result, if the
configuration data becomes corrupted for some reason, after configuration restore, the SP will not have to
specify new passwords for registered tenant accounts.

To learn more, see the Creating Encrypted Configuration Backups section in Veeam Backup & Replication
User Guide.
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Managing TLS Certificates

The procedure of TLS certificate creation and management is performed by the SP on the SP Veeam backup
server.

When you deploy the Veeam Cloud Connect infrastructure, you must first specify what TLS certificate must be
used to establish a secure connection between parties. Veeam Backup & Replication offers the following options
for TLS certificates:

e You can use Veeam Backup & Replication to generate a self-signed TLS certificate. To learn more, see
Generating Self-Signed Certificates.

e You can select an existing TLS certificate from the certificates store. To learn more, see Importing
Certificates from Certificate Store.

e You canimport a TLS certificate from a file in the PFX format. To learn more, see Importing Certificates
from PFX Files.

NOTE

After you specify TLS certificate settings in the Veeam Cloud Connect infrastructure, when you launch the
Manage Certificate wizard once again, Veeam Backup & Replication also offers an option to keep the
currently used certificate. To do this, select the Keep existing certificate option at the Certificate Type step
of the wizard.

You can use this option to check information about the currently installed certificate, such as name,
expiration date, thumbprint and serial number.

Generating Self-Signed Certificates

You can use Veeam Backup & Replication to generate a self-signed certificate for authenticating parties in the
Veeam Cloud Connect infrastructure.

To generate TLS certificates, Veeam Backup & Replication employs the RSA Full cryptographic service provider
by Microsoft Windows installed on the Veeam backup server. The created TLS certificate is saved to the Shared
certificate store. The following types of users can access the generated TLS certificate:

e User who created the TLS certificate
e LocalSystem user account
e Local Administrators group

If you use a self-signed TLS certificate generated by Veeam Backup & Replication, you do not need to take any
additional actions to deploy the TLS certificate on the tenants side. When the tenant adds the SP to Veeam
Backup & Replication, a matching TLS certificate with a public key is installed on the tenant Veeam backup
server automatically. During the procedure of SP adding, Veeam Backup & Replication retrieves the TLS
certificate with a public key from the SP Veeam backup server and saves this TLS certificate to the Veeam
Backup & Replication database used by tenant Veeam backup server. Veeam Backup & Replication gets the
saved TLS certificate from the database when needed.
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NOTE

When you generate a self-signed TLS certificate with Veeam Backup & Replication, you cannot include
several aliases to the certificate and specify a custom value in the Subject field. The Subject field value is
taken from the Veeam Backup & Replication license installed on the Veeam backup server.

To generate a self-signed TLS certificate:
1. Open the Cloud Connect view.

2. Click the Cloud Connect node in the inventory pane and click Manage Certificates in the working area. You
can also right-click the Cloud Connect node in the inventory pane and select Manage certificates.

3. At the Certificate Type step of the wizard, select Generate new certificate.

Manage Certificate X

. Certificate Type
Cerificate o .
= Choose certificate to be used for encrypted 550 connection,

(® Generate new certificate

Generate a new self-signed certificate that is verifiable with the thumbprint,

Generate Certificate

() Select certificate from the Certificate Store

Summa
v Use an existing certificate already present in the local Certificate Store of this server,

(O Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this senver.

< Previous Finish Cancel
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4. At the Generate Certificate step of the wizard, specify a friendly name for the created self-signed TLS
certificate.

Manage Certificate X

Generate Certificate

Cerificate K ] ) B
ER Type in a friendly narme for the self-signed certificate,
Certificate Type Friendly narme:

Yeeam Software Group GmbH Cloud Connect Certificate]

Generate Certificate
Summary The certificate created by this feature will not originate frorm a trusted certification authaority (CA),

Cloud Connect users will be notified about this fact when establishing the initial connection to your
service, and provided with the ability to werify the certificate with the thumbprint,

< Previous Cancel
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5. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the generated TLS certificate. You can send the copied information to
your tenants so that they can verify the TLS certificate with the certificate thumbprint.

Click Finish. Veeam Backup & Replication will save the generated certificate in the Shared certificate store
on the Veeam backup server.

hanage Certificate

x
- Summary
Cerfificate
= Rewiew the results, and click Finish to exit the wizard,
Certificate Type Sumrnary:

[arme: Yeearn Software Group GrmbH Cloud Connect Certificate

lssued to: CH=Weeam Software, O=Veeam Software, Ol=Veeam Software
Issued byt CH=Weearn Software, O=Veeam Software, OU=eearn Software
_ Epiration date: 7/27/2002 2:03 PM

Thumbprint: S6492F305 7OFE77CBA2EC1CD64A062650 74D 0C 45

Serial nurmber: SEBETEYFFEC 5919041 6EEDE3ATAF QDR

Generate Certificate

Copy to clipboard

< Previous [ext = Cancel
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Importing Certificates from Certificate Store

If your organization has a TLS certificate signed by a CA and the TLS certificate is located in the Microsoft
Windows Certificate store, you can use this certificate for authenticating parties in the Veeam Cloud Connect
infrastructure.

IMPORTANT

The account under which the Veeam Cloud Connect Service runs (by default, the Local System account)
must have access to the certificate private key. In the opposite case, the certificate will not be installed.

To select a certificate from the Microsoft Windows Certificate store:

1. Open the Cloud Connect view.

2. Click the Cloud Connect node in the inventory pane and click Manage Certificates in the working area. You
can also right-click the Cloud Connect node in the inventory pane and select Manage certificates.

3. At the Certificate Type step of the wizard, choose Select certificate from the Certificate Store.

Manage Certificate X

Certificate Type
= Choose certificate to be used for encrypted 551 connection,

() Generate new certificate

Generate a new self-signed certificate that iz verifiable with the thurnbprint,

Pick Certificate

g (@ Select certificate from the Certificate Store
urmma
v Use an existing certificate already present in the local Certificate Store of this server,
[§) Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this senver,

< Previous Finish Cancel
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4. At the Pick Certificate step of the wizard, select a TLS certificate that you want to use. The certificate must
be installed in the Local Computen Personal certificate store. You can select only certificates that contain
both a public key and a private key. Certificates without private keys are not displayed in the list.

Manage Certificate X
- Pick Certificate
Cerificate 3 L . . .
= Pick the existing certificate from local Certificate Store of this serser.
Certificate Type Certificates:
_ lssued to Expiration Date Friendly MNarme lssued by
T AMB Company 1272072006 3:27 ... &MB S50 Certificate Werizan
Surnmary
™ Tvps in an objsct name to search for Q |
< Prewvious Finish Cancel

5. At the Summary step of the wizard, review the certificate properties.

6. Click Finish to apply the certificate.
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Importing Certificates from PFX Files

You can import a TLS certificate in the following situations:

e Your organization uses a TLS certificate signed by a CA and you have a copy of this certificate in a file of
PFX format.

e You have generated a self-signed TLS certificate in the PFX format with a third-party tool and you want to
import it to Veeam Backup & Replication.

IMPORTANT
Consider the following:

e The TLS certificate must pass validation on the SP Veeam backup server. In the opposite case, you
will not be able to import the TLS certificate.
e If a PFX file contains a certificate chain, only the end entity certificate will be imported.

To import a TLS certificate from a PFX file:
1. Open the Cloud Connect view.

2. Click the Cloud node in the inventory pane and click Manage Certificates in the working area. You can also
right-click the Cloud Connect node in the inventory pane and select Manage certificates.

3. At the Certificate Type step of the wizard, choose Import certificate from a file.

Manage Certificate X

Certificate Type
= Choose certificate to be used for encrypted 551 connection,

() Generate new certificate

Generate a new self-signed certificate that iz verifiable with the thurnbprint,

Import Certificate

5 () Select certificate from the Certificate Store
urima
v Use an existing certificate already present in the local Certificate Store of this server,

(O] Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this server,

< Prewious Finish Cancel
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4. At the Import Certificate step of the wizard, specify a path to the PXF file.

5. If the PFX file is protected with a password, specify the password in the Password field.

hanage Certificate X

o e— Import Certificate
EFIRCE
= Specify the PFX file to import certificate from, The certificate will be automatically imported into the local Certificate Store of

_g this sercer,
Certificate Type Certificate:  Cihcerty OB _certpfx Browvse...

ST --ssvorc [ooeeeee-d

Paszward is required only if this certificate was exported with the password
protection enabled.

Surnmary

< Previous Finish Cancel

6. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the TLS certificate. You can send the copied information to your tenants
so that they can verify the TLS certificate with the certificate thumbprint.

7. Click Finish to apply the certificate.

What You Do Next

After installing a TLS certificate on the SP Veeam backup server, the SP can send the copied information about
the TLS certificate so that tenants can save the certificate thumbprint for TLS certificate verification.

This step can be performed in Veeam Cloud Connect infrastructure that uses a self-signed TLS certificate. If you
use a TLS certificate signed by a CA, skip this step. Signed TLS certificates are trusted without additional
verification.
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Adding Cloud Gateways

The procedure of cloud gateway configuration is performed by the SP on the SP Veeam backup server.

When you configure the Veeam Cloud Connect infrastructure, you must deploy at least one cloud gateway.
Cloud gateways are network appliances that route traffic between tenants' Veeam backup servers and SP cloud
infrastructure components. The role of a cloud gateway can be assigned to any Microsoft Windows server,
including the Veeam backup server.

You can deploy one or several cloud gateways. Several cloud gateways can be set up for scalability purposes, to
balance the traffic load in the Veeam Cloud Connect infrastructure.

Before You Begin

Before you add a cloud gateway, check the following prerequisites:
1. The server that will perform the role of a cloud gateway must meet the following requirements:
o The cloud gateway can be a physical or virtual machine.
o The cloud gateway must run Microsoft Windows OS.
To learn more, see System Requirements.

2. ATLS certificate must be installed on the SP Veeam backup server.
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Step 1. Launch New Gateway Wizard

To launch the New Cloud Gateway wizard, do one of the following:

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click Add Cloud
Gateway in the working area.

e Open the Cloud Connect view. Click Add Cloud Gateway on the ribbon.

e Open the Cloud Connect view. Right-click the Cloud Gateways node in the inventory pane or right-click
anywhere in the working area and select Add cloud gateway.

Veeam Backup and Replication

Cloud Connect

T EESLOQ

Add  Add Hardware Add Cloud Manage  Manage Manage
Tenant~  Plan Gateway Certificates  VLANs Public IPs
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Cloud Connect
— Manage Certificates

! First step of becoming a Veeam Cloud Connect service provider is to specify an SSL certificate for secure communication with your

4 (% Cloud Connect
fts. You can use an existing certificate issued by a trusted authority, or generate a new self-signed certificate.
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Step 2. Choose Server

At the Name step of the wizard, specify settings of a server that will be used as a cloud gateway.

1. From the Choose server list, select a Microsoft Windows server that will perform the role of a cloud
gateway. You can select any server added to Veeam Backup & Replication or assign the cloud gateway role
to the Veeam backup server itself.

If the server is not added yet, click Add New to open the New Windows Server wizard.

2. Inthe Description field, provide a description for the cloud gateway. The default description contains
information about the user who added the cloud gateway, date and time when the cloud gateway was
added.

3. Inthe External port field, specify a TCP/IP port over which tenant Veeam backup servers will communicate
with the cloud gateway. By default, port number 6180 is used.

Mew Claud Gateway X

Name
" Choose a Microsoft Windous server to set up cloud gateway sersice on, We recormmend thatyou set up multiple cloud
-=|‘.J \‘\.I gatewsays for high availability and automatic load balancing,

172,24.31.68 (Created by SRV WAdministrator) ~ | Add Mew...
Metworking
Description:
Rewiews My Cloud Gatevway]
Apply
Surmrmary

-

External port: 6180

TCRAUDP port for external connedtions. All traffic between wou and your users will go through this part,
Your users will need to specify this port when establizhing the initial connedtion to your senvice,

< Previaus Finish Cancel
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Step 3. Specify Network Settings

At the Networking step of the wizard, select the network mode that will be used by the cloud gateway to
communicate with Veeam backup servers on the tenant side.

You can choose between two network modes: NAT mode or direct mode.

If a cloud gateway is located in the local network behind the NAT gateway:
a. Select Located behind NAT or uses external DNS name.

b. In the DNS name field, specify a DNS name of the NAT gateway.

You must specify an individual DNS name for each cloud gateway that you add to the Veeam Cloud
Connect infrastructure.

¢. Inthe Internal port field, specify a port on the local network behind the NAT used for listening to
connections from tenants. By default, port 6180 is used.

d. On your NAT gateway, configure the port forwarding rule for TCP and UDP protocols: from an
incoming port (specified in the External port field at the previous step of the wizard) to the port on
the local network used for listening to connections (specified at the Incoming port field at this step of
the wizard). For example, if you use default port number values, you must configure the following
port forwarding rule: from port 6180 to port 6180.

If a cloud gateway has a direct network connection to Veeam backup servers on the tenant side, select
This server is connected directly to the Internet. From the NIC list, select a network adapter on the cloud
gateway server that will be used to communicate with tenants’' Veeam backup servers.

Consider the following:

If you use a TLS certificate verified by a CA to establish a secure connection between Veeam Cloud
Connect infrastructure components, it is recommended that you choose Located behind NAT or uses
external DNS name mode for all cloud gateways, including those that have direct network connection to
the internet. To learn more, see Network Settings with Verified TLS Certificates.

Each cloud gateway must have its own public IPv4 address, regardless of whether the IP address is
directly configured on the cloud gateway itself (direct mode) or on a NAT gateway in front of it (NAT
mode). To resolve public DNS names of cloud gateways to IP addresses, the SP must create on the DNS
server a separate A record for each IP address. For example:

gatewayOl.tech.com "A" record to 198.51.100.1
gateway02.tech.com "A" record to 198.51.100.2

Configurations with one DNS record for multiple IP addresses are not supported.

The SP can use one public DNS name for their Veeam Cloud Connect infrastructure and provide the tenant
with this DNS name instead of DNS names of cloud gateways. In this case, the SP must create DNS records
for both public Veeam Cloud Connect DNS name and DNS names of cloud gateways. For example:

provider.tech.com "A" record to 198.51.100.1
provider.tech.com "A" record to 198.51.100.2
gatewayQOl.tech.com "A" record to 198.51.100.1
gateway02.tech.com "A" record to 198.51.100.2
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NOTE

For the scenario where the SP assigns cloud gateway pools to tenants and provides the tenant with a
public Veeam Cloud Connect DNS name to connect to the SP, make sure that the public DNS name
does not resolve to IP addresses of cloud gateways included in cloud gateway pools that are not
available to the tenant.

e Public DNS names (recommended) or IP addresses of all cloud gateways must be accessible to all tenants
and subtenants who work with the SP. Some of the cloud gateways may be temporarily unavailable, for
example, due to a failure or for maintenance purposes. However, it is not recommended that one or more
IP addresses of a cloud gateway are permanently available only to the limited number of tenants. Such
configuration may impact performance of jobs created by tenants and subtenants.

e You cannot use the direct mode if IPv6 communication is enabled in the Veeam Backup & Replication
settings. To learn more about support for IPv6 communication, see IPv6 Support.

Mew Claud Gateway x

Metworking
" Specify how this sercer is connected to the Internet,
= )

Mame (® Located behind MAT or uses external DNS name [recom mended)
Type in the external DN narme, Port forwearding rule must be setup on the MAT to fornard netwark
_ traffic frorn the external port to the internal por specified below,

DMS name: | gatewayll.tech.com

Rewieu
Internal port: (6180
Apply
Surnmary This server is connected directly to the Internet

Select netwrork adapter (MICY connected to the internet:

I Direct connection mode cannot be used with IPvE netwarking enabled,

< Previous Finish Cancel
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Network Settings with Verified TLS Certificates

If you use a verified TLS certificate in your Veeam Cloud Connect infrastructure, it is recommended that you
configure a cloud gateway in the following way:

1. DNS names of all cloud gateways in Veeam Cloud Connect infrastructure must be associated with the
verified TLS certificate.

2. Forall cloud gateways, specify the following network settings in the New Cloud Gateway wizard:
a. Select Located behind NAT or uses external DNS name.

b. In the DNS name field, specify an external DNS name of the cloud gateway (in case of direct
connection) or a DNS name of the NAT gateway (if a cloud gateway is located behind the NAT
gateway).

c. Inthe Internal port field, specify a port used for listening to connections from tenants:

= |f a cloud gateway has a direct connection to the internet, specify the same port that was
specified in the External port field at the previous step of the wizard. By default, port 6180 is
used.

= |f a cloud gateway is located in the local network behind the NAT gateway, specify the same
port that is specified in the port forwarding rule on your NAT gateway.
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Step 4. Review Cloud Gateway Settings

At the Review step of the wizard, review the components that will be installed on the cloud gateway server.

Mew Cloud Gateway X

Review
Flease review the required actions,

Mame The following components will be processed:
Component narme Status
Metuarki
SnEAE Cloud Gatewvay will be installed
Apply
Surmrmary

After you click &pply missed cormponents will be installed on the target host,

< Previous Spply Finizsh Cancel
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Step 5. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will install the components on the cloud gateway
server. Wait for the required operations to complete and click Next to continue.

Mews Claud Gateway: X

Apply
F_ Please wait while wee are setting up this cloud gatewsay,
-I_J

Message Duration
Metworking Starting infrastructure iterm update process 00004
Creating ternporary folder
Rewiews Package WeearmGateSve.msi has been uploaded

Installing package Cloud Gatewsay 000:25
gy ] © veteting tempororyfolder

Registering client sre13 for package Cloud Gateway
Sumrmary . I
Discovering installed packages

Al required packages have been successfully installed

Checking Cloud Gate service state

Creating configuration database records for Cloud Gateway

Restarting Cloud Gate service o0
Creating configuration database records for installed packages

Cloud Gateway created successfully

% Previous Finish Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of cloud gateway configuration

1. Review the information about the added cloud gateway.

2. Click Finish to exit the wizard.

Mews Cloud Gateway

Summary

" Fewieny the results, and click Finish to exit the wizard,
N

Marne SUrnrmarg
icrosoft Windaws server '172,24.31.68 was successfully created,
Metwarking OS5 wersion: Microsoft Windows Server 2016 Standard 64-bit {10.0.14393 build: 14393,
User: srel hadministrator
Bl Hardwrare info:
Chassis type! Virtual (Whlasare)
Al Cores count: 4
PR Components:

_ Cloud Gateway using port 6168

Installer using port 6160
Transport using port 6162

< Previaus Mext = Cancel
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Configuring Cloud Gateway Pools

The procedure of cloud gateway pool configuration is performed by the SP on the SP Veeam backup server.

You can organize cloud gateways deployed in the Veeam Cloud Connect infrastructure into cloud gateway
pools. Usage of cloud gateway pools allows you to assign dedicated cloud gateways to specific tenants.

You can configure one or more cloud gateway pools in the Veeam Cloud Connect infrastructure. Each cloud
gateway pool can contain one or more cloud gateways.

Before You Begin

Before you configure a cloud gateway pool, check the following prerequisites:
1. A TLS certificate must be installed on the SP Veeam backup server.

2. Cloud gateways that you want to add to the cloud gateway pool must be deployed in the Veeam Cloud
Connect infrastructure.
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Step 1. Launch New Gateway Pool Wizard

To launch the New gateway pool wizard, do one of the following:

e Open the Cloud Connect view. Click the Gateway Pools node in the inventory pane and click Add Gateway
Pool on the ribbon.

e Open the Cloud Connect view. Right-click the Gateway Pools node in the inventory pane and select Add
gateway pool.

Veeam Backup and Replication

Gateway Pool

Add Gateway Edit Gateway  Remove
Pool Pool  GatewayPoo
Manage Cloud Gateway Pools
Cloud Connect
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4 (%) Cloud Connect
> A4 Cloud Gateways
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@ Home

(?E"g Backup Infrastructure
Tape Infrastructure
(1L Cloud Connet

[‘3@ Histarny

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 127 days remaining
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Step 2. Specify Cloud Gateway Pool Name and Description

At the Name step of the wizard, specify a name and description for the cloud gateway pool.
1. In the Name field, specify a name for the cloud gateway pool.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who added the cloud gateway pool, date and time when the cloud gateway
pool was added.

Mews gateway poal X
MName
— Gateway pools allow assigning groups of cloud gatewsays to tenants, For exarmple, you can have a pool of gateways for Internet
e bl connected tenants, and a separate pool for MPLS connected tenants,

|Cloud Gatewway Pool 01

Cloud Gateways o
Description:

Cloud gatewsay pool far TechCompany

Surmrmary

% Previous Finish Cancel
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Step 3. Select Cloud Gateways

At the Cloud Gateways step of the wizard, from the Cloud gateways list, select one or more cloud gateways that
you want to add to the cloud gateway pool.

NOTE

The Cloud gateways list contains cloud gateways that are not added to any cloud gateway pool yet. Cloud
gateways that are already added to a cloud gateway pool are not displayed in the list. You cannot add a
cloud gateway that is a part of a cloud gateway pool to another cloud gateway pool

Mews gateway pool

Cloud Gateways
Select cloud gateways to add to the created gateway poal,

Cloud gateways:

Marne
| ClowdGamaays

172.24,31.66
172,24.31,68

£ Previous Finish Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of cloud gateway pool configuration.
1. Review the information about the added cloud gateway pool.

2. Click Finish to exit the wizard.

Mew gatewsy poal X
Summary
— Rewiewr the applied gateway pool settings, and click Finish to exit the wizard,
T I
Marne SUrnrmarg

Ilaud Gatewvay Paol 01 was successfully created,
Cloud Gateways

< Previaus Mext = Cancel

What You Do Next

After you create a cloud gateway pool, you must do the following:

1. Assign the created cloud gateway pool to the tenant in the properties of the tenant account. To learn
more, see Specify Bandwidth Settings.

2. Pass to the tenant a DNS name or IP address of one or more cloud gateways added to the cloud gateway
pool.

Only those tenants to whom the cloud gateway pool is assigned can use cloud gateways added to this cloud
gateway pool. Other tenants will be able to use individual cloud gateways that are not added to any cloud
gateway pool.
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Configuring Cloud Repositories

You can configure one or several backup repositories in your backup infrastructure and use them as cloud
repositories.

A cloud repository is a regular backup repository configured on the SP side. When the SP creates a tenant
account, the SP can assign a storage quota (allocates some amount of storage space) on this backup repository
for the tenant. The tenant can be assigned different quotas on different backup repositories. As soon as the
tenant connects to the SP, Veeam Backup & Replication retrieves information about all quotas for this tenant
and displays a list of available cloud repositories in the tenant backup infrastructure.

You can use the following types of backup repositories as cloud repositories:
e Microsoft Windows server with a local or directly attached storage
e Linux server with local, directly attached or mounted NFS storage

e SMB (CIFS) or NFS shared folder

Keep in mind that NFS share backup repository is supported starting from Veeam Backup & Replication 10.
Tenants who run earlier versions of the product cannot create backups in backup repositories of this type.

e Deduplicating storage appliance: Dell Data Domain, ExaGrid and Quantum DXi
e Scale-out backup repository
You can use a simple backup repository and/or scale-out backup repository as a cloud repository.

The configuration process for backup repositories in the Veeam Cloud Connect infrastructure does not differ
from the same process in a regular Veeam backup infrastructure. To learn more, see Adding Backup Repositories
and Adding Scale-Out Backup Repositories sections in the Veeam Backup & Replication User Guide.

IMPORTANT

When the SP exposes a new simple backup repository as a cloud repository, the SP should make sure that
the location of this repository does not appear to be a subfolder of another backup repository location. For
example, if the SP has already specified the £ : \Backups folder as a location of a backup repository, the
SP must not configure other backup repositories in the following locations: E: \Backups\Tenants,
E:\Backups\Cloud, and so on. After a tenant or the SP performs a rescan operation for a backup
repository configured in this way, information about tenant backups in the configuration database on the
SP backup server will become corrupted.
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NOTE

Veeam Backup & Replication does not apply the Limit maximum concurrent tasks option to backup
repositories used as cloud repositories. For Veeam Cloud Connect Backup, the maximum allowed number
of concurrent tasks is defined per tenant in the properties of the tenant account. For details, see Specify
Bandwidth Settings.
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Configuring Hardware Plans

To expose cloud hosts to tenants, you must configure one or more hardware plans in the Veeam Cloud Connect
infrastructure.

A hardware plan is a set of computing, storage and network resources in the SP virtualization environment that
the SP can expose as a target for tenant VM replicas. When the SP creates a tenant account, the SP can
subscribe the tenant to a hardware plan. The tenant can be subscribed to different hardware plans that utilize
resources on different SP's virtualization hosts.

For tenants, hardware plans appear as cloud hosts on which tenants can create VM replicas. As soon as the
tenant connects to the SP, Veeam Backup & Replication retrieves information about all hardware plans to which
the SP subscribed this tenant and displays a list of cloud hosts that become available in the tenant backup
infrastructure.

You can configure hardware plans on the following virtualization platforms:
e VMware host or cluster

e Hyper-V host or cluster

Adding Hardware Plans

You can configure one or several hardware plans in your Veeam Cloud Connect infrastructure.

Before You Begin

Before you add a new hardware plan, check the following prerequisites:
1. A TLS certificate must be installed on the SP Veeam backup server.

2. Virtualization hosts that will provide resources to tenants through a hardware plan must be added to the
backup infrastructure.

3. The process of configuring a hardware plan differs depending on virtualization environment — VMware
vSphere or Microsoft Hyper-V. Thus, separate wizards are used to configure hardware plans for different
virtualization environments:

o The New VMware Hardware Plan wizard — to configure a VMware hardware plan.

o The New Hyper-V Hardware Plan wizard — to configure a Hyper-V hardware plan.

The description of a hardware plan setup process is illustrated primarily with the figures from the New
VMware Hardware Plan wizard. However, all the described steps except for those specified, are the same
for configuring both VMware and Hyper-V hardware plans.

4. Itis recommended that you plan network resources in advance and configure a range of VLANs that will be
reserved for Veeam Cloud Connect Replication before configuring a hardware plan. To learn more, see
Managing VLANSs.
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Limitations for VMware Hardware Plans

To configure a VMware hardware plan that will use resources of a vCenter Server cluster, you must use the
Enterprise or Enterprise Plus edition of the VMware vSphere infrastructure. DRS functionality must be enabled
on the vCenter Server cluster. Standard VMware vSphere edition does not support creating resource pools in
clusters.

This limitation does not apply to standalone ESXi hosts managed by vCenter Server.

Limitations for Hyper-V Hardware Plans

Before you add a new Hyper-V hardware plan, consider the following limitations:

Standalone Hyper-V hosts that run Nano Server installations of the Microsoft Windows Server 2016 OS
cannot be used for configuring hardware plans.

The following types of Hyper-V clusters are not supported for exposing resources through hardware
plans:

o Clusters with server nodes that run Nano Server installations of the Microsoft Windows Server 2016
0S

o Clusters with the Cluster Operating System Rolling Upgrade feature enabled
o Multi-domain and Workgroup Clusters

After you subscribe a tenant to a Hyper-V hardware plan, you cannot rename the virtual switch in
Microsoft Hyper-V infrastructure that is used by VM replicas. If you rename the virtual switch, replication
jobs targeted at the cloud host that use the renamed virtual switch will fail.

Usage of a Microsoft SMB3 shared folder as a storage for VM replicas is not supported in the Veeam Cloud
Connect infrastructure.
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Step 1. Launch New Hardware Plan Wizard

To launch the New VMware Hardware plan or New Hyper-V Hardware plan wizard, do one of the following:
e Open the Cloud Connect view. Click Add Plan on the ribbon and select VMware vSphere or Microsoft
Hyper-V.
e Open the Cloud Connect view. Click the Replica Resources node in the inventory pane, click Add Plan on
the ribbon and select VMware vSphere or Microsoft Hyper-V.

e Open the Cloud Connect view. Right-click the Replica Resources node in the inventory pane or right-click
anywhere in the working area and select Add hardware plan > VMware vSphere or Add hardware plan >

Microsoft Hyper-V.
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Step 2. Specify Hardware Plan Name and Description

At the Name step of the wizard, specify a name and description for the hardware plan.
1. In the Name field, specify a name for the hardware plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who added the hardware plan, date and time when the hardware plan was
added.

Mew Whaware Hardweare Plan x

HName
EI Specify a narne and description for this hardware plan,

|VMWare Silver

Host

Description:
Starage Hardware plan for Yhware wSphere Whg
Metwork
Apply
Sumrmary

< Previous Finizh Cancel
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Step 3. Specify Host or Cluster

At the Host step of the wizard, specify a host or cluster on which you want to configure a replication target.

1. In the Host or cluster section, click Choose and select the host in the SP virtualization environment on
which Veeam Backup & Replication will register VM replicas created by replication jobs targeted at the
cloud host.

2. Inthe CPU section, specify the limit of CPU resources that can be utilized by all VM replicas on the cloud
host provided to the tenant through the created hardware plan. To let the tenant utilize all CPU resources
available on the selected host, select the Unlimited check box.

NOTE

The SP should make sure that the amount of resources available for tenant VMs is sufficient for VM
operation. For Hyper-V hardware plans, the limit of CPU resources must be greater than the total
amount of CPU frequency on all tenant VM processor units. If the source host on the tenant side has
more CPU resources than the target host on the SP side, tenant VMs may fail to start after failover
due to shortage of resources.

3. Inthe Memory section, specify the limit of RAM that can be utilized by all VM replicas on the cloud host
provided to the tenant through the created hardware plan. To let the tenant utilize all memory resources
available on the selected host, select the Unlimited check box.

Mew Whdware Hardweare Plan X
Huost
EI Specify the host or cluster wehere tenant's replica Whs should be created,
Marne Host or cluster:
Storage
THetuark
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Apply
7 Unlimited
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Step 4. Specify Storage Settings

At the Storage step of the wizard, specify the storage on which Veeam Backup & Replication will store files of
tenant VM replicas.

1. In the Storage section, click Add to open the Add new storage window.
2. In the Friendly name field, specify a name of the storage that will be displayed to a tenant.

3. [For a VMware hardware plan] In the Datastore section, click Browse and select a datastore on which to
allocate storage resources for VM replicas.

NOTE

If you specified a cluster as a source of CPU and RAM resources for tenant VM replicas at the Host
step of the wizard, you must use a shared datastore or datastore cluster as a storage for VM replica

files. Datastores that can be accessed by a single host are not displayed in the list of available
datastores at the Storage step of the wizard.

Consider the following:

e Inthe list of available datastores, Veeam Backup & Replication displays shared datastores that
can be accessed by multiple hosts. Make sure that the shared datastore that you plan to use as
a storage for tenant VM replicas is accessible by all cluster nodes.

e Veeam Backup & Replication considers datastores in a datastore cluster as datastores
accessible by multiple hosts. Make sure that all datastores in the datastore cluster that you
plan to use as a storage for tenant VM replicas are accessible by all cluster nodes.

Add new storage X

Friendly narme:
|Cloud Replicas |

Datastore:

|esx01—d502 || Browse... |

-
—]

= 975 GBfreeof 7.27TB
Tenant quota:

300[2] | 6B %

014 Cancel

4. [For a Hyper-V hardware plan] In the Path section, click Browse and specify a path to a folder on the
volume that will be used for storing VM replica files.

NOTE

You cannot specify a Microsoft SMB3 shared folder as a storage for tenant VM replicas.

Add new storage >

Friendly narme:

|Cloud Replicas |
Path:

|D:\Stc-rage || Browvse.., |

= 1397 free of 16,2 TH

Tenant quota:
3000 GB ~
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5. In the Tenant quota section, specify the amount of disk space for the cloud host that will be provided to
the tenant through the created hardware plan.

6. Click OK.
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Step 5. Specify Network Settings

At the Network step of the wizard, specify network settings for the hardware plan.

1. [Optional] If you have not configured a range of VLANSs that will be used for providing network resources
to VM replicas on cloud hosts in advance before configuring a hardware plan, click the Configure VLAN ID
range link at the bottom of the wizard window. Then use the VLANs Configuration dialog window to
allocate the necessary number of VLANs on the virtualization host that was selected at the Host step of
the wizard.

To learn more about the VLAN range configuration process, see Managing VLANSs.

2. In the Specify number of networks with internet access field, specify the number of IP networks with
internet access that will be available for tenant VM replicas on the cloud host.

3. In the Specify number of internal networks field, specify the number of IP networks without internet
access that will be available for tenant VM replicas on the cloud host.

ey WhAweare Hardweare Plan X

Network
EI Specify network resources to assign to this hardware plan,

Marne Metworks
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Step 6. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will create the configured hardware plan. Wait for
the operation to complete and click Next to continue.

Mew Whaware Hardweare Plan

Apply

:I:r Flease wait while settings are being saved to the configuration database,
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Message Duration
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, review the information about the created hardware plan and click Finish to
exit the wizard.

Mew Whaware Hardweare Plan x
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Managing Hardware Plans

You can edit settings of hardware plans that you configured and remove unused hardware plans from the Veeam
Cloud Connect infrastructure.

Editing Hardware Plan Settings

You can edit settings of hardware plans you have configured.

NOTE

When Veeam Backup & Replication saves new hardware plan settings to the configuration database,
resources provided to tenants through the edited hardware plan will become temporarily unavailable to
tenants. VM replicas in Failoverstate after partial site failover will also become temporarily inaccessible.

To edit settings of a hardware plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Replica Resources node.

3. Do one of the following:

o Select the necessary hardware plan in the working area and click Edit Plan on the ribbon or right-click
the necessary hardware plan and select Edit Hardware Plan.

o Select the necessary hardware plan in the inventory pane and click Edit Plan on the ribbon or right-
click the necessary hardware plan and select Edit hardware plan.

4. Edit hardware plan settings as required.
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NOTE

You cannot reduce the number of networks with internet access and the number of internal networks in
the hardware plan when editing hardware plan settings.
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Removing Hardware Plans

You can remove hardware plans you have configured.

NOTE

Before removing a hardware plan, you must first unsubscribe from this hardware plan all tenants who use
resources provided through the hardware plan.

To remove a hardware plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Replica Resources node.
3. Do one of the following:

o Select the necessary hardware plan in the working area and click Remove Plan on the ribbon or right-
click the necessary hardware plan and select Remove.

o Select the necessary hardware plan in the inventory pane and click Remove Plan on the ribbon or
right-click the necessary hardware plan and select Remove.
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Managing VLANS

To enable networking for tenant VM replicas, the SP should configure physical switches to which hosts or
clusters that will provide resources for hardware plans are connected. The SP must allocate on the physical
switch a range of VLANSs and reflect these settings in the Veeam Backup & Replication console using the VLANs
Configuration dialog window.

In Veeam Backup & Replication, the SP can specify VLANs with internet access and VLANs without internet
access. VLANs without internet access can be used as internal networks that let VM replicas communicate to
each other after full site failover and to production VMs after partial site failover. For VLANs with internet
access, Veeam Backup & Replication can also route traffic to the internet through the network adapter (vNIC) on
the network extension appliance that is connected to the SP production network.

For example, if the SP plans to configure a hardware plan on the host named Host7that is connected to physical
switch named Switch7, the SP can pre-configure on the Switch7a range of VLANs with IDs from 7to 20. In the
Veeam Backup & Replication console, the SP should reflect those values in accordance, for example, specify 7-
70 as a range of VLANs with internet access and 77-20 as a range of VLANs without internet access.

When the SP subscribes the tenant to the hardware plan, Veeam Backup & Replication configures on the
network extension appliance that is deployed on the SP side the nhumber of network adapters (vNICs) equal to
the number of networks in the hardware plan. Each network adapter connects to the dedicated VLAN from the
reserved range. As a result, Veeam Backup & Replication can map every production tenant VM network to the
dedicated VLAN on the SP side.

As part of the VLAN configuration process, the SP can perform the following tasks:
e AddaVLAN range in Veeam Backup & Replication.
e Edit a VLAN range added in Veeam Backup & Replication.

e Remove a VLAN range added in Veeam Backup & Replication.

NOTE
Consider the following:

e The total number of VLANSs reserved for Veeam Cloud Connect Replication in the SP network
infrastructure must be equal to or exceed the total number all tenant production networks.

e If the SP allocates resources for a hardware plan on a VMware or Hyper-V cluster, the SP should also
configure physical switches so that they provide a trunk to broadcast traffic for all configured
VLANS.

e The SP does not need to allocate VLANs in Veeam Backup & Replication if the SP uses VMware Cloud
Director to provide replication resources to tenants. Instead, the SP allocates the necessary nhumber
of networks in the properties of the organization VDC that will be used as a cloud host for tenant
VM replicas.

TIP

It is recommended that the SP plans network resources allocation and configures VLAN ranges in the
Veeam Backup & Replication console in advance, prior to configuring hardware plans. However, the SP can
also access the VLANs Configuration window when the SP performs the following tasks:

e Configures network resources for a hardware plan. To learn more, see Specify Network Settings.
e Subscribes a tenant to a hardware plan. To learn more, see Allocate Replication Resources.
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Adding VLAN Ranges

To add a VLAN range in Veeam Backup & Replication:
1. Open the VLANs Configuration window in one of the following ways:
o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.
2. In the VLANs Configuration window, click Add.

3. Inthe VLAN Pool Settings window, click Browse next to the Host or cluster field and select a host or
cluster on which you plan to configure a replication target.

4. Click Browse next to the Virtual switch field and select a virtual switch configured on the selected host on
which to reserve VLANs for Veeam Cloud Connect Replication.

5. Inthe VLANs with Internet access fields, specify the first and the last VLAN ID in the range of VLANSs that
you plan to use for providing networks with internet access to VM replicas on the cloud host.

6. In the VLANs without Internet access fields, specify the first and the last VLAN ID in the range of VLANs
that you plan to use for providing networks without internet access to VM replicas on the cloud host.

7. Click OK.
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Editing VLAN Ranges

You can edit VLAN ranges configured in Veeam Backup & Replication, if necessary. When you change a VLAN
range, tenants to whom VLANSs from this range are already allocated will continue to use these VLANs. Veeam
Backup & Replication will allocate new VLANSs in the edited VLAN range only to those tenants who are
subscribed to a hardware plan after the VLAN range was edited.

For example, you change the VLAN range from 7000-2000 to 3000-4000. In this case, VLANs 7000, 7001,
and so on that are already allocated to tenants will continue to be used by these tenants. Tenants whom the SP
subscribes to a hardware plan after the VLAN range was changed will receive VLANs from the new VLAN range:

3000, 30017, and so on.
To edit a VLAN range:
1. Open the VLANs Configuration window in one of the following ways:
o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANSs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.

2. Inthe VLANs Configuration window, select the host or cluster for which you want to edit a VLAN range,
and click Edit.

3. If you want to reserve VLANs on another virtual switch configured on the selected host, in the VLAN Pool
Settings window, click Browse next to the Virtual switch field and select the necessary virtual switch.

4. In the VLANs with Internet access and VLANs without Internet access fields, edit VLAN ranges as required.

5. Click OK.
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Removing VLAN Ranges

You can remove a VLAN range configured in Veeam Backup & Replication, if necessary. When you remove a
VLAN range, tenants to whom VLANSs from this range are already allocated will continue to use these VLANSs.

To remove a VLAN range:
1. Open the VLANs Configuration window in one of the following ways:

o Open the Cloud Connect view, click the Cloud Connect node and click Manage VLANSs on the ribbon.
o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage VLANSs.

In the VLANs Configuration window, select the host or cluster for which you want to remove a VLAN
range, and click Remove.

2.

3. Inthe displayed window, click Yes. Then click OK.
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Managing Public IP Addresses

It might be required that one or several replica VMs should be accessible from the internet after full site
failover. To accomplish this, all VM replicas on the cloud host that need to be accessed from the internet must
have public IP address.

With Veeam Backup & Replication, the SP can allocate in their network infrastructure a pool of public IP
addresses and provide one or several public IP addresses from this pool to the tenant. The tenant can specify
public IP addressing settings at the process of the cloud failover plan configuration.

When the tenant's production VM fails over to its replica on the cloud host during full site failover, Veeam
Backup & Replication assigns a specified public IP address to the network extension appliance on the SP side.
The network extension appliance redirects traffic from this public IP address to the IP address of a VM replica in
the internal VM replica network. As a result, a VM replica on the cloud host can be accessed from the internet.

To allocate a pool of public IP addresses, the SP can specify individual IP addresses or IP address ranges. The SP
can add to the pool both IPv4 and IPv6 addresses.

Consider the following:

e The SP does not need to allocate public IP addresses in Veeam Backup & Replication if the SP uses VMware
Cloud Director to provide replication resources to tenants. Instead, the SP configures the NSX Edge
gateway in the properties of the organization VDC that will be used as a cloud host for tenant VM replicas.

e Toenable access to a tenant VM replica by a public IP address, the SP must properly configure port
forwarding to the SP network extension appliance in the production network infrastructure.

e Itis recommended that the SP plans network resource allocation and allocates public IP addresses in
advance. However, the SP can also create or edit a pool of available public IP addresses when subscribing
a tenant to a hardware plan. To learn more, see Specify Network Extension Settings.
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Managing IPv4 Addresses

To configure a pool of public IPv4 addresses:
1. Open the Public IP Addresses Assignment window in one of the following ways:

o Open the Cloud Connect view, click the Cloud Connect node and click Manage Public IPs on the
ribbon.

o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage public IP
addresses.

2. Inthe Public IP Addresses Assignment window, click Add and select IPv4 addresses.
3. Inthe Add IPv4 addresses window, do either of the following:

o If you want to add to the pool of public IP addresses one IP address, make sure that the Single IP
address option is selected and specify the necessary IP address.

Public IP Addresses Assignment X

Add IPvd addresses X

Specify a single IP address or an IP range to allocate for tenants.
® Single IP address Remave

|198.5‘I 100 . 17

O IP address range

o If you want to add to the pool of public IP addresses several IP addresses at a time, select the IP
address range option and specify the first and the last IP address of the range.

Public IP Addresses Assignment X

Add IPvd addresses X

Specify a single IP address or an IP range to allocate for tenants.
(") Single IP address Remove

® IP address range

|198.5'I.1E}[J.1 |to|‘|98.5'|.100.15

4. Click OK.
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Managing IPv6 Addresses

To configure a pool of public IPv6 addresses:
1. Open the Public IP Addresses Assignment dialog window in one of the following ways:

o Open the Cloud Connect view, click the Cloud Connect node and click Manage Public IPs on the
ribbon.

o Open the Cloud Connect view, right-click the Cloud Connect node and select Manage public IP
addresses.

2. Inthe Public IP Addresses Assignment window, click Add and select IPv6 addresses.
3. Inthe Add IPv6 addresses window, do either of the following:

o If you want to add to the pool of public IP addresses one IP address, make sure that the Single IP
address option is selected and specify the necessary IP address.

Public IP Addressd x
Add IPvE addresses *

Public IP address

Specify a single IP address or an IP range to I
IP address allocate for tenants. Add...
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198.51.100.8

Remaove

() IP address range

Cancel

o If you want to add to the pool of public IP addresses several IP addresses at a time, select the IP
address range option and specify the first and the last IP address of the range.

Public IP Addressd *
Add IPv6 addresses >

Public IP address
Specify a single IP address or an IP range to I
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Cancel
4. Click OK.

214 | Veeam Cloud Connect | Administrator Guide



Managing Network Extension Appliance
Credentials

Veeam Backup & Replication connects to the network extension appliance using service credentials —
credentials for the root account on the Linux-based network extension appliance VM. You can use these
credentials to log on to the network extension appliance VM. This may be useful if you need to configure the
network extension appliance manually, for example, for troubleshooting reasons.

It is strongly recommended that you change the password for the root account before subscribing tenants to
hardware plans and deploying network extension appliances. You can change the password in the service
credentials record using the Credentials Manager.

IMPORTANT

Do not change the password for the service credentials record after you deploy the network extension
appliance. If you change the password, all network extension appliances that are already deployed on
cloud hosts will become inoperative and need to be redeployed. To learn more, see Redeploying Networlk
Extension Appliance.

To specify a password for the root account of the network extension appliance VM:

1.

2.
3.

From the main menu, select Credentials and Passwords > Datacenter Credentials.
Select the Provider-side network extension appliance credentials record and click Edit.

Veeam Backup & Replication will display a warning notifying that you will need to redeploy existent
network extension appliances after you change the password. Click Yes to confirm your intention.

In the Password field, enter a password for the root account. To view the entered password, click and hold
the eye icon on the right of the Password field.

The specified password will be assigned to the root account of every network extension appliance VM that
will be deployed on the SP side.

In the Description field, if necessary, change the default description for the edited credentials record.

Click OK to save the specified password.
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NOTE

It is also recommended that tenants change the password for the root account of the tenant-side network
extension appliance before connecting to the SP. To learn more, see Managing Credentials.
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Registering Tenant Accounts

The procedure of tenant accounts registration is performed by the SP on the SP Veeam backup server.

To let a tenant work with Veeam Cloud Connect backup and replication resources, you must register a tenant
account on the SP Veeam backup server. Tenants with registered tenant accounts have access to cloud
repositories and cloud hosts. Tenants without accounts cannot connect to the SP and use Veeam Cloud Connect
resources.

The SP can create tenant accounts of the following types:

e Standalone tenant account — a regular tenant account. Tenants with account of this type can create
backups in a cloud repository and create VM replicas on a cloud host provided to the tenant through a
hardware plan.

e Active Directory tenant account — a tenant account that provides access to a cloud repository for Active
Directory users. Tenants with account of this type can create Veeam Agent backups in a cloud repository.
To learn more about this scenario, see Active Directory Tenant Account.

e VMware Cloud Director tenant account — a tenant account that provides access to VMware Cloud Director
resources of the SP. Tenants with account of this type can create backups in a cloud repository and create
VM replicas on a cloud host provided to the tenant through an organization VDC. To learn more about this
scenario, see VMware Cloud Director Support.

NOTE
Consider the following:

e When you create a tenant account, remember to save a user name and password for the created
account. You must pass this data to your tenant. When adding the SP on the tenant Veeam backup
server, the tenant must enter the user name and password for the tenant account registered on the
SP side.

This does not apply to Active Directory tenant accounts. For accounts of this type, tenant-side users
connect to the SP using their Active Directory account credentials.

e By default, in case the SP backup server is managed by Veeam Service Provider Console version 5.0
or later, you cannot create tenant accounts in Veeam Backup & Replication. You can change this
setting in Veeam Service Provider Console. To learn more, see the Managing Veeam Cloud Connect
Servers section in the Guide for Service Providers.

Configuring Standalone Tenant Account

To let a tenant work with Veeam Cloud Connect backup and replication resources, you must register a tenant
account on the SP Veeam backup server. Tenants with registered tenant accounts have access to cloud
repositories and cloud hosts. Tenants without accounts cannot connect to the SP and use Veeam Cloud Connect
resources.
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Before You Begin

Before you add a new tenant account, check the following prerequisites:

A TLS certificate must be installed on the SP Veeam backup server.

At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.

Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

Hardware plans that you plan to provide to a tenant must be configured in your Veeam Cloud Connect
infrastructure. When you create a tenant account, you can subscribe the tenant only to those hardware
plans that are currently configured in Veeam Backup & Replication.

You can subscribe one tenant to several hardware plans that utilize resources of the same virtualization
platform — VMware vSphere or Microsoft Hyper-V. To make it possible for the tenant to replicate VMware
and Hyper-V VMs simultaneously, the SP must create two different tenant accounts for the same tenant.

If tenants will work with the cloud repository and/or the cloud host over WAN accelerators, the target
WAN accelerator must be properly configured on the SP side.

It is recommended that you change the password for the root account of network extension appliances
before subscribing tenants to hardware plans. You can change the password using the Credentials
Manager. To learn more, see Managing Network Extension Appliance Credentials.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:
e Open the Cloud Connect view. Click Add Tenant > Standalone account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the
Standalone Account link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add
tenant > Standalone account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant >
Standalone account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere
in the working area and select Add tenant > Standalone account.
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Step 2. Specify Tenant Settings

At the Tenant step of the wizard, specify tenant account and lease settings for the tenant. Lease settings apply
to all quotas and hardware plans assigned to the tenant.

1. In the Username field, specify a name for the created tenant account. The user name must meet the
following requirements:

(¢]

o

The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

The user name may contain space characters.

The user name must not contain the following characters: ,\/:*?\"<>|=;@& as well as Unicode
characters.

The user name must not end with the period character [.].

2. Inthe Password field, provide the password for the tenant account. You can enter your own password or
click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication will
generate a safe password. You will be able to get a copy the generated password at the last step of the
wizard.

3. Inthe Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

4. In the Assigned resources section, select what types of Veeam Cloud Connect resources you want to
provide to the tenant:

(o]

Backup storage — Cloud Connect Backup resources. With this option enabled, the New Tenant wizard
will include an additional Backup Resources step. At the Backup Resources step of the wizard, you can
assign a quota on the cloud repository to the tenant. To learn more, see Allocate Backup Resources.

Replication resources — Cloud Connect Replication resources. With this option enabled, the New
Tenant wizard will include an additional Replica Resources step. At the Replica Resources step of the
wizard, you can subscribe the tenant to a hardware plan. To learn more, see Allocate Replica
Resources.
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5. To specify lease settings for the tenant account, select the Contract expires check box and click the
Calendar link. In the Select expiration date window, select a date when the lease period must terminate.

If you do not select the Contract expires option, the tenant will be able to use Veeam Cloud Connect
resources for an indefinite period of time.

Mew Tenant x
AT Tenant
(]

Specify tenant narne, password, assighed cloud resource types and optional contract expiration date,

AL
_ Usernarne: |.&BCCompan}f |

Bandwidth Password: |""0""0 |

Generate new

Backup Resources ey
- Deseription: Tenant account for ABC Company

Replica Resources

Metwork Extension

Apply
Assigned resources

Surnrnary Backup storage {cloud backup repositan)
Replication resources (cloud host)

Autarnatic expiration

Contract expires:  Mewver Calendar

< Previous Finizsh Cancel

221 | Veeam Cloud Connect | Administrator Guide



Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateways will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that Automatic selectionis displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from the selected pool are unavailable check box.

5. Click OK.
| Mew Tenant Gateway Pool * >
(. Bandwidth
(] Specify maxi Choose the gateway pool for this tenant. If a gateway pool is not assigned, a cloud  (atfic from this tenant,
‘ l . gatevvay will be selected from gateways which are not a part of any pool,

() Automatic selection

Tenant The least loaded cloud gateway not belonging to any gateway pool will be
selected each time the tenant connects,

_ (@) Use the selected gateway poals el will not be able to

The least loaded cloud gateway from the selected gateway pool will be selected  Jies to direct mode

Backup Resources each tirme the tenant connects,
Replica Resources Marne Select &l
Cloud Gateway Poaol 0
Metwark Extension Clear All
e tenant exceeds the
Apply
SIS | | Choose..,

Failower to other cloud gatewvays if all gateways from the selected poal are

unavailable,
Cancel ish Cancel

223 | Veeam Cloud Connect | Administrator Guide



Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage option at the Tenant
step of the wizard. You can use this step to specify cloud repository quota settings for the created tenant
account. You can assign to the tenant a single quota on one cloud repository or several quotas on different
cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
at tenant's side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

[For tenants who plan use WAN accelerators] Select the Enable WAN acceleration through the following
WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The source
WAN accelerator is configured on the tenant side. The tenant will select the source WAN accelerator on
their side when configuring a backup copy job.

Click OK.

Repeat steps 1-6 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE

Consider the following:

With the Keep deleted backup files for <N> days option enabled, Veeam Backup & Replication
will disable retention policy for deleted VMs specified in the properties of a tenant backup
job. To avoid keeping redundant data in a cloud repository, it is recommended that the SP
enables the Use per-VM backup files option in the properties of the backup repository whose
storage resources the SP exposes to tenants as cloud repositories.

If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the
backup repository whose storage resources the SP exposes to the tenant, the tenant will be
unable to remove individual VMs from backups in the cloud repository. When the tenant starts
the Delete from disk operation for a specific VM in the backup, the operation will complete
with an error.

The Keep deleted backup files for <N> days option is not available if the SP allocates to the
tenant a quota on an object storage repository.
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Step 5. Allocate Replication Resources

The Replica Resources step of the wizard is available if you selected the Replication resources option at the
Tenant step of the wizard. You can use this step to subscribe the created tenant account to the hardware plan.

To subscribe a tenant to a hardware plan:
1. Click Add on the right of the Hardware plans list and select VMware or Hyper-V.

2. From the Select hardware plan list in the Add replication resource window, select a hardware plan to
which you want to subscribe the tenant.

3. [For tenants who plan to use WAN accelerators] Select the Enable WAN acceleration through the
following WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The
source WAN accelerator is configured on the tenant side. The tenant will select the source WAN
accelerator on their side when configuring a replication job.

4. Click OK.
5. Repeat steps 1-4 for all hardware plans to which you want to subscribe the tenant.

6. Select the Use Veeam network extension capabilities during partial and full site failover option to allocate
network resources for performing failover tasks. With this option enabled, the New Tenant wizard will
include the additional Network Extension step.

7. To configure range of VLANSs that will be used for providing isolated IP networks for tenant VM replicas on
the cloud host, click the Manage network settings link. Then use the VLANs Configuration window to
specify the necessary number of VLANs on the virtualization host that provides resources for the hardware
plan to which the tenant is subscribed. To learn more, see Managing VLANSs.
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Step 6. Specify Network Extension Settings

The Network Extension step of the wizard is available if you selected the Use Veeam network extension
capabilities during partial and full site failover option at the Replica Resources step of the wizard. You can use
this step to specify network settings for the network extension appliance that Veeam Backup & Replication will
deploy on the SP side.

Veeam Backup & Replication deploys the network extension appliance on the SP virtualization host that
provides resources for the hardware plan to which the SP subscribes the tenant. VM replicas on the cloud host
use the SP network extension appliance:

e Tocommunicate to VMs in the production site after partial site failover.
e Tocommunicate to the internet after full site failover.

At the Network Extension step of the wizard, the SP configures one network adapter (vNIC) on the network
extension appliance. This network adapter connects the network extension appliance to the external network
where SP backup infrastructure components reside.

To set up the network extension appliance:
1. Click Edit on the right of the Network extension appliances list.

2. In the Network Settings window, in the Network extension appliance field, check and edit if necessary the
name for the network extension appliance.

3. Click the Browse button next to the External network field and select the SP production network to which
the SP Veeam Backup & Replication infrastructure components are connected.

4. Specify the IP addressing settings for the configured network extension appliance:

o To assign an IP address automatically in case there is a DHCP server in your network, make sure that
the Obtain automatically value is displayed in the IPv4 address and IPv6 address fields.

o To manually assign a specific IP address to the appliance, click Configure and specify network settings
for the appliance. For details, see Specifying Network Settings.

5. Click OK.

6. [Optional] If you have not reserved in advance the necessary number of public IP addresses that can be
assigned to VM replicas, click the Manage link to add one or several IP addresses to the pool of available
public IP addresses. To learn more, see Managing Public IP Addresses.

7. Select the Allocate <N> public IPv4 addresses option and specify the number of public IPv4 addresses to
provide VM replicas with the ability to be accessed from the internet after full site failover. Veeam Backup
& Replication will automatically assign to the tenant the specified number of IPv4 addresses from the
reserved pool. A tenant will be able to map an available public IPv4 address to a VM replica at the process
of the cloud failover plan configuration. To learn more, see Specify Public IP Addressing Rules.
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8. Select the Allocate <N> public IPv6 addresses option and specify the number of public IPv6 addresses to
provide VM replicas with the ability to be accessed from the internet after full site failover. Veeam Backup
& Replication will automatically assign to the tenant the specified number of IPv6 addresses from the
reserved pool. A tenant will be able to map an available public IPv6 address to a VM replica at the process
of the cloud failover plan configuration. To learn more, see Specify Public IP Addressing Rules.
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Specifying Network Settings

To specify network settings for the network extension appliance:
1. In the Network Settings window, click Configure.
2. To manually assign a specific IPv4 address to the appliance, do the following:
a. On the IPv4 tab, make sure that the Enable IPv4 interface check box is selected.
b. Select the Use the following IP address option and specify the following network settings:
= |P address
= Subnet mask
= Default gateway

Alternatively, if you want to assign an IPv4 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv4 tab.

If you do not want the network extension appliance to use an IPv4 address, clear the Enable IPv4 interface
check box.
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3. If you want to assign an IPv6 address to the appliance, do the following:
a. Click the IPv6 tab.
b. Make sure that the Enable IPv6 interface check box is selected.
c. Select the Use the following IP address option and specify the following network settings:
= |P address
= Subnet mask (prefix length)

= Default gateway

Alternatively, if you want to assign an IPv6 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv6 tab.

If you do not want the network extension appliance to use an IPv6 address, clear the Enable IPv6 interface
check box.

4, Click OK.
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Step 7. Assess Results

The Apply step is available if you selected the Replication resources option at the Tenant step of the wizard.

At this of the wizard, Veeam Backup & Replication will assign the cloud resources to the tenant. Wait for the
required operations to complete and click Next to continue.
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.

1. Click the Copy password to clipboard link at the bottom of the wizard window. You must send the copied
password to the tenant so that the tenant can connect to the SP using the created tenant account.

2. Review the information about the added tenant account and click Finish to exit the wizard.
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What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:
1. User name and password for the created account.

2. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure:

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway
pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.

3. External port for the cloud gateway (if the SP has specified a non-default port).

4. [If Dell Data Domain is used as a cloud repository] Information about the backup chain limitations. The
length of forward incremental and forever forward incremental backup chains that contain one full backup
and a set of subsequent incremental backups cannot be greater than 60 restore points. To overcome this
limitation, tenants can schedule full backups (active or synthetic) to split the backup chain into shorter
series. For example, to perform backups at 30-minute intervals, 24 hours a day, tenants must schedule
synthetic full backups every day. In this scenario, intervals immediately after midnight may be skipped due
to the duration of synthetic processing.
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Configuring Active Directory Tenant Account

To provide a user of an Active Directory domain with access to cloud repository resources, you must register an
Active Directory tenant account on the SP Veeam backup server. Tenants with registered Active Directory tenant
accounts can connect to the SP in Veeam Agent for Microsoft Windows using their AD credentials and create
Veeam Agent backups in a cloud repository. Tenants with accounts of other types can use subtenant accounts to
back up data with Veeam Agent.

Before You Begin

Before you add a new Active Directory tenant account, check the following prerequisites:
e ATLS certificate must be installed on the SP Veeam backup server.

e At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.

e Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

e You must have access to the domain controller of an Active Directory domain for whose user you want to
create a tenant account. You will be able to select an account to connect to the domain controller when
adding the Active Directory tenant account.

e Make sure that you have familiarized yourself with considerations and limitations for the Active Directory
tenant account functionality.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:

e Open the Cloud Connect view. Click Add Tenant > Active Directory account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the Active
Directory User link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add

tenant > Active Directory account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant > Active

Directory account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere

in the working area and select Add tenant > Active Directory account.
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Step 2. Specify Tenant Settings

At the AD Account step of the wizard, specify tenant account and lease settings for the tenant. Lease settings
apply to all quotas assigned to the tenant.

1. Click Change next to the Domain field.

2. In the Specify Domain window, specify settings of the Active Directory domain for whose user you want to
create a tenant account:

a. In the Domain DNS name field, type a name of the domain or domain controller.

It is recommended to specify domain DNS name to allow automatic LDAP connection failover between
domain controllers.

b. In the Port field, specify a port number over which Veeam Backup & Replication will communicate
with a domain controller that uses the LDAP protocol. By default, Veeam Backup & Replication uses
port 389.

You can also use the LDAPS (Secure LDAP) protocol if domain controllers in the domain are configured
to use it. To communicate with a domain controller over the LDAPS protocol, Veeam Backup &
Replication uses port 636.

c. From the Account list, select a user account that will be used for LDAP connections to domain
controllers.

By default, the Veeam backup service account option is selected in the Account list. With this option
selected, Veeam Backup & Replication will use the account under which the Veeam Backup Service
runs to connect to a domain controller.

The Veeam backup service account option is intended for the scenario where the SP backup server is a
member of the domain whose AD accounts you want to use as tenant accounts or a domain that trusts
this domain. In other cases, select a specific account that is a member of the Domain Users group in
the target domain.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right
to add credentials. For more information, see the Credentials Manager section in the Veeam Backup &
Replication User Guide.

d. Click OK to close the Specify Domain window.

3. Click Choose next to the User field and specify an Active Directory user account for which you want to
create a tenant account.

Alternatively, type an account name in the DOMA/IM Username format.

Note that it can be possible to specify the account name in the Username format. However, it is not
recommended to use this format.

4. In the Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

5. To assign cloud repository resources to the tenant account, select the Backup storage check box. You will
be able to specify cloud repository quota settings at the Backup Resources step of the wizard.

Note that you cannot assign replication resources to an Active Directory tenant account.
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6. To specify lease settings for the tenant account, select the Contract expires check box and click the
Calendar link. In the Select expiration date window, select a date when the lease period must terminate.

If you do not select the Contract expires option, the tenant will be able to use Veeam Cloud Connect
resources for an indefinite period of time.
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AT AD Account
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Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateways will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that the Automatic selection option is displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from the selected pool are unavailable check box.

5. Click OK.
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Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage check box at the AD
Account step of the wizard. At this step of the wizard, specify cloud repository quota settings for the created
tenant account. You can assign to the tenant a single quota on one cloud repository or several quotas on
different cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
on the tenant side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

Click OK.

Repeat steps 1-5 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE
Consider the following:

e The Enable WAN acceleration through the following WAN accelerator option does not apply to
Active Directory tenant accounts. Tenants with accounts of this type connect to the SP in Veeam
Agent for Microsoft Windows and cannot specify a source WAN accelerator in Veeam Agent.

e With the Keep deleted backup files for <N> days option enabled, Veeam Backup & Replication will
disable retention policy for deleted VMs specified in the properties of a tenant backup job. To avoid
keeping redundant data in a cloud repository, it is recommended that the SP enables the Use per-
VM backup files option in the properties of the backup repository whose storage resources the SP
exposes to tenants as cloud repositories.

e If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the backup
repository whose storage resources the SP exposes to the tenant, the tenant will be unable to
remove individual VMs from backups in the cloud repository. When the tenant starts the Delete
from disk operation for a specific VM in the backup, the operation will be completed with an error.

e The Keep deleted backup files for <N> days option is not available if the SP allocates to the tenant a
quota on an object storage repository.
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.
1. Review the information about the added tenant account.

2. Click Finish to exit the wizard.

Mew Tenant
R Summary
€MD Rewiew and copy tenant settings, and click Finish to exit the wizard,
AD Account SUmmary:
Tenant: techiwilliarm.fox
Bandwidth

Description: Tenant account for Active Directory user
Expiration: Mewver

Backup Resources )
Sosailable backup storage resources:

_ Cloud repository: Scale-out Vol 01, Friendly narme: A0 User Cloud Repository, Quota: 50,0 GB, WAN

acceleration: not used

% Previous Mext = Cancel

241| Veeam Cloud Connect | Administrator Guide




What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:

1. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure:

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway
pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.

2. External port for the cloud gateway (if the SP has specified a non-default port).

3. [If Dell Data Domain is used as a cloud repository] Information about the backup chain limitations. The
length of backup chains that contain one full backup and a set of subsequent incremental backups cannot
be greater than 60 restore points. To overcome this limitation, tenants can schedule full backups (active
or synthetic) to split the backup chain into shorter series. For example, to perform backups at 30-minute
intervals, 24 hours a day, tenants must schedule synthetic fulls every day. In this scenario, intervals
immediately after midnight may be skipped due to the duration of synthetic processing.
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Configuring VMware Cloud Director Tenant Account

To let a tenant work with a cloud host that utilizes VMware Cloud Director resources, you must register a
VMware Cloud Director tenant account on the SP Veeam backup server. Tenants with registered VMware Cloud
Director accounts have access to organization VDCs exposed as cloud hosts for tenant VM replicas. Tenants
without VMware Cloud Director accounts cannot create VM replicas on cloud hosts that utilize VMware Cloud
Director resources of the SP.

Before You Begin

Before you add a new VMware Cloud Director tenant account, check the following prerequisites and limitations:

A TLS certificate must be installed on the SP Veeam backup server.

At least one cloud gateway must be added in the Veeam Cloud Connect infrastructure on the SP backup
server.

The VMware Cloud Director Server must be added to the Veeam backup infrastructure on the SP backup
server.

The organization whose organization VDCs you plan to provide as a cloud host for tenant VM replicas must
be created in VMware Cloud Director.

The organization administrator user account must be created for the organization in VMware Cloud
Director.

Organization VDC that you plan to provide as a cloud host for tenant VM replicas must be allocated to the
organization in VMware Cloud Director.

An NSX Edge Gateway or IPsec VPN connection must be configured for the organization in VMware Cloud
Director (in case you plan to use VMware Cloud Director resources to provide network access to tenant VM
replicas after failover).

Backup repositories that you plan to use as cloud repositories must be added to your backup
infrastructure. When you create a tenant account, you can allocate storage resources for the tenant only
on those backup repositories that are currently added to Veeam Backup & Replication.

If tenants will work with the cloud repository and/or the cloud host over WAN accelerators, the target
WAN accelerator must be properly configured on the SP side.

If you plan to provide network resources for VMware Cloud Director replicas, it is recommended that you
change the password for the root account of network extension appliances before you create the first
VMware Cloud Director tenant account in the Veeam Cloud Connect infrastructure. You can change the
password using the Credentials Manager. To learn more, see Managing Network Extension Appliance
Credentials.
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Step 1. Launch New Tenant Wizard

To launch the New Tenant wizard, do one of the following:

Open the Cloud Connect view. Click Add Tenant > VMware Cloud Director account on the ribbon.

e Open the Cloud Connect view. Click the Cloud Connect node in the inventory pane and click the VMware
Cloud Director Account link in the working area.

e Open the Cloud Connect view. Right-click the Cloud Connect node in the inventory pane and select Add
tenant > VMware Cloud Director account.

e Open the Cloud Connect view. Click the Tenants node in the inventory pane and click Add Tenant >
VMware Cloud Director account on the ribbon.

e Open the Cloud Connect view. Right-click the Tenants node in the inventory pane or right-click anywhere

in the working area and select Add tenant > VMware Cloud Director account.
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Step 2. Specify Organization Settings

At the Organization step of the wizard, specify tenant account settings for the tenant.

1.
2.

Click Choose on the right of the Organization field.

In the Select Organization window, select the VMware Cloud Director organization whose organization
VDC resources you want provide to the tenant as cloud hosts.

In the Description field, specify a description for the created tenant account. The default description
contains information about the user who created the account, date and time when the account was
created.

In the Assigned resources section, select what types of Veeam Cloud Connect resources you want to
provide to the tenant:

o Backup storage — Veeam Cloud Connect Backup resources. With this option enabled, the New Tenant

wizard will include an additional Backup Resources step. At the Backup Resources step of the wizard,
you can assign a quota on the cloud repository to the tenant. To learn more, see Allocate Backup
Resources.

o Replica resources — Veeam Cloud Connect Replication resources. With this option enabled, the New
Tenant wizard will include an additional Replica Resources step. At the Replica Resources step of the
wizard, you can select an organization VDC that will act as a cloud host for tenant VM replicas. To
learn more, see Allocate Replica Resources.

NOTE

You cannot specify lease settings for VMware Cloud Director tenant accounts. Lease settings for a VMware
Cloud Director organization are managed in VMware Cloud Director.
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Step 3. Specify Bandwidth Settings

At the Bandwidth step of the wizard, specify task and bandwidth limitation settings for the tenant. Limiting
bandwidth and parallel data processing capabilities for tenants helps avoid overload of cloud gateways, backup
proxies, backup repositories and network equipment on the SP side.

1. In the Max concurrent tasks field, specify the maximum number of concurrent tasks for the tenant. If this
value is exceeded, Veeam Backup & Replication will not start a new task until one of current tasks finishes.
To learn more, see Parallel Data Processing.

NOTE

The specified number of concurrent tasks will be available to the tenant regardless of the number of
concurrent tasks defined in the properties of a cloud repository exposed to this tenant.

2. To limit the data traffic coming from the tenant side to the SP side, select the Limit network traffic from
this tenant to check box. With this option enabled, you can specify the maximum speed for transferring
tenant data to the SP side.

This option also applies to the traffic coming from a cloud repository in the replica from backup and
replica seeding scenarios.

3. Inthe Gateway pool field, specify what cloud gateway(s) will be available to the tenant. By default, the
tenant can use cloud gateways that are not added to any cloud gateway pool. To use this option, make
sure that Automatic selectionis displayed in the Gateway pool field.

If you want to assign a cloud gateway pool to the tenant, click Choose on the right of the Gateway pool
field and select one or more cloud gateway pools. To learn more, see Assigning Cloud Gateway Pools.
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Assigning Cloud Gateway Pools

You can assign to the tenant one or more cloud gateway pools configured in the Veeam Cloud Connect
infrastructure. After you assign a cloud gateway pool to the tenant, communication between the tenant backup
server and Veeam Cloud Connect infrastructure components in the SP side will be possible only through cloud
gateways added to this pool. You can also allow the tenant to fail over to a cloud gateway that is not added to a
cloud gateway pool. This may be useful in a situation where all cloud gateways in the cloud gateway pool
assigned to the tenant are unavailable for some reason.

To assign a cloud gateway pool to the tenant:
1. At the Bandwidth step of the wizard, click Choose on the right of the Gateway pool field.
2. In the Gateway Pool window, select Use the selected gateway pools.

3. Inthe list of available cloud gateway pools, select check boxes next to one or more pools that you want to
assign to the tenant. The list of available cloud gateway pools contains pools that you configured in the
Veeam Cloud Connect infrastructure.

To select or clear all check boxes in the list at once, you can use the Select All and Clear All buttons.

4. [Optional] You can allow the tenant to fail over to a cloud gateway that is not added to the selected cloud
gateway pool in case all cloud gateways in the pool are unavailable for some reason. To do this, select the
Failover to other cloud gateways if all gateways from the selected pool are unavailable check box.

5. Click OK.
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Step 4. Allocate Backup Resources

The Backup Resources step of the wizard is available if you selected the Backup storage option at the
Organization step of the wizard. You can use this step to specify cloud repository quota settings for the created
tenant account.

The procedure of assigning backup resources to a VMware Cloud Director tenant account does not differ from
the same procedure for a simple tenant account. You can assign to the tenant a single quota on one cloud
repository or several quotas on different cloud repositories.

To assign a cloud repository quota:

1.

2.

Click Add on the right of the Cloud repositories list.

In the Cloud repository name field of the Set Quota window, enter a friendly name for the cloud repository
you want to present to the tenant. The name you enter will be displayed in the list of backup repositories
at tenant's side.

From the Backup repository list, select a backup repository in your backup infrastructure whose space
resources must be allocated to the tenant.

In the User quota field, specify the amount of space you want to allocate to the tenant on the selected
backup repository.

[For tenants who plan to use WAN accelerators] Select the Enable WAN acceleration through the
following WAN accelerator check box and choose a target WAN accelerator configured at the SP side. The
source WAN accelerator is configured on the tenant side. The tenant will select the source WAN
accelerator on their side when configuring a backup copy job.

Click OK.

Repeat steps 1-6 for all backup repositories in your backup infrastructure whose resources you want to
allocate to the tenant.

If you want to protect tenant backups against unwanted deletion, select the Keep deleted backup files for
<N> days check box and specify the number of days to keep a backup in the recycle bin after a backup is
deleted by the tenant. To learn more, see Insider Protection.
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NOTE
Consider the following:

e With the Keep deleted backup files for <N> days option enabled, Veeam Backup & Replication will
disable retention policy for deleted VMs specified in the properties of a tenant backup job. To avoid
keeping redundant data in a cloud repository, it is recommended that the SP enables the Use per-
VM backup files option in the properties of the backup repository whose storage resources the SP
exposes to tenants as cloud repositories.

e If the Keep deleted backup files for <N> days option is enabled in the properties of the tenant
account, and the Use per-VM backup files option is not enabled in the properties of the backup
repository whose storage resources the SP exposes to the tenant, the tenant will be unable to
remove individual VMs from backups in the cloud repository. When the tenant starts the Delete
from disk operation for a specific VM in the backup, the operation will complete with an error.

e The Keep deleted backup files for <N> days option is not available if the SP allocates to the tenant a
quota on an object storage repository.
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Step 5. Allocate Replication Resources

The Replica Resources step of the wizard is available if you selected the Replication resources option at the
Organization step of the wizard. At this step of the wizard, specify what organization VDC will be used to
provide resources to tenant VM replicas.

To assign an organization VDC to the tenant:

1. In the Organization VDC list, review organization VDCs that will be available to the tenant as cloud hosts.
By default, Veeam Backup & Replication displays in this list all organization VDCs allocated to the
organization in VMware Cloud Director. If you do not want to provide some of the organization VDCs to
the tenant as cloud hosts, select the necessary organization VDC and click Remove.

2. [For tenants who plan to use WAN accelerators] Specify WAN acceleration settings for organization VDCs
that will be used as a target for tenant VM replicas:

a. In the Organization VDC list, select the organization VDC for which you want to enable WAN
acceleration, and click Edit.

b. In the Edit VDC org window, select the Enable WAN acceleration through the following WAN
accelerator check box and choose a target WAN accelerator configured at the SP side. The source
WAN accelerator is configured at tenant's side. The tenant will select the source WAN accelerator at
their side when configuring a replication job.

c. Click OK.

d. Repeat steps a-c for all organization VDCs for which you want to enable WAN acceleration.
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3. Select the Use Veeam network extension capabilities during partial and full site failover check box to
allocate network resources for performing failover tasks. With this option enabled, the New Tenant wizard
will include the additional Network Extension step.

If you use an NSX Edge gateway or IPsec VPN connection to enable network access to tenant VM replicas
after failover, you do not need to deploy the network extension appliance in the Veeam Cloud Connect
infrastructure. Instead, you must configure an NSX Edge gateway or IPsec VPN connection in VMware
Cloud Director. Make sure that the Use Veeam network extension capabilities during partial and full site
failover check box is cleared, and then click Apply to proceed to the next step of the wizard.
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Step 6. Specify Network Extension Settings

The Network Extension step of the wizard is available if you selected the Use Veeam network extension
capabilities during partial and full site failover option at the Replica Resources step of the wizard. You can use
this step to specify network settings for the network extension appliance that Veeam Backup & Replication will
deploy on the SP side.

Veeam Backup & Replication deploys the SP network extension appliance in the organization VDC specified as a
target for tenant VM replicas. VM replicas on the cloud host will use the SP network extension appliance to
communicate to VMs in the production site after partial site failover.

At the Network Extension step of the wizard, the SP configures one network adapter (vNIC) on the network
extension appliance. This network adapter connects the network extension appliance to the external network
where SP backup infrastructure components reside.

To set up the network extension appliance:
1. Click Edit on the right of the Network extension appliances list.

2. In the Network extension appliance field of the Network Settings window, check and edit if necessary the
name for the network extension appliance.

3. Click the Browse button in the External network field and select the SP production network to which the
SP Veeam Backup & Replication infrastructure components are connected.

4. Specify the IP addressing settings for the configured network extension appliance:

o To assign an IP address automatically in case there is a DHCP server in your network, make sure that
the Obtain automatically value is displayed in the IPv4 address and IPv6 address fields.

o To manually assign a specific IP address to the appliance, click Configure and specify network settings
for the appliance. For details, see Specifying Network Settings.

5. Click OK.
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Specifying Network Settings

To specify network settings for the network extension appliance:
1. In the Network Settings window, click Configure.
2. To manually assign a specific IPv4 address to the appliance, do the following:
a. On the IPv4 tab, make sure that the Enable IPv4 interface check box is selected.

b. Select the Use the following IP address option and specify the following network settings:

= |P address
= Subnet mask
= Default gateway

Alternatively, if you want to assign an IPv4 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv4 tab.

If you do not want the network extension appliance to use an IPv4 address, clear the Enable IPv4 interface
check box.

3. If you want to assign an IPv6 address to the appliance, do the following:
a. Click the IPv6 tab.
b. Make sure that the Enable IPv6 interface check box is selected.

c. Select the Use the following IP address option and specify the following network settings:

= |P address
= Subnet mask (prefix length)

= Default gateway
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Alternatively, if you want to assign an IPv6 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv6 tab.

If you do not want the network extension appliance to use an IPv6 address, clear the Enable IPv6 interface

check box.
4. Click OK.
Mew Tenant *
(R Network Extension
€A Specify network settings to be used during failowver,
Metwark Settings H
Organization
. Me IPvd | IPvG W | Edit |
Bandwidth | [V Enable IPv4 interface
Backup Resources (O Obtain an IP address automatically |
®) Use the following IP address
Replica Resources
[ IP address: | w2 .17 .52 . 3 | ]
E
_ [ Subnet mask: | 255 .255 . 254 . O | ]
gl | Default gateway: | 172,17 . 51 . 1 | ]
Sumrmary IJ
[ ok ]| caneet |
[ ok | cancat |
< >

< Previous | | Apply Finish
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Step 7. Assess Results
The Apply step is available if you selected the Replication resources option at the Organization step of the
wizard.

At this step of the wizard, Veeam Backup & Replication will assign the cloud resources to the tenant. Wait for
the required operations to complete and click Next to continue.

Mew Tenant X
- hpply
@D Flease wait while settings are being saved to the configuration database, and required changes are being made to the wirtual

m infrastructure,

Organization Log:

} Meszage Duration

Bandwidth Hardware quotas processing for tenant TechCompamyOrg started at 8.,
Backup Resources Preparing tenant's subscription to WDC TechCormpanyOrghDC 007
WDC TechComparyCOrgWDC has been prepared successfully 0:00:15

Replica Resources Storage policies for WOC TechCompanyQrgWDC have been saved succ..,
Metworks for VO C TechCompanyOrgWDC hawve been saved successfully 00001

Metwork Extension Hardware quotas processing for tenant TechCompanyQrg finished at ..,
_ Deploying netwark extension appliance for datacenter TechCompany... o021

Surmrmary

< Previous Finizh Cancel
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of tenant account registration.

1. Review the information about the added tenant account.

2. Click Finish to exit the wizard.

MNew Tenant
e Summary
D

MLh
Organization
Bandwidth
Backup Resources
Replica Resources

Metwork Extension

Spply

Rewiew and copy tenant settings, and click Finish to exit the wizard,

Surnrmary:

Tenant: TechCompanyQOrg
Description: Whiware Cloud Director tenant account for TechCompary

Sosailable backup storage resources:

Cloud repositore Default Backup Repository, Friendly name: TechCormpany Cloud Val, Quaota: 100.0
GE, WAN acceleration: not used
Available replica resources:

Organization: TechCompamyOrgWDC, WM acceleration: not used

% Previous Mext = Cancel
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What You Do Next

After the SP creates a tenant account, the SP must communicate the following information to the tenant:

1. User name and password for the created account. For VMware Cloud Director tenant accounts, the user
name and password for the tenant account is the user name and password for the organization
administrator account of the VMware Cloud Director organization whose resources the SP exposes to the
tenant. The user name of the tenant account is specified in the Organization\ Username format.

2. Full DNS name or IP address of the cloud gateway over which the tenant will communicate with the
Veeam Cloud Connect infrastructure.

o If the SP did not assign a cloud gateway pool to the tenant, the SP can provide information about any
cloud gateway configured in the Veeam Cloud Connect infrastructure that is not part of a cloud
gateway pool. When the tenant adds the SP in the tenant Veeam backup console, the Veeam backup
server on tenant side will obtain a list of all cloud gateways that are not added to a cloud gateway
pool. If the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail
over to another cloud gateway from the list.

o If the SP assigned a cloud gateway pool to the tenant, the SP can provide information about any cloud
gateway added to this gateway pool. When the tenant adds the SP in the tenant Veeam backup
console, the Veeam backup server on tenant side will obtain a list of all cloud gateways in the pool. If
the primary cloud gateway is unavailable, the Veeam backup server on the tenant side will fail over to
another cloud gateway in the same pool.

3. External port for the cloud gateway (if the SP has specified a non-default port).

4. [If Dell Data Domain is used as a cloud repository] Information about the backup chain limitations. The
length of forward incremental and forever forward incremental backup chains that contain one full backup
and a set of subsequent incremental backups cannot be greater than 60 restore points. To overcome this
limitation, tenants can schedule full backups (active or synthetic) to split the backup chain into shorter
series. For example, to perform backups at 30-minute intervals, 24 hours a day, tenants must schedule
synthetic fulls every day. In this scenario, intervals immediately after midnight may be skipped due to the
duration of synthetic processing.
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Configuring Target WAN Accelerators

To optimize VM traffic going to the Veeam Cloud Connect infrastructure during the backup copy and replication
jobs, the SP and tenants can configure WAN accelerators on their sides.

WAN accelerators in the Veeam Cloud Connect infrastructure must be configured in the following way:
e The source WAN accelerator is configured on the tenant side. Every tenant who plans to work with the
cloud repository and cloud hosts using WAN accelerators must configure at least one WAN accelerator on
their side.

e The target WAN accelerator is configured on the SP side.

NOTE

Veeam Backup & Replication does not use tenant backups to populate global cache on the SP side.

When the SP creates a tenant account, the SP can define if the tenant should be able to use a WAN accelerator
deployed on the SP side:

e For backup copy jobs targeted at the cloud repository

| Mew Tenant

| R Backup Resources
| D) Add one or more cloud repositories for this tenant to use,
| el |
Set Quota X |
Tenant
Cloud repository name: By Add..
Bandwidth |ABC Caompany Cloud Repasitory
Edit..,
_ Specify a friendly repository name thatwill be shown to the user, :
Rernowe
Replica Resources Backup repasitany:
Netuork Extension Default Backup Repository (Created by Weearn Backup) ~
= 1601 GB free of 250 GB
Lpply
Summary User quota:
100 3 GB w
Emable WaM acceleration through the following WAN accelerator:
172243166 (Target WiAMN Accelerator for Veearn Cloud Connect) w
Heleted
O E LI TITES TUT TFTE SELTTUTITOET OT TS, TTTE UETELELT I UKL ST ot tount

toweards tenant’s quota consumption, and cannot be managed by the tenant.

< Prewious [ext = Finish Cancel
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e For replication jobs targeted at the cloud host

| Mew Tenant K |

Replica Resources
Add one or more hardware plans for this tenant to use,

Tenant Hardware plans:
Mame cpu Memary  Storage Metwarks WAAN Add...
Bandwidth
Edit..,
Backup Resources Add replication resource X R
BITIOVE
Select hardware plan:

“Whiveare Silver i
Metwork Extension

Zpply Enable WWAMN acceleration through the following WaN acceleratar:
172.24.31.66 v
Surnrmary

Manage network settings
Use Weearmn network extension capabilities during partial and full site failower

The network extension appliance will be deployed to the tenant environment. Skip this if you are
already using a 3rd party solution like Whiware N3X Edge to manage netwarking during failover,

< Previous [ext = Finish Cancel

As soon as the tenant connects to the SP, Veeam Backup & Replication retrieves the following information to
identify if cloud resources available to this tenant can or cannot use WAN acceleration:
e Information about all quotas on cloud repositories assigned to the tenant

e Information about all cloud hosts provided to the tenant through hardware plans

If the cloud repository and/or cloud host can use WAN acceleration, the tenant can configure a source WAN
accelerator on the tenant side and create backup copy and/or replication jobs that will work using WAN
accelerators.

The configuration process for WAN accelerators in the Veeam Cloud Connect infrastructure is the same as in a
regular Veeam backup infrastructure. To learn more, see the Adding WAN Accelerators section in the Veeam
Backup & Replication User Guide.
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Deploying Veeam Cloud Connect Portal

To deploy Veeam Cloud Connect Portal in the SP backup infrastructure, you must install this component as part
of the Veeam Backup Enterprise Manager installation. To do this, select the Add Cloud Connect Portal for
Service Providers check box at the Data Locations step of the Veeam Backup Enterprise Manager setup wizard.
For details, see the Specify Data Locations section in the Veeam Backup Enterprise Manager User Guide.

After you install Veeam Backup Enterprise Manager, you must configure Veeam Cloud Connect Portal so that
Veeam Cloud Connect Portal becomes accessible over the internet.

To enable access to Veeam Cloud Connect Portal:

1. Configure network settings for Veeam Cloud Connect Portal. As part of this step, you must specify the
following settings:

o Provide Veeam Cloud Connect Portal with public IP address.
o Specify DNS name for Veeam Cloud Connect Portal.

o Configure the NAT gateway and other components of the SP network infrastructure to allow traffic
exchange between the internet and Veeam Cloud Connect Portal.

2. Add all SP Veeam backup servers on which tenant accounts are registered to Veeam Backup Enterprise
Manager. To learn more, see the Adding Backup Server section in the Veeam Backup Enterprise Manager

User Guide.

3. Configure security settings for Veeam Cloud Connect Portal as required. As part of this step, you can edit
default settings for Veeam Cloud Connect Portal with Internet Information Services (11S) Manager. For
example, you can change the TLS certificate or set up protection against denial of service and brute force

attacks. To learn more, see Microsoft Docs.
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Managing Tenant Accounts

The SP can perform the following actions with tenant accounts:

e Disable and enable tenant accounts.

e Rename tenant accounts.

e Change passwords for tenant accounts.

e Change resource allocation for tenant accounts.

e Redeploy network extension appliances for tenant accounts.
e View resource consumption by tenant machines.

e Delete tenant accounts.

NOTE

By default, in case the SP backup server is managed by Veeam Service Provider Console version 5.0 or
later, you cannot manage tenant accounts in Veeam Backup & Replication. You can change this setting in
Veeam Service Provider Console. To learn more, see the Managing Veeam Cloud Connect Servers section in
the Guide for Service Providers.
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Disabling and Enabling Tenant Accounts

The SP can temporarily disable a tenant account, for example, if the tenant has not made a payment and must
not use cloud repository and cloud host resources for some time.

NOTE

For Active Directory tenant accounts, the SP can also perform the disable and enable operations on the
Active Directory side. To do this, the SP can disable or enable the Active Directory user account for which
the tenant account was created.

When the SP disables a tenant account, the tenant can no longer perform the following operations:
e Run backup and backup copy jobs targeted at the cloud backup repository.
e Run replication jobs targeted at the cloud host.
e Restore data from backups on the cloud repository or copy backup files from the cloud repository.
e Perform failover and failback tasks with VM replicas on the cloud host.

All current sessions for the tenant are terminated; all tenant VMs become inactive and the equal number of VMs
in the SP license is revoked for other tenants.

To disable a tenant account:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account and click Disable Tenant on the ribbon. You can
also right-click the account in the working area and select Disable.
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To enable a disabled account:
1. Open the Cloud Connect view.
2. Inthe inventory pane, click the Tenant node.

3. Inthe working area, select the necessary tenant account and click Disable Tenant on the ribbon once
again. You can also right-click the account in the working area and select Disable.

Veeam Backup and Replication

Tenant

PP OXE BB

A Edit Downlozd Disable Manage Delete Report Remote Remote
T Tenant Tenant Subtenants Console - Desktop ~
Manage Tenants Details Remote Access

Cloud Connect Q Type in an object name to search for

4 (% Cloud Connect Hame Backups  Replicss Type Servers Workstations  Remote.. | Description  LastActive  LastResult  Expiration..
» [ Cloud Gateways 5, ABC Company 2 Rermote consale 7 H Bvailable..  Created by.. 47 minutes.. Success Mever
» ] Gateway Poals 5, Omega U | Remote deskion 0 0 Unknown  Created by.. Success Hever
£ Tenants /5, OWE Systems 0 0 0 Unknown  Created by.. Success Hever
> [F1 Backup Storage Disable
> E° Replica Resources I Delete
=] J
Bj Replica org VDCs A% Manage subtenants..
> P Replicas
> [ Last 24 Hours [F] Properties..

A Home

(T Backup nfrestructure
Tape Infrastructure
‘?JI Cloud Connect

[l Hisory

Connectedto: localhost  Build: 12001420 Enterprise Plus Edition  License expires: 127 days remaining

1 object selected
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Renaming Tenant Accounts

The SP can rename a tenant account, for example, if the SP wants to change the user name to a more friendly
one.

When the SP renames a tenant account, it is not enough to simply change the user name in the tenant account
properties. The SP must also rename the folder with tenant backups on the cloud repository and make sure that
the tenant reconnects to the SP under the new name. In this case, Veeam Backup & Replication will be able to
save backups to the backup chain that already exists on the cloud backup repository, and the tenant will be able
to restore data from previously created backups.

To rename a tenant account (performed by the SP on the SP Veeam backup server):

—_

Open the Cloud Connect view.

In the inventory pane, click Tenants.

In the working area, right-click the necessary tenant and select Properties.

At the Tenant step of the Edit Tenant wizard, specify a new name in the Username field.

Click Finish to save the changes.

o vos woN

[For Veeam Cloud Connect Backup] On the cloud repository, rename a subfolder where tenant backups are
stored. For example, if the tenant was named 7enant7, and you changed the user name to 7enant2, you
must find the 7enant7subfolder on the cloud repository and rename it to 7enant2.

NOTE

For object storage repositories, renaming of the subfolder with tenant backups is not supported. In case
the SP provides the tenant with an object storage repository as a cloud repository, after the SP renames
the tenant account, tenant backup jobs will create a full backup in the cloud repository.

7. Inform the tenant about the user name change and make sure that the tenant reconnects to the SP under
this name.
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To reconnect to the SP (performed by the tenant on the tenant Veeam backup server):
1. Open the Backup Infrastructure view.
2. Intheinventory pane, click the Service Providers node.
3. Inthe working area, right-click the SP and select Properties.

4. At the Credentials step of the wizard, click Add next to the Credentials field and specify a new user name
and password to connect to the SP. You must specify the password that you used before, unless the SP
has changed the password together with the user name.

5. Follow the next steps of the wizard without changing default settings. At the Summary step of the wizard,
click Finish.

IMPORTANT

The tenant must reconnect to the SP only after the SP renames the subfolder with tenant backups on the
cloud repository. In the opposite case, tenant backup job sessions will be failing.

m Backup and Replication

Home

> % N EQ

Add  Edit Remove Manage Manage St
Provider Provider Provider Subtenants Gateways Location =

Cloud Connect

€

Rescan

Manage Service Providers Manage Settings

[ Service Provider x

Backup Infrastructure Q Type inan objd

Credentials
p ") Specify credentials that you have received from the service provider, and validate the certficate.

H Backup Proxies Mame
= Backup Repositories 5172283167 |

. External Repositories Service Provider =

S scal Repositori Lb dtn semice nreoider 172 2191 F
54 Scale-out Repositories _ Credentiats "
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(7 Service Providers
. E‘Smaackup i E Username:  [Tri-M | =
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> (T Managed Servers Summary = & Password:  [seeevesass] =
Description:
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ounts
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< Previous Apply Finish Cancel
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@ Files
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1 Service Provider selected
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Changing Password for Tenant Account on SP
Side
The SP can change the password for the tenant account.

NOTE
Consider the following:

e The tenant can also change the password for the tenant account using the Veeam backup console on
the tenant backup server. To learn more, see Changing Password for Tenant Account.

e You cannot use the Veeam backup console to change the password for a VMware Cloud Director
tenant account. For such accounts, passwords are managed in VMware Cloud Director.

To change a password for the tenant account (performed by the SP on the SP Veeam backup server):
1. Open the Cloud Connect view.
In the inventory pane, click Tenants.

In the working area, right-click the necessary tenant and select Properties.

AW

At the Tenant step of the Edit Tenant wizard, specify a new password in the Password field or click the
Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication will generate
a safe password. You will be able to get a copy the generated password at the last step of the wizard.

5. At the Summary step of the Edit Tenant wizard, click the Copy password to clipboard link at the bottom of
the wizard window and click Finish to save the changes.

6. Inform the tenant about the password change and make sure that the tenant reconnects to the SP using
the new password.
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To reconnect to the SP (performed by the tenant on tenant Veeam backup server):

1. Open the Backup Infrastructure view.

2. Intheinventory pane, click the Service Providers node.
3. Inthe working area, right-click the SP and select Properties.
4. At the Credentials step of the Service Provider wizard, click the Manage accounts link at the bottom of the
Credentials field.
5. In the Manage Veeam Cloud Connect Service Provider Credentials window, click Edit.
6. Inthe displayed window notifying that the edited credentials are used to connect to the SP, click Yes.
7. In the Credentials window, enter a new password in the Password field and click OK.
8. Follow the next steps of the Service Provider wizard without changing default settings. At the Summary
step of the wizard, click Finish.
Service Prowider >
Manage Weearn Cloud Connect Service Provider Credentials x
/_ '\_\
( ) Fe— Manage Yeeam Cloud Connect Service Provider Credentials
EQ Use this dialog to centrally manage all public cloud accounts and their passwords,
Service P
- Account | Credentials % |Add...
L ABC C _l
Edit...
Apply 4 Omeg Usernarne: |Omega | .
4 TechC =) emove rify
Summa I'k Password: |nnuuu| .r';‘.|
Description:
Ornega
Cancel dd...
Ok Cancel
ancel
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Changing Resource Allocation for Tenant
Account

The SP can change a set of resources provided to a tenant account. For example:
e Enable or disable access to backup and replication resources
e Add or remove storage quotas on the cloud repository
e Subscribe or unsubscribe tenants to/from hardware plans
To edit resources provided to a tenant account (performed by the SP on the SP Veeam backup server):
1. Open the Cloud Connect view.
In the inventory pane, click Tenants.

In the working area, right-click the necessary tenant and select Properties.

AW

At the Tenant step of the Edit Tenant wizard, in the Assigned resources section, select what types of
Veeam Cloud Connect resources you want to provide to the tenant:

o Backup storage — with this option enabled, you can assign a quota on the cloud repository to the
tenant. To learn more, see Allocate Backup Resources.

o Replication resources — with this option enabled, you can subscribe the tenant to a hardware plan. To

learn more, see Allocate Replica Resources.

5. At the Backup Resources and Replica Resources steps of the wizard, edit backup and replication resources

settings as required.
6. At the Summary step of the wizard, click Finish to save the changes.
To start working with a new set of resources, the tenant must perform one of the following operations:

e Rescan the SP. This operation is sufficient in case the SP added resources to the tenant account, for

example, assigned a quota on the cloud repository to the tenant account or assigned replication resources

to the tenant account.

e Reconnect to the SP. This operation is required in case the SP removed resources from the tenant account.

This operation is also required in case the SP assigned replication resources to the tenant, and the tenant
wants to configure and deploy the network extension appliance. Alternatively, the tenant can rescan the
SP. In this case, Veeam Backup & Replication will prompt to deploy the network extension appliance later,

when the tenant performs failover to a VM replica on the cloud host.

After the tenant rescans the SP or reconnects to the SP, Veeam Backup & Replication will retrieve information
about available backup storage and hardware plans and display cloud repositories and cloud hosts in the tenant

Veeam Backup & Replication console.
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To rescan the SP (performed by the tenant on the tenant Veeam backup server):
1. Open the Backup Infrastructure view.
2. Inthe inventory pane, click the Service Providers node.

3. Inthe working area, select the SP and click Rescan on the ribbon or right-click the SP and select Rescan.

Veeam Backup and Replication

Cloud Connect

Hx NE Qe

Add  Edit Remove Manage Manage  Set  Rescan
Provider Provider Provider Subtenants Gateways Location =

Manage Service Providers Manage Settings
Backup Infrastructure Q) Type in on ohyject name ta search for
H Backup Proxies Name Owner T Description

5 Backup Repositories 9172243167 AEC Company X Remove
ternal Repositories

£ Scale-out Repositories £ Rescan.

£ WAN Accelerators B Manage defautt gatewsys...

/7 Senvice Providers A% Manage subtenants.
> (4 SureBackup Q Location R
> (Z1Managed Servers ‘

] Properties..

@ Home
%ﬂ Imeentary
(?E"g Backup Infrastructure

(51 Fites
[‘3@ Histarny

1 Service Provider selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 127 days remaining
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To reconnect to the SP (performed by the tenant on the tenant Veeam backup server):
1. Open the Backup Infrastructure view.
2. Inthe inventory pane, click the Service Providers node.

3. Inthe working area, select the SP and click Edit Provider on the ribbon or right-click the SP and select
Properties.

4. Follow the steps of the Service Provider wizard. At the Summary step of the wizard, click Finish. To learn
more, see Connecting to Service Providers.

NOTE

If the SP assigned replication resources to the tenant, the tenant may need to configure and deploy the
network extension appliance at the Network Extension step of the Service Provider wizards. To learn more,
see Configure Network Extension Appliances.
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Redeploying Network Extension Appliance

The SP can redeploy a network extension appliance for a tenant account. This may be necessary when the
network extension appliance becomes inoperative or when the SP changes the password in the network
extension appliance credentials record after one or several appliances are already deployed.

To redeploy the network extension appliance:

1. Open the Cloud Connect view.

In the working area, right-click the necessary tenant and select Properties.

appliance will have root password that is specified in the Credentials Manager.

2. Intheinventory pane, click Tenants.
3.
4.
network extension appliance).
5.
6.

Tenant

At the Summary step of the wizard, click Finish to exit the wizard.

Veeam Backup and Replication

At the Network Extension step of the Edit Tenant wizard, in the Network extension appliances section,
click Edit and edit settings for the network extension appliance (for example, change the name of the

Click Next to apply new settings. Veeam Backup & Replication will remove a previously deployed network
extension appliance and deploy a new network extension appliance VM with new settings. The extension
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Viewing Tenant Account Information

The SP can view information about registered tenant accounts in the Veeam backup console.

To view information about tenant accounts:

1. Open the Cloud Connect view.

2. Intheinventory pane, click the Tenants node.

3. Inthe working area, view information about tenant accounts. For each tenant account, Veeam Backup &
Replication displays information in the following columns:

(o]

(o]

Name — name of the tenant account.
Type — type of the tenant account: Standalone, Active Directory or VMware Cloud Director.
Backup Count — number of VMs that have backups created by tenant backup jobs.

NOTE

If you use the Tenants node to track SP resource consumption by tenant workloads, make sure
to read Considerations for Resource Consumption by Tenant Machines.

Replica Count — number of VMs that have replicas created by tenant replication jobs.

Server Count — number of servers that have backups created by tenant Veeam Agent backup jobs. A
server is a machine processed with the Serveredition of Veeam Agent.

Workstation Count — number of workstations that have backups created by tenant Veeam Agent
backup jobs. A workstation is a machine processed with the Workstation edition of Veeam Agent.

Remote Management — information about whether the SP can establish a remote connection to the
tenant backup server. The tenant backup server is available for remote management if the tenant
selected the Allow this Veeam Backup & Replication installation to be managed by the service
provider check box when adding the SP in the tenant backup console.

Description — description for the tenant account.
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o Last Active — time since the latest backup job session, replication job session or restore session was

completed.

o Last Result — information about the result of the latest session: Success, Warning or Failed.

o Expiration Date — date and time when the lease period expires for the tenant. If you did not enable
the Contract expires option in the properties of the tenant account, the Nevervalue is displayed in

this column.
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Considerations for Resource Consumption by Tenant Machines

You can use the Tenants node of the SP backup console to view information about the number of tenant
machines whose backups and replicas consume resources in the SP infrastructure. For this scenario, consider the
following:

The Tenants node displays information about all tenant machines that currently consume resources in the
SP Veeam Cloud Connect infrastructure, including rental machines and new workloads. To learn more, see
Rental Machines Licensing and New Workloads.

The number of machines that consume resources in the SP Veeam Cloud Connect infrastructure may differ
from the number of protected workloads that consume the Veeam Cloud Connect license on the SP
backup server. The SP must not use information displayed in the Tenants node to report license usage to
Veeam. To learn about how to view information about protected tenant workloads, see Tenant Machine
Count.

If the tenant processes the same VM with multiple jobs targeted at different quotas (cloud repositories or
cloud hosts), this VM is counted as multiple VMs in the SP backup console. This lets the SP monitor
consumption of backup and replication resources in the Veeam Cloud Connect infrastructure — the
machine count reflects the number of machines that actually consume tenant quotas. In contrast, in the
SP Veeam Cloud Connect license and license usage reports, such a VM is considered as 1 VM and uses the
number of instances required to process 1 VM.

For example, the tenant processes 1 VM with 2 backup jobs and 3 replication jobs. In the Tenants node of
the Cloud Connect view in the SP backup console, Veeam Backup & Replication will display 2 VMs in the
Backup Count column and 3 VMs in the Replica Count column. In the License Information window, Veeam
Backup & Replication will display the number of used instances required to process 1 Veeam Cloud
Connect Backup VM and 1 Veeam Cloud Connect Replica VM.
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Deleting Tenant Accounts

The SP can delete a tenant account at any time, for example, if the tenant no longer uses resources of the cloud
repository.

When the SP deletes a tenant account, Veeam Backup & Replication disables this account and removes it. The
tenant account is removed permanently. The SP cannot undo this operation.

When the SP deletes a tenant account, Veeam Backup & Replication displays a warning prompting whether to
delete tenant backup data. The SP can choose to delete tenant backups automatically along with the tenant
account. Alternatively, the SP can let tenant backup data remain intact in the cloud repository and delete it later
manually.

In contradiction to backup data, Veeam Backup & Replication processes VM replicas on the cloud host according
to the following rules:

e If a VM replica is powered off at the time when the SP deletes the tenant account, Veeam Backup &
Replication unregisters the VM replica on the cloud host and deletes actual replica files from the datastore
or volume.

e If a VM replica was powered on as part of a failover operation before the SP deletes the tenant account,
Veeam Backup & Replication keeps the VM replica intact on the cloud host.

e If a VM replica was powered on manually before the SP deletes the tenant account, Veeam Backup &
Replication powers off the VM replica, unregisters the VM replica on the cloud host and deletes actual
replica files from the datastore or volume.

If the cloud repository and cloud host work using WAN accelerators, when the SP deletes a tenant account,
Veeam Backup & Replication also deletes data for this tenant from the global cache on the target WAN
accelerator.

To delete a tenant account:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant account and click Delete on the ribbon. You can also
right-click the account in the working area and select Delete.

4. If you want to delete tenant backup data along with the tenant account, in the displayed window, select
the Remove backups check box.

5. Click Yes.
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TIP

After you delete a tenant account, the tenant VM count is automatically reset and tenant VMs are revoked
from the license. To learn more, see Resetting Tenant VM Count.
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Managing Subtenant Accounts on SP Side

To provide subtenants with individual storage quotas on the cloud repository, the SP or tenant must register a
subtenant account for each subtenant. The SP can perform the following operations with subtenant accounts:

e Add a subtenant account for a standalone tenant account.
e Add a subtenant account for a VMware Cloud Director tenant account.
e Edit a subtenant account.

e Remove a subtenant account.

NOTE

Veeam Backup & Replication does not offer subtenant functionality for Active Directory tenant accounts.

You can use an Active Directory tenant account itself instead of a subtenant account to back up your data
with Veeam Agent.
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Creating Subtenant Account for Standalone
Tenant

The procedure of subtenant accounts registration can be performed by the SP on the SP Veeam backup server.

When you create a subtenant account for a standalone tenant account, remember to save a user name and

password for the created subtenant account. You must pass this data to the subtenant. When configuring a
backup job targeted at the cloud repository, the subtenant must enter the user name and password for the
subtenant account to connect to the SP backup server.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Manage Subtenants on the ribbon or right-click
the tenant and select Manage subtenants.

4. In the Subtenant Quotas window, click Add.
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Step 2. Specify Subtenant Settings

At the Account step of the wizard, specify settings for the created subtenant account:

1. In the Username field, specify a name for the created subtenant account. The user name must meet the
following requirements:

o The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

o The user name may contain space characters.

o The user name must not contain the following characters: , \/: *?\"<>|=; @ as well as Unicode
characters.

o The user name must not end with the period character [.].

2. Inthe Password field, provide the password for the subtenant account. You can enter your own password
or click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication
will generate a safe password. To get a copy the generated password, click the Copy to clipboard link at
the bottom of the window.

3. Inthe Description field, specify a description for the created subtenant account.

4. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

5.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.

1. Click the Copy to clipboard link to copy information about the created subtenant account: user name,
password, cloud repository and quota. You must send the copied information to a user on the tenant side
so that they can use the created subtenant account to configure a backup job targeted at the cloud
repository.

2. Click Finish to exit the wizard.
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Creating Subtenant Account for VMware Cloud
Director Tenant

The procedure of subtenant accounts registration can be performed by the SP on the SP Veeam backup server.

After you create a subtenant account for a VMware Cloud Director tenant account, pass the user name of the
created account to the subtenant. When configuring a backup job targeted at the cloud repository, the
subtenant must enter the user name for the subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account for a VMware Cloud Director tenant account, check the following
prerequisite: the Cloud Director user account that you plan use as a subtenant account must be created for the
organization in VMware Cloud Director.

283 | Veeam Cloud Connect | Administrator Guide



Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Manage Subtenants on the ribbon or right-click
the tenant and select Manage subtenants.

4. In the Subtenant Quotas window, click Add.
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Step 2. Select Cloud Director User

At the Cloud Director User step of the wizard, specify settings for the created subtenant account:

1. Click Add next to the Username field and select a user account of a VMware Cloud Director organization to
which you want to allocate a quota on the cloud repository. The user account must be created in advance
by the SP in VMware Cloud Director.

2. Inthe Description field, specify a description for the created subtenant account.

3. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

Mews subtenant x

e Cloud Director User
|\_‘\I Specify Whtiare Cloud Director user account,
o
=

| Cloud et et oo [usen [

Quotas Deseription: [ o ted by SRV F\Administrator at 6/20/2022 7:00 PM.

Sumrmary

] Subtenant is disabled

< Previous Mext = Finizsh Cancel

285 | Veeam Cloud Connect | Administrator Guide



Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

5.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.
1. Review the information about the added subtenant account.

2. Click Finish to exit the wizard.
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Editing Subtenant Account

You can edit settings of created subtenant accounts. For example, you may want to reallocate storage quota for
the subtenant, change password for the subtenant account of a standalone tenant account, disable or enable
the subtenant account.

NOTE
Consider the following:

e You cannot change a user name for the subtenant account.
e The SP cannot change the password for a managed subtenant account. This operation is available
only for the tenant in the tenant backup console.

To edit settings of a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, select the necessary
tenant in the working area and click Manage Subtenants on the ribbon.

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, right-click the necessary
tenant in the working area and select Manage subtenants.

2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Edit.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.
b. Click the Start search button on the left or press [ENTER].

3. Inthe edit subtenant wizard, edit subtenant account settings as required.
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Deleting Subtenant Account

You can delete a subtenant account that you created for a standalone or VMware Cloud Director tenant account
at any time, for example, if the subtenant no longer uses resources of the cloud repository.

When you delete a subtenant account, Veeam Backup & Replication disables this account and removes it. The
subtenant account is removed permanently. You cannot undo this operation.

Subtenant's backup data remain intact on the cloud repository. You can delete subtenant backup data manually
later if needed.

NOTE
You cannot delete managed subtenant accounts — subtenant accounts created automatically by Veeam
Backup & Replication in the Veeam Agent management scenario.
To delete a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, select the necessary
tenant in the working area and click Manage Subtenants on the ribbon.

o Open the Cloud Connect view. Click the Tenants node in the inventory pane, right-click the necessary
tenant in the working area and select Manage subtenants.
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2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Remove.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.

b. Click the Start search button on the left or press [ENTER].
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Performing Instant Recovery from Tenant
Backups

The SP can perform Instant Recovery for tenant workloads, that is, recover workloads from tenant backups in
the cloud repository and register them as VMware vSphere VMs.

Before you perform Instant Recovery, check prerequisites and limitations. For details, see Instant Recovery from
Tenant Backups.

To perform Instant Recovery:

1. In the SP backup console, launch the Instant Recovery to VMware vSphere wizard.

a. Open the Home view.
b. In the inventory pane, click the Backups node.

¢. Inthe working area, click the backup whose data you want to restore to a VMware vSphere VM and
click Instant Recovery on the ribbon or right-click the necessary backup and select Instant recovery.

To select multiple backups, press and hold the [CTRL] key, and then click or right-click the necessary
backups.

2. Inthe displayed window, click Yes to confirm that the tenant will be disabled during Instant Recovery.
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3. Follow the steps of the Instant Recovery to VMware vSphere wizard.

The Instant Recovery procedure for tenant backups is similar to the same procedure in the regular Veeam
Backup & Replication infrastructure. The difference is that you cannot recover tenant backups to their
original location — Instant Recovery in the Veeam Cloud Connect infrastructure is performed to a VMware
vSphere VM on the SP virtualization host. Thus, in this scenario the Instant Recovery to VMware vSphere

wizard does not include the Restore Mode step.

To get a detailed description of all Instant Recovery options, see the Performing Instant Recovery to
VMware vSphere section in the Veeam Backup & Replication User Guide.
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Managing Tenant Data

The SP can perform the following actions with tenant data:
e Move tenant backups to another cloud repository
e Download tenant data from the capacity tier
e Retrieve tenant data from the archive tier

e Manage tenant VM replicas
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Moving Tenant Backups to Another Cloud
Repository

The SP may need to move tenant data to another cloud repository, for example, if the initial cloud repository is
running out of space.

There are two scenarios of moving tenant data:

e Scenario 1: replacing the cloud repository. The SP may want to replace the initial cloud repository with a
new cloud repository, for example, with a cloud repository that has more storage capacity. This scenario
does not require any actions on the tenant side.

e Scenario 2: adding a new cloud repository. The SP may want to configure a new cloud repository in
addition to the initial cloud repository and move tenant data to it. This scenario requires additional actions
on the tenant side.

NOTE
Consider the following:

e This section describes the procedure of moving tenant data between regular backup repositories
used as cloud repositories. You cannot use this procedure to move tenant backups to a cloud
repository that has a scale-out backup repository as a back end. If you need to move tenant data to
such repository, contact Veeam Customer Support.

e If you want to move tenant data from a scale-out backup repository used as a cloud repository to
another cloud repository, follow instructions for the Scenario 2. You cannot use the Scenario 1to
move data from this type of backup repository.

Scenario 1. Replacing Cloud Repository

The SP must complete the following tasks:
1. Configure a new backup repository that you plan to use as a cloud repository.
2. Disable the tenant account:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c¢. Inthe working area, right-click the tenant account and select Disable.

3. Copy a folder with tenant backup files from the initial cloud repository to the new cloud repository.
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4. Change resource allocation settings for the tenant on the initial cloud repository:

[o9]

b.

g.

Open the Cloud Connect view.
In the inventory pane, click Tenants.

In the working area, right-click the tenant account and select Properties.

. At the Backup Resources step of the wizard, select the initial cloud repository in the list and click Edit.

. In the Edit Quota window, change the underlying backup repository for the initial cloud repository. To

do this, from the Backup repository list, select the backup repository that you configured at the step
1.

If necessary, you can increase or decrease the tenant quota.

Click Finish to save the changes.

5. Enable the tenant account:

a. Open the Cloud Connect view.

b. In the inventory pane, click Tenants.

c. In the working area, right-click the tenant account and select Disable.
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If the SP moved tenant data between backup repositories based on servers with different operating systems, the
tenant must rescan the cloud repository in the tenant Veeam Backup & Replication console:

1. Inthe tenant Veeam backup console, open the Backup Infrastructure view.
2. Intheinventory pane, click Backup Repositories.
3. Inthe working area, right-click the cloud repository and select Rescan.

If the SP changed the tenant quota, the new quota becomes visible to the tenant after the tenant performs a
rescan operation for the service provider or cloud repository on their backup server, or after the next job run.

Scenario 2. Adding New Cloud Repository

The SP must complete the following tasks:
1. Configure a new backup repository that you plan to use as a cloud repository.
2. Onanewly configured cloud repository, allocate resources to the tenant:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
¢. In the working area, right-click the tenant account and select Properties.

d. At the Backup Resources step of the wizard, click Add and allocate resources on the new cloud
repository to the tenant.

e. Click Finish to save the changes.
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_ Specify a friendly repository name that will be show to the user,
Replica Resources Backup repasitany
|.='3.EC Company Cloud Repository (Mew cloud repositond V|

Metwork Extension

131 GB free of 249 GB

i

Apply
ser quota:

Surmrnary
100 > |GE v

[] Enable %isAMN acceleration through the following WAN accelerator:

[0]8 | | Cancel

kleted
CRLELIENTITES TUT TITE S EL TTUTITOET UT Tay . TTTE WETELELT T AU KL ST Tt tount
towards tenant’s quota consumption, and cannot be rmanaged by the tenant,

< Previous | | Mext = | | Finish | | Cancel
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3. Disable the tenant account:

a. Open the Cloud Connect view.

b. In the inventory pane, click Tenants.

c¢. In the working area, right-click the tenant account and select Disable.

4. Copy a folder with tenant backup files from the initial cloud repository to the new cloud repository.

If you move tenant backups from a scale out backup repository, make sure to copy all folders with tenant
backup files from repository extents.

Source
B Select iterns to be copied with this job,

Marne

Destination
Schedule

Surnrmary

File or folder
|jE:\Backup‘\ABC Company

Server

srel3tech.local

Add..,

Remuowe
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5. Enable the tenant account:
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
c. In the working area, right-click the tenant account and select Disable.
6. Rescan the new cloud repository:
a. In the SP Veeam Backup & Replication console, open the Backup Infrastructure view.
b. In the inventory pane, click Backup Repositories.

c. Inthe working area, right-click the backup repository that is exposed as a new cloud repository and
select Rescan.

Veeam Backup and Replication

Backup Repositery

e X &85 Q€

=2 -
Add Edit ~ Remove  Proxy SetAccess  Set | Rescan
Repository Repository Repository  Affinity Permissions Location ~
Manage Repasitory Manage Settings Tools
Backup Infrastructure Q Type in an object name to search for
5 Backup Proxies Marne T Type Host Path Capacity  Free Used Space  Description
{5 Backup Repasitories i ABC Company Cloud Repository [i= o swidtechlocal  EACIoudBackup 25068 20.7GB 120168 Mew cloud repository
v [ Scale-out Repositaries @ 2zure Yolume ; e— azureBlobi/ftech.., MNf8 /A, 85.2ME  Created by SRV13\&dministrator
5 WAN Accelerators Ei- Default Backup Repository stvlBtechlocal  EMBackup 250G 20868 225368 Created by Veeam Backup
{73 Service Providers = Extentt 1 B Prowy ffinity... stvlBtechlocal  EMExtent ] 250G 20868 0B Created by SRVIR\Administrator
* [ty SureBackup 5= Eatent 2 B Access permissions.. snldtechlocal  EdBxtent2 250GE 20868 0B Created by SRVI3Administrator
b Managed Servers i
Q  Locstion »
1 Properties..

@ Home
(3 Backup Infrastructure

Tape Infrastructure

(®) Cloud Connect
)

G Hisory

Connectedto: localhost  Build: 12001420 Enterprise Plus Edition  License expires: 48 days remaining

1 repository selected

IMPORTANT

Do not delete backup files on the initial cloud repository at this moment. It is strongly recommended that
you delete backup files after the tenant completes the data migration procedure on their backup server
and ensures no data is lost.
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The tenant must complete the following tasks:
1. Rescan the service provider:
a. In the tenant Veeam Backup & Replication console, open the Backup Infrastructure view.
b. In the inventory pane, click Service Providers.

c. In the working area, right-click the service provider and select Rescan.

Veeam Backup and Replication

Cloud Connect

X N E Qe

Add  Edit Remove Manage Manage  Set  Rescan
Provider Provider Provider | Subtenants Gateways Location «

Manage Service Providers Manage Settings
Backup Infrastructure Q Type in an sbyect name to search for
H Backup Proxies Mame Oumer T Description
= Backup Repasitories £ 172243167 ABC Company Rernove
External Repositories
£ Scale-out Repositories ‘ Rescan... I

£ WAN Accelerators
£ Service Providers

(1 SureBackup
(%1 Managed Servers

Manage default gateways...

Manage subtenants..

Location 3

o bz [N X

Properties..

@ Home
E'I
@3 Inwentary

(3 Backup Infrastructure

@ Files
G Hisory

1 Service Provider selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 127 days remaining
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2. Enumerate backups on the new cloud repository.

Backups that reside in the new cloud repository will appear in the Home view next to backups that were
created in the initial cloud repository.

Unencrypted backups will be displayed under the Backups > Cloud node. Encrypted backups will be
displayed under the Backups > Cloud (Encrypted) node. To unlock backups:

a. Select the Backups > Cloud (Encrypted) node, right-click the backup in the working area and select
Specify password.

b. In the Specify Password window, type in the password for the backup.

Unlocked backups will be moved under the Backups > Cloud node.

Veeam Backup and Replication

Home
.

R 2 -)g = | g @ ™ =1 7 N &

= e = = Bl &= = =

Backup Replication CDP | Backup Copy  Restore Failover Import Export Best Practices

mpe  Impe  Botme | Enm MHoe | = [me | ErinpBmop A

Primary Jobs Secondary Jobs Restore Actions

Q) Type in an object name to search for

Job name T Creation time Restore points Repositary Platfarm
4 B Backups > &% Fileserver Backup 24172022 1126 AM ABC Company Cloud Repository Whware
& Disk > &% Fileserver Backup 24172022 1126 AM ABC Company Cloud Repository 2 Whware
B4 Disk (Copy) > &% Webserver Backup 24172022 1129 AM ABC Company Cloud Repository Whware
X Cloud > &% Webserver Backup 24172022 1129 AM ABC Company Cloud Repository 2 Whware
> EF Replicas

[ Last 24 Hours

@ Home

EE_\ Inwentary

ffg'g Backup Infrastructure
[ Fites

[ wistory

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expi remaining
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3. Map backup jobs and backup copy jobs to backups on the new cloud repository:
a. Open the Home view.
b. In the inventory pane, click Jobs.
c¢. In the working area, right-click the job that you want to edit and select Edit.

d. At the Storage (for backup jobs) or Target (for backup copy) step of the wizard, select the new cloud
repository from the Backup repository list.

e. Click Map backup.
f. In the Select Backup window, choose the backup job and click OK.
g. Save the job settings.

h. Repeat steps c-g for all jobs that whose backups have been moved.

[x]
Storage
Specify process) Existing backups: kup files produced by this
= m job and custo

F] E Backup Repositories

P E ABC Compary Cloud Repository 2
Marne 2 Fileserver Backup
ég, Webserser Backup

Wirtual bachines

Guest Processing b backup
Schedule

Wie recammend ta make
ed off-site,

@Aduanced

‘lg_jz,' Tipe (0 20 object name to searoh for Q | *

| | Cancel |

inish | | Cancel |
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4. After the tenant makes sure that backups have been successfully copied and mapped to jobs, the tenant
can delete backup files from the initial cloud repository:

a. Open the Home view.
b. In the inventory pane, click Backups > Cloud.

c. Inthe working area, right-click the backup job whose backups you want to remove and select Delete
from disk.

d. Repeat steps b-c for all jobs whose backups whose backups have been moved.

IMPORTANT

Make sure that you do not delete backup files from the new cloud repository instead of the initial
cloud repository.

Veeam Backup and Replication

Properties Remove

from
Backup
Home Q) Type in an object name to search for
5 Job narne L Creation tirme Restare points Repositary Platfarm
. B > &% Webserver Backup 24172022 11:20.8M ABC Company Cloud Repasitory 2 Vivware
& isk > &2 Webserver Backup 24172022 11:20.8M ABC Company Cloud Repesitory Vivware
£ Disk (Copy) > &% Fileserver Backup 24172022 11:26.8M ABC Company Cloud Repasitory 2 Viware
2 cloud P &,F%efsrwerozackup 7 Er— ABC Company Cloud Repositry Viware
= Een flesr
» [ Replicas = [ Delete from disk

I,
L

b [ Last 24 Hours
] Properties...

@& Home

EE_\ Inwentary

ffg'g Backup Infrastructure
[0 Files

[ wistory

1 backup selected Connected to: localhost Build: 12.0.0.1420  Enterprise Plus Edition License expires: 28 days remaining
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Downloading Tenant Data from Capacity Tier

The SP can download tenant data that was offloaded to an object storage repository back to the on-premises
extents of a scale-out backup repository. Veeam Backup & Replication lets the SP download all offloaded tenant
backups at once. Downloaded backups remain in the performance tier and cannot be moved back to the capacity
tier.

To download tenant data from capacity tier to performance tier:

—_

Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Inthe working area, select the necessary tenant and click Download on the ribbon or right-click the tenant
and select Download.

4. In the displayed window, select what backup files you want to download from the capacity tier to the the
on-premises extents:

o Click All Backups to download all tenant backup files.

o Click Latest Only to download tenant backup files pertaining to the latest backup chain only.

5. In the SOBR Download window, monitor the progress of the download operation and click OK.

Veeam Backup and Replication

Tenant

POXEHD

al
Add  Edit Download Disable Manage Delete Report Remote Remote
Tenant - Tenant Tenant Subtenants Console - Desktop ~
Manage Tenants Details Remote Access
Cloud Connect Q| Type in an object name to search for
4 (® Cloud Connect Narre T Backup.. | Replica..  Type Server..  Workstation..  Rermote. — Description LastActive  LastResult  Expiration..
» B3 Cloud Gateways /2, #BC Company 3 2 Standalane 3 0 Lyailable.,  Tenantaccount for.. 16 hours .. Success Mever
> ] Gateway Pocls 2, Omega 0 0 Standalone 0 0 Unknewn  Tenant account for.. Success Mever
;%\,:;en:ntss £ QW Systems 1 e ——— Lk 6 2 Bvailable...  Tenant account for..  Active Mever
> =7 Backup torage
= p Storag £ techjohn.smith U\ Remot deskiog , oy 0 0 Unknewn  Tenant account for.. Success Mever
> B Replica Resources 2, techvwilliam.fox 0 ctory 0 0 Unknewn  Tenant account for.. Success Mever
[ Replica org vDCs O TechCompanyorg 0 ] Download 3 0 0 Unknown  Tenanc account for., Success Hever
> P Replicas Disable

> [3 Last 24 Hours Delete

Manage subtenants...

B % X

Properties...

A Home
(T3 Backup nfrestructure

Tape Infrastructure

‘?J Cloud Connect

[l Hisors

1 object selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 48 days remaining
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Retrieving Tenant Data from Archive Tier

The SP can use the archive tier functionality to extend a scale-out backup repository used as a cloud repository
with an additional tier of storage. This can be useful for backup of rarely accessed tenant data: compared to the
capacity tier, it is cheaper to store archived data in the archive tier, but more expensive to restore it from the
archive tier. For more information on the archive tier functionality, see the Archive Tier section in the Veeam
Backup & Replication User Guide.

Archived data must be prepared for restore from the archive tier. To do this, the SP must retrieve the archived
data. In contrast to the regular backup scenario where you can retrieve archived data using the Veeam backup
console, in the Veeam Cloud Connect Backup scenario, this operation is available with Microsoft PowerShell
cmdlets only. To learn more, see the Publish-VBRCloudArchiveRestorePoint section in the Veeam PowerShell
Reference.
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Managing Tenant VM Replicas

The SP can perform the following operations with tenant VM replicas created with replication jobs targeted at
the cloud host:

o View properties
e Remove from configuration
e Delete from disks

e Move tenant replicas to another storage

Viewing Properties

You can view summary information about created tenant VM replicas. The summary information provides the
following data: available restore points, date of restore points creation, data size, restore point size and replica
status.

To view summary information for replicas:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Properties.

CDP Policy Replica Properties *

Wirtual machine: Original location:

|ﬁ|esrv0? ] |vcenter01.tech.locaI\CDP cluster

Restore points:
Date Restore Point Size Journal Size Status
Qﬁ 1/11/2023 200042 A4 827 MB A56.2 B Ok
(3511-'10;-‘2023 11:5%:54 Pha - A48 B o [0]:4
Q§1H1012023 35X2TPM A2 MEB g Ok
(}',‘\1!10!2023 a0:a0 A8 420 MEB o [0]:4
Q§1H1012023 12:01:18 40 497 MB g Ok
(}',‘\1;‘9;‘2023 19T P 431 ME o [0]:4
Q—ﬁ11912023 2:00:05 AkA 23 ME o (04
(}',‘\1;‘9;‘2023 T:53:43 AR 35.6 GB o [0]:4

Total size: 39.1 GE
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Removing from Configuration

You can use the Remove from configuration operation if you want to remove records about tenant VM replicas
from the Veeam Backup & Replication console and database. Replicated VMs remain on the cloud host and, if

necessary, you can start them manually after Remove from configuration operation is performed.

IMPORTANT

Replication console and database.

article.

After you perform the Remove from configuration operation, records about tenant VM replicas will be
permanently removed from configuration. You will not be able to reinstate them in the Veeam Backup &

The tenant will not be able to use VM replicas that remain on the cloud host. To let the tenant use such VM
replicas, you will have to map VM replicas to a new replication job. To learn more, see this Veeam KB

To remove records about VM replicas from the Veeam Backup & Replication console and database:

1. Open the Cloud Connect view.

2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Remove from configuration.

Veeam Backup and Replication

Replica
o Guest Application Addte  Properties Remove
No Failover Plan from -
Failover Failback Restore Manage Replica
Cloud Connect Q Type in an object name to search for
4 (% Cloud Connect Harme T Jab Name Status Connectivity  Creation Time
> 4 Cloud Gateways 'D':jfi\esrvEB Failower nown, Ready Mone 1/24/2023 10:01..,
> Gateunay Pools 1
= & i filesre0d Blanned failover.. Ready Maone 172472023 10:01..

S % ;:::::Stmge Add to failover plan »
> BT Replica Resources Failback to production...

[ Replica org VDCs
> EF Replicas

>[4 Last 24 Hours

Restare guest files v
Restore application items y

[E Remove from configuration |-, |
57 Delete from disk

[ Properties..

A Home
(?E"g Backup Infrastructure

Tape Infrastructure

(1L Cloud Connet

[ History

Connected to: localhost Build: 12.0.0.1420

Enterprise Plus Edition

Replica Location
172,2416414CD...
172.241641CD0 ..,

Restare Points
3 AEC Company
3 BBC Cormpany

Original Lacation

License expires: 126 days remaining

1 replica selected
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about tenant VM replicas from the
Veeam Backup & Replication console and database and, additionally, unregister the VM replica on the cloud host
and delete actual replica files from the datastore or volume.

Do not delete tenant VM replicas from the cloud host manually. Use the Delete from disk option instead. If you
delete VM replicas manually, subsequent replication job sessions will fail.

To remove VM replicas from the cloud host:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Replicas.

3. Inthe working area, right-click the necessary VM replica and select Delete from disk.

Veeam Backup and Replication

Replica

X

cation Addto  Properties Remove
Failover Plan from -

Restore Manage Replica

Failback

Failover

Cloud Connect Q Type in an ebject name to search for

£ Tenants
> [Z1 Backup Storage
> EF Replica Resources
[ Replica org VDCs
> P Replicas

Planned failover...

Add to failaver plan »
Failback to praduction.

Restore guest files »

Restore applicstion items »

4 (%) Cloud Connect Marme T Job Name Status Connectivity Creation Time Restore Points Qriginal Location Replica Location
> B Cloud Gateways (51 filesni03 Eailower now n Ready Mone 172472023 10:01... 3 ABC Company 172.241641NCD...
> [ Gateway Pools (51 filesmi0d n Ready Mone 172472023 10:01.. 3 ABC Comnpany 172.241641CD...

> [3 Last 24 Hours
B Remove from configuration

T3 Delete from disk I

] Properties...

A Home
(?E"g Backup Infrastructure

Tape Infrastructure

(1L Cloud Connet

[‘3@ Histarny

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining

1 replica selected
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Moving Replica Files to Another Location

The SP may need to move tenant VM replica files to another location, for example, if the initial storage is
running out of space. This operation can be performed on the VMware vSphere platform as well as on the
Microsoft Hyper-V platform.

The operation does not require any actions on the tenant side. For the tenant, VM replica files remain on the
same cloud host, in the same cloud storage.

IMPORTANT

It is not recommended that the SP or tenant move tenant VM replicas created in VMware Cloud Director to
another vApp. During this operation, all restore points created for VM replicas except for the latest restore
point will be deleted.

Before you move tenant replica files, check the following prerequisites:

e The new datastore (for VMware vSphere platform) or storage volume (for Microsoft Hyper-V platform)
must be connected to the same host or cluster as the initial datastore/volume.

e All active replication job sessions and failover tasks must be stopped for VM replicas created by tenants
whose replica files are moved to another datastore/volume.

NOTE

When you move tenant replicas to a new location, you must change the storage location in the settings of
the hardware plan that utilized storage resources of the initial location (datastore or volume). As a result,
you can move to a new location only all replicas created by tenants that are subscribed to this hardware

plan at once.

For example, Tenant 7and Tenant 2 are subscribed to the same VMware hardware plan and their VM replica
files are kept on the same datastore. In this case, you cannot move replicas created by 7enant 7to a new
datastore and let replicas created by 7enant 2remain on the initial datastore. Instead, you need to move all
replicas created by 7enant 7and Tenant 2to a new datastore.

308 | Veeam Cloud Connect | Administrator Guide



The SP must complete the following tasks:
1. Remove the SP-side network extension appliance(s) used by tenant VM replicas in the initial location.
a. Open the Cloud Connect view.
b. In the inventory pane, click Tenants.
¢. Inthe working area, right-click the necessary tenant and select Properties.

d. At the Replica Resources step of the wizard, clear the Use built-in network management capabilities
during failover check box.

e. Click Finish.

f. [Optional] If more than one tenant is subscribed to the hardware plan that utilizes storage resources
of the initial VM replica location, repeat steps a-e for each tenant whose replicas you plan to move to
a new location.

Edit ABC Campany X
. Replica Resources
G ) Add one or more hardware plans for this tenant to use,

Tenant Hardware plans:

Mame cpu Memary  Storage Metwarks WAAN Add...
Bandwidth
anew ElrVhtwsre Gold Unlimit.. Unlimited  CDP Re.. 2 Mot set o
Backup Resources
Rernowe

Apply

Surnmary

Manage network settings
[ Use Weeam netwark extension capabilities during partial and full site failover

The network extension appliance will be deployed to the tenant environment. Skip this if you are
already using a 3rd party solution like Whiware N3X Edge to manage netwarking during failover,

< Prewious Anply Finish Cancel
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2. Move tenant data from the initial location to the new location:
o [For VMware vSphere] Use Storage vMotion to move tenant VM replicas to the new datastore.

o [For Microsoft Hyper-V] Use the Move option in Hyper-V Manager (or Failover Cluster Manager) to
move tenant VM replicas to a path on the new storage volume.

3. Change storage allocation settings in the hardware plan settings:
a. Open the Cloud Connect view.

b. In the inventory pane, click Replica Resources.

c. Inthe working area, right-click the hardware plan for which you want to change storage settings and
select Edit Hardware Plan.

d. At the Storage step of the wizard, select the cloud storage that uses quota on the initial storage from
which VM replicas have been moved and click Edit.

e. In the Edit Storage window, change the datastore/path for the cloud storage:

= [For VMware Hardware Plan] In the Datastore section, click Browse and select the datastore to
which VM replicas have been moved.

Edit Hardware Plan [Whdware Sikver] * |

Storage
EI Specify storage assigned to this hardware plan,

Marne Storage: |
et |Friend|\.-'name Datastare Quota Free Add..,
o3
i Edit Cloud Replicas storage X
it
Friendly narne: Rermove
Metwark |Cloud Replicas |
Datastore:
Appl
PP |esx01—d502 | | Browvse... |
SHTRAIAEL; £ 142 TBfree of 727 T
Tenant quota:
3002 GB w
014 Cancel
< Previous Mext = Finish Cancel

310 | Veeam Cloud Connect | Administrator Guide



= [For Hyper-V Hardware Plan] In the Path section, click Browse and specify a path to the folder to
which VM replicas have been moved.

Edit Hardware Plan [Hyper-Y Gaold] *
Storage
Specify storage assigned to this hardware plan,
[ ==
o
Marne Storage:
[ pimea Fioile e C Add...
o=t Edit Cloud Replicas storage X
Friendly narme:
- Rermowve
Metoark |Cloud Replicas |
Path:
Spply |D:\Storage | | Browvse... |
Summary £ 0245 GB free of 0.7
Tenant quota:
| 3002 GE v
Ok | | Cancel
< Previous | | Mext = | | Finish | | Cancel
f. Click OK.

g. At the Apply step of the wizard, wait until Veeam Backup & Replication updates the hardware plan
settings. Then click Finish.
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4. Deploy the new SP-side network extension appliance(s) in the new location where you have moved tenant
VM replicas.

. Open the Cloud Connect view.

Q

b. In the inventory pane, click Tenants.
c¢. In the working area, right-click the necessary tenant and select Properties.

d. At the Replica Resources step of the wizard, select the Use built-in network management capabilities
during failover check box.

e. At the Network Extension step of the wizard, specify settings for the new SP-side network extension
appliance that will be used by tenant VM replicas in the new location. To learn more, see Specify
Network Extension Settings.

f. Click Apply. Then click Finish.

g. [Optional] If more than one tenant is subscribed to the hardware plan that utilizes storage resources
of the new VM replica location, repeat steps a-e for each tenant whose replicas you have moved to
the new location.

! Edit ABC Carmpary x ‘
).-"_'\_‘_ Network Extension
| CEND Specify netwaork settings to be used during failowver.
Tenant Metwark extension appliances: |
Metwark Settings » | Edit | f
Barichividth |
Network

Backup Resources
Metneark extention appliance:

Replica R
SR ‘ Metwaork Extensicn Appliance ABC Companylesx01) ‘

‘ VM Metwork | Browse...

|Pvd addressi0btain automatically

|Pv6 address:Obtain automatically

Hpply

Surnrmary

0K Cancel >

1T BIMOCate T ~ | publc TP addresses

[ sllocate |1 > public IPvE addresses

Public IP addresses are required for tenants to be able to perfarm full site failover,  Manage..

< Prewious Anply Finish Cancel

Veeam Backup & Replication will deploy the new SP-side network extension appliance(s) on the datastore or
storage volume where you have moved tenant VM replicas. Tenants subscribed to the hardware plan will be
able to continue running replication jobs and performing failover tasks targeted at the cloud host.
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Managing Tenant Cloud Failover Plans

A cloud failover plan created by a tenant is stored in the database on the SP's Veeam Backup & Replication
server. The SP can manage tenant cloud failover plans from the Veeam Backup & Replication console on the SP
side. This may be useful in case the tenant Veeam backup server is unavailable along with the production site
after a disaster.

The SP can perform the following operations with a tenant's cloud failover plan:
e Run acloud failover plan.
e Test a cloud failover plan.
e Retry a cloud failover plan.
e Undo failover by a cloud failover plan.
e Edit cloud failover plan settings.

e Perform permanent failover.
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Running Cloud Failover Plan

With a cloud failover plan, the SP can perform full site failover upon tenant request at any time. During full site
failover, tenant VMs fail over to their replicas on the cloud host one by one, as a group. You can fail over to the
most recent VM state or select the necessary restore point for VMs in the cloud failover plan.

The SP can run a tenant's cloud failover plan from the Veeam Backup & Replication console on the SP Veeam
backup server.

To fail over to the VM replicas latest restore point:
1. Open the Cloud Connect view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Start on the ribbon or right-click the
necessary cloud failover plan and select Start.

To fail over to a certain restore point:
1. Open the Cloud Connect view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Start to on the ribbon or right-click
the necessary cloud failover plan and select Start to.

4. In the displayed dialog box, select the backup date and time. Veeam Backup & Replication will find the
closest restore point prior to the entered value for each VM and fail over to it.

Veeam Backup and Replication

Failover Plan

i
oL,

o,

B&HEE W B

Start Start Test Undo  Statistics Edit
to...
Actions Details  Manage Plan
Cloud Connect Q Type in an object name to search for
4 (% Cloud Connect Name T Tenznt Platform Status Number of VMs
> [ Cloud Gateways £ ABC Company Fallover Plan [ VMware Ready 2
> 5] Gateway Pools £ TechCompany Failover Plan _,_’ VMware Cloud Dirsctor  Ready 1
-
£ Tenants 2 [&
+ 21 Backup Storage o Test
> EF Replica Resources Retry
[ Replica org VDCs Undo
4 Efl Replicas |l Statistics
[l Ready ‘_
&I Failover Plans B Edt-

>[4 Lest 24 Hours

A Home

(3 8eckup Infrastructure
Tape infiastracture
(L, Cloud Connect

[‘3@ History

1 object selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 142 days remaining
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Testing Cloud Failover Plan

The SP can test a tenant's cloud failover plan to ensure replicated tenant VMs on the cloud host successfully
start and can be accessed from external network after failover. When you test a cloud failover plan, Veeam
Backup & Replication does not switch from a production VM to its replica. Instead, it reverts every VM replica in
the cloud failover plan to the latest restore point, boots the replica operation system, waits for the VM replica
to reach a "stabilization point" using the Stabilization by /P algorithm and checks if the VM replica responds to
ping requests.

IMPORTANT
You can perform the test operation only for cloud failover plans that contain snapshot-based replicas. This
operation is not supported for failover plans that contain CDP replicas.
To test a cloud failover plan:
1. Open the Cloud Connect view.

2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Test.
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Retrying Cloud Failover Plan

The SP can retry failover by a tenant's cloud failover plan in case the full site failover process fails before all
tenant VMs fail over to their replicas on the cloud host.

To retry failover by a cloud failover plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Retry.
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Undoing Failover by Cloud Failover Plan

The SP can undo failover for all tenant VMs added to the cloud failover plan at once. When you undo failover,
you switch the workload back to original VMs and discard all changes that were made to tenant VM replicas

during failover.
To undo failover by a cloud failover plan:
1. Open the Cloud Connect view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, click the necessary cloud failover plan and click Undo on the ribbon or right-click the
necessary cloud failover plan and select Undo.

4. In the displayed window, click Yes to confirm the operation.
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Editing Cloud Failover Plan Settings

If the SP wants to execute custom scripts before and/or after the tenant's cloud failover plan, the SP must
create those scripts in advance and select them in the cloud failover plan settings before the tenant runs the
cloud failover plan. For example, the SP may want to send an email to backup administrators before the failover
plan is started and/or after the failover operation completes. Veeam Backup & Replication supports script files in
BAT and CMD formats and executable files in the EXE format.

The process of specifying script settings is the same for regular cloud failover plans and cloud failover plans for
VMs that have replicas in VMware Cloud Director.

NOTE

In the cloud failover plan settings, the SP can only specify pre-failover and post-failover scripts. The SP
cannot change other failover plan settings specified by the tenant.

To edit cloud failover plan settings:
1. Launch the Edit Cloud Failover Plan wizard:
a. Open the Cloud Connect view and click Replicas > Failover Plans in the inventory pane.

b. In the working area, click the necessary cloud failover plan and click Edit on the ribbon or right-click
the necessary cloud failover plan and select Edit.

2. At the Failover Plan step of the wizard, select the Pre-failover script and Post-failover script check boxes
and click Browse to choose executable file(s).

Edit Cloud Failover Plan ABC Company Failover Plan

nle Failover Plan
. Typeinaname and description for this failover plan.

A
|

ABC Company Failover Plan
Virtual Machines

Decrrintinn
L'escriptio

Summary Cloud failover plan for ABC Company full site failover

Pre-failover script:

| Chscriptsipre-failover. bat | Browse...

Post-failover script:

| Chscriptsipost-failover.bat | | Browse...

< Previous Mext > Finish Cancel

3. At the Virtual Machines step of the wizard, enumerate virtual machines that the tenant added to the cloud
failover plan.

4. At the Summary step of the wizard, review the information about the edited hardware plan and click Finish
to exit the wizard.
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Performing Permanent Failover

The SP can perform the permanent failover operation if the tenant wants to permanently switch from the
original VM to a VM replica on the cloud host and use this replica as the original VM.

To perform permanent failover, do either of the following:

e Open the Cloud Connect view, in the inventory pane select Replicas. In the working area, select the
necessary VM and click Permanent Failover on the ribbon.

e Open the Cloud Connect view, in the inventory pane select Replicas. In the working area, right-click the
necessary VM and select Permanent failover.

In the displayed window, click Yes to confirm the operation.

After the permanent failover operation completes, the VM replica is put to the Permanent failover state. To
protect the VM replica from corruption after performing permanent failover, Veeam Backup & Replication
reconfigures the replication job and adds the original VM to the list of exclusions. When the replication job that
processes the original VM starts, the VM will be skipped from processing, and no data will be written to the

working VM replica.
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Using Remote Access Console

The SP can remotely access the tenant backup server to manage Veeam Backup & Replication deployed on the
tenant side. The SP can connect to a tenant backup server in one of the following ways:

e Connect to a tenant backup server with the Remote Access Console.
e Connect to a tenant backup server over the Remote Desktop Protocol.

As part of the remote tenant backup server management process, the SP may also need to perform the
following administration tasks:

e Set up Veeam Backup & Replication to accept connections from a remotely deployed Remote Access
Console (over the internet).

e Manage credentials used to connect to SP and tenant backup servers.

e Adjust remote desktop connection settings.
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Connecting to Tenant with Remote Access
Console

To connect to the tenant backup server, the SP must run the Remote Access Console on the SP backup server or
dedicated machine.

Before You Begin

Before you use the Remote Access Console to connect to the tenant backup server, complete the following
prerequisites:

e Connection with the Remote Access Console to the tenant backup server is possible only if the SP and
tenant backup servers have the same build number and the same private fixes of Veeam Backup &
Replication installed. Build numbers of Veeam Backup & Replication plug-ins must be the same as well. If
the build numbers and/or private fixes differ, remote connection to the tenant backup server may be
established over the Remote Desktop Protocol. To learn more, see Launching Remote Desktop Session to
Tenant.

e The tenant must enable the Allow this Veeam Backup & Replication installation to be managed by the
service provider option in the Service Provider wizard when connecting to the SP. To learn more, see
Specify Cloud Gateway Settings.

e If the machine on which you plan to use the Remote Access Console does not reside in the SP backup
infrastructure network, you need to set up Veeam Backup & Replication to accept connections from the
Remote Access Console over the internet. To learn more, see Enabling Access to Cloud Gateway.
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Step 1. Open Remote Access Console

To connect to the tenant backup server, the SP must open the Remote Access Console. The Remote Access
Console is available on the SP backup server or dedicated machine on which the Veeam Backup & Replication is
installed.

To open the Remote Access Console, do one of the following:

e Double-click the Veeam Backup & Replication Remote Access Console icon on the desktop (you can use
this option only if you want to open the Remote Access Console on the SP backup server).

e Run the following command:

"$ProgramFiles%\Veeam\Backup and Replication\Console\veeam.backup.shell.ex
e" -TenantRemoteAccess

On the SP backup server, the SP can also open the Remote Access Console from the locally installed Veeam
Backup & Replication console. In this case, the SP can connect to the backup server of the specific tenant.

To open the Remote Access Console:
1. Open the Cloud Connect view.
2. Intheinventory pane, click the Tenants node.

3. Select the tenant in the working area, click Remote Console on the ribbon and select the backup server to
which you want to connect or right-click the tenant in the working area, select Remote console and select
the backup server to which you want to connect.
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Step 2. Specify Backup Server Settings

To query information about currently available tenants and access the Cloud network redirector, the Remote
Access Console needs to connect to the SP backup server. You must specify connection settings to access the SP
backup server in the Open Remote Access Console dialog window. The process of specifying SP backup server
settings differs depending on the Remote Access Console deployment scenario:

If the Remote Access Console is deployed in the SP Veeam Cloud Connect infrastructure, you must specify
settings to connect directly to the SP backup server. To learn more, see Settings for Direct Connection.

If the Remote Access Console is deployed on a remote machine in an external network, you must specify
settings to connect to the SP backup server through a cloud gateway. To learn more, see Settings for
Connection through Cloud Gateway.

Settings for Direct Connection

If you open the Remote Access Console on the SP backup server or dedicated machine connected to the SP
backup infrastructure network, you must specify settings to connect directly to the SP backup server. To specify
connection settings:

1.

In the Open Remote Access Console dialog, in the Cloud Connect server field, click the Not set link.

NOTE

If you have already specified settings to connect to the SP backup server, the link in the Cloud
Connect serverfield will contain the name or IP address of the backup server and status of the
connection: Connected or Disconnected.

o If the status is Disconnected, click the link in the Cloud Connect serverfield to pass to the step
2 below.

e If the status is Connected, you can pass to specifying tenant backup server settings. To learn
more, see Log On to Tenant Backup Server.

In the displayed window, in the How should this console connect to the Cloud Connect server field, make
sure that the Direct network connection option is selected.

In the Backup Server field, type the name or IP address of the SP backup server or select it from the list of
recent connections. If you open the Remote Access Console on the SP backup server, by default, the
backup server field contains IP address of this backup server —127.0.0.1 (localhost).

In the Port field, enter the port over which you want to connect to the SP backup server. The port number
is set at the Port Configuration step of the setup wizard for Veeam Backup & Replication. By default, port
9392 is used.

In the Username and Password fields, enter credentials of the user account that you want to use to
connect to the SP backup server. The user account must have the Veeam Backup Administrator role on the
SP backup server.
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6. To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will

7.

save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the SP backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.

Click Connect.

Howy should this console connect to the Cloud Connect server
(@ Direct netwark connection
) Thraugh the cloud gateway

Type in internal DME name or IP address of the backup server running your
Cloud Connect infrastructure, and credentials to this sercer,

Backup Server | 174.24.31.67 0302
Usernarme TECHWAdrministrator
Password [TTTTTTITY Y]

Rernember rry credentials

Connect Clase

Settings for Connection Through Cloud Gateway

If the Remote Access Console is deployed on a remote machine connected to an external network, you must
specify settings to connect to the SP backup server from the internet through a cloud gateway. To specify
connection settings:

1.

In the Open Remote Access Console dialog, in the Cloud Connect server field, click the Not set link.

NOTE

If you have already specified settings to connect to the SP backup server, the link in the Cloud
Connect serverfield will contain the name or IP address of the backup server and status of the
connection: Connected or Disconnected.

e If the status is Disconnected, click the link in the Cloud Connect serverfield to pass to the step
2 below.
e If the status is Connected, you can pass to specifying tenant backup server settings, To learn

more, see Log On to Tenant Backup Server.

In the displayed window, in the How should this console connect to the Cloud Connect server field, select
the Through the cloud gateway option.

In the Cloud Gateway field, type the name or IP address of the cloud gateway or select it from the list of
recent connections.

In the Port field, enter the port over which you want to connect to the cloud gateway. The port number is
set at the Name step of the New Cloud Gateway wizard. By default, port 6180 is used.

In the Certificate field, Veeam Backup & Replication will display information about the TLS certificate used
to establish a secure connection between Veeam Cloud Connect infrastructure components. To view
information about the certificate, click the link in the Certificate field.
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6. In the Username and Password fields, enter credentials of the user account that you want to use to
connect to the SP backup server. The user account must have the Veeam Backup Administrator role on the
SP backup server.

7. To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will
save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the SP backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.

8. Click Connect.

Houy should this console connect ta the Cloud Connect serser
() Direct netwark connection
® Through the cloud gatewsy

Type in external DNE name or P address of a cloud gateway of wour Cloud
Connect infrastructure and credentials to the backup server behind it,

Cloud Gateway | 174243167 6180
Certificate 3R CM=Veeamn Software, O=Veearmn Software, OU=\ee...
Usernarme TECHWAdministrator

Paszwword [TITTTTITYY

Rernember rry credentials

Connect Close
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Step 3. Log On to Tenant Backup Server

To log on to Veeam Backup & Replication on the tenant side, you must specify connection settings to access the
tenant backup server.

1.

6.

In the Tenant field, select from the list the user name of the tenant account to whose backup server you
want to connect. Tenants who have opened a control connection to the SP and whose backup servers are
available for connection with the Remote Access Console automatically appear in this list.

In the Backup server field, select from the list the name of the tenant backup server to which you want to
connect. The list contains names of backup servers that belong to the selected tenant and are available for
connection with the Remote Access Console.

In the Username and Password fields, enter credentials of the user account that you want to use to
connect to the tenant backup server. The user account must have the Veeam Backup Administrator role on
the tenant backup server (or other role that allows the user to perform required operations in Veeam
Backup & Replication).

To save entered credentials, select the Remember my credentials option. Veeam Backup & Replication will
save credentials locally in the Credential Manager of the machine on which you are opening the Remote
Access Console. Every next time you open the Remote Access Console, Veeam Backup & Replication will
automatically connect to the tenant backup server using saved credentials.

You can remove saved credentials at any time you need. To learn more, see Managing Credentials.
To create a shortcut for the connection, click Save shortcut. You can create as many shortcuts as you need.

Click Connect.

NS Veeam
=[N} Backup & Replication 11

Cloud Connect server: 172.24.31.67 (Connected)

Select the tenant, their backup sercer and credentials to connect to the
backup sercer with,

Tenant ABC Company hd
Backup server | srwl2dech.ocal hd
Usernarme TECHWAdministrator

Paszaard I T

Rernernber my credentials

Sawve shortcut Connect Close
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Launching Remote Desktop Session to Tenant

You can use the Remote Access Console to open a connection to the tenant backup server over the Remote
Desktop Protocol. On the machine where the Remote Access Console is installed, Veeam Backup & Replication
will launch the Remote Desktop Connection client allowing you to log on to the OS running on the tenant
backup server.

Before connecting to the tenant backup server over Remote Desktop Protocol, check the following
prerequisites:

e The OS running on the tenant backup server must be set up to accept remote desktop connections.
e The Remote Access Console must be connected to the SP backup server.

To launch a remote desktop session:
1.  Make sure that the Remote Access Console is connected to the SP backup server:

a. Open the Remote Access Console.

b. In the Open Remote Access Console dialog, check that the link in the Cloud Connect server field
contains the name or IP address of the SP backup server and the status of the connection is
Connected. If the status is Disconnected, specify settings to connect to the backup server. To learn
more, see Connect to the SP backup server.

2. Launch a remote desktop session in one of the following ways:

o Inthe Veeam Backup & Replication console running on the SP backup server, in the Cloud Connect
view, click the Tenants node. Select the necessary tenant in the working area, click Remote Desktop
on the ribbon and select the tenant backup server to which you want to connect.

o Inthe Veeam Backup & Replication console running on the SP backup server, in the Cloud Connect
view, click the Tenants node. Right-click the necessary tenant in the working area, select Remote
Desktop and select the backup server to which you want to connect.

o Inthe Open Remote Access Console window, make sure that the Remote Access Console is connected
to the SP backup server, press and hold the [CTRL] key and click Connect. Instead of connecting to
the tenant backup server with the Remote Access Console, Veeam Backup & Replication will launch
the Remote Desktop Connection client.

3. Inthe Windows Security window, specify credentials to connect to the backup server and click OK. Veeam
Backup & Replication will launch the Remote Desktop Connection client and connect to the backup server.

327 | Veeam Cloud Connect | Administrator Guide



TIP

You can also launch the Remote Desktop Connection client from the main menu of the regular Veeam
Backup & Replication console. In this case, Veeam Backup & Replication will open a remote desktop session
to the backup server to which this Veeam backup console is currently connected. To learn more, see
Establishing Remote Desktop Connection to Backup Server.
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Establishing Remote Desktop Connection to Backup Server

You can start a remote desktop session not only to the tenant backup sever, but also to any backup server to
which the Veeam Backup & Replication console is currently connected. To connect to a backup server over
Remote Desktop Protocol.

1. In the Veeam Backup & Replication console, make sure that the console is connected to the necessary
backup server. You can check the name or IP address of the backup server in the status bar of the Veeam
backup console window.

2. In the Main Menu, select Console > Remote Desktop.

3. Inthe Windows Security window, specify credentials to connect to the backup server and click OK. Veeam
Backup & Replication will launch the Remote Desktop Connection client and connect to the backup server.
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Enabling Access to Cloud Gateway

To query information about tenants whose backup servers are available for remote management, the Remote
Access Console needs to connect to the SP backup server. If the Remote Access Console is installed on a remote
machine connected to an external network (in the internet), the Remote Access Console will communicate with
the SP backup server through the cloud gateway. By default, Veeam Backup & Replication does not accept
connections from a Remote Access Console over the internet. The SP can enable this functionality in the in the
Veeam Backup & Replication settings if necessary.

To enable access to the cloud gateway for the Remote Access Console:

1. On the SP Veeam backup server, open the Veeam Backup & Replication console.

2. From the main menu, select General Options.

3. Open the Security tab.

4. In the Cloud Connect section, select the Accept remote console connection requests originating from the
Internet check box.

5. Click OK.

NOTE

The Cloud Connect section is available in the Security tab on the SP backup server only, that is, a Veeam
backup server on which the Veeam Cloud Connect license is installed.

QOptians X

1/0 Control | Security | E-mail Settings | SNMP Settings | Motifications | History

Backup server
Certificate:
Self-signed

!=Q CN=Veeam Backup Server Certificate Install...

Linux hosts authentication

Trusted hosts: 0 Export...
Trusted hasts list:
(@ Add all discovered hosts to the list automatically

(O Add unknown hosts ta the list manually (more secure) Import...

Cloud Connect

Accept remote conscle connection requests originating from the Internet
FIPS compliance

[[] Use FIPS-certified encryption modules

Selecting this option may reduce performance due to additional real-time
validation of the encryption module integrity and lack of optimizations.

Audit logs location
Folder:
CAProgramDatat\Veeam'\BackuphAudit Browse...

Compress older audit logs automatically (saves disk space)
Consider disabling this option when using a WORM storage for audit logs.

oK Cancel Apply
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Managing Credentials

You can instruct Veeam Backup & Replication to save credentials entered in the Open Remote Access Console
window. Veeam Backup & Replication will save these credentials in the Credential Manager of the machine that
runs the Remote Access Console. Every next time you open the Remote Access Console, Veeam Backup &
Replication will use saved credentials to automatically connect to the SP and/or tenant backup server.

Saved credentials used for connections to Veeam backup servers appear in the list of Windows Credentials, in
the Generic Credentials section. For saved credentials, Veeam Backup & Replication creates credential records of
the following types:

e VeeamBackupServer — credentials used for direct connection to the SP backup server.
e VeeamCloudServer — credentials used for connection to the SP backup server through the cloud gateway.
e VeeamSaveTenant — credentials used for connection to the tenant backup server.

You can remove saved credentials at any time you need, if necessary. To delete a credentials record:

1. On the machine that runs the Remote Access Console, from the Start menu, select Control Panel >
Credential Manager.

2. In the Credential Manager window, click Windows Credentials.

3. Inthe Generic Credentials section, select the necessary credentials record and click Remove.

Credential Manager - O >

&« v A » Control Panel > All Control Panel lterns »  Credential Manager v 0 Search Control Panel o

Control Panel Home .
Manage your credentials

Wiew and delete your saved logon information for websites, connected applications and networks.

%ﬂ Web Credentials ﬁﬂ Windows Credentials

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential

Mo Windows credentials.

Certificate-Based Credentials Add a certificate-based credential

Mo certificates.

Generic Credentials Add a generic credential

VeearmnCloudServer:172.24.31.67 Meodified: 1/12/2021 -j::-

VeeamTenant:localhost ABC Company:srvl2.tech.local Meodified: Today -j::j-
Internet or network address:

YeeamTenant:localhost ABC Company:srvl2.tech.local
User name: srvl12Vadministrator
Password: ssesssss
Persistence: Local computer
See also Edit Remove

User Accounts
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Adjusting Remote Desktop Connection Settings

By default, when Veeam Backup & Replication launches the Remote Desktop Connection client, the client uses
settings defined for the user account under which you are currently logged on to Microsoft Windows. In case
high latency and low bandwidth impacts responsiveness of the Remote Desktop Connection client, you can
adjust connection settings in one of the following ways:

You can change the Remote Desktop Connection client settings and save them to a configuration file of
the user account that is currently logged on to Microsoft Windows. By default, connection settings for
each user are stored in a hidden file with the name Default. rdp that resides in the user's Documents
folder, for example, C:\Users\Administrator\Documents.

You can define custom Remote Desktop Connection client settings and save them to a configuration file
with the name vmbpRdpConnection. rdp in the following product folder: C: \Program
Files\Veeam\Backup and Replication\Console. In this case, Veeam Backup & Replication will use
the necessary settings for the Remote Desktop Connection client regardless of the user account under
which the OS is currently running.

To define custom remote desktop connection settings for Veeam Backup & Replication:

1.
2.

Open the Remote Desktop Connection client (mstsc.exe).
In the Remote Desktop Connection window, click Show Options.

Specify connection settings in accordance with quality of the network connection between the machine on
which you open a remote desktop session and the tenant backup server. For slow connections, it is
recommended that you define the following remote desktop settings:

a. At the Display tab, in the Colors section, select the High Color (16 bit) option. Using this option might
significantly improve performance of the remote desktop client over low bandwidth or high latency
connections.

b. At the Display tab, in the Display configuration section, reduce the size of the remote desktop.

c. At the Experience tab, clear all check boxes in the Allow the following section.
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d. At the Local Resources tab, in the Remote audio section, click Settings and disable remote audio
playback and recording.

& Remote Desktop Connection — X

| Remote Desktop
>¢ Connection

General  Display  Local Resources  Expenence  advanced
Performatce
- Chaooze your connection speed to optimize performance.
—= Low-zpeed broadband [256 kbps - 2 Mbps) ~

Allow the following:

[ Desktop background

[J Font smoothing

[ Deskiop composition

[ Show window contents while dragging

[ Menu and window animation

Persistent bitmap caching
Reconnect if the connection is dropped

(= Hide Options Help

4. At the General tab, click Save as and save the specified settings to the configuration file:

a. In the Save As window, browse to the C:\Program Files\Veeam\Backup and
Replication\Console folder.

b. In the File name field, enter the name for the configuration file: vmbpRdpConnection. rdp.
c. Click Save.

TIP

You can define a custom name for the remote desktop connection configuration file used by Veeam Backup

& Replication. To specify a name for the file, create the registry key
HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and

Replication\VMBPShellRdpTemplateFilename (REG_SZ) and enter the name for the file as the
key value (for example, VeeamRdpConnection).

Note that you can change only the name for the configuration file, but not the full path to this file. The file
must reside in the C:\Program Files\Veeam\Backup and Replication\Console folder.
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Managing SP Backup Server

Veeam Backup & Replication allows the SP to inform tenants about currently running maintenance of the SP
backup infrastructure. As part of the maintenance scenario, the SP can perform the following operations on the

SP backup server:

Switch the SP backup server to the Maintenance mode.

e Create a custom Maintenance mode notification.
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Switching to Maintenance Mode

The SP can switch the SP backup server to the Maintenance mode. When the SP backup server operates In the
Maintenance mode, Veeam Backup & Replication notifies tenants who perform backup and/or backup copy jobs
that the SP backup server is under maintenance and cloud resources are temporary unavailable.

To switch the SP backup server to the Maintenance mode:
1. Open the Cloud Connect view.
2. Inthe inventory pane, right-click the Cloud Connect node and select Maintenance mode.
3. Inthe displayed window, click Yes.

To bring the SP backup server back to the normal operational mode, right-click the Cloud Connect node and
select Maintenance mode once again.

Veeam Backup and Replication

Cloud Connect

rEEBEZ0Q

Add  Add Hardware Add Cloud Manage  Manage Manage
Tenant-  Plan~ Gateway Certificates  VLANs Public Ps
Manage Tenants Manage Infrastructure  Manage Networking

Cloud Connect
Manage Certificates

B Fist step of becoming a Veeam Cloud Connect service provider is to specify an SSL certificate for secure communication with your

4 (%] Cloud Connect

> |74 Cloud Gateways &% Add tenant y thts. You can use an existing certificate issued by a trusted authority, or generate a new self-signed certificate.
» 7 Gatewsy Pools E®  add hardware plan... » i Clond &

£ Tenants E*  Add cloud gateway... oud Gateway
> [23 Backup Storage = Manage certificates... er you specify an SSL certificate, create at least one Cloud Gateway. This component encapsulates network traffic between
+ 7 Replica Resources tomer and service provider Veeam components to a single port. Create multiple Cloud Gateways for high availability and load

I WLAMS.., .

41 Replica org VDCs @  Manage VLANS ancing

> £ Replicas @' Manage public IP addresses...
Y d Tenant Standalone Account | Active Directory User | VMware Cloud Director Account
[ Last 24 Hours iz
sate one or more tenant accounts, You can create standalone accounts and use the built-in authentication, or re-use existing

Microsoft Active Directory and VMware Cloud Director user accounts to have the tenant authentication performed by those
systems instead.

A Home

@E‘g Backup Infrastructure
Tape Infrastructure
(1L Cloud Connet

g Hisory

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining
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When the SP backup server is put to the Maintenance mode, Veeam Backup & Replication changes the status of
the backup server and displays the Maintenance mode icon in the Cloud Connect view of the backup console.

Veeam Backup and Replication

Home View Cloud Connect

Add  Add Hardware Add Cloud Manage  Manage Manage
Tenant - Plan~ Gatewsy Certificstes  VLANs Public [P
Manage Tenants Manage Infrastructure  Manage Networking

Cloud Connect
Manage Certificates

™ (ﬂ (6t Erommmceeh (P o mmeres ) ® F\.rst step of becoming a Vegsm C‘u.l..ld Connect service provider is to specify an SSL certificate for secure Ct.xmmumcat\un with your
> E‘g Cloud Gateways clients. You can use an existing certificate issued by a trusted authority, or generate a new self-signed certificate.

> 7 Gateway Pools
Add Cloud Gateway

After you specify an SSL certificate, create at least one Cloud Gateway. This component encapsulates network traffic between

£ Tenants

=1 Backup Storage

? R ;us‘mm.er and service provider Veeam components to a single port. Create multiple Cloud Gateways for high availability and load
[ Replica org WDCs alancing.
> EF Replicas

5 Last 24 Hours Add Tenant Standalone Account | Active Directory User | VMware Cloud Director Account

Create one or more tenant accounts, You can create standalone accounts and use the built-in authentication, or re-use existing
Microsoft Active Directory and VMware Cloud Director user accounts to have the tenant authentication performed by those
systems instead.

Harne

(?E"g Backup Infrastructure

Tape Infrastructure

(1L Cloud Connet

(a3 History
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Creating Custom Maintenance Mode Notification

If a tenant backup or backup copy job is performing at the time when the SP backup server is operating in the
Maintenance mode, the Maintenance mode notification is displayed in the job statistics window. By default,
Veeam Backup & Replication is set up to display the following Maintenance mode notification: Service provider
/s currently undergoing scheduled maintenance. The SP can use the default notification or create a custom
message, if necessary. The created notification will be displayed to all tenants who use cloud resources of the
SP instead of the default one.

To create a custom Maintenance mode notification:
1. On the SP Veeam backup server, launch the Registry Editor.
2. Navigate to the key: HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and Replication\.

3. Create a new String Value with the name CloudMaintenanceModeMessage, and set its data to the
Maintenance mode notification that you want to display on the tenant side.

NOTE
Consider the following:

e Veeam Backup & Replication uses the UTF-8 encoding for the Maintenance mode notification. This
lets you include characters of a large number of languages in your custom Maintenance mode
message.

e Veeam Backup & Replication has no limitations on the maximum length of a custom Maintenance
mode notification. However, it is recommended to create messages that contain 300 to 350
symbols or less. Longer notifications may be displayed incorrectly in the Veeam Backup &
Replication or Veeam Agent for Microsoft Windows user interface.
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Working with Tapes

The SP can write backups created by a tenant in a cloud repository to a tape media. Within the tenant backup to
tape scenario, the SP can perform the following operations on the SP Veeam backup server:

e Create tenant backup to tape jobs.

e Restore tenant data from tape.
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Creating Tenant Backup to Tape Job

To back up tenant data to tape, you must configure a backup to tape job. One job can be used to process data of
one tenant or several tenants. You can select the following objects as a source for a backup to tape job intended
to process tenant data:

e All tenants
e One or more specific tenants

e One or more cloud repositories of the same tenant or different tenants

NOTE

This section describes only basic steps that you must take to create a backup to tape job intended to back
up tenant data. To get a detailed description of all backup to tape job settings, see the Creating Backup to
Tape Jobs section in the Veeam Backup & Replication User Guide.

Before you configure a backup to tape job, complete the following prerequisites:
1. You must add a tape server in Veeam Backup & Replication on the SP backup server.

2. You must configure one or more GFS media pools with the necessary media set and retention settings. You
can configure media pools in advance, before you launch the Backup to Tape Job wizard. You can also
configure media pools at the Media Pool step of the wizard.

To create a backup to tape job:
1. On the Home tab, click Tape Job and select Backups.

2. At the Name step of the wizard, specify a name and description for the backup to tape job.

MWew Backup ta Tape lob X

MName
Type in a name and description for this tape job,
[

|Tenants Backup to Tape

Backups .
Cescription:

Media Poal Backup job to write tenant hackups to tape|

Incrermental Backup

Options

Schedule

Surnmany

< Previous Finish Cancel
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3. At the Backups step of the wizard, click Add > Tenants and select tenants or cloud repositories whose data
you want to write to tape.

MWew Backup ta Tape lob X
Backups
Specify objects to be processed by this tape job,
Marne Backups:
(]
s BBC Comparny Tenant 2.2 GE Rernove
Media Poal % TechCompanyOrghCloud Wal 1 Cuota 0B
Incrermental Backup
Options + Up
Schedule + Down
Surnmany
Full:
64.3 GB
Incrermental:
182 GB
< Prewious | | Mext = Finish
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4. At the Media Pool step of the wizard, choose a media pool for tenant backups. You can select only GFS
media pools.

TIP

If you have not previously created a media pool with the required settings, you can click Add New
and create a new GFS media pool without closing the job wizard. For more details, see Creating GFS

Media Pools.
MWewr Backup to Tape lob X
Media Pool
Specify the media pool to perform backup to.
I
Mame Media pool:
GFS Media Pool 1 (HP MSL 53 Series 9.50) | Add Mews,..
Backups
Free space: 19.9 GE
Opifimie Caily: 14 days; use any available media; append; do not export;
Schedule Wieekly: duveeks; use amy available media; do not append; do not expor;
Summany tanthly: 12 months; use amy available media; do not append; do not export;
Quarterly: 4 quarters; use any available media; do not append; do not export;
Yeatly: Tiyears; use any available media; do not append; do not export;

Parallel processing: Dizabled
Encryption: Disabled

WSDRM: False

< Prewious [ext = Finish Cancel
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5. At the Options step of the wizard, specify archiving and media automation options.

a. Select the Eject media upon job completion check box if the tape should be automatically ejected
from the tape drive after the job successfully finishes. The ejected tapes are placed into a free tape
device slot. Note that if the job started and failed, the tape will remain in the drive.

This option does not prevent the tape job from appending data to this tape. If not configured
otherwise in media pool settings, this tape will be placed into a drive on the next tape job run.

b. Select the Export the following media sets upon job completion check box if you want to pull out the
tapes with daily, weekly, monthly, quarterly or yearly media sets from the tape device, for example,
to move to a storage location. The tape device will eject the tapes that belong to the selected media
set.

Click Media Sets and select the media sets that you want to export.

Wew Backup to Tape lob X
Options
Specify tape job options,

A

Marme Media autornation

Eject tape media upaon job cormpletion

Backups This option makes the job automatically eject tape from drives upon cormpletion, so that tape
does not stay in the drive, which is a best practice,
Media Pool
Export the following media sets upon job completion Media Sets
_ This option makes the job automatically close and export selected GFS rmedia sets,
Schedule
Surnmany

Advanced job settings include compression, notification settings, automated post-job

activity and other settings, Advanced...

< Previous Finish Cancel

6. Click Advanced and specify the necessary settings for the tape job.
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7. At the Schedule step of the wizard, click Schedule and select days for each media set. In the Start daily
scan for GFS restore points at field, specify the time when the job must start. By default, the GFS job
starts at 12:00 AM on the selected day.

Mew Backup to Tape lob X
Schedule

Specify the job scheduling options, ¥ou can only set schedule for those media pools which have the corresponding media set
etabled in GFS media pool's properties,

[
MNarne Schedule

This Backup to Tape job will synthesize a full backup file to archive to tape using the latest restore
Backups point available in the source backup repository at the specified tirme,

hedia Poal Start daily scan for GFS restare points at: [12:00 AR 5
Options Daily backup: Every day Schedule..,

Schedule Weekly backup:  Saturday

Morthly backup:  First Sunday of the month
Surmrna
&4 Cluartetly backup:  First Sunday of the quarter

Yearly backup: First Sunday of the year

< Previous Apply Cancel

8. At the Summary step of the wizard, select the Run the job when I click Finish check box if you want to
start archiving tenant backups to tape right after you complete working with the wizard.

MWew Backup ta Tape lob X

Summary
You can copy the job settings below for future reference,

[
Mame Surmmary!
Marme: Tenants Backup to Tape
Backups Media pool for full backups: GFS Media Pool 1
bedia Pool Powvershell crmdlet for starting the job:
Get-WBRTapelob -Mame "Tenants Backup to Tape” | Start-WBRlob
Options
Schedule
Surnrmary

Rur the job when | click Finish

< Previous Cancel

9. Click Finish.
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Restoring Tenant Data from Tape

The SP can restore tenant data from tape. The SP can simultaneously restore data of one tenant or multiple
tenants, both to the original location or to a new location. Tenant backups can be recovered to the latest state

or a specific day.
To restore tenant data from tape:
1. Open the Home view.

2. Select the Backups > Tape node in the inventory pane. Expand the backup to tape job in the working area,
right-click the necessary tenant and select Restore backup from tape to repository.

3. At the Source step of the wizard, select one or more tenants whose data you want to restore.

To add one or more tenants to the list, click Add and select more tenants. For data restore, you can select
the tenant itself, specific cloud repository or backup job.

Restore Tenant from Tape X
¢ Source
L ) Specify tenant, quota or backup job to restore the corresponding backup files from tape,
FAal
‘Q Tipe (n 2 object narme for instant lookup ‘
Destination
Marne Date Add...
Surnrmary -
S ABC Compary less than a day ago Point
% ABC ComparyABC Cormpany Cloud Re..,  less than a day ago
{@}ABC Compamy8BC Comparny Cloud Re..  less than a day ago Rernmve
Total size:
18.5 GB
< Prewious Tt Finish Cancel
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4. By default, Veeam Backup & Replication restores tenant data from the latest restore point. If you want to
restore to an earlier state, select the tenant in the list and click Point. In the Restore Points section, select
a restore point from which you want to restore tenant data.

Restare Tenant fram ] . *
Auailable restore point for ABC Company x
Source
B Specifyt{ Restore Points
P T
L
T o
@Iessthanaday ago j
Destination
Add...
Surnmary
Rernoee
Total size:
18.5 GB

Cancel

5. At the Destination step of the wizard, select where tenant data should be restored:

o Restore to the original location. If you select this option, Veeam Backup & Replication will restore
tenant backups to the original cloud repository. The existing backups will be overwritten.

During the restore process, the tenant account will be disabled. After the restore process is
completed, Veeam Backup & Replication will rescan the SP, display restored backups in the tenant
backup console and map tenant backup jobs to the restored backup chains.

TIP

Veeam Backup & Replication automatically rescans the SP once in 15 minutes. The tenant can
also perform this operation manually in the Veeam backup console.

o Restore to a new location. If you select this option, Veeam Backup & Replication will restore tenant
backups to another cloud repository. Use this option if you do not want to overwrite tenant backups
in the original cloud repository.

After the restore process is completed, Veeam Backup & Replication will rescan the SP and display
restored backups in the tenant backup console.

o Export backup files to disk. If you select this option, Veeam Backup & Replication will export tenant
backups to a specified folder on a server in the SP Veeam backup infrastructure.

During this process, Veeam Backup & Replication will save full backup files (VBK) and incremental
backup files (VIB) to the specified location. Backup metadata files (VBM) will not be restored from
tape.
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After the export process is completed, the SP can perform operations with the backup files upon

request from a tenant. The tenant cannot access this backup files from the tenant Veeam backup
console.

Restare Tenant from Tape

¢ Destination
hin)] Select where to restore backup files to.

£

Source Specify restore location:
Destination () Restore to the original location
Restores selected backup files and to the ariginal cloud repository, and maps them to the
Quata tenant's quota,
Surnmary

(® Restore to a new location
Restores selected backup files to a different cloud repository, Tenantuwill have to map their
backup jobs to the restored backup files manually,

() Export backup files to disk

Restores selected backup files to a server, This option is useful when you want to provide the
tenamnts with their backup files on a removable storage,

< Prewious Cancel
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6. If you chose to restore tenant data to a new cloud repository, at the Quota step of the wizard, specify the
tenant and cloud repository that you want to use as a new location for the restored data:

a. To create a new tenant and cloud repository without closing the restore wizard, click Add and follow
the steps of the New Tenant wizard. To learn more, see Registering Tenant Accounts.

b. To specify a new cloud repository where tenant data will be restored, click Edit and select the
necessary tenant and cloud repository.

c. If the original cloud repository and a new cloud repository are the same, Veeam Backup & Replication
will prompt you to choose whether you want to overwrite tenant data in the original cloud repository.

= To overwrite original tenant data with data from the backup on tape, in the prompt window,
click Overwrite.

= To save tenant data restored from tape next to original tenant data, in the prompt window, click

Keep.
Restore Tenant from Tape X
¢ Quota
hin) Specify the tenant and quota to restore backup files to,

2>

=Ml

Source Backup locations:

Original repositary Mews repository Add

Destination

% ABC Company®ABC Compan.., ABC CompanyW&BC Company Clow.., Edit

Surnmary

< Previaus Finish Cancel
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7. If you chose to restore tenant data to a folder, at the Folder step of the wizard, specify the server and the
folder where you want to restore tenant backup files.

a. Inthe Server field, select the server from the list of servers added to the Veeam backup
infrastructure.

b. In the Path to folder field, specify the folder where you want to place the restored backups.

Restore Tenant from Tape

s

T e

¢ Folder
E__ Specify server and folder to export backup files to,
]

SEUTER Servert

|srv'|3.tech.|0ca| V| Details
Destination

Path to folder:

Surtmary § 133.7 GB free of 230 GB

< Previous | | Text = Finish
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8. At the Summary step of the wizard, review the restore settings.

Restare Tenant fram Tape

¢ Summary
hin) Empty description

Al

Restare point: less than a day ago

Restore point: less than a day ago

Restare point: less than a day ago

< Previous

Backups to restore: ABC CompanyABC Company Cloud Repository

Source Summary:
Pestinatian: Anather repasitany
Destination Claud repository mapping:
ABC Company®ABC Company Cloud Repository -» ABC CompamAABC Company Cloud
Quota Repositonyikeep)
Summaty Backups to restorer ABC Cormparry

Backups to restore: ABC CompanynABC Cormpany Cloud Repositord\Fileserver Backup - wm-1240

Cancel

9. Click Finish.
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Reporting

The SP can monitor status of the Veeam Cloud Connect infrastructure and performance of tenant jobs targeted
at cloud resources of the SP:

e To track the Veeam Cloud connect infrastructure status, the SP can view the Veeam Cloud Connect report.
The SP can use the Veeam Backup & Replication console to generate the ad-hoc report at any time the SP
needs. The SP can also set up Veeam Backup & Replication to send the Veeam Cloud Connect report daily
by email. To learn more, see Viewing Veeam Cloud Connect Report.

e To track performance of tenant jobs, the SP can view detailed statistics in the job session window. To learn
more, see Viewing Tenant Job Statistics.
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Viewing Veeam Cloud Connect Report

To track status of the Veeam Cloud Connect infrastructure, the SP can use the Veeam Cloud Connect report. The
report provides information about status of the Veeam Cloud Connect infrastructure and activity of tenants who
consume cloud resources of the SP. The report helps the SP ensure that there are enough resources in the
Veeam Cloud Connect infrastructure to guarantee the flawless performance of tenant jobs.

Information in the Veeam Cloud Connect report reflects the status of the Veeam Cloud Connect infrastructure at
the point in time when the report is generated. The SP can generate the report in one of the following ways:

e The SP can use the Veeam Backup & Replication console to generate the ad-hoc report at any time the SP
needs. The report will open in the web browser. The generated report can contain information about
activity of all tenants who use cloud resources of the SP or a specific tenant. To learn more, see
Generating Report.

e The SP can enable automatic report delivery by email. In this case, Veeam Backup & Replication will
automatically generate and send the report daily to the SP. The report will contain information about
activity of all tenants who use cloud resources of the SP. To learn more, see Enabling Email Reporting.

The report provides the following information:

e The Infrastructure status section shows a message describing the overall status of the Veeam Cloud
Connect infrastructure:

o OK.

o Reaching capacity. Please do not add new tenants into this Veeam Cloud Connect infrastructure. —
Veeam Backup & Replication displays this message if the Veeam Cloud Connect Service requires
longer time to respond to requests from the tenant backup server, that is:

[For ad-hoc report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 5 to 10 minutes at least once within the 24-hour period. Veeam Backup &
Replication starts the first 24-hour period with the start of the Veeam Cloud Connect Service on
the SP backup server. The moment when the ad-hoc report is generated does not start the new
24-hour period.

[For daily report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 5 to 10 minutes at least once within the 24-hour period since the previous daily
report.

o Out of capacity. Please migrate some of the existing tenants into a different Veeam Cloud Connect
infrastructure. — Veeam Backup & Replication displays this message if the Veeam Cloud Connect
Service requires very long time to respond to requests from the tenant backup server, that is:

[For ad-hoc report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 10 minutes or more at least once within the 24-hour period. Veeam Backup &
Replication starts the first 24-hour period with the start of the Veeam Cloud Connect Service on
the SP backup server. The moment when the ad-hoc report is generated does not start the new
24-hour period.

[For daily report] If the time interval between an incoming request from the tenant backup
server and a response to this request from the Veeam Cloud Connect Service reached the
maximum of 10 minutes or more at least once within the 24-hour period since the previous daily
report.
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e The Backup section shows information about consumption of cloud repository resources by tenant(s): the
user name of the tenant account, the number of VMs in backups stored on the cloud repository, the name
of the cloud repository and the name of the backup repository whose resources the SP exposes as a cloud
repository, storage quota assigned to the tenant, the amount of used and free space on the cloud
repository, the last time when the tenant was active and the date when the tenant account expires.

e The Replication section shows information about consumption of cloud host resources by tenant(s): the
user name of the tenant account, the number of VMs replicated to the cloud host, hardware plan, amount
of provisioned CPU, memory and storage resources, the last time when the tenant was active and the date
when the tenant account expires.

e The Agent section shows information about consumption of cloud repository resources by Veeam Agent
backups created by tenant(s): the user name of the tenant account, the number of workstations and
servers whose backups are stored on the cloud repository, the name of the cloud repository and the name
of the backup repository whose resources the SP exposes as a cloud repository, storage quota assigned to
the tenant, the amount of used and free space on the cloud repository, the last time when the tenant was
active and the date when the tenant account expires.

In the Total field of the Backup, Replicationand Agents sections, Veeam Backup & Replication displays the total
number of processed machines:

e For areport that includes information about all tenants who use cloud resources of the SP, the total
number of backed-up VMs, replicated VMs, backed-up workstations and servers reflects the number of
machines processed by all tenants (including rental machines).

e For areport that includes information about a specific tenant, the total number of backed-up VMs,
replicated VMs, backed-up workstations and servers equals the number of machines processed by this
tenant (including rental machines).

NOTE

The Veeam Cloud Connect report does not include machines for which no restore points were created
during the last 30 days or more.

@ Weearn Session Report edaf1492-0 X +

C @ File| CMdsers/ADMINI~ 1 /AppData/LocalTemp/2Meeam %205ession%20Report®20ed af 1492-84e2-41el-ald1-c.. |2 ¢ [ -

Infrastructure status:

Ok,

Backup

ABC Company 2 ABC Cornpany Cloud Repository | Default Backup Repository 100.00 GB 7231 GB 27.69 GB 132 hiours ago | never
TOTAL 2

Replication

ABC Company 2 Wiware Gold 10,00 GB {unlimited) 2 vCPUs (Unlimited) |35 % 4 minutes ago never
ormega u] Hyper-y Gold 0% 0 vCPUs (10,02 GHz) |0 % never riEver
OWE Systems 0 Hyper-v Gold 0% 0 viCPUs (10,08 GHz)|0 % never rEver
TechCompanyCrg 0 TechComparyOrgwDC 0% 0 viCPUs (6,49 GHz) |1 % never rEver
TOTAL 2

Agent

ABC Company |2 2 ABC Compary Cloud Repository  |Default Backup Repository  |100.00 GB - |72.31 GB 27.69 GB 13 hours ago never
TOTAL |2 8 |

“eeam Backup & Replication 12.0.0, 1364
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Generating Report

To view the Veeam Cloud Connect report that displays information about all tenants of the SP:

1. Open the Cloud Connect view.

2. Intheinventory pane, click Tenants and click Report on the ribbon.

Tenant

Report
Tenant
Manage Tenants Details Remote Access
Cloud Connect Repart
Shows report detailing resource usage by tenants
4 (% Cloud Connect Hame T Backups  Replicas  Type Servers | Workstations | Remote.. | Description  LastActive  LastResult  Expiration..
» 3 Cloud Gateways £, ABC Company 2 H Standalone 7 2 Busilable..  Created by.. 13 hours a.. Success Hever
> ] Gatewsy Pools £, Omeaa 0 0 Standalone 0 0 Unknown  Created by.. Success Hever
{54 Tenants /5, OWE Systems 0 0 Standalone 0 0 Unknown  Created by.. Success Mever
> [E} Backup Storage A TechCompanyOrg 0 0 hbware Cloud... 0 0 Unknown  Created by..  Active Mever
> BF Replica Resources A, techyjohnsmith 0 0 Active Directory 0 0 Unknown  Created by.. Success Mever
[+ Replica org VDCs A, techiwiliamfox 0 0 Bctive Directory 0 0 Unknown  Created by, Success Hever
> [ Replicas

Last 24 Hours

A Home
(33 Beckup Infrastructure

Tape Infrastructure

% Cloud Connect

g Hisory

Build
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To view the Veeam Cloud Connect report that displays information about a specific tenant:
1. Open the Cloud Connect view.
2. Intheinventory pane, click Tenants.

3. Inthe working area, select the tenant account and click Report on the ribbon.

Veeam Backup and Replication

Tenant

Add  Edit Download Disable Manage Delete Report Remote Remote

Tenant - Tenant Tenant Subtenants [} Console = Desktop ~
Manage Tenants Details Remote Access
Cloud Connect 1 Report
Shows report detailing resource usage by tenants
4 (%) Cloud Connect Mame T Backups  FReplicas  Type Servers  Workstations  Remote..  Description  Lastfctive  LastResult  Expiration..
> B Cloud Gateways /5, AEC Company 2 2 Standalone 7 2 Buailable.. Crested by.. 13 hours a. Success Never
> ] Gateway Pocls 5, Omega 0 0 Standalone 0 0 Unknewn  Created by... Success Mever
£ Tenants 5, OWE Systerns 0 0 Standalone 0 0 Unknown — Created by.. Success Mever
> [F] Backup Storage 4, TechCornpanyOrg 0 0 Yhtware Cloud.. 0 0 Unknown  Created by..  Active Hever
» BT Replica Resources A, techijohnsmith 0 0 Active Directory 0 0 Unknown  Created by.. Success Hever
[22 Replica arg WDCs A techvwiliamfox 0 0 Active Directary 0 0 Unknown — Created by.. Success Mever
> P Replicas

> [ Last 24 Hours

A Home
(?E"g Backup Infrastructure

Tape Infrastructure

(8L Cloud Connet

[‘3@ Histarny

1 object selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining

Enabling Email Reporting

The SP can set up Veeam Backup & Replication to send the Veeam Cloud Connect report daily by email. To
receive information about the Veeam Cloud Connect infrastructure status in email reports, the SP must enable
and configure global email notification settings in Veeam Backup & Replication. To learn more, see the
Configuring Global Email Notification Settings section in the Veeam Backup & Replication User Guide.

Once email notifications are configured, Veeam Backup & Replication will send the Veeam Cloud Connect report
daily to an email address specified in the global email notification settings. By default, Veeam Backup &
Replication sends the report at the time when global email notification settings were enabled. For example, if
the SP enables email notifications at 12:00 AM, Veeam Backup & Replication will send the report daily at 12:00
AM.
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Viewing Tenant Job Statistics

When a tenant runs a backup, backup copy or replication job targeted at a cloud repository or cloud host, Veeam
Backup & Replication saves the jobs statistics and operation data to the configuration database on the SP
backup server. In contrast to regular job statistics, for tenant jobs, Veeam Backup & Replication saves only such
data that helps the SP monitor performance of the Veeam Cloud Connect infrastructure and determine possible
performance bottlenecks. Sensitive information about tenant backup infrastructure, such as names of processed
VMs, VM disks or backup infrastructure components, is not passed to the SP side.

The SP can view real-time statistics for currently performed tenant jobs and view results of job sessions
performed within last 24 hours.

Veeam Agent Backup Job Statistics

In the SP backup console, the SP can view statistics for Veeam Backup & Replication jobs only: VM backup jobs,
Veeam Agent backup jobs managed by the backup server, backup copy jobs and replication jobs.

For Veeam Agent backup jobs that run on Veeam Agent computers (configured in Veeam Agent operating in the
standalone mode or defined in a backup policy), Veeam Backup & Replication does not display detailed statistics
for security purposes. For such jobs, only basic information about a backup job session is available in the SP
backup console. This information includes the job name, job session status, session start and end time, name of
the tenant or subtenant account under which the job was started and the amount of sent and received data.
Detailed statistics on the job session is available in the Veeam Agent control panel on the Veeam Agent
computer.

Viewing Real-Time Statistics

The SP can view detailed statistics on VM backup, backup copy and replication job sessions performed by
tenants within last 24 hours.

To view real-time statistics for a job, do one of the following:

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
double-click the job.

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
right-click the job and select Statistics.

e Open the Cloud Connect view, in the inventory pane select Last 24 hours or Running. In the working area,
select the job and click Statistics on the ribbon.

NOTE

The Statistics option is unavailable for Veeam Agent backup jobs. To learn more, see Veeam Agent Backup
Job Statistics.

The real-time statistics provides detailed data on job sessions: duration, start and end time, amount of sent and
received data and details of the session performance, for example, warnings and errors that have occurred in the
process of operation.

In addition to overall job statistics, the real-time statistics provides information on each object processed with
the job. To view the processing progress for a specific object, select it in the list on the left.
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TIP

To collapse and expand the real-time statistics window, use Hide Details and Show Details buttons at the
bottom left corner of the window.

E;;. Fileserver Backup
Oof 1Whs
SUmARAARY DATA, STATUS
Duration: 053 Data sent: 0B Success 0
Start tirme: 172672023 12:43:31 PM Data received: 0B Wiarnings: 0
End time: WL R/ T [P Errors: 0

Showe Details 0K

Statistics Counters

Veeam Backup & Replication displays jobs statistics for the following counters:

e At the top of the window, Veeam Backup & Replication displays the number of VMs in the job and the
number of processed VMs.

e The Summary box shows general information about the job:
o Duration — time from the job start till the current moment or job end.
o Start time — time of the job start.
o End time — time of the job end.
e The Data box shows information about processed VM data:
o Data sent — amount of data sent from the SP side to the tenant side.
o Data received — amount of data transferred from the tenant side to the SP side.
o Rx/Tx — data transfer speed (displayed for currently running jobs only).

e The Status box shows information about the job results. This box informs how many tasks have completed
with the Success, Warning and Errorstatuses (1 task per 1 VM).
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e The pane at the lower left corner shows a list of objects included in the job. For tenant jobs, Veeam
Backup & Replication displays the list according to the following rules:

o The tenant selected the Allow this Veeam Backup & Replication installation to be managed by the
service provider check box at the Service Provider step of the Service Provider wizard when
connecting to the SP. In this case, Veeam Backup & Replication displays in the list names of objects
included in the job.

o The tenant did not select the Allow this Veeam Backup & Replication installation to be managed by
the service provider check box at the Service Provider step of the Service Provider wizard when
connecting to the SP. In this case, Veeam Backup & Replication does not display names of objects
included in the job. Instead, it displays identifiers for the objects that Veeam Backup & Replication
saves in the configuration database.

e The pane at the lower right corner shows a list of operations performed during the job. To see a list of
operations for a specific object included in the job, click the object in the pane on the left. To see a list of
operations for the whole job, click anywhere on the blank area in the left pane.

E;;. Fileserver Backup
Oof 1Whs

SURARARY DATA, STATUS

Duration: 010e Data sent: 17.7 kB Success 0

Start tirme: 172672023 12:43:31 PM Data received: 133 KB Wiarnings: 0

End time: WL Rt Tt [P Errors: 0

Marme Status Artion Duration
|'—__'|"_| filesra03 In pra.., Creating resource requests 00:00

Queued for processing at /2672023 12:48:07 PM 00:00
Hide Details Ok
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Viewing Job Session Results

The SP can view detailed statistics on VM backup, backup copy and replication job sessions performed by
tenants within last 24 hours.

To view statistics for a selected job session, do either of the following:

e Open the Cloud Connect view. In the inventory pane, select Last 24 Hours, Success, Warning or Failed. In
the working area, double-click the necessary job session.

e Open the Cloud Connect view. In the inventory pane select Last 24 Hours, Success, Warning or Failed. In
the working area, right-click the necessary job session and select Statistics.

e Open the Cloud Connect view, in the inventory pane select Last 24 Hours, Success, Warning or Failed. In
the working area, select the job and click Statistics on the ribbon.

NOTE
The Statistics option is unavailable for Veeam Agent backup jobs. To learn more, see Veeam Agent Backup
Job Statistics.
|:b‘ Fileserver Backup
1 of 1WMs
SURARAARY DATA, STATUS
Duration: 2031 Data sent: 1B Success: 1
Start tirme: 12572023 10:00:26 PM Data received: 8275 MB Wiarnings: 0
End tirme: 1/25/2023 10:21:18 PM R/ T 21 MEBSs Errors: 0
Marne Status Artinn Duration
|'—:|:| filesra03 Success Creating resource requests 00:00
Queued for processing at /252023 1001618 PM 0000
Pracessing disk 2000 00:40
Full backup file merge completed successfully 0124
Pracessing finished at 1/25/2023 10:21:11 PM 00:00
Hide Details QK
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Guide for Tenants

The Veeam Cloud Connect User Guide is intended for tenants who want to store their data in the cloud
repository or replicate their VMs to the cloud host configured with the help of the Veeam Cloud Connect
functionality in Veeam Backup & Replication. The User Guide describes main steps that tenants must take to set
up Veeam Cloud Connect infrastructure components and work with cloud repositories and cloud hosts exposed
by SPs.
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Setting Up Tenant Veeam Cloud Connect
Infrastructure

To be able to use cloud repository and cloud replication resources, you must set up Veeam Cloud Connect
infrastructure components on the tenant side.

As part of the configuration process, you must perform the following tasks:

1.

o v wN

Deploy the tenant Veeam backup server.

Connect source virtualization hosts.

Find a service provider.

Connect to a service provider.

[For Veeam Cloud Connect Replication] Specify default gateways.

[Optional] Configure source WAN accelerator.

Once you have performed these tasks, you can configure data protection jobs in Veeam Backup & Replication
and target them at the cloud repository or cloud host.
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Deploying Tenant Veeam Backup Server

To deploy the tenant Veeam backup server, you must install Veeam Backup & Replication on a Microsoft
Windows server on your side.

The installation process of Veeam Backup & Replication in the Veeam Cloud Connect infrastructure is the same
as the installation process in a regular Veeam backup infrastructure. To learn more about system requirements,
required permissions and the installation process workflow, see the Deployment section in the Veeam Backup &
Replication User Guide.

In addition to requirements listed in the product documentation, the tenant Veeam backup server must meet
the following requirements:

e The tenant Veeam backup server must have any type of paid license installed. The Community edition of
Veeam Backup & Replication does not support the Veeam Cloud Connect functionality. That is, you cannot
create backup and replication jobs targeted at cloud resources of the SP; data recovery operations from
the cloud are supported.

e The tenant Veeam backup server must have access to all components that will take part in data protection
and disaster recovery tasks. These include a gateway server configured on the SP side, source
virtualization hosts and source WAN accelerator (optional).
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Connecting Source Virtualization Hosts

You must connect to the Veeam backup server virtualization hosts on which VMs that you plan to back up or
replicate to the cloud are located.

Veeam Backup & Replication lets you connect the following types of hosts:
e VMware vCenter Server
e Standalone ESXi host
e VMware Cloud Director server
e SCVMM
e Microsoft Hyper-V cluster
e Standalone Microsoft Hyper-V host

If a host is managed by VMware vCenter Server, SCVYMM or is a part of a cluster, it is recommended that you
connect servers or clusters, not a standalone host. If you move VMs between hosts, you will not have to re-
configure jobs existing in Veeam Backup & Replication. Veeam Backup & Replication will automatically locate
migrated VMs and continue processing them as usual.

NOTE

Veeam Cloud Connect does not support the scenario in which the SP and tenant connect the same host to
Veeam backup servers deployed on the SP and tenant sides. You should not use the same host as a source
host and target host for cloud backup and replication tasks (for example, for evaluation purposes).

The host connection process in the Veeam Cloud Connect infrastructure is the same as the host connection
process in a regular Veeam backup infrastructure. To learn more, see Adding VMware vSphere Servers and
Adding Microsoft Hyper-V Servers sections in the Veeam Backup & Replication User Guide.
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Finding Service Providers

You can look for SPs who offer Backup as a Service and/or Disaster Recovery as a Service using Veeam Backup &
Replication. The list of SPs is published on the Veeam website and constantly updated. You can select the
necessary SP from the list and contact this SP to get the cloud repository service.

NOTE

This operation is unavailable if you have already added at least one SP in the Veeam backup console.

To find an SP:
1. Open the Backup Infrastructure view.
2. Select the Service Providers node in the inventory pane.

3. Click Find Service Provider in the working area. A page of the Veeam website will open in your web
browser. Use the filter on the webpage to find the necessary SP by the type of provided cloud services, SP

datacenter location or virtualization platform.

Veeam Backup and Replication

Cloud Connect

Add  Edit Remove
Provider Provider Provider | Su
Manage Service Providers Manage Settings

Backup Infrastructure
Add Service Provider

H Backup Proxies Enter the information your service provider gave you to connect to your cloud resources,

Backup Repositories

10 000

Find Service Provider
Search a directory of service providers that offer cloud repositories and cloud hosts for off-site backup and disaster recovery.
h

jo A

o

= External Repositaries

54 Scale-out Repositories
£ WAN Accelerators By
/7] Service Providers

> (4 SureBackup

> (Z1Managed Servers

A Home
%ﬂ Imeentary
(?E"g Backup Infrastructure

@ Files
[‘3@ Histarny

Build: 12.0.0.1420 Enterprise Plus Edition License &x remaining
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Connecting to Service Providers

The procedure of SP adding is performed by the tenant on tenant's Veeam backup server.

IMPORTANT

The SP cannot add itself as a SP in the Veeam Backup & Replication console deployed on the SP backup
server.

To use Veeam Cloud Connect resources for data protection and disaster recovery tasks, you must add a SP to
Veeam Backup & Replication. After you add a SP, Veeam Backup & Replication will retrieve information about
backup and replication resources allocated to you, and cloud repositories and cloud hosts will become visible in
your Veeam backup console. After that, you can start working with cloud resources.

Before You Begin

Before you add a SP, complete the following prerequisites:
1. Make sure that the SP has provided you with the following information:

a. You have a user name and password for your tenant account registered at the SP Veeam backup
server.

b. You have a full DNS name or IP address of the cloud gateway over which you will communicate with
the Veeam Cloud Connect infrastructure.

¢. You have a port over which to connect to the cloud gateway (if the SP specified a non-default port).
d. [Optional] You have a TLS certificate thumbprint that you can use for TLS certificates verification.

2. [For standalone tenant accounts] It is recommended that you change the password for the root account of
the tenant-side network extension appliance before connecting to the SP. You can change the password in
the service credentials record using the Credentials Manager. This operation is performed in the similar
way as on the SP side. To learn more, see Managing Tenant Network Extension Appliance Credentials.
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Step 1. Launch Service Provider Wizard

To launch the Service Provider wizard, do one of the following:

e Open the Backup Infrastructure view. Select the Service Providers node in the inventory pane and click
Add Provider on the ribbon.

e Open the Backup Infrastructure view. Right-click the Service Providers node in the inventory pane and
select Add service provider.

e Open the Backup Infrastructure view. Select the Service Providers node in the inventory pane and click
Add Service Provider in the working area.

Veeam Backup and Replication

Add
Provider Pro

Manage Service Providers Manage Settings

Backup Infrastructure
/4 Add Service Provider

Enter the information your service provider gave you to connect to your cloud resources.

H Backup Proxies

E Backup Repositaries

5 External Repositories @

53 Seale-out Repasitories

Find Service Provider
Search a directory of service providers that offer cloud repositories and cloud hosts for off-site backup and disaster recovery.

£3 WAN Accelerators
/7] Service Providers

> (4 SureBackup
> (Z1Managed Servers

@ Home
%ﬂ Imeentary
(?E‘g Backup Infrastructure

(51 Fites
[‘3@ Histarny

0 Service Providers Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expire ys remaining
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Step 2. Specify Cloud Gateway Settings

At the Service Provider step of the wizard, specify settings for the cloud gateway that the SP has provided to
you.

1. In the DNS name or IP address field, enter a full DNS name or IP address of the cloud gateway.

2. Inthe Port field, specify the port over which the tenant Veeam backup server will communicate with the
cloud gateway. By default, port 6180 is used.

3. Inthe Description field, provide a description for the SP you are adding.

4. Select the Allow this Veeam Backup & Replication installation to be managed by the service provider
check box if the SP should manage the tenant Veeam backup server under the Backup as a Service
agreement.

If you select this option, Veeam Backup & Replication will install the remote management agent on the
tenant Veeam backup server. The SP will be able to manage this backup server with Veeam Service
Provider Console.

If you select this option, Veeam Backup & Replication on the SP side will also display names of objects
included in tenant backup jobs instead of replacing object names with identifiers. To learn more, see
Viewing Real-Time Statistics.

IMPORTANT

If the SP has several cloud gateways, you must specify settings of only one gateway to connect to the SP.
Veeam Backup & Replication will automatically retrieve information about all other cloud gateways and
will use them for transferring data to/from the cloud repository and/or cloud host.

Service Provider x

Service Provider
£ 5, . . . . . .
it o Typein DMS name or [P address and a port number received from the service provider, If you are using more than one service
provider, add a custom description to more easily distinguish betureen them,

_ DMS name or [P address: Paort:

172.24.31.67 §180 =
Credentials

Cescription:
Ay Created by SRVI2VAdministrator
Surmrmary

Allcwy this Weeam Backup & Replication installation to be managed by the service provider

Select this check box if wou have managed backup contract with the service provider you are
adding, and want to allow it to manage your installation rernotely,

% Previous Finish Cancel
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Step 3. Verify TLS Certificate and Specify User Account
Settings

At the Credentials step of the wizard, verify TLS certificate settings and specify settings for the tenant account
that you want to use to connect to the cloud repository.

1. At the top of the wizard window, Veeam Backup & Replication displays information about the TLS
certificate obtained from the SP side. You can view the certificate settings and verify the TLS certificate.

TLS certificate verification is optional. You can use this option to verify self-signed TLS certificates. TLS
certificates signed by the CA do not require additional verification.

o To view the TLS certificate, click the certificate Llink.

o To verify if the TLS certificate with a thumbprint, copy the thumbprint you obtained from the SP to
the Clipboard and enter it to the Fingerprint for certificate verification field. Click Verify. Veeam
Backup & Replication will check if the thumbprint you enter matches the thumbprint of the obtained
TLS certificate.

2. From the Credentials list, select credentials for the tenant account that the SP has provided to you. If you
have not set up credentials beforehand, click the Manage accounts link or click Add on the right to add
necessary credentials.

NOTE

If the SP allocated to you replication resources in VMware Cloud Director, you must provide credentials for
the VMware Cloud Director tenant account in one of the following formats: Organization\ Username or
Username@Organization. For example: TechCompanyOrg\Administrator or
Administrator@TechCompanyOrg.

Service Pravider X
. Credentials
£ A . . . . . . .
i _.\] Specify credentials that you have received from the serdice provider, and walidate the certificate.

Service Provider — ) B )
=ﬂ This certificate has been validated,

_ Werified byt CM=Veearn Software, O=\eearn Software, OU=Yeearn Software

Add or select credentials issued to you by the service prowvider

Appl
IFPE Credentials:

Surmrmary | 4 ABC Company (ABC Company, last edited: less than a day ago) ~ Add..,

Manage accounts

% Previous Apply Finish Cancel
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Step 4. Enumerate Cloud Repository Resources

At the Resources step of the wizard, Veeam Backup & Replication will automatically enumerate resources
provided to the tenant on the cloud repository and display the results in the wizard window.

Enumeration of storage resources on the cloud repository may take some time. Wait for the processing to
complete and click Next.

Service Provider *
= Backup 5torage
@ ‘_\] The following are off-site backup repositories assigned to you by your service provider,
Servlier Braidkar Svailable cloud repositories:
Repositany Capacity AN Acceleration
Credential
redentt ABC Cormpary Cloud Repa... 100 GB Enabled

Replica Resources
Metwork Extension
Apply

Sumrmary

< Previaus Finish Cancel
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Step 5. Enumerate Cloud Replication Resources

At the Replica Resources step of the wizard, Veeam Backup & Replication will automatically enumerate
computing, storage and network resources provided to the tenant for processing tenant VM replicas. Replication
resources can be provided to the tenant in one of the following ways:

e Through hardware plans.

If you add the SP using credentials of a standalone tenant account, available replication resources will be
displayed in the Available hardware plans list.

Service Provider x

. Replica Resources
i ‘_\.J The following is the list of harduvare plans assigned to you by your service prowvider,

Sardes Brevddar Auszilable hardware plans:

Marne CPU Mermaory  Storage Metnearks Fublic IPs

Credential
recentia’s Whniare Silver 1000.. 1600GE Cloud Replica... 2 0

Backup Storage

Metwork Extension

Apply

Surnmary

< Prewious Finish Cancel
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Through organization VDCs.

If you add the SP using credentials of a VMware Cloud Director tenant account, available replication
resources will be displayed in the Available organization VDC list.

Service Provider

X
. Replica Resources
A
J =y

The following is the list of WD organizations assigned to you by wour service provider,

Serdee Brevdder Available organization VDC

Marne CPU Mermaory  Storage AN
Credentials .
TechCompamyOrg.. 649GHz 1257 GE *(4m) (200.00 GE) Disahled
Metwrork Extension
£pply
Surmrnary

< Prewious Finish Cancel

Enumeration of replication resources may take some time. Wait for the processing to complete and click Next.
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Step 6. Configure Network Extension Appliances

At the Network Extension step of the wizard, Veeam Backup & Replication will display network extension
appliance that will be deployed on the tenant side. This network extension appliance will be used for

establishing and maintaining connection between production VMs and VM replicas on the cloud host after
partial site failover.

In the Network extension appliances section of the Network Extension step of the wizard, you can view default
network extension settings, edit settings for the network extension appliance and add one or several network

extension appliances in case there are multiple IP networks in your production environment. To learn more, see
Network Extension Appliance.

NOTE

Consider the following.

e If you do not plan to perform partial site failover, you can remove the network extension appliance
from the Network extension appliances list and proceed to the next step of the wizard. In this case,
Veeam Backup & Replication will not deploy the network extension appliance on the source
virtualization host.

e If you add the SP using credentials of the VMware Cloud Director tenant account, and the SP uses an
NSX Edge Gateway or IPsec VPN connection to enable network access to your VM replicas after
failover, you do not need to deploy the network extension appliance. Click Remove next to the
Network extension appliances list, and then click Apply to proceed to the next step of the wizard.

The process of configuring the network extension appliance differs depending on the virtualization platform
whose VMs you want to replicate to the cloud: VMware vSphere or Microsoft Hyper-V.

e Configuring Network Extension Appliance for VMware vSphere

e Configuring Network Extension Appliance for Microsoft Hyper-V

Service Provider x

. Metwork Extension
N

I:J ‘_.\] Configure netwark extension appliances to enable partial site failover functionality.
Service Provider Metwork extension appliances:

} Marre IP address Sdd..,
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% Previous Apply Finish Cancel
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Configuring Network Extension Appliance for VMware vSphere

To configure the network extension appliance that will deployed on the source VMware vSphere host:
1. Open the Network Extension Appliance Configuration window. To do this, do one of the following:
o To configure a new network extension appliance, click Add.

o To edit settings of the extension appliance that is already in the Network extension appliances list,
select that network extension appliance and click Edit.

2. Inthe Network Extension Appliance Configuration window, in the Host section, click Choose and select
the host on which the network extension appliance must be deployed. That is the source host from which
your production VMs will be replicated to the cloud host.

3. In the Resource pool section, click Choose and select the resource pool in which the network extension
appliance VM must be placed.

4. Inthe Datastore section, click Choose and select the datastore on which to keep files of the network
extension appliance VM.

NOTE
You cannot deploy a network extension appliance on the following types of storage:

e VMware Virtual Volumes (VVol)
e Datastore Cluster

5. Inthe Network section, click Choose and select the virtual switch to which production VMs on the source
host are connected.
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6. Specify the IP addressing settings for the appliance.

o To assign an IP address automatically in case there is a DHCP server in your network, make sure that
the Obtain automatically value is displayed in the IPv4 address and IPv6 address fields.

o To manually assign a specific IP address to the appliance, click Configure and specify network settings
for the appliance. For details, see Specifying Network Settings.

7. Click OK.
| Service Prowider ] ] ] - x
| Metwwork Extension Appliance Configuration >
| —— Metwork Ext
7 N .
@ ) Configure net  copfiguration
Specify host, resource pool, datastore and network settings for netnark
extension appliance Whi,
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Resource poal:
Backup Storage |Backup | Choose..
Rernowve
Replica Resources Datastore:
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MNetworktenson |
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IPwE address: Obtain automatically
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Ok Cancel
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Configuring Network Extension Appliance for Microsoft Hyper-V

To configure the network extension appliance that will deployed on the source Microsoft Hyper-V host:
1. Open the Network Extension Appliance Configuration window. To do this, do one of the following:
o To configure a new network extension appliance, click Add.

o To edit settings of the extension appliance that is already in the Network extension appliances list,
select that network extension appliance and click Edit.

2. Inthe Network Extension Appliance Configuration window, in the Host section, click Choose and select
the host on which the network extension appliance must be deployed. That is the source host from which
your production VMs will be replicated to the cloud host.

3. Inthe Folder section, click Choose and specify the path to the folder on the storage to keep files of the
network extension appliance VM.

4. Inthe Network section, click Choose and select the virtual switch to which production VMs on the source
host are connected.

5. Inthe VLAN ID field, specify the VLAN ID of the network on the selected virtual switch to which VMs that
you plan to replicate are connected.
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6. Specify the IP addressing settings for the appliance.

o To assign an IP address automatically in case there is a DHCP server in your network, make sure that
the Obtain automatically value is displayed in the IPv4 address and IPv6 address fields.

o To manually assign a specific IP address to the appliance, click Configure and specify network settings
for the appliance. For details, see Specifying Network Settings.

7. Click OK.
Service Provider ] ] ] - x
Metwwork Extension Appliance Configuration >
. Metwork Ext
7 N .
I,J ~.| Configure netl o oo uration
Specify host, folder and netwaork settings for netoark extension appliance Wi,
Host:
Service Provider |h M techlocal | =
Wl tech.oca [a]=51-1 Add
Credentials Folder:
|C:\\-’eeamCIOudC0nnect\ | EhEEEz
Backup Storage
Metwark: Rernowve
Replica Resources |Inte| | EhEEs .
Apply
Summary IPwd address: Obtain automatically
IPwE address: Obtain automatically
sion
Ok Cancel
ish Cancel

Specifying Network Settings

To specify network settings for the network extension appliance:
1. In the Network Extension Appliance Configuration window, click Configure.
2. To manually assign a specific IPv4 address to the appliance, do the following:
a. On the IPv4 tab, make sure that the Enable IPv4 interface check box is selected.

b. Select the Use the following IP address option and specify the following network settings:

= |P address
= Subnet mask
= Default gateway

Alternatively, if you want to assign an IPv4 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv4 tab.

If you do not want the network extension appliance to use an IPv4 address, clear the Enable IPv4 interface
check box.
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3. If you want to assign an IPv6 address to the appliance, do the following:
a. Click the IPv6 tab.
b. Make sure that the Enable IPv6 interface check box is selected.

c. Select the Use the following IP address option and specify the following network settings:

= [P address
= Subnet mask (prefix length)
= Default gateway

Alternatively, if you want to assign an IPv6 address automatically, make sure that the Obtain an IP address
automatically option is selected on the IPv6 tab.

If you do not want the network extension appliance to use an IPv6 address, clear the Enable IPv6 interface

check box.
4. Click OK.
Service Provider x
Metwwork Extension Appliance Configuration >
. Metwork Ext
I;/ N Configure net Configuration
. J

Specify host, resource pool, datastore and network settings for netnark
extension appliance Wh,

Service Provider t

H
MNetwark Settings X Add..,
Credentials E :|
ZEe—
Backup Storage IE IPva | IBvE :|
Enable IPv4 interface
Replica Resources Da . .
IE (O Obtain an IP address automatically :|
_ " ® Usethe following IP address
[
IP address: 172 . 17 . 52 . 12
Apply E | | ]
Subnet mask: | 255 . 255 . 254 . O |
Surmrmary
IR Default gateway: | w2 . 17 . 52 . 1 | ]
IP
[ ok ] concel |
_sion
Ok | | Cancel

ish Cancel

g
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Step 7. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will save information about resources available
from your SP and deploy the specified number of network extension appliances on your production host. Wait
for the required operations to complete and click Next to continue.

Service Provider *
— Apply
I‘,J \] Flease wait while settings are being saved to the configuration database,
Service Provider Log:
) hlessage Duration
Credentizls (0 Saving service provider :02:35
Backup Storage 0 Saving cloud resources 00002
(0 Saving network extension appliances 20219
Replica Resources ) Deplaying appliance 172.24.31.67 _xjxds 00212
() Pracessing network settings for 172,24,31.67_ogxls quBEs

etwork Extension

Sumrmary

< Previaus Finish Cancel
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Step 8. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of SP adding.
1. Review the configuration information on the added SP.

2. Click Finish to exit the wizard.

Service Provider

. Summary
.J \_l\] Rewiewy the results, and click Finish to exit the wizard,

Service Provider
Credentials
Backup Storage

Replica Resources

Surnrmarg

Mew service pravider 172,24.31.67 has been added successfully,
Available cloud resources:
Clowud repositories:
Cloud repository: ABC Company Cloud Repository, Quota: 100,00 GB, WAN Acceleration: Enabled

Replica resources:

Cloud host: Whaware Silver, CPU: 10,00 GHz, Mermone: 16,00 GB, MNetwork count: 2, WiddM
acceleration: Enabled

Datastores: Cloud Replicas 300,00 GB

Huost info: Whlware wCenter server 7.0.2

etwork Extension

Spply

< Previaus Mext =

Cancel
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Changing Password for Tenant Account

You can change the password for the tenant account whose credentials you obtained from the SP.

This operation is performed by the tenant in the tenant Veeam Backup & Replication console.

NOTE

You cannot change the password for a VMware Cloud Director tenant account. For such accounts,
passwords are managed by the SP in VMware Cloud Director.

To change a password for the tenant account:

1.

In the tenant Veeam Backup & Replication console, from the main menu, select Credentials and Passwords
> Cloud Credentials.

2. In the Manage Cloud Credentials window, select the user name of the tenant account whose password you
want to change and click Edit.
3. Veeam Backup & Replication will display a notification informing that tenant credentials are currently used
to connect to the SP. In the notification window, click Yes.
4. In the Credentials window, in the Password field, enter a new password for the tenant account and click
OK.
To view the entered password, you can click and hold the eye icon on the right of the field.
5. Inthe Current Password field, enter the current password of the tenant account and click OK.
6. In the Manage Cloud Credentials window, click OK.
Manage Cloud Credentials x
- Manage Cloud Credentials
CemEﬁoaa Use this dialog to centrally manage all public cloud accounts and their passwords.
Account Credentials = Bl
A ABCC Edit..
Usernarne: | ABC Company |
- Remove
E & Password: | sessssssss) ) |
Description:
ABC Company
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Managing Subtenant Accounts on Tenant Side

To provide subtenants with individual storage quotas on the cloud repository, you must register a subtenant
account for each subtenant. Typically, the procedure of subtenant accounts registration is performed by the
tenant on the tenant Veeam backup server. The SP can also manage subtenant accounts for the specific tenant.
To learn more, see Managing Subtenant Accounts on SP Side.

You can perform the following operations with subtenant accounts:
e Add a subtenant account for a standalone tenant account.
e Add a subtenant account for a VMware Cloud Director tenant account.
e Edit a subtenant account.

e Remove a subtenant account.

Creating Subtenant Account for Standalone Tenant

Typically, the procedure of subtenant accounts registration is performed by the tenant on the tenant Veeam
backup server.

When you create a subtenant account, remember to save a user name and password for the created subtenant
account. You must pass this data to the end user who will use the subtenant account. When configuring a
Veeam Agent backup job targeted at the cloud repository, the user must enter the user name and password for
the subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account, check the following prerequisites:

e You must be connected to the SP whose cloud repository you want to expose to subtenants. When you
create a subtenant account, you can allocate storage quota only on those cloud repositories that are
provided to your tenant account by the SP.

e You can allocate only one storage quota per subtenant account. To provide a user with multiple quotas on
the same or different cloud repositories, you must create different subtenant accounts for the same user.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.

2. In the Subtenant Quotas window, click Add.

Veeam Backup and Replication

Cloud Connect

X S E Qe

Add  Edit Remove Manage Manage  Set  Rescan
Provider Provider Provider  Subtenants Gateways Location

Manage Service Providers Manage Settings
Backup Infrastructure Q) Type in an object name to search for
B Backup Prosies Name Subtenant Quotas %
= Backup Repositaries £ 172,24.31.67
= PLE? = Subtenant Quotas
Y

External Repositaries e
® Uses this dislog to centrally manage quotas For subbenants. By creating subtenants, you can sscurely share your single Vesam Cloud
P Connect subscription between multiple departments or end users,
=

53 Seale-out Repasitories
£ WAN Accelerators

A2 Senvi
Ezewgeim\”dm Nane Type Cloud repository Friendly name  Quota Free Description Add
2 uregacky -
> @M dg A¥srldte.  Managed ABC Compan..  srl2techloc..  Unlimited  Unlimited  Subtenant cr.. i
ISR A9User01  Standslone  ABC Compan.. User01Backups Unlimited  Unlimited  Created by S..
ASUserQ2  Standalone  ABC Compan..  User02 Backups Unlimited  Unlimited  Created by S.. Remove
@ Home
E'-
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Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining

1 Service Provider selected
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Step 2. Specify Subtenant Settings

At the Account step of the wizard, specify settings for the created subtenant account:

1. In the Username field, specify a name for the created subtenant account. The user name must meet the
following requirements:

o The maximum length of the user name is 128 characters. It is recommended that you create short user
names to avoid problems with long paths to backup files on the cloud repository.

o The user name may contain space characters.

o The user name must not contain the following characters: , \/: *2\"<>|=; @ as well as Unicode
characters.

o The user name must not end with the period character [.].

2. In the Password field, provide the password for the subtenant account. You can enter your own password
or click the Generate new link at the bottom of the field. In the latter case, Veeam Backup & Replication
will generate a safe password. To get a copy the generated password, click the Copy to clipboard link at
the bottom of the window.

3. Inthe Description field, specify a description for the created subtenant account.

4. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

Mew subtenant x

e Account
|\_‘\I Create agent subtenant account and password,
P-4
()

— Usernarne: |F'CUser0'I |

Quotas Passwrord: |.o.oo.o... |

Generate new

Sumrna ey
b Deseription: ABC Company PC user

] Subtenant is disabled

< Previous Finish Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

5.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.

ews subtenant *

I Quotas
.\_\l Azzigh one or more backup repository quotas to the subtenant,
P -
=

Account Available user quotas:

Surmrmary
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.

1. Click the Copy to clipboard link to copy information about the created subtenant account: user name,
password, cloud repository and quota. You must send the copied information to a user on the tenant side
so that they can use the created subtenant account to configure a backup job targeted at the cloud
repository.

2. Click Finish to exit the wizard.

Mews subtenant X
I Summary

.f\:| ou can copy the configuration information below for future reference.
P -
=

Account SUmmary:

PC User 01 was successfully created,
Quotas

Copy to clipboard

% Previous Mext = Cancel
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Creating Subtenant Account for VMware Cloud Director
Tenant

Typically, the procedure of subtenant accounts registration is performed by the tenant on the tenant Veeam
backup server.

After you create a subtenant account, pass the user name of the created account to your subtenant. When
configuring a backup job targeted at the cloud repository, the subtenant must enter the user name for the
subtenant account to connect to the SP backup server.

Before You Begin

Before you add a new subtenant account, check the following prerequisites:

e You must be connected to the SP whose cloud repository you want to expose to subtenants. When you
create a subtenant account, you can allocate storage quota only on those cloud repositories that are
provided to your tenant account by the SP.

e You can allocate only one storage quota per subtenant account. To provide a user with multiple quotas on
the same or different cloud repositories, you must create different subtenant accounts for the same user.

e The Cloud Director user account that you plan use as a subtenant account must be created for the
organization in VMware Cloud Director.
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Step 1. Launch New Subtenant Wizard

To launch the New subtenant wizard:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.

2. In the Subtenant Quotas window, click Add.
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Step 2. Select Cloud Director User

At the Cloud Director User step of the wizard, specify settings for the created subtenant account:

1. Click Add next to the Username field and select a user account of a VMware Cloud Director organization to
which you want to allocate a quota on the cloud repository. The user account must be created in advance
by the SP in VMware Cloud Director.

2. Inthe Description field, specify a description for the created subtenant account.

3. If you want the subtenant account to be created in the disabled state, select the Subtenant is disabled
check box. In this case, Veeam Backup & Replication will create the subtenant account, but the subtenant
will not be able to connect to the SP and create backups on the cloud repository.

Mew subtenant

I Cloud Director User
.\_\l Specify Widiare Cloud Director user account,
-
IS

(B peRer B sermarme: [userz | [

Quotas Description: ¢, ted by SRYI3\Administrator at 8/29/2022 7:00 PM.

Surmrmary

[] Subtenant s disabled

% Previous Mext = Finish Cancel
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Step 3. Allocate Subtenant Quota

At the Quotas step of the wizard, specify subtenant quota settings for the created account. You can assign to
the subtenant tenant a single quota on a cloud repository assigned to the tenant account.

To assign a subtenant quota:

1.
2.

5.

Click Add on the right of the Available user quotas list.

In the Subtenant Quota window, in the Name field, enter a friendly name for the subtenant quota. The
name you enter will be displayed at the subtenant's side.

In the Repository field, select a cloud repository whose space resources must be allocated to the
subtenant.

By default, Veeam Backup & Replication allows subtenants to use an entire quota on the cloud repository
assigned to the tenant. If you want to limit the amount of storage space that the subtenant can use on the
cloud repository, in the Quota section, select Limit size to and specify the necessary subtenant quota.

When you consider limiting the subtenant quota, remember to allocate the sufficient amount of storage
space for the subtenant. The subtenant quota must comprise the amount of disk space used to store a
chain of backup files plus additional space required for performing the backup chain transform operation.
Generally, to perform the transform operation, Veeam Backup & Replication requires the amount of disk
space equal to the size of a full backup file.

Click OK.

ews subtenant *
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of subtenant account registration.
1. Review the information about the added subtenant account.

2. Click Finish to exit the wizard.

Mews subtenant X
I Summary
.f\'jn ou can copy the configuration information below for future reference.
P -
Cloud Director User SUmmary:
liser02 was successfully created,
Quotas

% Previous Mext = Cancel
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Editing Subtenant Account

You can edit settings of created subtenant accounts. For example, you may want to reallocate storage quota for
the subtenant, change password for the subtenant account of a standalone tenant account, disable or enable
the subtenant account.

NOTE
Mind the following:

e You cannot change a user name for the subtenant account.
e If you open the Subtenant Quotas window from the Backup Repositories node, you cannot select a
cloud repository on which to allocate storage quota for the edited subtenant account.

To edit settings of a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.
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2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Edit.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.
b. Click the Start search button on the left or press [ENTER].

3. In the Edit subtenant wizard, edit subtenant account settings as required.

Subtenant Quotas x

Subtenant Quotas

Use this dialag ko centrally manage quotas For subtenants, By creating subtenants, vou can securely share vour single Veear Cloud
Connect subscription between multiple departments or end users,
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Deleting Subtenant Account

You can delete a subtenant account that you created at any time, for example, if the subtenant no longer uses
resources of the cloud repository.

When you delete a subtenant account, Veeam Backup & Replication disables this account and removes it. The
subtenant account is removed permanently. You cannot undo this operation.

Subtenant's backup data remain intact on the cloud repository. You can delete subtenant backup data manually
later if needed.

NOTE

You cannot delete managed subtenant accounts — subtenant accounts created automatically by Veeam
Backup & Replication in the Veeam Agent management scenario.

To delete a subtenant account:
1. Open the Subtenant Quotas window in one of the following ways:

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, select
the cloud repository in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Backup Repositories node in the inventory pane, right-
click the cloud repository in the working area and select Manage subtenants.

o Open the Backup Infrastructure view. Click the Service Providers node in the inventory pane, select
the service provider in the working area and click Manage Subtenants on the ribbon.

o Open the Backup Infrastructure view, click the Service Providers node in the inventory pane, right-
click the service provider in the working area and select Manage subtenants.
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2. Inthe Subtenant Quotas window, select the necessary subtenant account and click Remove.

To quickly find the necessary subtenant account, use the search field at the bottom of the Subtenant
Quotas window:

a. Enter the user name of the subtenant account or a part of it in the search field.

b. Click the Start search button on the left or press [ENTER].

Subtenant Quotas

Subtenant Quotas

Use this dialag ko centrally manage quotas For subtenants, By creating subtenants, vou can securely share vour single Veear Cloud
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Managing Network Extension Appliance

You can perform the following operations with the tenant-side network extension appliance:
e Manage network extension appliance credentials

e Redeploy a network extension appliance

Managing Credentials

Veeam Backup & Replication connects to the network extension appliance using service credentials —
credentials for the root account on the Linux-based network extension appliance VM. You can use these
credentials to log on to the network extension appliance VM. This may be useful if you need to configure the
network extension appliance manually, for example, for troubleshooting reasons.

It is recommended that you change the password in the service credentials record before connecting to the SP
and deploying network extension appliances. You can change the password using the Credentials Manager.

NOTE

If you change the password after the network extension appliance is deployed, you will need to redeploy
the network extension appliance. To learn more, see Redeploying Network Extension Appliance.

To change a password for the root account of network extension appliance VMs:
1. From the main menu, select Credentials and Passwords > Datacenter Credentials.
2. Select the Tenant-side network extension appliance credentials record and click Edit.

3. Veeam Backup & Replication will display a warning notifying that you will need to redeploy existent
network extension appliances after you change the password. Click Yes to confirm your intention.

4. Inthe Password field, enter a password for the root account. To view the entered password, click and hold
the eye icon on the right of the Password field.

The specified password will be assigned to the root account of every network extension appliance VM that
will be deployed on the source virtualization host.
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5. In the Description field, if necessary, change the default description for the edited credentials record.

6. Click OK to save the specified password.

Manage Credentials

Manage Credentials
?k Use this dialog to centrally manage all user accounts and their passwords.

>

Account Credentials x AL
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Redeploying Network Extension Appliance

You can redeploy the network extension appliance on the source host. This may be necessary when the network
extension appliance becomes inoperative or when you change the password in the network extension appliance
credentials record after one or several appliances are already deployed.

To redeploy the network extension appliance:
1. Open the Backup Infrastructure view.
In the inventory pane, click Service Providers.

In the working area, right-click the necessary service provider and select Properties.

ENEWIN

At the Network extension step of the Service Provider wizard, in the Network extension appliances
section, select the network extension appliance and click Remove.

5. If you deployed several network extension appliances on the source host and need to redeploy these
appliances after changing the password, repeat step 3 for every appliance in the Network extension
appliances list.

6. Click Add and configure the new network extension appliance as required. To learn more, see Configuring
Network Extension Appliance.

7. Proceed to the Summary step of the wizard and click Finish to exit the wizard.
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Provider Provider Provider Subtenants Gateways Location

Manage Service Providers Manage Settings
Backup Infrastructure Q) Type in an object name to search for
B Backup Proxies Marne * Service Provider X
= Backup Repositaries £5172,24.31.67 . Network Extension
I External Repositories A ‘*«‘ Configure netwark extension appliances to enable partial site failover functionality.
51 Seale-out Repositories —
£5 WAN Accelerators
72 S el Service Provider Metwork extension appliances:
> (4 SureBackup Name IP address Add...
Credentials
> (L1 Managed Servers 4 [T3172.24.31.67_mavvuk e tech.local) Bl
Bl S Y Network Obtain automatically (IPud)
F M Network Obtsin autamatically (IPvE) Rernove
Replica Resources
Lpply
Sumrmary
A Home
E@ Inventary
Metwork extension appliances will be used during partial site failover to preserve
(5 Backup Infrastructure network communication with failed over Vs, You must add one network extension
= P appliance per production [P netwark,
(% Fies -
< Previous Apply Finish Cancel
EE,:,; Histary

1 Service Provider selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining
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Managing Default Gateways

After full site failover, Veeam Backup & Replication uses the network extension appliance on the cloud host as a
default gateway between a VM replica network and external networks. To route traffic that goes to and from
VM replicas, the network extension appliance uses network settings of the default gateway in the production
VM network.

During the first run of the replication job targeted at the cloud host, Veeam Backup & Replication detects
network settings of replicated VMs and automatically saves information about default gateways that are used in
every detected production network. You can check and, if necessary, edit default gateway settings in the Veeam
Backup & Replication console. The specified settings will be used by the network extension appliance after
failover.

When you specify the default gateway, Veeam Backup & Replication saves its settings in the Veeam Backup &
Replication database on the SP side. After full site failover, Veeam Backup & Replication assigns the specified
default gateway settings to the network extension appliance on the cloud host. As a result, VM replicas on the
cloud host communicate to the internet in the same way as VMs in the production site.

Network extension appliance can also route traffic between several networks provided for VM replicas through
the same hardware plan.

To manage default gateways:
1. Open the Backup Infrastructure view.
2. Inthe inventory pane, click the Service Providers node.

3. Inthe working area, select the service provider and click Manage Gateways on the ribbon or right-click the
service provider and select Manage default gateways.

4. In the Default Gateways window, select the virtual cloud network provided for your VM replicas through
the hardware plan and click Edit.

Default Gateways X
Default gateways:
Cloud Network T IP Network Default Gateway | Edit |
Viiware Silver network 1 (internet) IPvd MNone Mone
WMware Silver network 1 (internet) IPvE None Maone
WViware Silver network 1 IPvd 172.17.52.0/23 172.17.52.1
Whware Silver network 1 IPv6 MNone MNone

Route traffic between these networks

Routing is only possible between netwarks belonging to the same hardware plan,

OK Cancel
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5. [For IPv4 networks] In the IPv4 Default Gateway window, specify the IP address of the default gateway
that is used in your production site and subnet mask of the production network, and click OK.

Default Gateways

Default gateways:

Cloud Network T

Whware Silver networ|

Whiware Silver network 1 (internet) IPvd  None

YWhiware Silver networf1 L=t S Y S

VMware Silver networ| IPvd Default Gateway

IP Metwork Default Gateway
MNone
Bl
>
Default gateway: |‘|T2. 17 . 5% . 1 |
Subnet rmask: | 255 . 255 . 254 . 0 |
IP metwork 172.17.52.0/23
o

Route traffic between these networks

Routing is anly possible between netwarks belonging to the same hardware plan,

6.

Default Gateways

Default gateways:

Cloud Metwark

Whware Gold networ

IP Network

Wiiware Gold network 1 (internet) [Pud Mone

VMware Gold network 1 -fimtamnasi IMhi Rl

Default Gateway

VMware Gold networl

Maone
Bl
IPvE Default Gateway *
Pretwork: | 2007:db8: |
Prefix lenght:
Default gateway: ‘ fedl:l ‘
o

Route traffic between these networks

Routing is only possible between netwarks belonging to the same hardware plan,

ps

Edit

Cancel

[For IPv6 networks] In the IPv6 Default Gateway window, specify the production IPv6 network, prefix
length and IP address of the default gateway, and click OK.

Edit..

Cancel

7. Select the Route traffic between these networks option if the SP subscribed you to a hardware plan with
several networks available to your VM replicas and you want Veeam Backup & Replication to route traffic

between these networks. This may be useful if your production site runs multiple interdependent VMs
connected to several networks.

8. Click OK.
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Configuring Source WAN Accelerators

To optimize VM traffic going to the Veeam Cloud Connect infrastructure during the backup copy and replication
jobs, the SP and tenants can configure WAN accelerators on their sides.

WAN accelerators in the Veeam Cloud Connect infrastructure must be configured in the following way:

e The source WAN accelerator is configured on the tenant side. Every tenant who plans to work with the
cloud repository and cloud hosts using WAN accelerators must configure at least one WAN accelerator on
their side.

e The target WAN accelerator is configured on the SP side.

When the SP creates a tenant account, the SP can define if the tenant should be able to utilize a WAN
accelerator deployed on the SP side. As soon as you connect to the SP, Veeam Backup & Replication retrieves
the following information to identify if cloud resources available to you can or cannot use WAN acceleration:

e Information about all quotas on cloud repositories assigned to you by the SP
e Information about all cloud hosts provided to you by the SP through hardware plans

If the cloud repository and/or cloud host can use WAN acceleration, you can configure a source WAN accelerator
on your side and create backup copy and/or replication jobs that will work using WAN accelerators.

Mew Replication lob X

Data Transfer
Choose how VM data should be transferred to the target site.

MNarme When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locally in both sites to allow for direct access to storage,

Virtual Machines Source proxy:

- | Automatic selection | Choose..,

Destination
Target prosy:

Lletaak | Service provider's proxy | Choose..

Job Settings ) Direct

_ Best for local and off-site replication over fast links,

(®) Through built-in WAN accelerators

Seeding Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator

| srvl2 (ABC Company WAN Accelerator) ~

Guest Processing

Schedule Target WAN accelerator

Summary

< Previous Mext = Finish Cancel

The configuration process for WAN accelerators in the Veeam Cloud Connect infrastructure is the same as the
configuration process in a regular Veeam backup infrastructure. To learn more, see the Adding WAN
Accelerators section in Veeam Backup & Replication User Guide.
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Viewing Cloud Hosts

After tenant connects to the SP, cloud hosts provided to the tenant appear in the tenant Veeam backup console.

To view the available cloud hosts:
1. Open the Backup Infrastructure view.

2. Intheinventory panel, expand the Managed Servers node.

o Cloud hosts provided to the tenant through a VMware vSphere hardware plan are displayed under the
VMware vSphere > VMware Cloud Hosts node.

o Cloud hosts provided to the tenant through a Microsoft Hyper-V hardware plan are displayed under
the Microsoft Hyper-V > Hyper-V Cloud Hosts node.

o Cloud hosts provided to the tenant through a VMware Cloud Director organization VDC are displayed
under the VMware Cloud Director > VMware Cloud Director Cloud Hosts node.

If the tenant has set up the Veeam Cloud Connect Replication infrastructure, they can configure replication jobs
targeted at the cloud host.

If the SP and tenant have set up the CDP infrastructure, the tenant can configure CDP policies targeted at a
VMware vSphere cloud host or VMware Cloud Director cloud host.

Veeam Backup and Replication

Manage Server Toals

Backup Infrastructure Q Type in an sbject name to search for

Description

B Backup Proxies Marne T Type
El 172,04.91.67

£ Backup Repositories El Whware Gold Cloud (¥Mware)

sternal Repositories
51 Seale-out Repositories
£ WAN Accelerators
£ Service Providers
> (4 SureBackup
4 (Z1Managed Servers
4 {3 YMware vSphere
> ERE vCenter Servers
b YMware Cloud Hosts
4 25 YMuare Cloud Director
[ WMware Cloud Director Cloud Hasts
4 [ Microsoft Hyper-y
[ standalone Hosts
Ft= Hyper-¥ Cloud Hosts
[ Microsoft Windows

A Home

E'-
@J Inventary

1353 Beckup Infrastructure

@ Files
g Hisory

s remaining

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires:
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Using Cloud Repositories

After you have set up the Veeam Cloud Connect infrastructure, you can proceed to performing data protection
and disaster recovery tasks using the cloud repository.
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Performing Backup

You can perform the following data protection tasks with the cloud repository in Veeam Backup & Replication:
e VM backup
e VMware Cloud Director backup (for VMware vSphere platform)
e Veeam Agent backup

e Backup copy (To a cloud repository only. Backup copy from a cloud repository is not supported.)

Creating VM Backup Jobs

In Veeam Backup & Replication, backup is a job-driven process. To back up VMs, you must configure a backup
job. The backup job defines how, where and when to back up VM data. One job can be used to process one or
several VMs.

Veeam Backup & Replication backs up a VM image as a whole: it copies VM data at a block level unlike
traditional backup tools that process guest OS files separately. Veeam Backup & Replication retrieves VM data
from the source storage, compresses and deduplicates it and writes to the backup repository in Veeam's
proprietary format. You can use the image-level backup for all types of data restore scenarios: restore a full VM,
VM guest OS files and folders, VM files and VM virtual disks (for VMware VMs only) from the backup file.

Veeam Backup & Replication conducts both full and incremental backup. During the first run of a backup job,
Veeam Backup & Replication creates a full VM backup (VBK). All subsequent job cycles produce incremental
backups: VIB if forward incremental backup is used or VRB if reversed incremental backup is used. The number
of increments kept on disk depends on retention policy settings.

NOTE

This section describes only basic steps that you must take to create a VM backup job targeted at a cloud
repository. To get a detailed description of all backup job settings, see the Creating Backup Jobs section in
the Veeam Backup & Replication User Guide.
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To create a backup job:

1. On the Home tab, click Backup Job and select Virtual machine > VMware vSphere or Virtual machine >
Microsoft Hyper-V.

2. At the Name step of the wizard, specify a name and description for the backup job.

Wew Backup Job X

Name
- m Type in a name and description for this backup job.

| Fileserver Backup

Virtual Machines

Description:
Storage Daily job for fileserver
Guest Processing
Schedule
Summary
[] High priority

Backup infrastructure rescurces are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

< Previous MNext = Finish
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3. At the Virtual Machines step of the wizard, click Add and select VMs and VM containers that you want to
back up. To quickly find the necessary object, use the search field at the bottom of the Add Objects

window.
Mewr Backup Job Add Objects b4 x
Virtual Machi =
sl Machines| et obects oE®E €S | |
- Select virtual mach i ion that automatically
m changesasyouad| | 4 @ Hosts and Clusters -
4 Eﬁ veenter(1.techlocal
. 4 E|§| Prague
ame 4 E esx(1.techlocal Add
|'—__'|—_| 172.24.30.226_35c99y Remove
Storage (53 172.24.31.67_g5z7ma
(91 172,24.31.67_sinmu7
Guest Processing 191 172.24.31.67 _xjx2s CElEIES
[
¥ appsrv0l
Schedule 159 desktop03 + Up
{0 filesn01
Summary 5y filesrv02 L0
(50 filesrv03
¥ filesrv0d
E? srvl2
=
¥ srvl3
-
E? srvl4 Recalculate
O smvidi2
-
G sn15 - Total size:
. . 0B
‘-*-V Type in an object name to search for Q‘
o] o |
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4. If you want to exclude VMs from the VM container or back up only specific VM disks, click Exclusions and
specify what objects you want to exclude.

5. At the Storage step of the wizard, from the Backup repository list, select the cloud repository to which
you plan to store the backup file.

6. In the Retention policy field, specify how many restore points you want to keep on the cloud repository.
To do this, in the Retention policy field, specify the number of restore points or the number of days for
which you want to store backup files on the cloud repository. If you want to use the GFS (Grandfather-
Father-Son) retention scheme, you can also specify how weekly, monthly and yearly full backups must be
retained.

Mew Backup Job X

Storage

- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and custemize advanced job settings if required.

Name Backup pros:

| Automatic selection Choose..

Wirtual Machines
Backup repository:

| Stersse ] [45c Company Clova Repostory (Cloud repoitony) :

Guest Processing = 100 GE free of 100 GB Map backup
Retention palicy:| 7 > restore points v
Schedule g Y| = || a | o
[] Keep certain full backups longer for archival purposes Configure...
Summary

Advanced job settings include backup mode, compression and deduplication, block

size, notification settings, automated post-job activity and other settings. vance

< Previous Mext = Finish Cancel
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7. Click Advanced.

8. On the Backup tab, select what type of the backup chain you want to create: forward incremental or
reverse incremental. You can also choose to periodically create synthetic full backups (for the forward
incremental backup method only) and active full backups.

NOTE

The reverse incremental backup method is not recommended for backup jobs targeted at the cloud
repository. The process of a full backup file rebuild requires higher 1/0 load. This may impact the
backup job performance, especially in case of low bandwidth or high latency network connection
between the tenant side and SP side. To learn more, see Veeam Backup & Replication Best Practices.

Agvanced Settings X
Mew Backup Job Backup | Maintenance | Storage | Motifications | vaphere | Integration | Scripts | .
Storage Backup mode
= m Eﬁeqf}; Pre () Reverse incremental (slower) p files produced by
5ok an Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent WM state,
Name ® Incremental (recommended)

Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random /0 performance.
Create synthetic full backups periodically on:

Active full backup

Virtual Machines

| Map backup
fuestfrocessng [] Create active full backups periodically on:
Schedule saturday LConfigure.
Configure...
Summary

Advanced...

b b m
el ]
Vv
m =
I I ':
o
o

Cancel

Save As Default OK | | Cancel |
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9. To encrypt the resulting backup file on the cloud repository, on the Storage tab, select the Enable backup
file encryption check box. From the Password field, select a password that you want to use to encrypt the
backup file. If you have not created a password beforehand, click Add or use the Manage passwords link to

specify a new password.

Mewr Backup Job
Storage

Specify proj
this job an

MName
Wirtual Machines
Guest Processing

Schedule

Summary

Advanced Settings X

| Backup | Maintenance| Storage | Motifications | vSphere | Integration | Scripts |

Data reduction
Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)

Cormpression lewel:

]
Optimal compression provides for best compression to performance ratio, and
lowest backup proxy CPU usage,

| Optimal (recommended)

Storage optimization:

| Local target

¥ |

Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.
Encryption

Enable backup file encryption
Passwaord:

| My password (Last edited: less than a day age) w || Addl... |

1. Loss protection disabled Manage passwords

Save As Default

| | Cancel |

p files produced by

| e |
E—

Map backup

Configure...

:

Cancel
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10. To create a transactionally consistent backup of VMs, at the Guest Processing step of the wizard, select
the Enable application-aware processing check box.

11. Click Add next to the Guest OS credentials list and specify credentials for a user account with local
administrator privileges on the VM guest OS. By default, Veeam Backup & Replication uses the same
credentials for all VMs added to the job. If some VM requires a different user account, click Credentials
and enter custom credentials for the necessary VM.

Mew Backup Job X
Guest Processing
- m Cheoose guest O35 processing options available for running VMs,
Name Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the O3 to perform required application restore steps upon first boot.
Custamize application handling options for individual machines and applications | Applications...

Storage Enable guest file system indexing

_ Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is opticnal, and is not required to perform instant file level recoveries.
Schedul Custornize advanced guest file systern indexing options for individual machines Indexing...
chedule

Guest interaction prosxe:

Summary
‘ | Automatic selection | Choose...

Guest OF credentials:

| 4 techywilliam.fox (tech\william fox, last edited: 56 days ago) ~ | Add...
Manage accounts
Custornize quest 05 credentials for individual machines and operating systems Credentials...
Werify network connectivity and credentials for each machine included in the job Test Mow
< Previous MNext = Finish Cancel

12. Click Applications, select the necessary VM and click Edit. On the General tab, in the Applications section,
specify the VSS behavior scenario:

o Select Require successful processing if you want Veeam Backup & Replication to stop the backup
process if any VSS errors occur.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if VSS errors occur. This option is recommended to guarantee completion of the job. The created
backup image will not be transactionally consistent, but crash consistent.

o Select Disable application processing if you do not want to enable quiescence for the VM at all.

13. [For Microsoft SQL, Oracle and PostgreSQL VMs] In the VSS Settings section, specify how Veeam Backup &
Replication must handle database logs:

o Select Process transaction logs with this job if you want Veeam Backup & Replication to handle
Microsoft SQL Server transaction logs or Oracle archived logs. With this option enabled, Veeam
Backup & Replication will offer a choice of log processing options on the SQL and Oracle tabs.

o Select Perform copy only if you use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected VM. The
copy-only backup preserves a chain of full/differential backup files and transaction logs. To learn
more, see Microsoft Docs.
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NOTE

1. Configure a backup job targeted at a regular backup repository.

2. Configure a backup copy job targeted at a cloud repository. In the properties of the backup
copy job, select the Immediate copy option, select the job created at the step 1 as a source
backup job and enable the Include database transaction log backups option. For details, see
Creating Backup Copy Jobs.

Mewr Backup Job
Guest Pro|
- m Choose gu
Applicati
Mame Specify g
Object
Wirtual Ma E? fila
Storage
Schedule
Summary

Processing Settings

General |SQL | Oracle | PostgreSOL | Exclusions | Scripts

Applications

Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the 05 to perform
required application restore steps upon first boot.

®) Require successful processing (recommended)

(O Try application processing, but ignore failures

(O Disable application processing

W3S Settings
Cheoose whether this job should process transaction legs upon successful
backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
Server, and other applications that support Microsoft V55,
(® Process transaction logs with this job (recommended)
() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing uses a non-persistent runtime
process, Deploying a persistent agent removes the security and port
requirements of the automatic runtime process injection.

[] Use persistent guest agent

OK Cancel

You cannot enable log backup options in the properties of a backup job targeted at the cloud
repository. For Microsoft SQL Server, you can enable transaction log truncation options only. For
Oracle, you can choose whether to delete archived logs.

If you want to store database log backups in the cloud repository, you can do the following:

ssing, and

lications...

dual files.

dexing..

hoose...

Add...

dentials...

st Mow
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14. At the Schedule step of the wizard, select the Run the job automatically check box and specify the
necessary scheduling settings for the job. If you do not select this check box, you will have to run the
backup job manually to create a backup file in the cloud.

Mew Backup Job X

Schedule
- m Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Mame Run the job automatically
@ Daily atthis time: | 10:00 PM 7 || Everyday v || Days.
Wirtual Machines =
(O Monthly at this time: Month..
Storage
J O Periodically every: Schedule...
Guest Processing O After this job:

Retry failed items processing: times

Wait before each retry attermpt for minutes

Backup window

Summary

[] Terminate job if it exceeds allowed backup window Window...

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Finish Cancel

15. At the Summary step of the wizard, select the Run the job when | click Finish check box if you want to
start the created job right after you complete working with the wizard.

16. Click Finish.
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Creating VMware Cloud Director Backup Jobs

VMware Cloud Director backup is practically the same as a regular VM backup. The VMware Cloud Director
backup job aggregates main settings for the backup task and defines when, what, how and where to back up.

You can perform the VMware Cloud Director backup job for single VMs and for VM containers, that, in terms of
VMware Cloud Director, are the following:

e VApp

e Organization VDC

e Organization

e VMware Cloud Director instance

Just like a regular backup job, the VMware Cloud Director backup job can be scheduled or run manually.

Creating Veeam Agent Backup Jobs

Veeam Backup & Replication lets you create a Veeam Agent backup job targeted at a cloud repository. You can
use the Veeam backup console to create Veeam Agent backup jobs of the following types:

e Veeam Agent backup job managed by the backup server
e  Backup policy, or Veeam Agent backup job managed by Veeam Agent

Before you configure a Veeam Agent backup job, you must deploy Veeam Agent on computers whose data you
want to back up. To learn more, see the Working with Protection Groups section in the Veeam Agent
Management Guide.

NOTE
Consider the following:

e This section describes the procedure of creating a backup job for Veeam Agent managed by Veeam
Backup & Replication. For information about how to create a backup job for Veeam Agent operating
in the standalone mode, see the Creating Backup Jobs section in the Veeam Agent for Microsoft
Windows User Guide.

e This section describes only basic steps that you must take to create a Veeam Agent backup job
targeted at a cloud repository. To get a detailed description of all Veeam Agent backup job settings,
see the Creating Veeam Agent Backup Jobs section in the Veeam Agent Management Guide.

e The procedure of configuring a Veeam Agent backup job differs depending on the type of machines
that the job will process: Microsoft Windows machines, Linux machines or Mac machines. Backup of
IBM AIX machines and Oracle Solaris machines to a cloud repository is not supported. This section
describes the procedure for a backup job that includes Microsoft Windows machines; however, the
description focuses on the steps that are identical for all supported types of machines.

e For backup to a cloud repository in the Veeam Agent management scenario, Veeam Backup &
Replication uses managed subtenant accounts. For more information, see the Managed Subtenant
Account section in this guide and the Backup to Veeam Cloud Connect Repository section in the
Veeam Agent Management Guide.
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To create a Veeam Agent backup job:
1. On the Home tab, click Backup Job and select Windows computer or Linux computer.
2. At the Job Mode step of the New Agent Backup Job wizard, specify protection settings for the backup job:

a. In the Type field, select the type of protected computers whose data you want to back up with Veeam
Agents: Workstation, Serveror Failover cluster.

NOTE

The Failover cluster option is not available for backup jobs that include Linux computers.

b. If you selected the Server option in the Type field, in the Mode field, select the job mode:

= Managed by backup server — select this option if you want to configure the Veeam Agent
backup job managed by the backup server. The backup job will run on the backup server in the
similar way as a regular job for VM data backup.

= Managed by agent — select this option if you want to configure the backup policy. The backup
policy acts as a saved template that describes configuration of individual Veeam Agent backup
jobs that run on protected computers.

NOTE

The Managed by backup server option is not available for backup jobs that include Mac
computers.

Wew Sgent Backup lab X

I -

) Workstation
@) Server

() Failowver cluster

Job Mode
Specify protected computer type and backup agent management mode,

Marre
Computers

Backup Mode

Mode:
Storage
(® Managed by backup server

Weearn backup server schedules and executes backups on the protected computers. This mode is
recommended for always-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the sarme data center,

Guest Processing

Schedule
(O Managed by agent
Surnmary Weearn backup server deploys the protection policy to all agents, houwever the job iz managed by the
agent itzelf, Thiz mode is recommended forworkstations and servers located in rernote sites with poor
connectivity to the main data center,

< Previous Finizh Cancel
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3. At the Name step of the wizard, specify a name and description for the backup job.

Mewr Agent Backup Job

Job Mode

Name

Computers
Backup Mode
Storage

Guest Processing
Schedule

Surnmary

Type in a narme and description for this agent backup job,

MNarme:

Description:

Backup job for Microsoft Windows servers

[] High pricrity
Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs sensitive to
the start tirne, or jobs with strict RPO requirerments,

< Prewious Finizh Cancel
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4. At the Computers step of the wizard, click Add and select one or more protection groups or individual
computers whose data you want to back up. To quickly find the necessary object, use the search field at
the bottom of the Select Objects window.

Mewr &gent Backup Job *

Computers Select Objects bat

= Select protection grd ok scope that automatically
updates the list of p Select objects:

~ . Protected computers

Jabb Rioek > g2 Windows Servers

Add...
Marne

Rermowe
Backup Mode
Storage
Guest Processing + Up
Schedule M
Surnrmary

|-*-' Type in an objsct name to search for Q ‘

| Ok || Cancel |

| < Previaus || Text = | Finish
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5. At the Backup Mode step of the wizard, select the backup mode. You can select one of the following
options:

o Entire computer — select this option if you want to create a backup of the entire computer image.
When you restore data from such backup, you will be able to recover the entire computer image as
well as data on specific computer volumes: files, folders, application data and so on.

o Volume level backup — select this option if you want to create a backup of specific computer volumes,
for example, all volumes except the system one. When you restore data from such backup, you will be
able to recover data on these volumes only: files, folders, application data and so on.

o File level backup — select this option if you want to create a backup of individual folders on your
computer.

MWew Sgent Backup Job X

Backup Mode
Choose what data you want to back up from selected cormputers,

lob Mode (O Entire computer

Back up entire computer image for fast recovery on any level, Deleted, termporary and page files are
Marme autormatically excluded from the image to reduce the backup size,
Computers
Backup Made (®) Yolume level backup

Back up images of specified wolurnes, for exarmple only data wolurmes, Deleted, ternporary and page files
Objects are automatically excluded from the image to reduce the backup size.
Storage () File level backup [slower]

Back up selected files and directories only, This mode still produces an image-based backup, but anly
Guest Processing with protected file systerm objects included in the image.
Schedule
Surnrmary

£ Previous Cancel
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6. If you chose the Volume level backup or File level backup option at the Backup Mode step of the wizard,
at the Objects step of the wizard, specify the backup scope for the Veeam Agent backup job.

o For volume-Llevel backup, specify what volumes you want to include in the backup. You can include in
the backup operating system data or specific volumes. You can also include in the backup all volumes
except for the volume that contains operating system data or selected volumes.

Meww Sgent Backup lob X
Objects
. Specify objects to include in the backup,
lob Mode (®) Backup the following valurmes anly:
Marme Ohject Add...
=10:
Dy Edit...
Computers =05 volume
Remowve
Backup Mode
Storage
Guest Pracessing (O Backup all volures except the following:
Schedule Object add...
Edit..,
Surnmary
Rernowe
< Prewvious Mext > Finish Cancel
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o For file-level backup, specify what folders with files or entire volumes you want to include in the
backup. You can include in the backup operating system data, personal files or specific folders or

volumes.

Meww Agent Backup Job
Objects

]
]
lob Mode
Marne
Computers
Backup Mode
Storage
Guest Processing
Schedule

Surnmary

Specify objects youwould like to include in the backup,

Objects to backup:
[] Operating systern
[] Persanal files

Include: Desktop, Docurments, Pictures, Wideo, busic, Favaorites, Downloads, Other files at Choose,.,
The following file systern objects:
Add Object X Add..,
Waolurme name ar path to a directony: Edit...
|D:\Reports| | Rernoe

Exompier CUsers

oK | | Cancel |

To specify file exclusion settings, click Advanced

< Prewious | | [ext = Finish

416 | Veeam Cloud Connect | Administrator Guide




7. [For a backup policy] If you selected the Managed by agent option at the Job Mode step of the wizard, at
the Destination step of the wizard, select the Veeam Cloud Connect repository option.

NOTE

If you selected the Managed by backup server option at the Job Mode step of the wizard, this step
will not be displayed. You will immediately proceed to the Storage step of the wizard.

Wew Sgent Backup lob X

Destination
Choose where you want to backup data to,

lob Mode (O Local storage
Chaoose this option to back up to a locally attached storage device such as USE, Firewire or e 58TA, external
Marme hard drive, Backing up to internal hard drives is not recommended,

() Shared folder

Chaoose this option to back up to an ShB (CIFS) share on a Metwork Sttached Storage (WAS) device, oron
a regular file server,

Computers

Backup Mode
() Yeeam backup repository

Objects Chaoose this option to back up to a backup repositony managed by Veeam Backup & Replication 10or
later serser,

Destination .
(®) Yeeam Cloud Connect repository

Starage Choose this option to back up to a cloud repositony managed by Weearm Cloud Connect serdice provider,

Backup Cache
Guest Processing
Schedule

Surmrnary

£ Previous Cancel
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8. At the Storage step of the wizard, from the Backup repository list, select the cloud repository to which
you plan to store backup files.

9. Specify how many restore points you want to keep on the cloud repository. To do this, in the Retention
policy field, specify the number of restore points or the number of days for which you want to store
backup files on the cloud repository. If you want to use the GFS (Grandfather-Father-Son) retention
scheme, you can also specify how weekly, monthly and yearly full backups must be retained.

o For a backup job managed by the backup server:

Meww Sgent Backup Job X
Storage
. Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required,
lob kode Backup repositary:
ABC Company Cloud Repositary (Cloud repositon) v
Marme —
= 57.8GB free of 100 GB hap backup
Computers

Retention policy: |7 | [restare points

Backup hode
[ Keep certain full backups longer for archival purposes

Ohjects
Storage [] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape, We recormmend to make at
Guest Processing least one copy of your backups to a different storage device thatis located off-site,
Schedule
Surnmary

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

< Previous Cancel

Advanced..,
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o For a backup policy:

Meww Agent Backup Job

Storage

lob Mode

Marne
Computers
Backup hode
Ohjects
Destination
Storage

Backup Cache
Guest Processing
Schedule

Surnmary

Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required,

Backup repository:
ABC Company Cloud Repositary (Cloud repositon) v

= 57.8GE free of 100 GB
Retention palicy: |7 | [restare points

[ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape, We recormmend to make at
least one copy of your backups to a different storage device thatis located off-site,

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

< Previous Cancel

Advanced..,
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10. Click Advanced.

1.

To encrypt the resulting backup file on the cloud repository, on the Storage tab, select the Enable backup
file encryption check box. From the Password field, select a password that you want to use to encrypt the
backup file. If you have not created a password beforehand, click Add or use the Manage passwords link to

specify a new password.

Storage
Specify a backup

lob Mode

Marne
Computers
Backup Mode
Ohjects

Storage

Guest Processing
Schedule

Summary

Advanced Settings

Backup Maintenance Storage  Motifications  Integration  Scripts

Data reduction

Compression level:

Optirnal {recormmended) w

Optimal compression provides for best compression to perfarmance ratio,
and lowest backup prowy CPU usage,

Storage optimization:

Local target ~

Best performance at the cost of lower dedupe ratio and larger incrermental
backups, Recommmended for backup to local and direct-attached storage,

Encryption
Enable backup file encryption
Passward:
by passweord (Last edited: 4 days aga) - Add..,
Loss protection enabled Manage passwords

Sawe As Default Cancel

settings if required.

L

Map backup

ammend to make at
e

Cancel
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12. [For a backup policy] If you want to enable the backup cache for the backup policy, at the Backup Cache
step of the wizard, specify backup cache settings.

NOTE

If you selected the Managed by backup server option at the Job Mode step of the wizard, this step
will not be displayed. You will immediately proceed to the next step of the wizard.

Wew Sgent Backup lob X

Backup Cache
Local backup cache allowes backups to continue on schedule even if rermote backup target is ternporarily unavailable,

lob Mode Enable backup cache

Whenever a connection to the backup target cannot be established, the cache folder will be used instead.
Marme Cached backups are uploaded to the target as soon as it becormes reachable,

Maximum size: 10 2 | GE v
Computers

Location:

Backup Mode (®) Automatic selection {recornmended)

e will pick a suitable wolurme with most free disk space available on every protected machine.
Objects

(O Manual selection (specified volurne rmust exist on every rmachine)
Destination

Storage

Backup Cache

Guest Processing

Schedule

Surmrnary

£ Previous Cancel
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13. If you selected the Server or Failover cluster option at the Job Mode step of the wizard, you can enable
application-aware processing settings at the Guest Processing step of the wizard. Available guest 0OS
processing settings differ for backup jobs that process Microsoft Windows machines and backup jobs for
Linux machines.

Mew Agent Backup lob X

Guest Processing
Choose application processing options,

lob Mode Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
Mame configures the 05 to perforim required application restore steps upon first boot,

Customize application handling options for individual machines and applications Bpplications..
Computers

Enable guest file system indexing

Backup Mode Creates catalog of quest files to enable browsing, searching and 1-click restores of individual files.

Indexing is optional, and is not required to perform instant file lewvel recoveries,
Ohjects

Custornize acvanced guest file systerm indexing options for individual machines Indexing..,
Storage
Guest Processing

Schedule

Surnmary

< Prewious Cancel
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14. At the Schedule step of the wizard, specify the schedule according to which you want to perform backup:

o If you selected the Server or Failover cluster option at the Job Mode step of the wizard, select the
Run the job automatically check box and specify the necessary scheduling settings for the job. If you
do not select this check box, you will have to run the backup job manually to create a backup file in
the cloud.

Meww Sgent Backup lob X

Schedule
Specify the scheduling options to distribute to backup agents on hosts under this policy

lob Mode Rurn the job autormatically
® Daily at this time: 10:00 PR 1| |Bveryday -
Marne
(O Monthly at this tire:  [10:00 PR + | Fourth Saturday
Computers
() Periodically every: 1 Hours
Backup Mode L . .
(O After this job: DB Backup (Daily backup job for DB)
Objects Avtormatic retry
Retry failed iterns processing: 3 2 tirmes

Storage
Wait before each retry attemptfor 10 12 minutes

Guest Processing Back ind
ackup window

Schedule [ Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be terminated to
Surnmary prevent snapshot commit during production hours,

< Previous Apply Cancel
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o If you selected the Workstation option at the Job Mode step of the wizard, you can specify time and
days when the backup job must start, as well as settings for events that trigger the backup job launch.

Mew Agent Backup Job X

Schedule
Specify the scheduling options, If wou do not set the schedule, the job will need to be controlled manually,

lob Mode Periodically
Wie will weake wour computers from sleep to take a backup unless the connected standby powver model is
Marre enabled, Mormally, this model is only enabled on mobile dewvices, such as tablets,
Cormputers Daily at 10:00 P 5| | Eweryday w
i isti Skip back ~

Backup Mode If cormputer is powered off at this time Ip packup

. Once backup is taken, computer should | EKeep running -
Ohjects

At the following events

Destination [ Lock
Storage O Lag off

[] When backup target is connected
Backup Cache

Schedule

-
2 7| hours

Surnmary

< Prewious Apnply Cancel

15. [For a backup job managed by the backup server] At the Summary step of the wizard, select the Run the
job when | click Finish check box if you want to start the created job right after you complete working with
the wizard.

16. Click Finish.
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Creating Backup Copy Jobs

To follow the 3-2-1 backup best practice, you can configure a backup copy job and target it at the cloud
repository. Backup copy jobs allow you to create several instances of the same backup file in different locations,
onsite or offsite. For example, you can configure a backup job to create a VM backup on the local backup
repository, and use the backup copy job to copy the created VM backup from the local backup repository to the
cloud repository.

To learn more about backup copy in the Veeam Cloud Connect Backup scenario, see Backup Copy to Cloud
Repository.

NOTE

This section describes only basic steps that you must take to create a backup copy job. To get a detailed
description of all backup copy job settings, see the Creating Backup Copy Jobs section in the Veeam
Backup & Replication User Guide.

To create a backup copy job:
1. On the Home tab, click Backup Copy.

2. Atthe Job step of the wizard, specify a name and description for the backup copy job and select the
backup copy mode:

o Select Immediate copy to copy new restore points and, if required, database log backups as soon as
they appear in the source backup repository.

o Select Periodic copy to copy the most recent restore points according to a specified schedule.

MWew Backup Copy lob X

_:w_ Job

Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
data. Type in a name and description for the job, and specify backup copy interval,

| DB Backup Copy

Objects
Description:
Target Daily backup copy job for DB backup
Data Transfer
Schedule
Summary Copy mode:

® Immediate copy (mirroring)
Copies every restore point as soon as it appears in the primary backup repository. This mode will
copy all backups created by selected backup jobs, including transaction log backups.

(O Periodic copy (pruning)
Periadically copies the latest available restore point only. This mode also allows for selecting
which backups to process, enabling you to further reduce bandwidth usage.

< Previous Mext = Finish Cancel
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3. At the Objects step of the wizard, specify what data Veeam Backup & Replication will copy to the cloud
repository.

o Click Add and select From jobs to select backup jobs that contain VMs or physical machines whose
restore points you want to copy from the local backup repository to the cloud repository.

To quickly find the necessary object, use the search field at the bottom of the Select Jobs window.

o Click Add and select From repositories to select backup repositories that contain backups of VMs or
physical machines that you want to copy to the cloud repository.

To quickly find the necessary object, use the search field at the bottom of the Select Repository
window.

4. [For the immediate copy mode] If you enabled database log backup for the source backup jobs and want
to copy log backups to the cloud repository, select the Include database transaction log backups check

box.
MWew Backup Copy lob X
w Objects
l_-——l Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and
transaction log backups.
Job Objects to process:
MName Type Size Add...
_ ':?l} DB Backup VMware Backup Job  20.0 GB Remove
Target
Data Transfer
Exclusions...
Schedule
Summary
Recalculate
Total size:
20.0 GB
Include database transaction log backups (increases bandwidth usage)
< Previous MNext > Finish Cancel
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5. If you want to exclude specific VMs from a backup job or backup repository added to the job, click
Exclusions and specify what objects you want to exclude.

6. At the Target step of the wizard, from the Backup repository list, select the cloud repository to which you
want to copy the backup.

7. To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer
for archival purposes check box and click Configure. In the Configure GFS window, define when to create
full backups for archival purposes and how long to keep these backups.

It is recommended that you enable GFS retention settings for the backup copy job if the SP has enabled
the deleted backups protection option in the properties of your tenant account. This way, Veeam Backup
& Replication will be able to protect backups created by the job against an attack when a hacker reduces
the job's retention policy and creates a few incremental backups to remove backed-up data from the
backup chain.

If you do not enable GFS retention settings for the backup copy job, the job will complete with a warning.
In the job statistics window, Veeam Backup & Replication will display a notification advising to use the GFS
retention scheme for the job.

MWew Backup Copy lob X

Target

l_-——ll Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You
can use map backup functionality to seed backup files.

Job Backup repository:
| ABC Company Cloud Repasitory (Cloud repository) w
Objects = 573 GB free of 100 GB Map backup
_ Retention policy:| T > | | restore points v
Data Transfer Keep certain full backups longer for archival purposes Configure...

GF5 retention policy is not configured

Schedule [] Read the entire restore point from source backup instead of synthesizing it from increments

Summary

Advanced settings include health check and compact schedule, netifications settings,

and automated post-job activity options. Advanced...

< Previous Mext = Finish Cancel
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8. To encrypt the resulting backup file on the cloud repository, click Advanced. On the Storage tab, select
the Enable backup file encryption check box. From the Password field, select a password that you want to
use to encrypt the backup file. If you have not created a password beforehand, click Add or use the
Manage passwords link to specify a new password.

Advanced Settings X
Mewr Backup Copy lob ; ; L 5 bt
| Maintenance | Storage | RPO Monitor | Notifications | Scripts | Advanced
Target
__w_ a9 Data reduction
Specify thy prfull backups. You
- Can use m. Enable inline data deduplication (recommended)
Compression lewvel:
Job |Aut0 (recommended) v |
Use this option to keep the existing compression level, w
Objects
Encryption Lo Tlisg

_ Enable backup file encryption
Passwword:
DEE T | My password (Last edited: 4 days ago) W || Add... |

Schedule () Loss protection enabled Manage passwords

t from increments

Summary

.
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9. At the Data Transfer step of the wizard, specify a data transfer path for the backup copy job:
o If the cloud repository does not use WAN accelerators, select Direct.

o If the cloud repository uses WAN accelerators, select Through built-in WAN accelerators. In the
Source WAN accelerator field, select the WAN accelerator that you have configured on your side.

Mew Backup Capy lob *

_w_ Data Transfer

Choose how object data should be transferred from source to target backup repository.

Job ) Direct
Object data will be sent directly from source to target repository. This mede is recommended for
Objects copying backups on-site, and off-sitz over a fast connection.

(® Through built-in WAN accelerators
Target Object data will be sent to target repository through WAN accelerators that must be deployed in

_ both source and target sites, This mode provides for significant bandwidth savings,

Source VAN accelerator:

Schedule | srvl2 (ABC Company WAN Accelerator) hd

Summary Target WA accelerator

< Previous Mext = Finish Cancel
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10. At the Schedule step of the wizard, specify schedule settings for the backup copy job.

o [For the immediate copy mode] Define the time span in which the backup copy job must not transport
data over the network. You can use this option, for example, to disable the backup copy job during
production hours to avoid producing workload on the production environment.

Mew Backup Copy Job >

Schedule

l—-——ll Specify the backup copy job schedule,

Job This job can transfer data:

O Any time (continucusly)
Ohbjects

(® During the following time periods only:
Target ( e -
Data Transfer Al Mone 12 2 4 6 8 10 12 2 4 6 g 10 12

1 El 5 T 9 11 1 El 5 T 9 11
Cseede

o | | [ ]
Summary Monday llll llll

Tuesday

Wednesday

Thursday

Friday

Saturday

B Enabled Disabled
< Previous Apply Finish Cancel
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o [For the periodic copy mode] Select the Run the job automatically check box and specify the
necessary scheduling settings for the job. If you do not select this check box, you will have to run the
backup copy job manually to create a copy of your data in the cloud.

MNew Backup Copy lob >

Schedule

l—-——ll Specify the backup copy job schedule,

Job Run the job automatically
(®) Daily at this time: 10:00 PM C || Everyday hd Days..
Ohbjects
() Monthly at this time: Months..
Target
= (O Periadically every: Schedule...
Data Transfer O After this job:

Retry failed items processing: times

Summary
Wait before each retry attemnpt for: | 100 | minutes
Backup window
[ ] Terminate the job outside of the allowed backup window Window...

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous Apply Finish Cancel

11. At the Summary step of the wizard, select the Enable the job when | click Finish check box (for the
immediate copy mode) or Run the job when I click Finish check box (for the periodic copy mode) if you
want to start the created job right after you complete working with the wizard.

12. Click Finish.
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Performing Restore

You can perform the following data recovery tasks with backups that reside the cloud repository:

e Restore:

(@]

(@]

(@]

o

Entire VM restore

VMware Cloud Director restore (for VMware vSphere platform)

VM files restore

VM disks restore (for VMware vSphere platform)

VM guest OS files restore (Microsoft Windows FS only. Multi-OS restore is not supported.)
Application items restore

Volume restore (for Veeam Agent backups)

Disk export (for Veeam Agent backups)

Guest OS files restore (for Veeam Agent backups)

e Backup export

e File copy (manual operations)

NOTE

Consider the following:

If you allowed the SP to manage the tenant backup server, the SP can use the SP backup console to
perform instant recovery from tenant backups. To learn more, see Performing Instant Recovery from
Tenant Backups.

If you create Veeam Agent backups in the cloud repository, you can also restore data from such
backups using Veeam Recovery Media. To learn more, see the Restoring from Veeam Recovery
Medlia sections in the Veeam Agent for Microsoft Windows User Guide and Veeam Agent for Linux
User Guide.

Backups created on the cloud repository are displayed under the Backups > Cloud node in the inventory pane of
the Home view.
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Backups created by Veeam Agent operating in the standalone mode are displayed under the Agents node in the
working area of the Backups > Cloud node.

Veeam Backup and Replication

Home

T I C Il T TS S | x
=] D E‘J =

Entire Virtual Export VM Guest Application = A v

VM Disks Disks Files Files~ Items -

Export Delete
b Backup from Disk

Restore Restare to Cloud Actions
Home Q) Type in an object name to search for
. Job MName T Creation Time Restare Points Repository Platforrm
. E Backups > [ Agents
& Disk 4 % Fileserver Backup 1/22/2023 10:00 P ABC Company Cloud Repositary Yhdwrare
[
. Cloud il ile= 03 Instant racovery v J ; ;
¥, Claud (Orphaned) > = Server Backup P ABC Company Cloud Repositary Windows
> B Replicas > S Workstation Backup IS (R o ABC Company Cloud Repositary Windows
4 Last 24 Hours [/ Restore entire WM.,
& Restore virtual disks...
il Restore M files..
© Restore quest files v [57 Microsoft Windews %J
! Restore application iterns 3 Linux and other...

Restare ta Amazon EC2..
Restare ta Microsoft Azure..
Restare ta Google CE..

WMowe backup..
Capy backup..
Expart content as virtual disks...

Harne

Expart backup...
Delete from disk

ol [

E'I
@:! Inventary

(33 Beckup Infrastructure

(51 Fites
(a3 History
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Performing Entire VM Restore

You can restore one VM or several VMs from the backup, both to the original location or to a new location. A VM
can be recovered to the latest state or to any good to know point in time.

NOTE

This section describes only basic steps that you must take to restore the VM. To get a detailed description
of all settings of the restore process, see the Restoring Entire VM section in the Veeam Backup &

Replication User Guide.

To restore one or several VMs from the backup:

1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore entire VM.

3. At the Virtual Machines step of the wizard, select the VM in the list, click Point on the right and select the
necessary restore point.

Entire Whd Restore x

Yirtual Machines
Select vittual machines to be restored. You can add individual vittual machines from backup files, or containers from live
environment {containers will be automatically expanded into plain Wi list),

‘Q Type in 2 VM nome for instant (ookup

Restare hode

Marne Size Festore point Add...
Secure Restore =
i filesre03d 283 GB  lessthan a day ago (12:45 P, Faint
Feason
Rernoee
Surnmary

< Previous Finish Cancel
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4. At the Restore Mode step of the wizard, choose to restore the VM to its original location or to a new
location.

5. [For VM restore to the original location] Select the Quick rollback check box if you want to use
incremental restore for the VM. Veeam Backup & Replication will query CBT to get data blocks that are
necessary to revert the VM to an earlier point in time, and will restore only these data blocks from the
backup. Incremental restore significantly reduces the restore time and has little impact on the production
environment.

Entire WM Restore x

Restore Mode
ER Specify whether selected Wivls should be restored back to the original location, or to a new location or with different settings,

Wirtual Machines () Restore to the original location
Quickly initiate the restore of selected WM to its original location, with the original narme and

_ settings, This option minimizes the chance of user input error,

Haost (@ Restore to a new location, or with different settings
Custornize the restored Wh location, and change its settings, The wizard will automatically populate

Posauies Foel all controls weith the original Wk settings as the defaults,

Datastore Pick prowy to wse
Falder

Metwark

Secure Restore

Reason

Summary
CQuick rollback (restore changed blocks anly)

Allows for quick WM recowvery in case of quest O3 software problern, or user error, Do not use this
option when recovering from disaster caused by hardweare or storage issue, or power loss,

< Prewious Finish Cancel
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6. If you have selected to restore the VM to another location, at the next steps of the wizard, define the
host, resource pool, datastore and folder to which the VM must be restored and specify to which
network(s) the VM must be connected.

7. If you want to scan VM data with antivirus software before restoring the VM to the production
environment, at the Secure Restore step of the wizard, specify secure restore settings.

Entire Whd Restore x

Secure Restore
Scan the selected backup for malware, such as computer viruses or ransornware, prior to performing the restore, This requires a
cormpatible antivirus installed on the mount server specified for the corresponding backup repositone,

Wirtual Machines Scan the restored rmachine for malware prior to performing the recovery

The machine wou are about to restare will be scanned by antivirus software installed on the mount
Restore hode server to prevent a tisk of bringing malware into wour environment,
Host If rnalivare is found:

(® Proceed with recovery but disable network adapters
Resource Poal () Abort VM recovery
Datastore | Scan_the ertire |.mage - .

Continue scanning rermaining files after the first makaare has been found,

Folder
Metwark

Secure Restare
Feason

Surnrmary

< Previous Cancel

8. At the Reason step of the wizard, specify the reason for restoring the VM.

Entire WM Restore it
Reason
Type in the reason for performing this restore operation, This information will be logged in the restore sessions history for later
reference,

Wirtual Machines Restore reason:

Restoring a failed served
Restore Mode

Host

Resource Poal
Datastore
Folder
Metwork
Secure Restore
Reason

Surnmary

[ Do not sho rre this page again

< Previous Cancel
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9. At the Summary step of the wizard, select the Power on target VM after restoring check box if necessary.

10. Click Finish.

Performing Restore of VMware Cloud Director VMs
The VMware Cloud Director VM restore is practically the same as a regular VM restore. You can restore separate
VMs to vApps, as well as VM data.

For restore, Veeam Backup & Replication uses VM metadata saved to a backup file and restores specific VM
attributes. As a result, you get a fully-functioning VM in VMware Cloud Director, do not need to import the
restored VM to VMware Cloud Director and adjust the settings manually.

Backed up objects can be restored to the same VMware Cloud Director hierarchy or to a different Cloud Director
environment. For restore or Cloud Director objects from the cloud repository, the following options are
supported:

e Full restore for vApps and VMs
e Restore of VM disks

e Restore of VM files

e Guest OS file-level restore for VMs (Microsoft Windows FS only. Multi-OS restore is not supported.)
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Restoring VM Files

You can restore specific VM files from the backup: VMDK, VMX and others (for VMware VMs) and VHD/VHDX,
XML and others for Microsoft Hyper-V VMs. This scenario can be used, for example, if one of your VM files is
missing or is corrupted and you need to bring it back.

VM files can be recovered to the latest state or to any good to know point in time. You can restore them to the
original location or to a new location.

NOTE

This section describes only basic steps that you must take to restore VM files. To get a detailed description
of all settings of the restore process, see the Restoring VM Files section in the Veeam Backup & Replication

User Guide.

To restore VM files:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore VM files.

3. At the Restore Point step of the wizard, select the necessary restore point.

Wirtual Machine Files Restore

Restore Point
Select the restore point to restore WA from,

Wirtual Machine Whi narne: filesrvD3 Original host: 172.24.16.41

| Resorepome M B

Auszilable restare points:

Destination Created Type

Reason (_@ less than a day ago (12:45 PM Thursday 1/26/2023) Increment
Q—G less than a day ago (1017 PM Wednesday 1/25/2023) Increment

Surnrary (:@1 day ago (1017 PR Tuesday 1/2442023) Increment
Q—G 2 days ago (10:34 PM Monday 1/23/2023) Increment
(f5 3 days ago (1011 PR Sunday 1/22/2023) Full

< Previous Finish Cancel
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4. At the Destination step of the wizard, select the server to which you want to restore the VM files.

5. Specify a path to a folder on the selected host where VM files must be restored, for example:
C:\backup\restored.

6. Inthe VM files to restore section, select a check box next to the necessary VM files.

Wirtual Machine Files Restore X
Destination
Choose server and folder where WhA files should be restored, and pick files to restore,
Wirtual Machine Servert
srel2 tech.local ~ Details

Restare Point
Path to folder:

_ |C:\hackup\restored || Browse...

Reason Whd files to restare:

Surnrmary Marme Size Select All
filesreQ3emx 34 KB Clear A
filesreQ3 it RN
filesreQ3.rewram 8.5 KB
filesreQ3wmdk o9 B
filesreQ3-flatwrmdk 50GE

< Previous Text = Finish Cancel

7. At the Reason step of the wizard, specify the reason for future reference and click Next.

8. At the Summary step of the wizard, click Finish to restore the VM files.
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Restoring VM Disks

You can restore virtual hard disks of VMware VMs from the backup. The restored disks can be attached to the
original VM (for example, if you need to replace a corrupted disk) or mapped to any other VM.

NOTE

This section describes only basic steps that you must take to restore virtual disks of a VM. To get a detailed
description of all settings of the restore process, see the Restoring Virtual Disks section in the Veeam
Backup & Replication User Guide.

To restore virtual hard disks:

1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore virtual disks.

3. At the Restore Point step of the wizard, select the necessary restore point.

Wirtual Disk Restore

Restore Point
Select the desived restore point,

Wirtual Machine

| esorepom M I

Hivailable restore points:

Wi narme: filesrv03 Original host: 172.24.16.41

LI PR Created Type
Secure Restare Q—G less than a day ago (12:45 PM Thursday 1/26/2023) Increment
(_@ less than a day ago (10:17 PM Wednesday 1/25/2023) Increment
Reason Q51 day ago {10:11 PM Tuesday 1/24/2023) Increment
C@ 2 days ago (10:34 PR Monday 1/23,2023) Increment
il (55 3 days ago (10:11 PM Sunday 1/22/2023) Full

< Prewious Finish Cancel
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4. At the Disk Mapping step of the wizard, click Browse and select the VM to which the restored hard disks
must be attached.

5. Select check boxes next to the virtual hard disks that you want to restore.

6. To change the disk format, select the required option from the Restore disks list: same as on the original
VM, force thin or force thick.

7. Select the VM disk in the list and click Change. In the Virtual Disk Properties section, select a datastore
where the restored hard disk must be located and select a virtual device node.

o If you want to replace an existing virtual disk, select an occupied virtual node.

o If you want to attach the restored disk to the VM as a new drive, select a node that is not yet
occupied.

8. [For hard disk restore to the original location and with original format] Select the Quick rollback check box
if you want to use incremental restore for the VM disk. Veeam Backup & Replication will query CBT to get
data blocks that are necessary to revert the VM disk to an earlier point in time, and will restore only these
data blocks from the backup. Incremental restore significantly reduces the restore time and has little
impact on the production environment.

Yirtual Disk Restore X

¢ Disk Mapping
Map wirtual disks from backup to virtual device nodes on target Wha,

Wirkual Machine Wirtual machine narne:
|fi|esrv03 Choose..,
Restare Point
Disk mapping:
_ Wirtual disk Wirtual Device M., Datastore Change..,
Sarune Resmme filesrel3ermdk SCEQ0 progtue s:01-dsdl
Reason
Surnrmary

Restored disk type:

Same as source ~

Cuick rollback {restore changed blocks anly)

Allowws for quick Wh recowvery in case of guest O3 software problem, or user error, Do not use this
option when recovering from dizaster caused by hardweare or storage issue, or power loss,

Pick proxy to use

< Previous Finish Cancel
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9. If you want to scan VM disk data with antivirus software before restoring VM disks to the production
environment, at the Secure Restore step of the wizard, specify secure restore settings.

irtual Disk Restore X

¢ Secure Restore
Scan the selected backup for rmaliare, such as computer viruses or ransorrware, prior to performing the restore, This requires a
_l compatible antivirus installed on the mount server specified for the corresponding backup repositary,

Wirtual Machine Scan the restored disk for malware prior to peforming the recowvery

The disk you are about to restore will be scanned by antivirus softweare installed on the mount sercer
Restore Point to prevent a risk of bringing rmalware into your ervironment,
Disk Mapping If malware is found:

(®) Proceed with recovery but do not attach infected disks to the target Whd
Secure Restore (O Abort disk recovery
Reason Il Scan.the ettire |.mage - .

Continue scanning rernaining files after the first malware has been found,

Surnrmary

< Previous Cancel

10. At the Reason step of the wizard, specify the reason for future reference.
11. At the Summary step of the wizard, select the Power on target VM after restoring check box if necessary.

12. Click Finish.
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Restoring VM Guest OS Files

You can restore individual Microsoft Windows guest OS files from backups of Microsoft Windows VMs.

During file-level recovery, Veeam Backup & Replication does not extract the VM image from the backup file.
Virtual disks files from the backup are published directly into the Veeam backup server file system with the help
of Veeam's proprietary driver. After VM disks are mounted, you can use the Veeam Backup Browser or Microsoft
Windows Explorer to copy necessary files and folders to the local machine drive, save them in a network shared
folder or point any applications to restored files and work with them as usual.

NOTE

This section describes only basic steps that you must take to restore VM guest OS files. To get a detailed
description of all settings of the restore process, see the Guest OS File Recovery section in the Veeam
Backup & Replication User Guide.

To restore VM guest OS files of a Microsoft Windows VM from the backup:

1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM in the backup job and select Restore guest files > Microsoft Windows.

3. At the Restore Point step of the wizard, select the necessary restore point.

File Lewel Restore

Restore Point
Select the restore point to restore gquest O3 files from.

_ Wh name:  filesrv03 Original host 172.24.16.41

Whd size:! 29.3GB

Reason
Auwailable restore points:

Summary Created Type Backup
C@Iess than a day ago (12:45 PR Thursda..,  Increment Fileserser Backup
(_@Iess than a day ago (1077 PR Wednes,.,  Increment Fileserver Backup
(’51 day ago (10:11 PM Tuesday 1/24/20...  Increment Fileserser Backup
(_@ 2 days ago (10:34 PM Monday 1723720, Increment Fileserser Backup
(_'-Fh 3 days ago (10:11 PM Sunday 1/22/20..  Full Fileserver Backup

< Previous Browse Cancel
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4. At the Reason step of the wizard, specify the reason for future reference.

5. Click Next and then click Browse to finish working with the File Level Restore wizard. Veeam Backup &
Replication will mount VM disks from the backup to the backup server file system, and display the Veeam
Backup Browser.

6. Inthe Veeam Backup Browser, Veeam Backup & Replication will display the file system tree of the VM.
Right-click the necessary file or folder and select the necessary option.

o Torestore a file or folder to its original location on the original VM:

= Select Restore > Overwrite if you want to overwrite the original file or folder on the VM guest
0S with the file or folder restored from the backup.

= Select Restore > Keep if you want to save a file or folder restored from the backup next to the
original file or folder. Veeam Backup & Replication will add the
_RESTORED_YYYYMMDD HHMMSS postfix to the original file or folder name and save the
restored file or folder in the same location where the original file or folder resides.

o Torestore a file or folder to another VM in the Veeam backup infrastructure:

= Select Restore to > Overwrite if you want to overwrite the file or folder on the VM guest OS with
the file or folder restored from the backup in case the file or folder with the same name resides
on the target VM.

= Select Restore to > Keep if you want to save a file or folder restored from the backup next to the
file or folder on the VM guest OS in case the file or folder with the same name resides on the
target VM. Veeam Backup & Replication will add the _RESTORED_YYYYMMDD HHMMSS postfix
to the original file or folder name and save the restored file or folder in the specified location.

If you select one of this options, select the target VM and target path for the restored file or folder,
and click OK.
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o Torestore to the original location only those files or folders that have changed on the original VM
since the restore point for the backup was created, select Compare > Compare. Then right-click the

file or folder and select one of the following options:

= Select Restore changed only > Overwrite if you want to overwrite the original file or folder on
the VM guest OS with the file or folder restored from the backup.

= Select Restore changed only > Keep if you want to save a file or folder restored from the backup

next to the original file or folder. Veeam Backup & Replication will add the
_RESTORED_YYYYMMDD HHMMSS postfix to the original file or folder name and save the

restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy to, specify a
path to the destination location and click OK.

To learn more, see the Finalize Restore section in the Veeam Backup & Replication User Guide.
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Restoring Application Items

You can use Veeam Explorers to restore application items from backups created in the cloud repository.

Veeam Backup & Replication lets you restore items of the following applications:

Microsoft Active Directory
Microsoft Exchange

Microsoft SharePoint

Microsoft SQL Server

Microsoft OneDrive for Business
Microsoft Teams

Oracle

PostgreSQL

For backups in the cloud repository created by backup jobs with guest processing options enabled, the
procedure of application-item restore does not differ from the regular one. To perform application-item restore,
do either of the following:

Open the Home view, in the inventory pane select Backups > Cloud. In the working area, select the
necessary machine and click Application Items > <Application>on the ribbon.

Open the Home view, in the inventory pane select Backups > Cloud. In the working area, right-click the
necessary machine and select Restore application items > <Application>.

Then follow instructions in the procedure for the required application. For details, see the Application Item
Restore section in the Veeam Backup & Replication User Guide.
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The list of available data recovery operations differs depending on what Veeam Explorer you use. To learn more,

see the Veeam Explorers User Guide.
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Restoring Volumes from Veeam Agent Backups

You can use Veeam Backup & Replication to restore a specific computer volume or all volumes from a volume-
level backup created with Veeam Agent for Microsoft Windows.

A volume can be restored to its original location or a new location. If you restore the volume to its original
location, Veeam Backup & Replication overwrites data on the original volume. If you restore the volume to a
new location, and the target disk contains any data, Veeam Backup & Replication overwrites data in the target
location with data retrieved from the backup.

NOTE

This section describes only basic steps that you must take to restore volumes from a Veeam Agent backup.
To get a detailed description of all settings of the volume restore process, see the Restoring Volumes
section in the Veeam Agent Management Guide.

To restore volumes from a Veeam Agent backup:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the Agents node in the working area, right-click
the necessary Veeam Agent backup and select Volume restore.

3. At the Restore Point step of the wizard, select the necessary restore point.

Walume Restore X

Restore Point
Select the desived restore point,

=N

Backup Computer narme: filesryd 3.tech.local

Rewrpom O OO

Hivailable restore points:

Disk Mapping Created Type
Secure Restare (}5 less than a day ago (11:01 PR Wednesday 1/25/20:23) Increment

(_@1 day ago {11:01 PM Tuesday 1,/24/2023) Increment
Reason (5 2 days ago (11:01 PM Monday 1/23/2023) Full
Surnrmary

< Previous Finish Cancel
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4. At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from
the backup to volumes on the target computer:

a. Click Choose next to the Destination hosts field and select the target machine where you want to
restore volumes. You can restore volumes only to machines that are added to the Veeam Backup &
Replication inventory and run Veeam Agent for Microsoft Windows operating in the managed mode.
To learn more, see the Creating Protection Groups section in the Veeam Agent Management Guide.

b. In the Disk mapping section, select check boxes next to volumes that you want to restore from the
backup. By default, Veeam Backup & Replication restores volumes to their initial location and maps
the restored volumes automatically. If the initial location is unavailable, Veeam Backup & Replication
offers to map volumes manually. You can also map volumes manually, for example, if you want to
map the restored volume to another computer disk. To do this, at the bottom of the window click the
Customize disk mapping link.

c. In the Disk Mapping window, specify how volumes must be restored. To do this, right-click the target
disk on the left and select the necessary disk layout:

= Apply Backup Layout — select this option if you want to apply to disk the settings that were
used on your computer at the moment when you performed backup.

= Apply Disk Layout — select this option if you want to apply to the current disk settings of
another disk.

= Erase — select this option if you want to discard the current disk settings.

Alternatively, you can right-click unallocated disk space in the disk area on the right and select what
volume from the backup you want to place on this computer disk.

If you want to change disk layout configured by Veeam Backup & Replication, right-click an
automatically mapped volume and select Remove. You will be able to use the released space for
mapping volumes in your own order.

Wolume Restore *
n Disk Mapping

Disk Mapping *

Map volumes from the backup to available dizks, You can manage disk layout, volumes or unallocated space by right-clicking the corresponding
object and selecting a required aperation from the shartcut menu, If you don® see same of your disks, you may heed o load a driver far your
hardware RAID contraller,

Diisks:

=1 Disk 0 I
100 GE System Reserved [C:)
Basic 350 MB MTFS 09,7 GB MTFS

Healthy (Systerm, Active, Pri | | Healthy (Boot, Prirmary Partition, PageFile)

= Disk 1 e

100 GB |E)
Basic Apply Backup Layout
| Apply Disk Layout 3 || Dizk 0 r\rj
Erase .

= Disk 2

200 GB (H:)

Easic 200 GEB MTFS w
M Existing wolume Restored volume [l Unallocated
M Extended wolume B Unknown partition Extended wolume free space Cancel

< Previous Cancel
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5. At the Disk Mapping step of the wizard, you can set the necessary size for the restored volumes. To do
this, right-click the volume in the Disk Mapping window and select Resize. In the Volume Resize window,
select the volume size unit and specify the desired size for the restored volume.

n Disk Mapping

Map wolumes fram the backup to available disks. You can manage disk layout, volurmes or unallocated space by right-clicking the caorresponding
object and selecting a required operation from the shorteot menn fwon don cee some of woue disks you may need to load a driver for wour

REHYEIR (A SEEIER Mew Wolume Wolurne Resize x
Disks:
S v —
100 GE System Reserved
Basic 350 MB NTFS Current valume size:
Healthy (Systern, Active, b ygimum volume size:
—_ Minimum volume size; 3122
= Disk 1 I
,,,,,,,,,,,,, =
100 GE “New Yolume (E:) 7 Desired volume size: 20000/ =
SRR ~
Basic SBGBNTES
:Healtyprima Partitio ﬂ You cannot shrink a volume beyond the
7 / ){ pointwhere any unmaowable blocks are
G
= Disk 2 I I
Qk Cancel
200 GB H ‘ | ok | ‘
Basic 200 GB MTFS v
W Existing wolume Restored volume MW Unallocated
B Extended wolume [l Unknown partition Extended wolume free space Cancel

< Previous Cancel

6. If you want to scan restored volume data with antivirus software before restoring volumes to the
production environment, at the Secure Restore step of the wizard, specify secure restore settings.

Walume Restaore X

Secure Restore
Scan the selected backup for rmalware, such as cormputer viruses or ransorrware, prior to performing the restore, This requires a
- * compatible antivirus installed on the mount server specified for the corresponding backup repositorg

Backup Scan the restored disk for malware prior to performing the recovery

The disk you are about to restore will be scanned by antivirus softweare installed on the mount sercer
Restore Point to prevent a risk of bringing rmaluware into your ervironment,
Disk Mapping €D Disk recovery will be aborted autamatically if a makaare is found,

[ Scan the entire image

Secure Restore Continue scanning rermaining files after the first makavare has been found,

Reason

Surnrmary

< Previous Cancel
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7. At the Reason step of the wizard, enter a reason for restoring computer volumes.

8. At the Summary step of the wizard, click Finish.

Exporting Disks from Veeam Agent Backups

You can export computer disks included in volume-level Veeam Agent backups as virtual disks. The resulting
virtual disks can be attached to a virtual machine. Thus, you can recover subtenant data that was originally

stored on a physical device to the virtual environment.

NOTE

To export disks included in a Veeam Agent backup:

1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the Agents node in the working area, right-click

This section describes only basic steps that you must take to export disks contained in a Veeam Agent
backup. To get a detailed description of all settings of the export process, see the Exporting Disks section
in the Veeam Agent for Microsoft Windows User Guide.

the necessary Veeam Agent backup and select Export disk content as virtual disks.

3. At the Restore Point step of the wizard, select the necessary restore point.

Export Disk

Backup

Disks

Target

Secure Restore
Reason

Surnrmary

Restore Point
D Select the restare point to export disks from,

Computer narme: filesryD 3.tech.local

| Rewrepome e S

Auszilable restare points:

Created Type
(_@ less than a day ago (44 PM Thursday 1/26/2023) Increment
Q—G less than a day ago (11:01 PM Wednesday 1/25/2023) Increment
(451 day ago (11:01 PM Tuesday 1/24/2023) Full
< Presious Finish Cancel
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4. At the Disks step of the wizard, select check boxes next to the disks that you want to export.

Expart Disk X

E‘ Disks ,
D Select ane or moare disks ta export.,

Backup Disks:

Disk name Size Wolumes Select All
Restare Paint
Bstare Toin Disk 0 50 GE Systern Reserved;..,

Clear All

Target
Secure Restare
Reason

Surnrmary

< Previous Finish Cancel

5. At the Target step of the wizard, select the destination for disk export and format in which you want to
save the resulting virtual disk:

a. From the Server list, select a server on which the resulting virtual disks must be saved. If you plan to
save the disks in the VMDK format on a datastore, select an ESXi host to which this datastore is
connected.

b. In the Path to folder field, specify a folder on the server or datastore where the virtual disks must be
placed.

c. Select the export format for disks:

= VMDK — select this option if you want to save the resulting virtual disk in the VMware VMDK
format.

= VHD — select this option if you want to save the resulting virtual disk in the Microsoft Hyper-V
VHD format.

= VHDX — select this option if you want to save the resulting virtual disk in the Microsoft Hyper-V
VHDX format (supported by Microsoft Windows Server 2012 and later).
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d. [For export of a VMDK disk to an ESXi host] Click the Pick proxy to use link to select backup proxies
over which backup data must be transported to the target datastore.

e. [For export of a VMDK disk to an ESXi host] From the Disk Type drop-down list, select how the
resulting disk must be saved: in the thin provisioned or thick provisioned format.

Export Disk X

Target
r‘ﬁ Specify the destination server and folder, and a wirtual disk format to export disk content to,

Backup Serser

esxlltech.local ~
Restore Point
Path ta folder:

Disks [esx01-ds01] ABC Cormpany

Target Expott format:
® YMDK
Secure Restare This wirtual disk type is used by Whiware products such as Whiware Workstation, or Whtiare wSphere,
Maxiraurm WMDK disk size is 62TB,
Reasaon Pick prowy to use
Summary
Disk type: | Thick {lazy) bl

< Prewious MHext = Cancel

6. If you want to scan restored disk data with antivirus software before exporting disks, at the Secure
Restore step of the wizard, specify secure restore settings.

Expart Disk X

rl Secure Restore
Scan the selected backup for rmalware, such as cormputer viruses or ransorreare, prior to performing the restore, This requires a
compatible antivirus installed on the mount server specified for the corresponding backup repositorg

Backup Scan the restored disk for malware prior to peforming the recowvery
The disk you are about to restore will be scanned by antivirus software installed on the mount sencer
Restore Point to prevent a risk of bringing rmalware into your ervironment,
Disks If malware is found:
() Praceed with recovery
Target (®) Abort disk recovery

[] Scan the entire irmage
Continue scanning rermaining files after the first makaare has been found,

Secure Restore
Reason

Surnmary

< Previous Cancel
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7. At the Reason step of the wizard, specify the reason for future reference.

8. At the Summary step of the wizard, click Finish.

Restoring Guest OS Files from Veeam Agent Backups

You can restore individual Microsoft Windows guest OS files from backups of machines created with Veeam
Agent for Microsoft Windows.

File-level restore from Veeam Agent backups is performed in the same way as for VM backups. Veeam Backup &
Replication publishes computer disks from the backup directly into the Veeam backup server file system. After
disks are mounted, you can use the Veeam Backup Browser or Microsoft Windows Explorer to copy necessary
files and folders to the local machine drive, save them in a network shared folder or point any application to
restored files and work with them as usual.

NOTE

This section describes only basic steps that you must take to restore guest OS files from a Veeam Agent
backup. To get a detailed description of all settings of the restore process, see the Restoring VM Guest 0OS
Files (FAT, NTFS or ReFS) section in the Veeam Backup & Replication User Guide.

To restore Microsoft Windows guest OS files from a Veeam Agent backup:
1. Open the Home view.
2. Click the Backups > Cloud node in the inventory pane and do either of the following:

o If you want to restore files from a backup created with a standalone version of Veeam Agent, expand
the Agents node in the working area, right-click the necessary backup and select Restore guest files >
Microsoft Windows.

o If you want to restore files from a backup created with Veeam Agent managed by Veeam Backup &
Replication, expand the Veeam Agent backup job in the working area, right-click the necessary
machine in the job and select Restore guest files > Microsoft Windows.
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3. At the Restore Point step of the wizard, select the necessary restore point.

A

Reason

Surnmary

File Lewel Restare

Restore Point
Select the restore point to restore guest O35 files from.

_ Whi narme:  filesryD3.tech.ocal

Original host: sry12.techdocal
Wi size! 271 GB
Auszilable restare points:
Created Type Backup
(_@ less than a day ago (444 PM Thursday.,  Increrment Server Backup
Q—G less than a day ago (11:01 PR Wednes.,  Increment Server Backup

(_@1 day ago {11:01 P Tuesday 1/24/20..,

Full

Server Backup

< Previous Browwse

Cancel

4. At the Reason step of the wizard, specify the reason for future reference.

5. Click Next and then click Browse to finish working with the File Level Restore wizard. Veeam Backup &
Replication will mount Veeam Agent machine disks from the backup to the backup server file system and
display the Veeam Backup Browser.

6. Inthe Veeam Backup Browser, Veeam Backup & Replication will display the file system tree of the backed-
up machine. Right-click the necessary file or folder and select one of the following options:

o Torestore a file or folder to its original location on the Veeam Agent machine:

Select Restore > Overwrite if you want to overwrite the original file or folder on the backed-up
machine file system with the file or folder restored from the backup.

Select Restore > Keep if you want to save a file or folder restored from the backup next to the
original file or folder. Veeam Backup & Replication will add the

_RESTORED._YYYYMMDD HHMMSS postfix to the original file or folder name and save the

restored file or folder in the same location where the original file or folder resides.
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o Torestore to the original location only those files or folders that have changed on the original VM
since the restore point for the backup was created, select Compare > Compare. Then right-click the
file or folder and select one of the following options:

= Select Restore changed only > Overwrite if you want to overwrite the original file or folder on
the backed-up machine file system with the file or folder restored from the backup.

= Select Restore changed only > Keep if you want to save a file or folder restored from the backup
next to the original file or folder. Veeam Backup & Replication will add the
_RESTORED_YYYYMMDD HHMMSS postfix to the original file or folder name and save the
restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy to, specify a
path to the destination location and click OK.

To learn more, see the Finalize Restore section in the Veeam Backup & Replication User Guide.

7. [For restore to the original location] If you restore a file or folder from a backup created with a standalone
version of Veeam Agent, Veeam Backup & Replication will prompt you to specify an account to connect to
the Veeam Agent machine. In the Credentials window, select a user account that has administrative
permissions on the target machine. If you have not set up credentials beforehand, click the Manage
accounts link or click Add on the right to add credentials. For more information, see the Credentials
Manager section in the Veeam Backup & Replication User Guide.

If you restore a file or folder from a backup created with Veeam Agent managed by Veeam Backup &
Replication, Veeam Backup & Replication will connect to the Veeam Agent machine using credentials of
the account specified for the machine in the protection group settings.

8. Click OK to restore selected files and folders.

tech.local as of less than a day ago (&dd PM Thursda

Restore Copy  Compare with Shoe Compare
i Production  Changes Only Attributes

Action Compare
: ‘EE;EZKUEIECMDCB‘ |Q Type in 2n object name to search for
$Recycle Bin Marme T Type Size Creation Date hdodified Date Itern State
4 Archnee [] Applied Solutions.pdf A Restore , |353.7KB 11/2023 T21PM 1/171/2023 T PM
ji;i [] AT pf 5 Capytan, 3201 KB 11/2023 721 P 1/8/2020 441 PM
[ Module.pdf & Compare ) |305.2 KB 111/2023 Z21PM 1/8/2020 438 PM
401 [ s-Company.pf Explorer., 3173 KB 1112023 721 P 1/8/2020 439 PM
‘ a0 [0 Ti-Mpdf :‘ ’ 3125 KB 112023 T21PM 1/8/2020 4:40 PM
Contacts ] Properties..,
Invoices
Policies
Taxes
Config.Msi

= Documents and Settings
Perflogs
Prograrn Files
Prograrn Files (x8&)
ProgramData

Systern Wolurne Information

Users
WBRCatalog

Windous
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Exporting Backups

You can export data related to a specific restore point in the backup and save it to a standalone full backup
(VBK) file. A standalone full backup is not associated with the existing backup chain and subsequent incremental
backups. You can use a standalone full backup as an independent restore point for data recovery.

You can export data to a standalone full backup from VM backups and Veeam Agent backups created in a cloud
repository. When you export a backup that resides in a cloud repository, the resulting VBK file is saved to the
same cloud repository. The backup is saved in a separate subfolder of the folder that contains tenant backups.

After you export a restore point to a full backup, the resulting full backup becomes available in the tenant
Veeam backup console. The tenant can perform the same operations with the standalone full backup as with a
regular backup created in a cloud repository.

NOTE

This section describes only basic steps that you must take to export a restore point to a full backup file. To
get a detailed description of all settings of the export process, see the Exporting Backups section in the
Veeam Backup & Replication User Guide.

To export a restore point to a full backup file:
1. Open the Home view.

2. Select the Backups node in the inventory pane. Expand the backup job in the working area, right-click the
necessary VM or Veeam Agent computer in the backup job and select Export backup.

3. At the Restore Point step of the wizard, click Point and select the necessary restore point.

Expaort Backup x
u Restare Paints >
chiving
(=]

Available restore points for filesn03:

Job Type
- 4 é_k, Fileserver Backup - win-1240 {ABC Company...

|':_'|__I less than a day ago (12:45 PM Thursday 1.  Increment
Target 157 less than a day ago (10:17 PM Wednesda..  Increment
|':_'|__I 1 day ago (10:11 PM Tuesday 1/24,/2023) Increment
|':_'|__| 2 days ago (10:34 PM Monday 1/23/2023) Increment
|':_'|__I 2 days ago (10:11 PM Sunday 1/22/2023) Full

Reason
nt..

Summa
nove

Gace

< Previous MNext = Finish Cancel
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4. If you want to specify the retention policy for the exported backup, select the Delete exported backup file
automatically check box and select the desired time period from the drop-down list. After the specified
time period expires, Veeam Backup & Replication will automatically delete the exported backup from the

cloud repository.

5. At the Reason step of the wizard, specify the reason for future reference.

6. At the Summary step of the wizard, click Finish.
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Managing Backups

You can perform the following operations with backups created with backup and backup copy jobs on the cloud
repository:

o View properties

e Delete from disk

Viewing Properties

You can view summary information about created backups. The summary information provides the following
data: available restore points, date of restore points creation, data size and backup size. For VM backups and
backups created by Veeam Agent in the managed mode, Veeam Backup & Replication also displays compression
and deduplication ratios.

NOTE

If you enabled data encryption in the backup job settings, and the size of backup files in the Backup Size
column is larger than the size of the original data in the Original Size column, this can mean that your SP
configured the cloud repository using Dell Data Domain. Contact the SP, ask him to check the repository
settings and clear the Decompress backup data blocks before storing check box.

To view summary information for backups:
1. Open the Home view.
2. Intheinventory pane, click Cloud under the Backups node.
3. Do either of the following:

o To view summary information for a VM backup, in the working area, right-click the necessary backup
job and select Properties.

o To view summary information for an entire backup related to a Veeam Agent backup job configured in
Veeam Backup & Replication (parent backup), in the working area, right-click the necessary backup
job and select Properties.

o To view summary information for a backup related to a specific machine in a Veeam Agent backup job
configured in Veeam Backup & Replication (child backup), in the working area, expand the necessary
backup job, right-click the machine and select Properties.

o To view summary information for a backup created by Veeam Agent operating in the standalone
mode, in the working area, right-click the necessary backup under the Agents node and select
Properties.
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For VM backups and parent backups created by Veeam Agent in the managed mode, summary information looks
in the following way:

Backup Properties Fil e Backup

Objects: Restore points:
Marme Original Size Date Type Status
(1 filesno03 9.2 GB
Total size: 20,2 GB Restore points: 0
Files:
Marne Data Size Backup Size Deduplication Cormpression Date
C=l filesrn0302023-01-26T124324_07AZ v, 142 GB 534 ME 1.3 % 2.0x 12672083 12:43:24 P
E= filesr0302023-01-23T220019 OFBIwib 1.97 G5B 209 ME 1.5x 17w 1/45/2023 10:00:19 PR
=7 filesrs03D2023-01-24T220018_3629wib 1.71GE 676 ME 1.2x 21x 1/24/2023 10:00:78 P
=) filesrs03D2023-01-23T220012_DC35.... 6.21 GE 212 GE 14 21x /4372023 10:00:72 P
Is_kl win-1240.a1adD2023-01-22T220013_,. S0.0GE 202 GB 1.6x TEx 1/22/202310:00:13 P
Backup size: 24,3 GB
ﬁ] Copy path
Close

For backups created by Veeam Agent in the standalone mode and child backups created by Veeam Agent in the
managed mode, summary information looks in the following way:

Object: Repositane:
| filesreQ3tech.local | | ABC Compary Cloud Repository |
Duvrer: Falder:

|VeeamAgentUser5f631142—1caQ—Bef1—1cd8—2232fcc| | 172.24.31.71 |

Files:

Marme Data Size Backup Size Date

G Serwer Backup - 172.24.31.7102023-01-25T230033_.. 1,36 GE 838 MB 1/25/2023 171:00:33 PM
Gzl Server Backup - 172,24.31.7102023-01-24T230030... 1,34 GB 671 ME 172472023 11:00:30 PM
Ig_}ll Server Backup - 172.24.31.7102023-01-23T230030_... 40,6 GB 194 GB 1/23/2023 11:00:30 PM

Backup size: 209 GB

OK
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about backups from the Veeam Backup
& Replication console and database and, additionally, delete actual backup files from the cloud repository.

Do not delete backup files from the cloud repository manually. Use the Delete from disk option instead. If you
delete backup files manually, subsequent backup job sessions will be failing.

To remove backup files from the cloud repository:
1. Open the Home view.
2. Intheinventory pane, click Cloud under the Backups node.

3. Inthe working area, right-click the necessary backup job (or necessary Veeam Agent backup under the
Agents node) and select Delete from disk.

Veeam Backup and Replication

Properties Delete

from ~
Backup
Home Q) Type in an object name to search for
> lobs Job MName T Creation Time Restare Points Repository Platforrm
e

4 [ Backups > [ Agents
& Disk © % Fileserver Backup 22 Detarh from job ABC Company Cloud Repository hware
X Cloud > Server Backup e Delete from i N ABC Company Cloud Repository Windows
¥ Cloud (Orphaned) > &% Workstation Backup Lo ABC Company Cloud Repositary Windows

E
b E’g Replicas ] Properties..

> [3 Last 24 Hours

& Home
E'I
@:! Imeentary

(?E"g Backup Infrastructure

(51 Fites
[‘3@ Histarny

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining

1 backup selected
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Copying Backups from Cloud Repositories

You can manually copy backup files from the cloud repository to any host or server in your backup
infrastructure.

Before you begin the copying operation, make sure that the target host or server is added to the backup
infrastructure.

To copy backup files:

1. Open the Files view.
In the inventory pane, expand the file tree of the cloud repository under the Service Providers node.
Right-click backup files that you want to copy and select Copy.

In the inventory pane, expand the file tree of the target server or host.

oo W

Right-click a destination folder and select Paste.
You can also use a drag-n-drop operation to copy backup files from the cloud repository.

NOTE

You cannot copy backup files from a cloud repository that uses a scale-out backup repository as a back end.
To learn more, see Limitations for Cloud Repository.

Veeam Backup and Replication

[ X

Copy Paste | Rename Delete | Open Edit
Clipboard File Edit
Files
Nare Type Size  Modified
4 [ Mware uSphere [ filesr09D2023-01-23T220012_DC35:vib wib 2168 1/23/2003 10:36:09...
o BF172.241641 [ filesr03D2023-01-24T220018_3629xib wib 6768MB 172472023 10:14:18..,
4 25 icrosoft Hyper-Y [ filesr03D2023-01-25T220019_OFBS vib ih 6034 MB  1/25/2023 10:1%:10..,
s
> [ pdctwhvOl tech local [ filesr03D2023-01-26T124324_0782 vib Open 555 ME  1/26/2023 12:47:21..
b [‘_A_ Micrasoft Windos {3 wm-1240.21adD2023-01-22T220013_5F FFvbk Edit 202GE  1/26/2023 12:48:45..
4 Service Providers wm-1240_96826.wbrm 5 Copy cuieC BSOKE  1/26/2023 12:48:52..
4 B mumn6 9 Delete  Del
4 £EC Company Cloud Repasitory
. Rename  F2

Fileserver Backup

Server Backup
se1 DailyBackup

5102 SystemBackup
Test cloud connect

> Users
> [ Webserver Backup
A Home

E'-
@J Iventary

l?E"g Backup Infrastructure

@ Files
g Hisory

6 objects selected Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining
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Using Cloud Hosts

After you have set up the Veeam Cloud Connect infrastructure, you can proceed to performing data protection
and disaster recovery tasks using the cloud host provided to you by the SP.

You can perform the following tasks targeted at the cloud host:

e Create areplication job

e Create a CPD policy

e Perform failover:
o Full site failover
o Partial site failover

e Perform failback

e Perform data restore (from snapshot-based replicas only):
o VM guest OS files restore (Microsoft Windows file system only. Multi-OS restore is not supported.)
o Application items restore

VM replicas created on the cloud host are displayed under the Replicas node in the inventory pane of the Home
view along with regular VM replicas. To identify the replica type, consider the following:

e For snapshot-based replicas registered on the cloud host, Veeam Backup & Replication displays the Cloud
value in the Type column of the working area.

e For CDP replicas registered on the cloud host, Veeam Backup & Replication displays the COPvalue in the
Type column of the working area.

Veeam Backup and Replication

IR

-
Backup Replication CDP  Backup Copy = Restore Failover Import Export Best Practices

Job~  Jobr Policy Copy Job- v  Plant  Backup Backup Analyzer
Primary Jobs Secondary Jobs Restare Actions
Home Q) Type in an object name to search for
> % Jobs Hare T Job Name Type Status Connectivity  CreationTime  Restore Points  Original Location  Replica Location  Platfarm
e
> s Backups Fifiesndd  ABC Comparmy..  Cloud Ready Mre 172552003 10:0. 3 172241647, 1720 B M. Wwiare
+ £ Replicas Fifiesndd  ABC Comparmy.  Cloud Ready Mre 172552003 10:0. 3 172241647, 1720 B M. Wwiare

> [3 Last 24 Hours

& Home
E'I
@:! Imeentary

(?E‘g Backup Infrastructure

(51 Fites
[‘3@ Histarny

Connected to: localhost Build: 12.0.0.1420 Enterprise Plus Edition License expires: 126 days remaining
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Creating Replication Jobs

In Veeam Backup & Replication, replication is a job-driven process. To create VM replicas, you must configure a
replication job. The replication job defines how, where and when to replicate VM data. One job can be used to
process one VM or several VMs.

NOTE

This section describes only basic steps that you must take to create a replication job targeted at the cloud
host. To get a detailed description of all replication job settings, see the Creating Replication Jobs section
in the Veeam Backup & Replication User Guide.

To create a replication job:

1. On the Home tab, click Replication Job and select Virtual machine > VMware vSphere or Virtual machine >
Microsoft Hyper-V.

2. At the Name step of the wizard, specify a name and description for the replication job.
3. If you want to use advanced settings for the job:
o Select the Replica seeding check box to enable the Seeding step in the wizard.

o Select the Network remapping check box to enable the Network step in the wizard. Veeam Backup &
Replication does not currently support automatic connection of a Linux-based VM replica to the
network on the cloud host. You must use the Network step of the wizard to manually select source
and target networks for such replicas.

o Veeam Backup & Replication does not support re-IP rules for VM replicas on the cloud host. Do not
select the Replica re-IP check box for the replication job targeted at the cloud host. If you select the
Replica re-IP option, this option will be disabled when you select the cloud host at the Destination
step of the wizard.

Mew Replication Job X

Name
% Specify the name and description for this policy, and provide information on your DR site.

| ABC Company Servers Replication

Virtual Machines

Descriptian:
Destination Job for ABC Company servers replication to the cloud
Network
Job Settings Show advanced contrals:

Replica seeding (for low bandwidth DR sites)

Data Transfer i ) o .
Metwork remapping (for DR sites with different virtual networks)

Seeding [] Replica re-IP {for DR sites with different IP addressing scheme)

Guest Processing
Schedule
Summary [] High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

< Previous Mext = Finish Cancel
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4. At the Virtual Machines step of the wizard, click Add and select VMs and VM containers that you want to
replicate. To quickly find the necessary object, use the search field at the bottom of the Add Objects

window.

Mew Replication Job Add Obijects % x
Virtual Machin

% Select one orm{  Select abjects: E‘E’? Er_l E ‘ ﬂ ks from replication.

~ (1 Hosts and Clusters
v Eﬁ weenterQl.tech.local

Mame w Elg Prague
v E esxldltech.local Add..
_ A4 G Backup B
Destination E'_'r_l 172.24.30.226_35c9%y
[0 172.24.31.67_g5z7ma
Metwork |:'_'|"_I 1722467 _sjnmu?

[ 172.24.31 67 socjels

E? appsre(]
E? desktopd3

Job Settings

Data Transfer

55 filesradl Up
Seeding E? filesr.02 Down
(59! filesn03
Guest Processing E? Files ]
Schedule
Summa
v Total size:
-*-' Type in an object name to search for Q ‘ oE
Everything
o [ add ] cance | -
— Cluster
Host

Resource pool
Wirtual&pp
Wirtual machine h |

Tnl 8 @ ™ off [
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5. If you want to specify the source from which VM data must be read, click Sources and select one of the
following options:

o From production storage. In this case, Veeam Backup & Replication will retrieve VM data from the
production storage connected to the source virtualization host.

o From backup files. In this case, Veeam Backup & Replication will read VM data from a backup chain
already existing in the regular backup repository or cloud repository.

6. If you want to exclude VMs from the VM container or replicate only specific VM disks, click Exclusions and
specify what objects you want to exclude.

7. If you want to define the order in which the replication job must process VMs, select a VM or VM container
added to the job and use the Up and Down buttons on the right to move the VM or VM container up or
down in the list.

8. At the Destination step of the wizard, in the Host or cluster section, click Choose and select Cloud host.
Then select the cloud host allocated to you by the SP:

o If the SP allocated to you replication resources on a VMware vSphere or Microsoft Hyper-V host,
select the cloud host provided to you through a hardware plan.

Mewr Replication Job Select Host X :

Destination
% Specify where rs Select host:
v fé'! Service Providers

v O 172.24.31.687 (ABC Company)
EE[ Whtware Silver

MName

| Choose...
Virtual Machines

Network

Choose...

Job Settings

Ch
Data Transfer Choaose...

Seeding

J U UL

Guest Processing Choose...

Schedule

Summary

‘E.:Y Tvpe in an object nome to seorch for Q ‘

ok || cancel | L
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o If the SP allocated to you replication resources in VMware Cloud Director, select the cloud host
provided to you through an organization VDC.

NOTE

After you select an organization VDC, the name of the Host or cluster section will change to
Organization VDC.

Mewr Replication Job Select Host X :

Destination
% Specify where rs Select host:
v EE!:’ Service Providers

v (O 172.24.31.67 (TechCompamyQrghadministratar)
B: TechCompanyOrgWDC

MName

| Choose...
Virtual Machines

Job Settings

Choose...

Data Transfer
Guest Processing Choose...

Schedule

Summary Choose...

J U UL

‘E{_gv Tvpe in an object nome to seorch for Q ‘

| QK || Cancel | Finich

Note that after the replication job is performed for the first time, you will not be able to change the target
host for the job.
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9. At the Destination step of the wizard, select storage resources allocated to you by the SP:

o [For a VMware replication job] If you want to specify a datastore on which to store VM replicas, in the
Datastore section, click Choose and select the necessary datastore.

Mews Replication Job *
Destination
% Specify where replicas should be created in the DR site.
MName Host or cluster:

) . | Whdware Silver | | Choose... |
Virtual Machines

| Destnaton
| Cloud Replicas [300 GB free] | | T e |
Metwork for selected virtual disks

Job Settings
Data Transfer
Seeding

Guest Processing
Schedule

Summary

| < Previous | | Mext = | Finish

o [For a Hyper-V replication job] If you want to specify a path to the storage on which to store VM
replicas, in the Path section, click Choose and select the necessary storage.

Mews Replication Job *

Destination
Specifywhere replicas should be created in the DR site,

lob Host or cluster:

|Hyper—\-’Bronze || Choose.., |
Wirtual Machines

L

|Cloud Replicas [300 GB free] | [ choose.. |

lob Settings

Data Transfer
Guest Processing
Schedule

Surnmary

< Previous | | Mext = Finish
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o [For areplication job targeted at VMware Cloud Director] If you want to specify a vApp or storage
policy for VM replicas, do the following:

i. Inthe vApp section, click Choose and select the necessary vApp.

Note that you must not use the same vApp as a target for both a snapshot-based replication job
and a CDP policy.

ii. Inthe Storage policy section, click Choose and select the necessary storage policy.

Mews Replication Job *
Destination
% Specify where replicas should be created in the DR site.
MName Organization VDC:

TechCompanyOrgVDC Choose...
Virtual Machines | panvers | |

| Cloud Connect (Default) | Breree.

Job Settings
for selected replicas

Data Transfer .
Storage policy:

*{Any) [200 GB free] | Choose...

Guest Processing

for selected virtual disks
Schedule

Summary

< Previous Next » Finish Cancel

10. At the Network step of the wizard, in the Network mapping section, click Add and select the production
network to which VMs in the job are connected and network on the cloud host to which VM replicas must
be connected. Repeat this step for every network to which Linux VM replicas must be connected —
automatic network mapping for non-Windows VMs is not currently supported in Veeam Cloud Connect
Replication.

Specifying network mapping settings may be also required, for example, if the cloud host has fewer
networks than the number of networks in the production infrastructure. To learn more, see Network
Mapping for Cloud Replicas.
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TIP

Because Veeam Cloud Connect Replication does not support automatic network mapping for non-
Windows VMs, during the job performance, in the list of operations for such VMs included in the job,
Veeam Backup & Replication will display a warning that no static IP addresses are detected for the
VM. If in fact the VM has a static IP address and network mapping settings are specified for the VM,
this warning can be ignored.

You can instruct Veeam Backup & Replication to suppress the warning. To remove the warning from

the job session statistics, on the tenant Veeam backup server, create the registry value
HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and

Replication\CloudReplicaNoStaticIpSDetectedWarning = 0 (DWORD) and restart
Veeam Backup Service.

NOTE

[For a replication job targeted at VMware Cloud Director] You cannot map a production network to
an isolated vApp network in VMware Cloud Director.

MNew Replication Job x

Network
% Specify how virtual networks map to each other between production and DR sites,

MName Metwark mapping:

Source network Target network Add...
Virtual Machines

Edit...

Destination

Metweark Mapping e

Source network: | WhA Metweork
Job Settings

Target network: | Whitiware Silver network 1

Data Transfer

Seeding

Guest Processing
Schedule

Summary

< Previous Mext = Finish Cancel
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11. At the Job Settings step of the wizard, from the Repository for replica metadata list, select a regular
backup repository that is configured in your backup infrastructure. Veeam Backup & Replication will store
in the selected backup repository metadata for VM replicas — checksums of read data blocks required to
streamline incremental runs of the replication job.

Wew Replication Job X

Job Settings
Specify backup repository located in the source site to host metadata in, replica suffix and retention pelicy, and customize
advanced job settings if reguired.

Narne Repositary for replica metadata:

Default Backup Repository (Created by Veeam Backup) W

Virtual Machines -
= 557 5B free of 9.9 GB

Destination
Replica settings

Netwaork ) )
Replica narne suffi=
T | :
Restore points to keep:

Data Transfer
Seeding

Guest Processing
Schedule

Summary
Advanced job settings include traffic compression, block size, notification settings,

automated post-job activity and other options. L

< Previous MNext = Finish Cancel

471| Veeam Cloud Connect | Administrator Guide



12. In the Replica name suffix field, enter a suffix for the name of VM replicas. To register a VM replica on the
target host in the SP site, Veeam Backup & Replication appends the specified suffix to the name of the
source VMs.

13. In the Restore points to keep field, specify the number of restore points that should be maintained by the
replication job. If this number is exceeded, the earliest restore point will be deleted.

14. At the Data Transfer step of the wizard, select backup infrastructure components that must be used for
the replication process and choose a path for VM data transfer:

o Click Choose next to the Source proxy field to select a source backup proxy for the job. You can
choose automatic backup proxy selection or assign the source backup proxy explicitly.

You cannot specify a target backup proxy for the replication job targeted at the cloud host. During the
replication job run, Veeam Backup & Replication will automatically select the target backup proxy
configured by the SP in the SP Veeam Backup & Replication infrastructure.

o To transport VM data directly through one or more backup proxies to the cloud host, select Direct.

o To transport VM data through WAN accelerators, select Through built-in WAN accelerators. In the
Source WAN accelerator field, select the WAN accelerator that you have configured on your side.

MWew Replication Jab X

Data Transfer
Cheose how VM data should be transferred to the target site.

Mame When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locally in both sites to allow for direct access to storage.
Wirtual Machines Source proxy:
. | Automatic selection | Choose..,
Destination
Target procgy!
Rlebdark | Service provider's proxy | Choose..
Job Settings ) Direct

_ Best for local and off-site replication over fast links.
(®) Through built-in WAN accelerators

Best for off-site replication over slow links due to significant bandwidth savings.

Seeding
Source WAN acceleratar
SRt EERE | srvl2 (ABC Company WAN Accelerator) w
Schedule Target VAN acceleraton
Summary
< Previous MNext = Finish Cancel
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15. At the Seeding step of the wizard, configure replica seeding and mapping for the replication job.

o In the Initial seeding section, select the Get seed from the following backup repository check box.
From the list of backup repositories, select the regular backup repository or cloud repository where
the seed (the full backup) resides. When you start the replication job, Veeam Backup & Replication
will attempt to restore all VMs added to the job from the seed that you have specified. If a VM is not
found in the seed, the VM will be skipped from replication.

o Inthe Replica mapping section, select the Map replicas to existing VMs check box, select a production
VM from the list, click Edit and choose an existing VM replica. Replica mapping will reduce the
amount of VM data transferred over the network during the first session of the replication job.

MWew Replication Job X

Seeding
% Specify the backup repository with backup files of preduction VMs, The backup repository must be located in the DR site,

Mame Initial seeding
Get seed from the following backup repositony:
Virtual Machines | Default Backup Repository (Created by Veeam Backup) w
Destination = 857 GB free of 209 GB
Netwaork . .
Replica mapping
Job Settings [] Map replica to existing VMs
Edit...
Data Transfer =
'D_? Remaove
. 5
Guest Processing
Schedule D
Summary If you already have replicas in the target site, replication job can reuse them. This way, only
differences will be transferred over WAN by the first job run.
< Previous MNext > Finish Cancel
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16. At the Guest Processing step of the wizard, select the Enable application-aware processing check box to
create transactionally consistent VM replicas. With application-aware processing enabled, Veeam Backup
& Replication can detect network settings of replicated VMs in the most efficient way and use the
detected settings for configuring network extension appliances. To learn more, see Network Mapping for
Cloud Replicas.

MWew Replication Job X

Guest Processing
% Choose guest O5 processing options available for running ViMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upon first boot.

MName

Wirtual Machines
Custornize application handling options for individual rmachines and applications | Applications..,

Destination

Guest interaction proxy:
Network | Automatic selection | Choose..
Job Settings Guest 05 credentials:

| 4 techywilliam.fox (tech\william.fox, last edited: 61 days ago) ~ | Add...

Data Transfer

Manage accounts

Seeding Custornize guest O3 credentials for individual machines and operating systems Credentials...
_ Werify network connectivity and credentials for each machine included in the job Test Mow
Schedule
Summary
< Previous MNext = Finish Cancel
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17. Click Add next to the Credentials list and specify credentials for a user account with local administrator
privileges on the VM guest OS. By default, Veeam Backup & Replication uses the same credentials for all
VMs added to the job. If some VM requires a different user account, click Credentials and enter custom
credentials for the necessary VM.

18. Click Applications, select the necessary VM and click Edit. On the General tab, in the Applications section,
specify the VSS behavior scenario:

o Select Require successful processing if you want Veeam Backup & Replication to stop the backup
process if any VSS errors occur.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if VSS errors occur. This option is recommended to guarantee completion of the job. The created
backup image will not be transactionally consistent, but crash consistent.

o Select Disable application processing if you do not want to enable quiescence for the VM at all.

19. [For Microsoft SQL, Oracle and PostgreSQL VMs] In the VSS Settings section, specify how Veeam Backup &
Replication must handle transaction logs.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to handle
transaction logs. If you enable this option, for Microsoft SQL and Oracle VMs Veeam Backup &
Replication will offer a choice of transaction log processing options on the SQL and Oracle tabs.

o Select Perform copy only if you use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected VM. The
copy-only backup preserves a chain of full/differential backup files and transaction logs. To learn
more, see Microsoft Docs.

Processing Settings X
Mew Replication Job - - *
General | SQL | Oracle | PostgreSQL | Exclusions | Scripts
Guest Pro| s
Applications
Choose gy

Application-aware processing detects and prepares applications for consistent
Applicati backup using application-specific methods, and configures the 05 to perform x
required application restore steps upon first boot.

Mame Specify (®) Require successful processing (recommended)
Object O Try application processing, but ignore failures Hd... ssing, and
Virtual Ma (O Disable application processing

E? o Hit... lications...
Destinatio E? file VS5 Settings

Choose whether this job should process transaction legs upon successful
Network backup. Legs pruning is supported for Microsoft Exchange, Microsoft SQL

Server, and other applications that support Microsoft WSS, poose...
Job Setting (®) Process transaction logs with this job (recommended)
() Perform copy only (lets another application use logs) Add..
Data Trans
Persistent guest agent
dentials...

Seeding By default, application-aware processing uses a non-persistent runtime
process, Deploying a persistent agent removes the security and port

- requirements of the automatic runtime process injection. st Now
[] Use persistent guest agent
Schedule

Summary ncel

Cancel

oK Cancel
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20. At the Schedule step of the wizard, select the Run the job automatically check box and specify the
necessary scheduling settings for the job. If you do not select this check box, you will have to run the
replication job manually to create restore points for VM replicas in the cloud.

Mew Replication Job X

Schedule
Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

MName Run the job automatically

@ Daily atthis time: | 10:00 PM 7 || Everyday v || Days.
Wirtual Machines

(O Monthly at this time: Month..
Destination o

O Periodically every: Schedule...
Metwark O After this job:
Job Settings Automatic retry

Retry failed items processing: times
Wait before each retry attermpt for minutes

Data Transfer

Seeding
Backup window
Guest Processing [] Terminate job if it exceeds allowed backup window Window...
_ If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,
Summary

< Previous Mext = Finish Cancel

21. At the Summary step of the wizard, select the Run the job when | click Finish check box if you want to
start the created job right after you complete working with the wizard.

22. Click Finish.
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Creating CDP Policies

To create CDP replicas, you must configure a CDP policy. The CDP policy defines which VMs to protect, where to
store replicas, how often to create short-term and long-term restore points, and so on. One CDP policy can
process one or multiple VMs.

NOTE

This section describes only basic steps that you must take to create a CDP policy targeted at the cloud
host. To get a detailed description of all CDP policy settings, see the Creating CDP Policies section in the
Veeam Backup & Replication User Guide.

To create a CDP policy:
1. On the Home tab, click CDP Policy and select VMware vSphere.
2. At the Name step of the wizard, specify a name and description for the CDP policy.
3. If you want to use advanced settings for the CDP policy:
o Select the Replica seeding check box to enable the Seeding step in the wizard.

o Select the Network remapping check box to enable the Network step in the wizard. Veeam Backup &
Replication does not currently support automatic connection of a Linux-based VM replica to the
network on the cloud host. You must use the Network step of the wizard to manually select source
and target networks for such replicas.

o Veeam Backup & Replication does not support re-IP rules for VM replicas on the cloud host. Do not
select the Replica re-IP check box for the CDP policy targeted at the cloud host. If you select the
Replica re-IP option, this option will be disabled when you select the cloud host at the Destination
step of the wizard.

MWew COP Palicy X

OO Name
g Specify the name and description for this pelicy, and provide information on your DR site.

| ABC Company COP Policy

Virtual Machines

Description:
Destination Continuous data protection
Network
Seeding Show advanced contrals:

Replica seeding (for low bandwidth DR sites)

Policy Settings . 5 I .
Netwark remapping (for DR sites with different virtual networks)

Schedule 1 Replica re-IP (for DR sites with different IP addressing scheme)

Guest Processing

Summary

< Previous Mext = Finish Cancel
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4. At the Virtual Machines step of the wizard, click Add and select VMs and VM containers that you want to

replicate. To quickly find the necessary object, use the search field at the bottom of the Add Objects
window.

IMPORTANT

Mind the following:

e You can replicate only VMs that are turned on, the turned off VMs will be skipped from
processing.

e You cannot add to a CDP policy VMs that were already added to other CDP policies created on
the same backup server.

Mew COP Palicy Add Objects w x

(O virtual Machin
g Select one orm{  Select abjects: E‘E’? Er_l § ‘ f ks from replication.

W @ Huosts and Clusters
w Eﬁ wienterQl.tech.local

Mame v E|§| Prague
v E‘E’? CDP cluster Add...
_ E esxll.tech.local =
Eemove
Destination E esx02 tech.local
» G Backup

Metwork > G Clowd_Connect_Replication

Ei appsredl

Seeding [
'q? desktopdd Up
filesra01
Policy Settings '.2? I B
iy filesre02 Down
Schedule (8 filesre03
(9 filesre0d
Guest Processing
Summary
Total size:
Type in an object name to search for Q ‘ oE
Everything
e
— Cluster
Host

Resource pool
whpp

Wirtual machine

B 38 @ ™ of W, 3k K
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5. If you want to exclude VMs from the VM container or replicate only specific VM disks, click Exclusions and
specify what objects you want to exclude.

6. If you want to define the order in which the CDP policy must process VMs, select a VM or VM container
added to the policy and use the Up and Down buttons on the right to move the VM or VM container up or
down in the list.

7. At the Destination step of the wizard, in the Host or cluster section, click Choose and select Cloud host.
Then select the cloud host allocated to you by the SP:

o If the SP allocated to you replication resources on a VMware vSphere host, select the cloud host
provided to you through a hardware plan.

Meww COP Palicy Select Host % #

m Destination
g Specify where re Select host:
v EE'! Service Providers

v (T 172.24.37.67 (Tech Comparyd

EE[ Hardwvare plan 1

MName

| Choose...

Virtual Machines

Network

Choose...

Seeding
Policy Settings Choose...

Schedule

J U UL

Guest Processing Choose...

Summary

‘E{_gv Tvpe in an object nome to seorch for Q ‘

0K || Cancel | Finich
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o If the SP allocated to you replication resources in VMware Cloud Director, select the cloud host
provided to you through an organization VDC.

NOTE

After you select an organization VDC, the name of the Host or cluster section will change to
Organization VDC.

Meww COP Palicy Select Host % #

m Destination
g Specify where rs Select host:
v EE!:’ Service Providers

v (O 172.24.31.67 (TechCompamyQrghadministratar)
B: TechCompanyOrgWDC

MName

| Choose...

Virtual Machines

Network

Choose...

Seeding
Policy Settings Choose...
Schedule

Guest Processing Choose...

J U UL

Summary

‘E{_gv Tvpe in an object nome to seorch for Q ‘

| QK || Cancel | Finich

Note that after the CDP policy is performed for the first time, you will not be able to change the target
host for the CDP policy.
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8. At the Destination step of the wizard, select storage resources allocated to you by the SP:

o [For a For a CDP policy targeted at VMware vSphere] If you want to specify a datastore on which to
store VM replicas, in the Datastore section, click Choose and select the necessary datastore.

Meww COP Palicy *

m Destination
g Specify where replicas should be created in the DR site.

MName Host or cluster:

| Hardware plan 1 | | Choose... |

Virtual Machines

| Destnaton
|Stﬂrage1 [100 GB free] || T e |

MNetwork for selected virtual disks

Seeding

Policy Settings
Schedule

Guest Processing

Summary

< Previous | | Mext = Finish
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o [For a CDP policy targeted at VMware Cloud Director] If you want to specify a vApp or storage policy
for VM replicas, do the following:

i. Inthe vApp section, click Choose and select the necessary vApp.

Note that you must not use the same vApp as a target for both a CDP policy and a snapshot-
based replication job.

ii. Inthe Storage policy section, click Choose and select the necessary storage policy.

Meww COP Palicy *

m Destination
Specify where replicas should be created in the DR site.

MName Organization VDC:

TechCompanyOrgVDC Choose...
Virtual Machines | panvers ||

| Cloud Connect 2 (Default) | Choose...
MNetwork
for selected replicas
Seeding Storage policy:
Policy Settings | CDP Tag-Based Policy | Choose...
for selected virtual disks
Schedule

Guest Processing

Summary

< Previous Next » Finish Cancel

9. At the Network step of the wizard, in the Network mapping section, click Add and select the production
network to which VMs added to the CDP policy are connected and network on the cloud host to which VM
replicas must be connected.

You must specify network mapping settings in the following cases:

o If you added Microsoft Windows VMs to the CDP policy and do not plan to enable application-aware
processing for these VMs at the Guest Processing step of the wizard.

o If you added Linux VMs to the CDP policy. Automatic network mapping for non-Windows VMs is not
currently supported in Veeam Cloud Connect Replication.

o If the cloud host has fewer networks than the number of networks in the production infrastructure.
To learn more, see Network Mapping for Cloud Replicas.
NOTE

[For a CDP policy targeted at VMware Cloud Director] You cannot map a production network to an
isolated vApp network in VMware Cloud Director.
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TIP

Because Veeam Cloud Connect Replication does not support automatic network mapping for non-
Windows VMs, during the CDP policy performance, in the list of operations for such VMs in the CDP
policy, Veeam Backup & Replication will display a warning that no static IP addresses are detected
for the VM. If in fact the VM has a static IP address and network mapping settings are specified for
the VM, this warning can be ignored.

You can instruct Veeam Backup & Replication to suppress the warning. To remove the warning from
the CDP policy session statistics, on the tenant Veeam backup server, create the registry value
HKEY LOCAL MACHINE\SOFTWARE\Veeam\Veeam Backup and
Replication\CloudReplicaNoStaticIpSDetectedWWarning = 0 (DWORD) and restart
Veeam Backup Service.

Mewr COP Palicy x

'Co Network
Specify how virtual networks map to each other between production and DR sites,

Mame Metwark mapping:
Source network Target netwark Add...
Wirtual Machines
Edit...
Destination
Metwark MMapping s
Source netwaork: | WA Metwork | Browsse...
Seeding
Target netwark: | Hardware plan 1 netwark 1 | | Browse..,
Policy Settings
Cancel
Schedule
Guest Processing
Summary
< Previous MNext = Finish Cancel
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10. At the Seeding step of the wizard, configure replica seeding and mapping for the CDP policy.

o In the Initial seeding section, select the Get seed from the following backup repository check box.
From the list of backup repositories, select the regular backup repository or cloud repository where
the seed (the full backup) resides. When you start the CDP policy, Veeam Backup & Replication will
attempt to restore all VMs added to the CDP policy from the seed that you have specified. If a VM is
not found in the seed, the VM will be skipped from replication.

o Inthe Replica mapping section, select the Map replicas to existing VMs check box, select a production
VM from the list, click Edit and choose an existing VM replica. Replica mapping will reduce the
amount of VM data transferred over the network during the first session of the CDP policy.

MWew COP Palicy X

'CO Seeding
g Specify the backup repository with backup files of preduction VMs, The backup repository must be located in the DR site,

Mame Initial seeding

) ) Get seed from the following backup repositony:
Virtual Machines | Backup Repository 1 (Created by ENTERPRISEOS\Administrator) v
Destination = 232 GB free of 499 GB

Network . .
Replica mapping

. | Edit...
Policy Settings D'T‘:l Remove
Schedule

Guest Processing

Summary Detect

If you already have replicas in the target site, replication job can reuse them. This way, only
differences will be transferred over WAN by the first job run.

< Previous MNext = Finish Cancel
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11. At the Policy Settings step of the wizard, click Choose next to the Source proxy field to select a source
VMware CDP proxy for the CDP policy. You can choose automatic proxy selection or assign the source
proxy explicitly.

You cannot specify a target proxy for the CDP policy targeted at the cloud host. During the CDP policy
run, Veeam Backup & Replication will automatically select the target CDP proxy configured by the SP in
the SP backup infrastructure.

12. In the Replica name suffix field, enter a suffix for the name of VM replicas. To register a VM replica on the
target host in the SP site, Veeam Backup & Replication appends the specified suffix to the name of the
source VMs.

MWew COP Palicy X

'CO' Policy Settings
Choose how VM data should be transferred to the target site, specify replica name suffix and customize advanced policy
settings if required.

Name Data transfer
) ) When replicating between sites, we highly recommend that you deploy at least one backup proxy

Virtual Machines server locally in both sites to allow direct access to storage.

Source proxy:
Destination PIo

| Automatic selection | Choose...
MNetwork Target prosy:
Seeding | Service provider's proxy | Choose...

_ Verify whether currently available resource can handle CDP activity Test

Schedule Replica mapping

Guest Processing Replica name suffix: | _replica

Summary

Use advanced policy settings to set notification options

< Previous Mext = Finish Cancel
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13. At the Schedule step of the wizard, configure schedule and retention policy settings for the CDP policy:

d.

In the Recovery Point Objective field, specify the necessary RPO in seconds or minutes, that is, how
often to create short-term restore points. The minimum RPO is 2 seconds, however it can be not
optimal if your CDP policy contains many VMs with high workload. The optimal RPO is not less than 15
seconds. The maximum RPO is 60 minutes.

During every specified period, Veeam Backup & Replication will prepare data for short-term restore
points for VM replicas and send this data to the target destination. Note that short-term restore
points are crash-consistent.

To instruct the CDP policy to display a warning or error if a newly created restore points are not
transferred to the target within the set RPO, click Reporting. Then specify when the policy must
display error and warning. If you configured email notification settings, Veeam Backup & Replication
will mark the policy with the Warning or Errorstatus and will also send email notifications.

In the Short-term retention section, configure the short-term retention policy, that is, specify for how
long to store short-term restore points.

In the Long-term retention section, specify when to create long-term restore points and for how long
to store them.

. To specify time periods when Veeam Backup & Replication must create application-consistent and

crash-consistent long-term restore points, click Schedule, then click Crash-consistent or Application-
consistent and select the necessary time area. By default, Veeam Backup & Replication creates
application-consistent backups if you enable application-aware processing at the Guest Processing
step of the wizard. If you do not enable application-aware processing, Veeam Backup & Replication
will create crash-consistent long-term restore points.

Mew COP Palicy X

OO' Schedule
g Specify policy scheduling and retention options.

Mame Recovery Foint Ohjective (RPO: | 15 - | |Seconds ~ Schedule..,
Virtual Machines RPO defines the maximum acceptable data loss .

in case of a protected VM failure, Reporting
Destination Short-term retention
Netwark Enable point-in-time recovery within: | 4 - | | Hours k4 |

Defines how far back you can go from the latest state for a point-in-time recovery. The bigger this
Seeding interval is, the more disk space is required on the target datastore to store the I/C journal,
Policy Settings Long-term retention

_ Create additional restore points every: hours Schedule...

Guest Processing

Summary

Keep these restare points for days

Defines how granular and how far back you can roll your replica VM state.

< Previous Mext = Finish Cancel
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14. At the Guest Processing step of the wizard, select the Enable application-aware processing check box to
create transactionally consistent VM replicas. With application-aware processing enabled, Veeam Backup
& Replication can detect network settings of replicated VMs in the most efficient way and use the
detected settings for configuring network extension appliances. To learn more, see Network Mapping for
Cloud Replicas.

MWew COP Palicy X

'OO' Guest Processing
g Choose guest O5 processing options available for running ViMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upon first boot.

MName

Wirtual Machines
Custornize application handling options for individual rmachines and applications | Applications..,

Destination

Guest interaction proxy:
Network | Automatic selection | Choose..
Seeding Guest 05 credentials:

| 4, techiwilliam.fox (tech\william.fox, last edited: less than a day ago) ~ | | Add...

Policy Settings
Manage accounts

Schedule Custornize guest O3 credentials for individual machines and operating systems Credentials...
_ Werify network connectivity and credentials for each machine included in the job Test Mow
Summary
< Previous MNext = Finish Cancel

15. Click Add next to the Credentials list and specify credentials for a user account with local administrator
privileges on the VM guest OS. By default, Veeam Backup & Replication uses the same credentials for all
VMs added to the CDP policy. If some VM requires a different user account, click Credentials and enter
custom credentials for the necessary VM.

16. Click Applications, select the necessary VM and click Edit. On the General tab, in the Applications section,
specify the VSS behavior scenario:

o Select Require successful processing if you want Veeam Backup & Replication to stop the backup
process if any VSS errors occur.

o Select Try application processing, but ignore failures if you want to continue the backup process even
if VSS errors occur. This option is recommended to guarantee completion of the CDP policy. The
created backup image will not be transactionally consistent, but crash consistent.

o Select Disable application processing if you do not want to enable quiescence for the VM at all.

17. [For Microsoft SQL and Oracle VMs] In the VSS Settings section, specify how Veeam Backup & Replication
must handle transaction logs.

o Select Process transaction logs with this job if you want Veeam Backup & Replication to handle
transaction logs. With this option enabled, Veeam Backup & Replication will offer a choice of
transaction log processing options on the SQL and Oracle tabs.

o Select Perform copy only if you use native application means or a third-party tool to process
transaction logs. Veeam Backup & Replication will create a copy-only backup for the selected VM. The
copy-only backup preserves a chain of full/differential backup files and transaction logs. To learn
more, see Microsoft Docs.
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NOTE

CDP policies targeted at the cloud host do not support application-aware processing of PostgreSQL

VMs.

| Mew COP Policy

| CQ

MName
Wirtual Ma
Destinatio
Metwork
Seeding
Policy Sett
Schedule

Summary

Guest Prog
Choose gu

Applicati

Specify 3

Object
G 17

Frocessing Settings

General | SQL | Oracle | Scripts

Applications

Application-aware processing detects and prepares applications for consistent
backup using application-specific methods, and configures the 05 to perform
required application restore steps upon first boot.

(®) Require successful processing (recommendad)

(O Try application processing, but ignore failures

(O Disable application processing

W3S Settings
Choose whether this job should process transaction legs upon successful
backup. Logs pruning is supported for Microsoft Exchange, Microsoft SQL
Server, and other applications that support Microsoft V55,
(®) Process transaction logs with this job (recommended)
() Perform copy only {lets another application use logs)

Persistent guest agent

By default, application-aware processing uses a non-persistent runtime
process, Deploying a persistent agent removes the security and port
requirements of the automatic runtime process injection.

[] Use persistent guest agent

CK Cancel

zsing, and

lications...

hoose...

Add...

dentials...

st Now

Cancel

18. At the Summary step of the wizard, select the Enable the policy when I click Finish check box if you want
to start the created CDP policy right after you complete working with the wizard.

19. Click Finish.
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Performing Full Site Failover

You can preset scenarios for one-click failover for a group of interdependent production VMs to the cloud host
— full site failover. To do this, you must create a cloud failover plan. You must create the cloud failover plan in
advance, for example, right after you created VM replicas on a cloud host. In case the whole production site
goes offline for any reason, you can run the cloud failover plan to perform full site failover.

Creating Cloud Failover Plans

If you have a number of VMs running interdependent applications, you need to fail over them one by one, as a
group. To do this automatically, you can prepare a cloud failover plan.

Before You Begin

Before you create a cloud failover plan, check the following prerequisites and limitations:
e VMs that you plan to include in the failover plan must be successfully replicated at least once.

e You cannot select to use pre-failover and/or post-failover scripts for the cloud failover plan. As tenant
cloud failover plans and VM replicas are stored on the SP side, the responsibility to create and manage
scripts lays on the SP. To use pre-failover and/or post-failover scripts, the SP must create those scripts in
advance and select them in the cloud failover plan settings before you run the cloud failover plan. Veeam
Backup & Replication supports script files in BAT and CMD formats and executable files in the EXE format.

e You cannot use the same cloud failover plan for full site failover of snapshot-based replicas and CDP
replicas.

489 | Veeam Cloud Connect | Administrator Guide



Step 1. Launch Cloud Failover Plan Wizard

To launch the Cloud Failover Plan wizard, do one of the following:
e On the Home tab, click Failover Plan and select Cloud Connect (vSphere) or Cloud Connect (Hyper-V).

e Open the Home view, click the Replicas node in the inventory pane, right-click the Failover Plans node and
click Failover plan > Cloud Connect (vSphere) or Cloud Connect (Hyper-V). This option is available if you
have already configured at least one failover plan.

e Open the Home view, click the Replicas node in the inventory pane, select one or several VMs in the
working area, click Add to Failover Plan > New cloud failover plan on the ribbon or right-click one or
several VMs in the working area and select Add to failover plan > New cloud failover plan. In this case, the
selected VMs will be automatically included into the failover plan. You can add other VMs to the failover
plan when passing through the wizard steps.

Veeam Backup and Replication

- Replica
Al =
B 5 B
Failover Planned Undo Permanent  Fa tchoverto Switchover Undo Commit  Guest Application  Addto  Properties Remove
Now Failover Failover ~Fai P d Fa Fi tems = Failover Plan - from ~
Failover Failback Restore Manage Replica
Home QU Tupe in on object name to search for
Name T Job Name Type Stews  Creation Time RestorePoints | Original Location  Replica Location  Platform
5 filesv03 ABC Compamy Servers Replication  Cloud Ready  1/10/2023141PM 1 172.24.16.41 172243167WM..  VMuware
. o 5 filesv04 B o ) Cloud Ready  1/10/20231:52PM 1 172.24.16.41 172243167WM...  VMuware
+ 3 Lect 24 Hours Gitlesvos |52 TAovernewn Cloud Ready  1/10/2023204PM 2 172241640, 172243167 Rech.. VMwere
@ Planned failover..
[ Addto failover plan , New Wware Cloud Director failover plan.. |
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Step 2. Specify Failover Plan Name and Description

At the Failover Plan step of the wizard, specify a name and description for the failover plan.

1. In the Name field, enter a name for the failover plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created a failover plan, date and time when the plan was created.

Cloud Failower Plan X
s Failover Plan

< Typeinaname and description for this failover plan,
o

|ABC Compary Failower Plan

Wirtual Machines o
Cescription:

Default Gateways Cloud failover plan far BBC Cormpary full site failovel|

Public IP &ddresses

Surmrmary

< Previaus Finish Cancel
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Step 3. Select Virtual Machines

At the Virtual Machines step of the wizard, select VMs that you want to add to the cloud failover plan. You can
add separate VMs from the list of VMs that are added to the replication jobs targeted at the cloud host.

To add VMs:
1. Click Add VM.

2. Browse existing replication jobs targeted at the cloud host and select all VMs or specific VMs from
replication jobs.

To quickly find VMs, you can use the search field at the bottom of the Select Replica window. Enter a VM
name or a part of it in the search field and click Start search or press [ENTER].

3. [Optional] If you want to set a time delay for VM start during failover, select the VM, click Set Delay and
specify the necessary delay in the Boot Delay window. This option may be helpful if you want to make sure
that some VMs are already running at the moment dependent VMs start. If you do not specify the time
delay, VMs will be started simultaneously.

Cloud Failover Plan X
mie Yirtual Machines
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Step 4. Specify Default Gateways

At the Default Gateways step of the wizard, check and, if necessary, specify default gateways in every IP
network in the production site that are used by VMs added to the cloud failover plan. The network extension
appliance on the cloud host will use network settings of the specified gateways to route traffic between VM
replica networks and external networks after full site failover.

Veeam Backup & Replication automatically specifies default gateways in detected production networks during
the first run of the replication job targeted at the cloud host. If, for some reason, the list of default gateways at
the Default Gateways step of the wizard is empty, you should specify default gateways manually.

To specify default gateways, click Manage default gateways at the bottom of the Cloud Failover Plan wizard
window. Then use the Default Gateways window to specify default gateway settings. To learn more, see
Managing Default Gateways.

Cloud Failower Plan X

s Default Gateways
— Specify default gateways for all production IP netwarks, This information is used by netweork extension appliance during the full

v
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Step 5. Specify Public IP Addressing Rules

At the Public IP Addresses step of the wizard, specify IP addressing settings for VM replicas. You can create one
or several public IP addressing rules to make a VM replica accessible over the internet by a public IP address that
the SP has provided to you through the hardware plan.

When your production VM fails over to its replica during full site failover, Veeam Backup & Replication assigns
the public IP address that is specified in the rule to the network extension appliance on the cloud host. The
network extension appliance redirects traffic from this public IP address to the IP address of a VM replica in the
internal VM replica network. As a result, a VM replica for which you have created the public IP addressing rule
can be accessed over the internet like a production VM without interrupting the production site operation.

To create a public IP address mapping rule:
1. Select the Assign public IP addresses to use during full site failover option and click Add.

2. In the Public IP Address Mapping Rule window, in the Replica VM field, click Add VM and select a VM
replica that you want to make accessible over the internet.

3. Inthe Public IP address field, select a public IPv4 or IPv6 address from the list of IP addresses allocated to
you by the SP. In the Port field, specify the number of the port on the SP network extension appliance
from which Veeam Backup & Replication will redirect traffic to the VM replica.

You cannot specify port 22 as a port for the public IP address that is assigned to the network extension
appliance. Veeam Backup & Replication uses this port for communication with the network extension
appliance.

4. In the Internal IP address of replica VM field, select the IP address of the VM replica in the internal
network. In the Port field, specify the number of the network port on the VM replica to which Veeam
Backup & Replication will redirect traffic from the network extension appliance.

For Linux-based VM replicas, you must specify the internal IP address manually, because Veeam Backup &
Replication cannot detect an IP address of a Linux-based VM in the tenant's production network.
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5. In the Description field, provide a description for future reference.

6. Click OK.
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Step 6. Review Summary and Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of a cloud failover plan creation

1.

2. Click Finish to exit the wizard.

Review the configuration information on the created cloud failover plan.

Cloud Failowver Plan

mie Summary

Failower Plan
Wirtual hachines
Default Gateways

Public IP &ddresses

R Rewiew and copy user settings, and click Finish to exit the wizard,
g

Surnrmary:
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Description: Cloud failover plan for ABC Cormpany full site failowver
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Creating Cloud Failover Plans for Replicas in VMware Cloud
Director

If you have a number of VMs running interdependent applications, you need to fail over them one by one, as a
group. To do this automatically, you can prepare a cloud failover plan.

The process of creating a cloud failover plan for VMs whose replicas reside in VMware Cloud Director differs
from the regular one. The difference is that you do not need to specify default gateway settings and public IP
addressing rules for such VMs. Network resources required to provide access to VM replicas from the internet
after full site failover are managed by the SP in VMware Cloud Director.

Before You Begin

Before you create a cloud failover plan, check the following prerequisites and limitations:
e VMs that you plan to include in the failover plan must be successfully replicated at least once.

e You cannot select to use pre-failover and/or post-failover scripts for the cloud failover plan. As tenant
cloud failover plans and VM replicas are stored on the SP side, the responsibility to create and manage
scripts lays on the SP. To use pre-failover and/or post-failover scripts, the SP must create those scripts in
advance and select them in the cloud failover plan settings before you run the cloud failover plan. Veeam
Backup & Replication supports script files in BAT and CMD formats and executable files in the EXE format.

e You cannot use the same cloud failover plan for full site failover of snapshot-based replicas and CDP
replicas.
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Step 1. Launch Cloud Failover Plan Wizard

To launch the Cloud Failover Plan wizard, do one of the following:
e On the Home tab, click Failover Plan and select Cloud Connect (vCloud).

e Open the Home view, click the Replicas node in the inventory pane, right-click the Failover Plans node and
click Failover plan > Cloud Connect (vCloud). This option is available if you have already configured at
least one failover plan.

e Open the Home view, click the Replicas node in the inventory pane, select one or several VMs in the
working area, click Add to Failover Plan > New VMware Cloud Director failover plan on the ribbon or right-
click one or several VMs in the working area and select Add to failover plan > New VMware Cloud Director
failover plan. In this case, the selected VMs will be automatically included into the failover plan. You can
add other VMs to the failover plan when passing through the wizard steps.
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Step 2. Specify Failover Plan Name and Description

At the Failover Plan step of the wizard, specify a name and description for the cloud failover plan.
1. In the Name field, enter a name for the cloud failover plan.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created a failover plan, date and time when the plan was created.

Cloud Failower Plan X

s Failover Plan
— Type in a narme and description for this failover plan,

E

|TechC0mpany Failower Plan

Wirtual Machines o
Cescription:

Surmnary Cloud failover plan far TechCormpany full site failaver to Whiware Claud Director]

< Previaus Finish Cancel
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Step 3. Select Virtual Machines

At the Virtual Machines step of the wizard, select VMs that you want to add to the cloud failover plan. You can
add to a cloud failover plan separate VMs for which a replication job created at least one restore point on a
cloud host.

To add VMs:

1.
2.

Click Add VM.

Browse existing replication jobs targeted at the cloud host and select all VMs or specific VMs from
replication jobs.

To quickly find VMs, you can use the search field at the bottom of the Select Replica window. Enter a VM
name or a part of it in the search field and click Start search or press [ENTER].

[Optional] If you want to set a time delay for VM start during failover, select the VM, click Set Delay and
specify the necessary delay in the Boot Delay window. This option may be helpful if you want to make sure
that some VMs are already running at the moment dependent VMs start. If you do not specify the time
delay, VMs will be started simultaneously.

Cloud Failover Plan X
e Virtual Machines
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Step 4. Review Summary and Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of a cloud failover plan creation
1. Review the configuration information on the created cloud failover plan.

2. Click Finish to exit the wizard.

Cloud Failowver Plan
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Running Cloud Failover Plan

With a cloud failover plan, you can perform full site failover at any time. During full site failover, tenant VMs fail
over to their replicas on the cloud host one by one, as a group. You can fail over to the most recent VM state or
select the necessary restore point for VMs in the cloud failover plan.

To fail over to the VM replicas latest restore point:
1. Open the Home view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.
3. Inthe working area, right-click the necessary cloud failover plan and select Start.

To fail over to a certain restore point:

1. Open the Home view.

2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Start to.

4. In the Choose Restore Point window, select the backup date and time. Veeam Backup & Replication will

find the closest restore point prior to the entered value for each VM and fail over to it.
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Testing Cloud Failover Plan

You can test a cloud failover plan to ensure replicated VMs on the cloud host successfully start and can be
accessed from external network after failover. When you test a cloud failover plan, Veeam Backup & Replication
does not switch from a production VM to its replica. Instead, it reverts every VM replica in the cloud failover
plan to the latest restore point, boots the replica operation system, waits for the VM replica to reach a
"stabilization point" using the Stabilization by IPalgorithm and checks if the VM replica responds to ping
requests.

When the test operation is started by the tenant, Veeam Backup & Replication running on the tenant backup
server does not communicate with VM replicas on the cloud host directly. Instead, Veeam Backup & Replication
passes the command to start the test to the SP backup server, and performs operations with tenant VM replicas
from the SP backup server.

IMPORTANT

You can perform the test operation only for cloud failover plans that contain snapshot-based replicas. This
operation is not supported for failover plans that contain CDP replicas.

To test a cloud failover plan:
1. Open the Home view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Test.
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Retrying Cloud Failover Plan

You can retry a cloud failover plan if one or several VMs fail to failover properly. Veeam Backup & Replication
retries the failover operation only for those VMs that do not succeed to failover to their replicas on the cloud
host.

To retry a cloud failover plan:
1. Open the Home view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Retry.
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Undoing Failover by Cloud Failover Plan

You can undo failover for all VMs added to the cloud failover plan at once. When you undo failover, you switch
the workload back to original VMs and discard all changes that were made to VM replicas during failover.

To undo failover by a cloud failover plan:
1. Open the Home view.
2. Intheinventory pane, expand the Replicas node and click Failover Plans.
3. Inthe working area, right-click the necessary cloud failover plan and select Undo.

4. In the displayed window, click Yes to confirm the operation.
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Performing Permanent Failover

To finalize the full site failover process, you can perform permanent failover. With permanent failover, you can
permanently switch from the original VM to a VM replica and use the VM replica on the cloud host as the
original VM.

To perform permanent failover, do either of the following:

e Open the Home view, in the inventory pane select Replicas. In the working area, select the necessary VM
and click Permanent Failover on the ribbon.

e Open the Home view, in the inventory pane select Replicas. In the working area, right-click the necessary
VM and select Permanent failover.

In the displayed window, click Yes to confirm the operation.

After the permanent failover operation completes, the VM replica is put to the Permanent failover state. To
protect the VM replica from corruption after performing permanent failover, Veeam Backup & Replication
reconfigures the replication job and adds the original VM to the list of exclusions. When the replication job that
processes the original VM starts, the VM will be skipped from processing, and no data will be written to the
working VM replica.
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Editing Cloud Failover Plan Settings

You can edit settings of cloud failover plans that you configured.
To edit cloud failover plan settings:
1. Launch the Edit Cloud Failover Plan wizard:
a. Open the Home view and click Replicas > Failover Plans in the inventory pane.

b. In the working area, click the necessary cloud failover plan and click Edit on the ribbon or right-click
the necessary cloud failover plan and select Edit.

2. Edit cloud failover plan settings as required.
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Deleting Cloud Failover Plan

You can delete a cloud failover plan, for example, if you do not plan to use it any longer.
To delete a cloud failover plan:

1. Open the Home view.

2. Intheinventory pane, expand the Replicas node and click Failover Plans.

3. Inthe working area, right-click the necessary cloud failover plan and select Delete.

4. In the displayed window, click Yes to confirm the operation.
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Performing Partial Site Failover

You can quickly recover one or several corrupted VMs by failing over to their replicas on the cloud host.

For regular, snapshot-based replicas on the cloud host, the partial site failover operation is similar to the regular
failover for the off-site replication scenario. To learn more, see the following sections of the Veeam Backup &
Replication documentation:

e Failover section in the Veeam Backup & Replication User Guide for VMware vSphere
e Failover section in the Veeam Backup & Replication User Guide for Microsoft Hyper-V

For CDP replicas on the cloud host, the partial site failover operation is similar to failover for reqular CDP
replicas. To learn more, see the Failover section in the Veeam Backup & Replication User Guide:

Performing Failover

If one or several production VMs become corrupted, but the rest of production site, including the most critical
VMs and Veeam Backup & Replication infrastructure, remain operative, you can perform partial site failover.
With partial site failover, you can quickly recover a corrupted VM by failing over to its replica on the cloud host.

IMPORTANT

You can perform partial site failover only for those VMs that have a static IP address. If a VM receives an IP
address from DHCP, the failover operation will succeed but the VM replica will not be accessible over the
network.

To perform partial-site failover, do the following:
1. Launch the failover wizard in one of the following ways:

o Open the Home view and select the Replicas node. In the working area, select the necessary VM and
click Failover Now on the ribbon.

o Open the Home view and select the Replicas node. In the working area, right-click the necessary VM
and select Failover now.

o Open the Home view and select Ready under the Replicas node. In the working area, select the
necessary replica and click Failover Now on the ribbon or right-click the replica and select Failover
now.

NOTE

If you have not deployed the network extension appliance for the network to which the corrupted
VM is connected, Veeam Backup & Replication will display a warning. You can proceed to the
Network Extension step of the Service Provider wizard to configure and deploy the missing network
extension appliance. To learn more, see Configure Network Extension Appliances.

After the network extension appliance is deployed, you can launch the Failover wizard to start the
partial site failover operation.

2. At the Virtual Machines step of the wizard, select one or more VMs for which you want to perform
failover.

509 | Veeam Cloud Connect | Administrator Guide


https://helpcenter.veeam.com/docs/backup/vsphere/failover.html?ver=120
https://helpcenter.veeam.com/docs/backup/hyperv/failover.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/cdp_failover.html?ver=120

3. By default, Veeam Backup & Replication uses the latest valid restore point of the VM replica. If you want
to fail over to an earlier state of the VM, select the VM in the Virtual machines to failover list and click

Point.
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4. In the Restore Points window, expand the replication job that contains the VM you plan to fail over, select
the necessary restore point, and click OK.
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5. At the Reason step of the wizard, specify the reason for failing over to the VM replicas for future

reference.
Whiware Failower X
Reason
D Type in the reason for performing the failowver, This information will be logged in the restore sessions histary for the later
reference,
Wirtual Machines Restare reason:
Recavering failed Wi
Surnrmary

[ Do not show re this page again

| < Previous || Text = | Finish

6. At the Summary step of the wizard, review details of the failover task and click Finish to exit the wizard.
When the failover process is complete, the VM replicas will be started on the cloud host.
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Performing Failover for CDP Replicas

If one or several production VMs become corrupted, but the rest of production site, including the most critical
VMs and Veeam Backup & Replication infrastructure, remain operative, you can perform partial site failover.
With partial site failover, you can quickly recover a corrupted VM by failing over to its CDP replica on the cloud
host.

IMPORTANT

You can perform partial site failover only for those VMs that have a static IP address. If a VM receives an IP
address from DHCP, the failover operation will succeed but the VM replica will not be accessible over the
network.

To perform partial-site failover to a CDP replica, do the following:
1. Launch the failover wizard in one of the following ways:

o Open the Home view and select the Replicas node. In the working area, select the necessary VM and
click Failover Now on the ribbon.

o Open the Home view and select the Replicas node. In the working area, right-click the necessary VM
and select Failover now.

o Open the Home view and select Ready under the Replicas node. In the working area, select the
necessary replica and click Failover Now on the ribbon or right-click the replica and select Failover
now.

NOTE

If you have not deployed the network extension appliance for the network to which the corrupted
VM is connected, Veeam Backup & Replication will display a warning. You can proceed to the
Network Extension step of the Service Provider wizard to configure and deploy the missing network
extension appliance. To learn more, see Configure Network Extension Appliances.

After the network extension appliance is deployed, you can launch the Failover wizard to start the
partial site failover operation.

2. At the Virtual Machines step of the wizard, select one or more VMs for which you want to perform
failover.
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3. By default, Veeam Backup & Replication uses the latest valid restore point of the VM replica. If you want
to fail over to an earlier state of the VM, select the VM in the Virtual machines to failover list and click

Point.

*

VMware Failowver
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Remuowve

513 | Veeam Cloud Connect | Administrator Guide



4. In the Restore Points window, select whether you want to fail over to the latest available crash-consistent
restore point, to the latest long-term application-consistent restore point or to a specific point in time.

If you fail over to a specific point in time, use the right and left arrows on the keyboard to select the
required restore point.

To quickly find a long-term restore point, in the Restore point field click a link that shows a date. In the
displayed window, use the calendar to select the necessary day, and then select a long-term restore point

created during the selected day.
Failowver . s

Yirtual Machines

D Select virtual rmachines to failowver to their replicas, To point, click Point to select the desired

perform failover to an earlier restore
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Cancel
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5. At the Reason step of the wizard, specify the reason for failing over to the VM replicas for future

reference.
Whiware Failower X
Reason
D Type in the reason for performing the failowver, This information will be logged in the restore sessions histary for the later
reference,
Wirtual Machines Restare reason:
Recavering failed Wi
Surnrmary

[ Do not show re this page again

| < Previous || Text = | Finish

6. At the Summary step of the wizard, review details of the failover task and click Finish to exit the wizard.
When the failover process is complete, the VM replicas will be started on the cloud host.
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Performing Planned Failover

Within the partial site failover scenario, you can perform planned failover for snapshot-based replicas on the
cloud host. This operation is helpful if you know that your production VMs are about to go offline and you need
to proactively switch the workload from source VMs to their replicas on the cloud host. During planned failover,
Veeam Backup & Replication triggers the replication job to fully synchronize the replica with the source VM,
shuts down the source VM and fails over the VM to its replica. To learn more, see the Planned Failover section in
the Veeam Backup & Replication User Guide.

To launch the Planed Failover wizard, do one of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click
Planned Failover on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and
select Planned failover.

e Open the Home view and select Ready under the Replicas node. In the working area, select the necessary
replica and click Planned Failover on the ribbon or right-click the replica and select Planned failover.
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Re-establishing VPN Tunnel

When you perform partial site failover, production VMs and VM replicas on the cloud host communicate through
the secure VPN tunnel that is set between the pair of network extension appliances. You can monitor the VPN
connection state and re-establish the VPN tunnel in case the VPN connection breaks.

To view the VPN connection state:
1. Open the Home view.

2. Inthe inventory pane, click the Replicas node. VPN connection state will be displayed in the Connectivity
column of the working area.

To re-establish a VPN tunnel:
1. Open the Home view.
2. Intheinventory pane, click the Replicas node.

3. Inthe working area, right-click the necessary VM replica in the Failed connectivity state and select
Reconnect. Veeam Backup & Replication will restart the VPN daemon on the network extension appliances
that are used for connecting production VMs and VM replicas on the cloud host.
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Undoing Partial Site Failover

To switch back to a production VM and revert a VM replica on the cloud host to its pre-failover state, you can
undo partial site failover. When you undo the failover operation, Veeam Backup & Replication powers off a

running VM replica on the cloud host and rolls back to initial state of a VM replica.

To undo partial site failover, do either of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click

Undo Failover on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and

select Undo failover.

e Open the Home view and select Active under the Replicas node. In the working area, select the necessary

replica and click Undo Failover on the ribbon or right-click the replica and select Undo failover.

In the displayed dialog box, click Yes to confirm the operation.
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Performing Failback

You can resume operation of a production VM by failing back to it from a VM replica on the cloud host.
Performing failback for VM replicas on the cloud host is similar to performing failback for regular VM replicas.
To learn more, see the Performing Failback section in the Veeam Backup & Replication User Guide.

To launch the Failback wizard, do one of the following:

e Open the Home view and select the Replicas node. In the working area, select the necessary VM and click
Failback to Production on the ribbon.

e Open the Home view and select the Replicas node. In the working area, right-click the necessary VM and
select Failback to production.
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Committing Failback

The Commit failback operation finalizes failback from the VM replica to the original VM.
To commit failback, do one of the following:

e Open the Home view, in the inventory pane select Replicas. In the working area, select the necessary
replica and click Commit Failback on the ribbon.

e Open the Home view, in the inventory pane select Replicas. In the working area, right-click the necessary
replica and select Commit failback.

e On the Home tab, click Restore. In the Restore from replica section, select Commit failback.

In the displayed window, click Yes to confirm the operation.
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Restoring VM Guest OS Files

You can restore individual Microsoft Windows guest OS files from snapshot-based replicas of Microsoft Windows

VMs on the cloud host.

During file-level recovery, Veeam Backup & Replication publishes VM replica virtual disk files directly into the
Veeam backup server file system with the help of Veeam's proprietary driver. After VM disks are mounted, you
can use the Veeam Backup Browser or Microsoft Windows Explorer to copy necessary files and folders to the
local machine drive, save them in a network shared folder or point any applications to restored files and work

with them as usual.

NOTE

Backup & Replication User Guide.

To restore VM guest OS files of a Microsoft Windows VM replica:

1. Open the Home view.

2. Click the Replicas node in the inventory pane. Right-click the necessary VM replica and select Restore

guest files > Microsoft Windows.

3. At the Restore Point step of the wizard, select the necessary restore point.

This section describes only basic steps that you must take to restore VM guest OS files. To get a detailed
description of all settings of the restore process, see the Guest OS File Recovery section in the Veeam

File Lewel Restore
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4. At the Reason step of the wizard, specify the reason for future reference.
5. Click Next. Then click Browse.

6. Veeam Backup & Replication will display a file browser with the file system tree of the VM. Right-click the
necessary file or folder and select the necessary option.

o Torestore a file or folder to its original location on the original VM:

= Select Restore > Overwrite if you want to overwrite the original file or folder on the VM guest
OS with the file or folder restored from the replica.

= Select Restore > Keep if you want to save a file or folder restored from the replica next to the
original file or folder. Veeam Backup & Replication will add the
_RESTORED_YYYYMMDD HHMMSS postfix to the original file or folder name and save the
restored file or folder in the same location where the original file or folder resides.

o Torestore a file or folder to another VM in the Veeam backup infrastructure:

= Select Restore to > Overwrite if you want to overwrite the file or folder on the VM guest OS with
the file or folder restored from the replica in case the file or folder with the same name resides
on the target VM.

= Select Restore to > Keep if you want to save a file or folder restored from the replica next to the
file or folder on the VM guest OS in case the file or folder with the same name resides on the
target VM. Veeam Backup & Replication will add the _RESTORED_YYYYMMDD HHMMSS postfix
to the original file or folder name and save the restored file or folder in the specified location.

If you select one of this options, select the target VM and target path for the restored file or folder,
and click OK.
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o Torestore to the original location only those files or folders that have changed on the original VM
since the restore point for the replica was created, select Compare > Compare. Then right-click the

file or folder and select one of the following options:

= Select Restore changed only > Overwrite if you want to overwrite the original file or folder on
the VM guest OS with the file or folder restored from the replica.

= Select Restore changed only > Keep if you want to save a file or folder restored from the replica
next to the original file or folder. Veeam Backup & Replication will add the
_RESTORED_YYYYMMDD HHMMSS postfix to the original file or folder name and save the

restored file or folder in the same location where the original file or folder resides.

o To save a file or folder on the local machine or in a network shared folder, select Copy to, specify a
path to the destination location and click OK.

To learn more, see the Finalize Restore section in the Veeam Backup & Replication User Guide.
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Restoring Application Items

You can use Veeam Explorers to restore application items from snapshot-based replicas on the cloud host.

Veeam Backup & Replication lets you restore items of the following applications:

Microsoft Active Directory
Microsoft Exchange

Microsoft SharePoint

Microsoft SQL Server

Microsoft OneDrive for Business
Microsoft Teams

Oracle

PostgreSQL

For replicas on the cloud host created by replication jobs with guest processing options enabled, the procedure
of application-item restore does not differ from the regular one. To perform application-item restore, do either
of the following:

Open the Home view, in the inventory pane select Replicas. In the working area, select the necessary VM
and click Application Items > <Application>on the ribbon.

Open the Home view, in the inventory pane select Replicas. In the working area, right-click the necessary
VM and select Restore application items > <Application>.

Then follow instructions in the procedure for the required application. For details, see the Application Item
Restore section in the Veeam Backup & Replication User Guide.
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The list of available data recovery operations differs depending on what Veeam Explorer you use. To learn more,
see the Veeam Explorers User Guide.
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Viewing Replicas and Failover Plans

After replication job targeted at the cloud host or a cloud failover operation completes, it takes some time for
Veeam Backup & Replication to retrieve changes from the database and display those changes in the Veeam
Backup & Replication console on the tenant side. For example, when you perform a failover operation, VM
replicas and cloud failover plans may be not displayed or displayed with a wrong status.

To refresh the view in the Veeam Backup & Replication console:
1. Open the Home view.

2. Expand the Replicas node and press [F5] to refresh the view.
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Managing Replicas

The tenant can perform the following operations with VM replicas created with replication jobs and CDP policies
targeted at the cloud host:

o View properties

e Delete from disk

NOTE

Viewing Properties

The tenant cannot perform the Remove from configuration operation with VM replicas on the cloud host.
Such VM replicas are actually stored on the remote DR site in the SP virtualization environment. As a result,
they would become permanently inaccessible for a tenant. The tenant would also be unable to delete
replica files from the cloud host.

The Remove from configuration operation is available only for the SP in the SP Veeam Backup & Replication
console. To learn more, see Removing from Configuration.

You can view summary information about created VM replicas. The summary information provides the following
data: available restore points, date of restore points creation, data size, restore point size and replica status. For
CDP replicas, Veeam Backup & Replication additionally displays the journal size.

To view summary information for replicas:

1. Open the Home view.

2. Intheinventory pane, click the Replicas node.

3. Right-click the necessary VM replica in the working area and select Properties.
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Deleting from Disk

You can use the Delete from disk operation if you want to delete records about VM replicas from the Veeam
Backup & Replication console and database and, additionally, delete actual replica files from the cloud host.

NOTE

The Delete from disk option is the only way for a tenant to delete replica files from the cloud host. The
Remove from configuration operation is not available in the tenant Veeam Backup & Replication console.

To delete replica files from the cloud host:
1. Open the Home view.
2. Intheinventory pane, click the Replicas node.

3. Right-click the necessary VM replica and select Delete from disk.
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Using Veeam Cloud Connect Portal

In case of a disaster in the production site when all critical VMs go offline and Veeam backup server becomes
inaccessible, you can perform full site failover using Veeam Cloud Connect Portal. Veeam Cloud Connect Portal
is a standalone web tool that allows a tenant to run a cloud failover plan remotely from a web browser on a

desktop computer or a portable device.
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Before You Begin

Consider the following prerequisites and limitations:

e You can access Veeam Cloud Connect Portal with a web browser on a desktop computer or a portable
device. To ensure successful usage of Veeam Cloud Connect Portal, use the following supported web
browsers:

o For desktop computers:
= Microsoft Internet Explorer 11 or later
= Microsoft Edge
= Latest versions of Mozilla Firefox and Google Chrome
o For portable devices (tablets): latest versions of Apple Safari for iOS and Google Chrome for Android

e You cannot use Veeam Cloud Connect Portal to perform full site failover to CDP replicas.
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Accessing Veeam Cloud Connect Portal

You can access Veeam Cloud Connect Portal with a web browser using URL address and credentials of the
tenant account provided to you by the SP.

To access Veeam Cloud Connect Portal, open your web browser and enter the following address to the address
bar:

https://hostname: 6443

where hostname is a DNS name or IP address of Veeam Cloud Connect Portal provided to you by the SP.

For example:
https://sp01:6443

After the Veeam Cloud Connect Portal has loaded, you will be prompted to log in. For that, enter credentials of
the tenant account that was provided to you by the SP. To learn more, see Logging In To Veeam Cloud Connect
Portal.
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Logging In to Veeam Cloud Connect Portal

To perform full site failover by remotely starting a cloud failover plan, you need to log in to Veeam Cloud
Connect Portal.

To log in to Veeam Cloud Connect Portal:

1. Access Veeam Cloud Connect Portal.

2. Inthe User field, type the user name of the tenant account provided to you by the SP.
3. Inthe Password field, type the password of the tenant account provided to you by the SP.

4. Select the Remember me option to save the specified credentials in the browser cookie. With this option
enabled, you will not need to type the username and password every time you access Veeam Cloud

Connect Portal.

5. Click Login.

Veeam”

Cloud Connect Portal

Type in your credentials:
User | ABC Company

Password | esessese

Remember me
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Running Cloud Failover Plan

With a cloud failover plan, you can perform full site failover at any time. During the full site failover process the
group of critical production VMs fail over to their replicas on the cloud host. You can fail over to the most recent
VM state or select the necessary restore point for VMs in the cloud failover plan.

To fail over to the VM replicas latest restore point:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Start.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Inthe displayed dialog box, select the Start now option and click Start.
4. Monitor the cloud failover process and view results.
To fail over to a certain restore point:
1. Login to Veeam Cloud Connect Portal. The Failover plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Start.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Inthe displayed dialog box, select the Start to most recent replica prior to option, select the replication
date and time and click Start. Veeam Backup & Replication will find the closest restore point prior to the
entered value for each VM and fail over to it.

4. Monitor the cloud failover process and view results.

Veeam

ABC Company Sign out

Cloud Connect Portal

(») Start =3 Unde ‘ Type in a failover plan name Q‘
FAILOVER PLANS
LTSS ABC COMPANY CLOUD FAILOVER PLAN (0 &t ‘ STATE
ABC Compa e Silver Ready

(®) start now

C) Start to most recent replica prior to:

sy
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Retrying Failover by Cloud Failover Plan

You can retry a cloud failover plan if one or several VMs fail to failover properly. Veeam Backup & Replication
retries the failover operation only for those VMs that do not succeed to failover to their replicas on the cloud
host.

To retry a cloud failover plan:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Retry.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Monitor the cloud failover process and view results.

Veeam"”

ABC Company Sign out

Cloud Connect Portal

[} R%g ) undo Q
FAILOVER PLANS
NAME + VMS LOCATION STATE

ABC Company Cloud Failover Plan 2 VMware Silver @ Failed
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Undoing Failover by Cloud Failover Plan

You can undo failover for all VMs added to the cloud failover plan at once. When you undo failover, you switch
the workload back to original VMs and discard all changes that were made to VM replicas during failover.

To undo failover by a cloud failover plan:
1. Loginto Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. Inthe working area, select the necessary cloud failover plan and click Undo.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the
working area.

3. Monitor the undo failover process and view results.

VEEEINE

Cloud Connect Portal

ABC Company Sign out

U Q
FAILOVER PLANS

NAME t VM3 LOCATION STATE

ABC Company Cloud Failover Plan 2 VMware Silver @ Ccompleted
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Monitoring Failover Process and Results

With Veeam Cloud Connect Portal, you can monitor the failover plan execution process as well as view results
for finished failover tasks. Every run of a cloud failover operation and VM processing initiates a new session.
When you start or undo a cloud failover plan, the Sessions History section automatically opens. You can also
access the Sessions History section manually at any time.

The summary information in the Sessions History section provides the following data: cloud failover plan and
VM replica status, date of failover task start and finish. You can also view detailed information on every VM
processing and cloud failover plan session.

To view details on sessions:
1. Loginto Veeam Cloud Connect Portal and open the Sessions History view.

2. Inthe working area, double-click the necessary cloud failover plan and/or VM processing session.

To quickly find the necessary session, you can sort sessions by name, status, creation or finish date. To
sort sessions, click the necessary column heading at the top of the working area.

Veeam"”

Cloud Connect Portal

ABC Company Sign out

NAME STATUS CREATED { FINISHED

srv38 ()] 12/2/2015 06:57:05... A

Validating ViV

Performing failover for VM srv38 to state as of less than a day ago (12:46 PM Wednesday 12/2/2013)
Reverting VM to the restore point snapshot

Powering on VM

SESSIONS HISTORY

srvd0 [)] 12/2/2015 06:57:05...

v ABC Company Cloud Failover Plan 0 12/2/2015 06:57:02..

Job started at 12/2/2015 6:57:02 PM

Failover plans view can be refreshed manually by pressing F5

Building VMs list

Setting up network extension for tenant ABC Company with routing between networks disabled
Processing VM: srv38

Waiting 60 sec before the next VM v
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