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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

The document describes how to deploy, configure and use the following application plug-ins:
e Veeam Plug-in for SAP HANA
e Veeam Plug-in for Oracle RMAN
e Veeam Plug-in for SAP on Oracle

e Veeam Plug-in for Microsoft SQL Server

Intended Audience

This document is intended for database administrators, backup administrators, and other IT specialists who use
Veeam to back up and restore SAP HANA, Oracle, and Microsoft SQL Server databases.
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About Veeam Plug-ins for Enterprise
Applications

Veeam Plug-ins for Enterprise Applications extend the functionality of Veeam Backup & Replication and allow
you to create transactionally-consistent backups of SAP HANA, Oracle and Microsoft SQL Server databases.

e Veeam Plug-in for SAP HANA — an SAP-certified backup and recovery solution that allows you to back up
and restore SAP HANA databases.

e Veeam Plug-in for Oracle RMAN — an Oracle-certified backup and recovery solution that allows you to
back up and restore Oracle databases.

e Veeam Plug-in for SAP on Oracle — an SAP-certified backup and recovery solution that allows you to back
up and restore Oracle databases to which an SAP application is connected.

e Veeam Plug-in for Microsoft SQL Server — a backup and recovery solution that allows you to back up and
restore Microsoft SQL Server databases.

e Veeam Plug-in Management — Veeam Backup & Replication allows you to deploy Veeam Plug-ins on
database servers and launch backup policies directly from the Veeam backup console.

IMPORTANT

Veeam Plug-ins store database and log backups in repositories added to the Veeam Backup & Replication
infrastructure. Thus, to use Veeam Plug-ins, you must have a Veeam Backup & Replication server deployed
in your infrastructure. To learn how to deploy Veeam Backup & Replication, see the Deployment section of
the Veeam Backup & Replication User Guide.
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Veeam Plug-in for SAP HANA

Veeam Plug-in for SAP HANA is an SAP-certified backup tool that integrates with SAP backint and allows you to
store transactionally-consistent SAP HANA database backups and logs in repositories connected to Veeam
Backup & Replication.

NOTE

If you want to protect the SAP HANA server itself, you can use the image-level and file-level backup
functionality of Veeam Backup & Replication or Veeam Agent for Linux. Note that image- and file-level
backups of SAP HANA servers do not guarantee transaction-consistency of database backups.
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How Veeam Plug-in for SAP HANA Works

Veeam Plug-in acts as an agent between an SAP HANA server and Veeam backup repositories. The plug-in
interacts with databases through the SAP HANA Backint component. Backint for SAP HANA is an API that
enables Veeam Plug-in to directly connect to the SAP HANA database and send the database backup files to
Veeam repositories.

Veeam Plug-in compresses, deduplicates database backups and transfers them to a backup repository
connected to the Veeam Backup & Replication infrastructure. After you install and configure Veeam Plug-in on
the SAP HANA server, you can perform all backup and restore operations with HDBSQL scripts and with native
SAP HANA tools, such as SAP HANA Studio and SAP HANA Cockpit.

When Veeam Plug-in is configured, SAP Backint performs a database backup in the following way:

1.

SAP HANA Weeam Plug-in
Backint for SAP HANA

.............................

When you start a database backup, the SAP HANA Backint starts Veeam Plug-in services on the SAP HANA
server.

Veeam Plug-in connects to the Veeam Backup & Replication server and creates a backup job (if it has not
been created before). In the Veeam Backup & Replication console, Veeam backup administrators can use
the backup job to monitor SAP HANA backups.

Veeam Plug-in starts Veeam Data Mover services on the SAP HANA server and on a backup repository.
According to a specified number of parallel backint channels, Veeam Data Movers create channels to
transfer backup data.

Veeam Data Movers transport backup data to the backup repository.

v
2
5]

Veeam Backup
& Replication Server

I

SAP HANA Data Mover
Database

SAP HANA Server

¥ I
@ — 2=
L
Data Mover Backup
repository —» Workload transport
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Planning and Preparation

Before you start to use Veeam Plug-in for SAP HANA, read the environment planning recommendations and
make sure that your environment meets system requirements.

e System Requirements

e Required Permissions

e Used Ports

e Licensing

e Environment Planning

e Veeam Backup Repositories

e Access and Encryption Settings on Repositories
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System Requirements

Before you start using Veeam Plug-in for SAP HANA, make sure the following requirements are met.

Supported OSes

Veeam Plug-in for SAP HANA is supported for the following OSes:
e SLES for SAP Applications 15 (x86_64): GA, SP1, SP2, SP3.
e SLES for SAP Applications 12 (x86_64): GA, SP1, SP2, SP3, SP4, SP5.
» RHEL for SAP Solutions 8 (x86_64): 8.0, 8.1, 8.2, 8.4, 8.6.
e RHEL for SAP Solutions 7 (x86_64):7.2,7.3,7.4,7.5,7.6,7.7,7.9.

Supported SAP HANA Versions

Veeam Plug-in for SAP HANA supports the following versions of SAP HANA:

e SAP HANA 2.0: SPS 02, SPS 03, SPS 04, SPS 05 (only with Backint version 1.0), SPS06. Express Edition is
not supported.

e SAP HANA1.0: SPS12 and later.
NOTE

To check whether an OS version is compatible with the SAP HANA version you want to use, see the SAP
HANA Administration Guide.

Veeam Backup & Replication

Mind the following compatibility of Veeam Backup & Replication and Veeam Plug-in versions:
e Veeam Plug-in for SAP HANA 12 supports integration with Veeam Backup & Replication version 12.

e Veeam Plug-in for SAP HANA 11 supports integration with Veeam Backup & Replication version 11, 11a
Cumulative Patch P20211211.

e Veeam Plug-in for SAP HANA 10.0.1.4854 (10a Cumulative Patch 20201202) supports integration with
Veeam Backup & Replication version 10, 11.

e Veeam Plug-in for SAP HANA 10 (earlier than 10.0.1.4854) supports integration only with Veeam Backup
& Replication version 10.

Note that if you want to use the latest functionality, you must upgrade both Veeam Backup & Replication and
Veeam Plug-in to the latest version.

Network

Veeam Plug-in should be able to establish a direct IP connection to the Veeam Backup & Replication server.
Thus, Veeam Plug-in cannot work with the Veeam Backup & Replication server that is located behind the NAT
gateway.
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Permissions
User Rights on the SAP HANA Server

The account used for installing and updating Veeam Plug-in must have root privileges.

Veeam Backup Server User

e The account specified in the Veeam Plug-in configuration settings must be able to authenticate against
the Veeam Backup & Replication server. For details, see Configuring Veeam Plug-in for SAP HANA.

e The account specified in the Veeam Plug-in configuration settings must be granted access rights on the
Veeam backup repository where you want to store backups.

To learn how to grant permissions on Veeam repositories, see Granting Permissions on Repositories.

e You can work with backups created by Veeam Plug-in only with the account used for creating the backups.
If you want to use another account, see required permissions in Configuring Veeam Plug-in for SAP HANA.
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Ports

To enable proper work of Veeam Plug-ins, make sure that the following ports are open.

SAP HANA Server

The following table describes network ports that must be opened to ensure proper communication of the SAP
HANA server and backup infrastructure components.

Default port used for communication with
the Veeam Backup & Replication server.

Veeam
E:d:iizt?on TCP 10006 Note that data between Veeam Plug-ins
SAP HANA P and backup repositories is transferred
server server directly, bypassing the Veeam Backup &
where Replication server.
Veeam
Plug-in is
installed Backu_[:: Default range of ports used as data
;2‘:\7; grry TCP 2500 to transmission channels. For every TCP
gateway 3300** connection that a backup_procgss uses,
cerver* one port from this range is assigned.

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway
Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added
components.

Backup Repositories and Gateway Servers

On backup infrastructure components, Veeam Backup & Replication automatically creates firewall rules for the
required ports. These rules allow communication between the components. Depending on the type of backup
repositories that you use for Veeam Plug-in backups, the following ports must be open to allow communication
between backup infrastructure components.

Veeam rB:C(I;;?or Default range of ports used as data

Backup & P y 2500 to transmission channels. For every TCP
R server or TCP " !

Replication atewa 3300 connection that a backup process uses,

server gerver*y one port from this range is assigned.

Direct Attached Storage
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_

Linux server

EZiEuas d Port used as a control channel from the
e osil'zor or TCP 22 Veeam Plug-in server to the target Linux
P y host.
gateway
server
Veeam
Backup &
Replication  pricrosoft Ports used as a management channel from
server Windows TCcp 135,137 to the Veeam Plug-in server to the
server used UDP 139, 445 Repository/Gateway server. Also, the ports
as a backup are used to deploy Veeam components.
repository or
gateway TCP 6160, 6162 Default ports used by the Veeam Installer
server .

Service and Veeam Data Mover Service

Network Attached Storage

Gateway TCP 445 Default port used by the SMB transport
server protocol.
(specified in
the SMB SMB server SMB/Netbios name resolution for the SMB
share Tcp 135,137 to protocol (needed in some cases). For
repository UDP 139 details, see the Used Ports section of the
settings) Veeam Backup & Replication User Guide.
Gateway
server
(specified in TCP Standard NFS ports used as a transmission
the NFS NFS server 111, 2049 channel from the gateway server to the
share ubP target NFS share.
repository
settings)
Dell Data Domain

Port used to assign a random port for the
Veeam mountd service used by NFS and
Backup & ggiaDi?‘]ta Tep 1 DDBOOST. Mountd service port can be
Replication statically assigned.
server For more
or mfo;w_at[l)orll[ Main port used by NFS. To change the
Gateway i%eartlif:lee TCP 5049 port, you can use the ‘nfs set server-
server .

port’ command. Note that the command
requires SE mode.
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Main port used by NFS MOUNTD. To
change the port, you can use the 'nfs

TCP 2052
set mountd-port' command. Note
that the command requires SE mode.
HPE StoreOnce
Veeam 9387 Default command port used for
Backup & communication with HPE StoreOnce.
SF,{:rI?/ltl.cratlon HPE TCP
StoreOnce
or 9388 Default data port used for communication
Gateway with HPE StoreOnce.
server
ExaGrid
Veeam
Backup & . Default command port used for
Replication ExaGrid Tep 22 communication with ExaGrid.
server
Quantum DXi
Veeam
Backup & . Default command port used for
Replication Quantum DXi- TCP 22 communication with Quantum DXi.
server

For detailed list of ports used by Veeam Backup & Replication server and backup repositories, see the Used Ports
section of the Veeam Backup & Replication User Guide.
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Licensing

To use the Veeam Plug-in functionality, you must have a valid Veeam Backup & Replication license. Licenses are
installed and managed on the Veeam Backup & Replication server that is connected to the Veeam Plug-in server.
If the license is not valid or out of resources, Veeam Plug-in backup jobs fail.

This guide provides information only on specifics of Veeam licenses for Veeam Plug-ins. For terminology and
general information about Veeam Licensing, see Veeam Licensing Policy.

In this section:
e Licensed Objects
e Supported License Types and Packages

e Obtaining and Managing Licenses

Licensed Objects

If you are using any instance-based (Veeam Universal Licensing) license on your Veeam Backup & Replication,
you don't need to install any additional license keys.

A machine where SAP HANA is deployed is assumed protected if it has been processed by a Veeam Plug-in
backup job in the last 31 days. When you back up SAP HANA databases on one host, one License Unit is
consumed from the Veeam Backup & Replication license. A machine protected by both Veeam Plug-in and
Veeam Backup & Replication will consume a License Unit only once. For example, you have an SAP HANA server
that you back up using Veeam Plug-in. You can also back up this server using image-level backup functionality
of Veeam Backup & Replication. In this case, only one License Unit will be consumed.

NOTE

If you are using a legacy perpetual per-socket license, a license is required for each hypervisor CPU socket
occupied by protected SAP HANA servers.

A socket is consumed from the license only if the hypervisor where protected servers reside is added to the
Veeam Backup & Replication infrastructure. If the hypervisor is not added to the Veeam Backup &
Replication infrastructure, an instance unit will be consumed from the license. To learn how to add a
hypervisor to the Veeam Backup & Replication infrastructure, see the Virtualization Servers and Hosts
section of the Veeam Backup & Replication User Guide.

IMPORTANT

If you have an SAP HANA Scale-Out Cluster, each node will consume one License Unit. The License Units
are consumed for all cluster nodes, even if Veeam Plug-in is installed only on one of the nodes.
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Supported License Types and Packages

You can use Veeam Plug-ins with the following license types and packages. Note that this guide contains
information on specifics of Veeam license packages only for Veeam Plug-ins. For the full list of license packages,
see Pricing and Packaging.

e For Veeam Universal Licensing:

You can use Veeam Plug-ins with all license packages ( Veeam Backup Essentials, Veeam Backup &
Replication, Veeam Availability Suite).

Note that if you use the Rentallicense type, functionality of Veeam Plug-ins is supported only for the
Enterprise Plus edition of Veeam Backup & Replication.

e For Perpetual Socket license:

Functionality of Veeam Plug-ins is supported only for the Enterprise Plus edition of Veeam Backup &
Replication.

Obtaining and Managing Licenses

To learn how to install a license and monitor licensed objects, see the Licensing section in the Veeam Backup &
Replication User Guide.
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Environment Planning

Integration of SAP HANA and Veeam Plug-in requires additional environment planning. When you deploy the
plug-in, keep in mind the following requirements and limitations.

Compression

Veeam Plug-in uses built-in compression functionality of Veeam Backup & Replication. If you want to disable
the compression, do the following:

1. Openthe /opt/veeam/VeeamPluginforSAPHANA/veeam config.xml file with a text editor.

2. Intheveeam config.xml file, find the <AgentParams /> line and add the following parameter:

<AgentParams compression="NoCompression" />

Scheduling

Veeam Plug-in forwards the backups created by SAP HANA integrated backup application to a Veeam backup
repository. You can schedule backup operations with all SAP HANA relevant scheduling options like SAP HANA
Cockpit (HANA Cockpit 2.0 SPS 06 or later version), SAP DB13 (NW 7.02 SP17 or later version) or external
schedulers like cron, UC4, TWS and others.

To learn how to configure external schedulers, see the Veeam Plug-in for SAP HANA Best Practices.

NOTE

For SAP Management Software, make sure SAP HANA 2.0 systems are configured in the Multiple-Container
mode. Otherwise, backups will fail with the following error: [110091] Invalid path selection for
data backup using backint. For details, see the SAP HANA Multitenant Database Containers section
of the SAP HANA Master Guide.

Veeam User Management

Veeam Plug-in for SAP HANA uses the Windows authentication methods of the Veeam Backup & Replication
server to establish a connection to this server and to the target backup repository. It is recommended to create
one specific user for each Veeam Plug-in server or for each scale-out cluster.

If this user will be later changed manually, the new user must have at least the Veeam Backup Operator and
Veeam Restore Operator rights within the Veeam Backup & Replication user management. To learn how to
assign Veeam Backup & Replication roles, see the Users and Roles section of the Veeam Backup & Replication
Guide.
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SAP HANA Backup Channels and Veeam Repository Task Slots

By default, SAP HANA uses one channel per data backup operation. You can configure SAP HANA to use
additional channels. When multiple channels are used, SAP HANA distributes the data equally across available
channels.

To control the number of parallel channels used for each SAP HANA Backint instance, you can edit the
parallel data backup backint channels parameterin the SAP HANA global. ini file. For
instructions, see the Multistreaming Data Backups with Third-Party Backup Tools section of the SAP HANA
Administration Guide

NOTE

The number of multistreaming channels applies to all data backup services larger than 128GB. Data backup
services smaller than 128GB use only one channel.

Basically, the more channels used in parallel, the faster is the data flow between SAP HANA and the source
Veeam Transport Agent. However, the more channels used in parallel, the more resources are used on the SAP
HANA server, network, Veeam backup repository, backup source and target disk systems. You should find the
right mix between performance and resource allocation for your specific business need.

The following hardware resources are recommended based on tests on Skylake processors:
e SAP HANA server: 1 CPU core and 200 MB of RAM per currently used channel.

e Backup repository server: 1 CPU core and 1 GB of RAM per 5 currently used channels.

These resources are recommended only if you use a dedicated backup repository for Veeam Plug-in
backups. If you use the same backup repository for Veeam Plug-in backups and VM backups created by
Veeam Backup & Replication or Veeam Agents, consider adding the mentioned above hardware resources
based on usual load on your backup repository. For details on hardware requirements for a backup
repository, see the System Requirements section of the Veeam Backup & Replication User Guide.

We recommend to contact your Veeam system engineer to optimize the channel settings and resource
allocation. Also, mind the following:

o Itis not recommended to use more than 64 channels in parallel as the overhead will reduce individual
channel performance. Set the max _recovery backint channels settingin global.ini to 64 or
below depending on available hardware resources.

o Itis recommended to use a separate backup repository for Veeam Plug-in backups.

o If you want to improve backup performance, the SAP HANA buffer must be increased for additional
used channels. For details, consult with your SAP HANA database administrator.

o SAP HANA can back up individual databases and tenants in parallel. To optimize resources, you can
back up databases sequentially.

o If there are not enough available repository task slots, SAP HANA waits till repository task slots
become available.

o During restore, the order of repository task slots is ignored, and channels are used as requested by
SAP HANA.

e Veeam Backup & Replication server: during manual metadata operations such as import of backup files,
the Veeam Backup & Replication server needs additional 15 GB of RAM per 1 million files located in the
same backup job folder.

23 | Veeam Plug-ins for Enterprise Applications | User Guide


https://help.sap.com/viewer/6b94445c94ae495c83a19646e7c3fd56/2.0.02/en-US/9159de1e829740908e0ba022f8e8d1b0.html
https://helpcenter.veeam.com/docs/backup/vsphere/system_requirements.html?ver=120#repo

You can use the following examples as a reference:

Example 1: Backing up all databases in parallel

In this example, there is a system with 2 tenant databases, each database has 4 services. The databases
are backed up in parallel. The SAP HANA channel setting is 6. The following maximum repository task
slots and SAP channels are used:

(o]

(o]

Up to 4 task slots/channels are used by SYSTEMDB and its 4 services (all below 128 GB)

Up to 6 task slots/channels are used for the index service of the tenant database 1 (the database is
bigger than 128 GB)

Up to 3 task slots/channels are used for the rest of the 3 remaining services of the tenant database 1
(all below 128 GB)

Up to 6 task slots/channels are used for the index service of the tenant database 2 (the database is
bigger than 128 GB)

Up to 3 task slots/channels are used for the rest of the 3 remaining services of the tenant database 2
(all below 128 GB)

If the log backups are below 128GB, you must reserve at least 3 channels for the log backup of
SYSTEMDB, tenant database 1, and tenant database 2. These log backups are started automatically on
their own schedule or when the maximum file size of the log file is reached.

In total, for backup processes of all databases started in parallel you need up to 27 available task slots.

Example 2: Backup of all databases sequentially

In this example, there is system with 2 tenant databases, each database has 4 services. The databases are
backed up sequentially. The SAP HANA channel setting is 6. The following maximum repository task slots
and SAP channels are used:

O

Up to 6 task slots/channels are used for the index service of a tenant database (the database is bigger
than 128 GB).

Up to 3 task slots/channels are used for the rest of the 3 remaining services of the same tenant
database (all below 128 GB).

If the log backups are below 128GB, you must reserve at least 3 channels for the log backup of
SYSTEMDB, tenant database 1, and tenant database 2. These log backups are started automatically on
their own schedule or when the maximum file size of the log file is reached. Assuming that the log file
backups are below 128 GB and do not use additional channels.

In total, for backup processes of sequential started database backups, 12 task slots must be available.

SAP HANA Encryption

Veeam Plug-in supports SAP HANA integrated encryption. The encryption processes are performed on the SAP
HANA side. Veeam Plug-in is not involved in encryption processing.

Plan the protection of the encryption environment carefully. In case the encryption keys are lost, Veeam Plug-in
can only provide an access to the encrypted backup file. You will have to decrypt data in SAP HANA. For details,
see the Managing Data Encryption section of the SAP HANA Administration Guide.
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SAP HANA Catalog Backup with Backint

To back up the SAP HANA catalog using Backint, change the settings of the catalog_backup_using_backint
parameter in the backup section of the global. ini.

~

Marne Default Systern Huost - linuz-qlpn Databazes
w global.ini » & &

» L[] advisoryg file_lock

» [1 auditing configuration
» [1 authentication
v

[1 backup
backint_response_tirmeout 600
catalog_backup_parameter_file
Icatalog_hackup_using_backint I false ® true true *
data_backup_buffer_size 512

SAP HANA Backint Parameter File

Veeam Plug-in does not use the Backint parameter file. Leave these fields empty when asked for.

SAP HANA Scale-Out Cluster

Veeam Plug-in supports SAP HANA scale-out clusters with the following limitations:

e Due to design of SAP HANA databases, the same Veeam Plug-in configuration must be set on all scale-out
cluster members, including stand-by nodes.

o On all cluster nodes, Veeam Plug-in must be configured to transfer backups to the same repository.
o Each cluster node must use the same credentials to connect to Veeam servers.

e All backup tasks across the SAP HANA scale-out cluster are performed in parallel.

SAP HANA System Replication Failover

SAP HANA does not allow you to back up from replicas. You can back up these databases only after a failover.
To prepare the replication target system for backups after the failover, you can configure Veeam Plug-in as
usual for a new scale-up or scale-out system. The Veeam backup job object will be created at first backup run
and reflect the hostname of each system.

IMPORTANT

You must perform full database backup at least once after each failover or failback, so that SAP HANA
starts to create automatic log backups.

After the failover, if you want to restore backups created before the failover, you must configure the plug-in to
be able to access the backup files from the original source system:

1. Goto /opt/veeam/VeeamPluginforSAPHANA and run the Veeam Plug-in configuration tool with the
following parameter.

VM2ADM: /opt/veeam/VeeamPluginforSAPHANA> SapBackintConfigTool --set-restor
e-server
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2. Select the original source server.

Select source SAP HANA plug-in server to be used for system copy restore:
1. SAP-VM1

2. SAP-VMO02

Enter server number: 1

3. Specify the backup repository where the required source server backup is stored.

Available backup repositories:
1. servl0 repo
Enter repository number: 1

4. Perform system copy restore. For instructions, see Recovering Databases to Other Servers.

5. Later, if you want to restore from the new backup chain created from the system replication server, you
must run the command again and select the system replication server as a source for restore.

Hosting Environments

By default, Veeam Plug-in uses a hostname to create the Veeam Backup & Replication job object and a folder
where the backups will be stored. If server names match, you can set the following entry in the Veeam
configuration XML file (/opt/veeam/VeeamPluginforSAPHANA/veeam config.xml) to be able to
distinguish servers:

<PluginParameters customServerName="hostname.domain.tld"™ />

Example:

If your servers in multiple environments have the name sap7and the domains for the 2 environments are
customerl.local and customer2.local you have to set the following entries:

<PluginParameters customServerName="sapl.customerl.local"™ />
<PluginParameters customServerName="sapl.customer2.local" />

Additional Files to Back Up

SAP HANA INI Files

SAP HANA does not back up the SAP configuration stored in INI files. Contact your SAP HANA database
administrator to discuss the backup of the following files:

e /usr/sap/<SID>/SYS/global/hdb/custom/config
e /usr/sap/<SID>/<INSTANCE>/<FQDN>
e /usr/sap/<SID>/SYS/global/hdb/custom/config

Also, to backup SAP HANA configuration files, you can use file or image-level backup options of Veeam Backup
& Replication or Veeam Agent for Linux.
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SAP HANA Server for Disaster Recovery

You can use Veeam Backup & Replication or Veeam Agent to create an image-level backup of the SAP HANA
server. Note that to create transaction-consistent backups, you must use pre-freeze and post-thaw scripts.

Veeam Plug-in Configuration File

To back up the configuration file of Veeam Plug-in, back up the following file:
/opt/veeam/VeeamPluginforSAPHANA/veeam config.xml

Backup Files Format

Veeam Plug-in stores backup files in the following formats:

e A .VABfile stores compressed and deduplicated copy of a SAP HANA database. Veeam Plug-in creates
.VAB files for all types of backups.

e A .VASM file stores metadata that contain information about the backup. A .VASM file is created for each
.VAB file. .VASM files are used by Veeam Backup & Replication to get data about Veeam Plug-in backups.

e A .VACM file stores metadata of a backup job object.

Veeam Plug-in backup file names match the backup file ID's (EBID) created by SAP HANA.
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Veeam Backup Repositories

Veeam Plug-ins store backup files in repositories added to the Veeam Backup & Replication infrastructure. In
this section, you can find the list of supported backup repositories and limitations for Veeam Plug-in backups.

Supported Backup Repositories

Veeam Plug-in for SAP HANA supports integration with the following types of repositories added to the Veeam
Backup & Replication infrastructure:

Windows Server
Linux Server
CIFS (SMB) Share
Dell Data Domain

HPE StoreOnce. If you plan to use HPE StoreOnce as a backup repository for Veeam Plug-in backups, the
total number of stored files (data and metadata) must not exceed 3,000,000 per Catalyst store. If
necessary, multiple Catalyst stores may be created on the same StoreOnce system.

Quantum DXi
NFS File Share

ExaGrid. If you plan to use an ExaGrid appliance as a backup repository for Veeam Plug-in backups, mind
the following:

o Make sure the repository is configured as described in the ExaGrid section of the Veeam Backup &
Replication User Guide.

o Inthe global.ini settings of SAP HANA, you must set the max recovery backint channels
parameter value to a number lower than the number of repository task slots. ExaGrid recommends
setting it to 7, and adjust gradually if needed.

Hardened Repository

You can also use scale-out backup repositories that contain repositories supported by Veeam Backup &
Replication.

Backup Repository Limitations

For Veeam Plug-in backups, the warning which indicates that free space on a storage device has reached a
specified threshold is configured in the veeam_config.xml file of Veeam Plug-in. The warning settings in
the Veeam Backup & Replication console does not affect this setting.

To configure the warning settings, add the following parameter in the
/opt/veeam/VeeamPluginforSAPHANA/veeam config.xml file.

<PluginParameters repositoryFreeSpacePercentWarning="10" />

Due to specific design of SAP HANA backups, Veeam Plug-in does not use fast cloning. Backups
transferred to repositories that use ReFS or XFS as a file system are processed the same way as with NTFS
repositories.
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e The plug-in configuration wizard will not show repositories where the Encrypt backups stored in this
repository option is enabled. To learn how to disable the encryption option, see Access and Encryption
Settings on Repositories.

e Make sure Veeam backup repositories have enough free space to store database backups and transaction
log backups. If required, you can use a scale-out backup repository.

e Veeam extract utility cannot extract backup files created by Veeam Plug-in.

e For security reasons, it is recommended to use separate repositories for different users and grant access to
backup repositories only for required users.

Scale-Out Backup Repositories

If you want to store Veeam Plug-in backups on scale-out backup repositories, mind the following:

e For Veeam Plug-in backups and backup copies, the Performance policy of a scale-out repository functions
differently:

a. Veeam Backup & Replication checks if there are extents without warning on free space insufficiency. If
all extents have the warning, Veeam Backup & Replication uses an extent with the largest amount of
free space that has a free task slot.

b. If there are extents without the warning, Veeam Backup & Replication checks if there are incremental
extents with free task slots. If there are no incremental extents with free task slots, Veeam Backup &
Replication uses a full extent with the least amount of used task slots.

c. If there are incremental extents with free task slots, Veeam Backup & Replication sends backup files
to an incremental extent with the least amount of used task slots. If the amount of used tasks is the
same, an extent with the largest amount of free space.

e If ascale-out repository is configured in the Data locality policy, repository extents will be selected
according to the amount of free space for each SAP HANA Backint connection. If there are two extents
with one slot on each extent, the backup will be launched in two streams (one on each extent).

e If you want to add a backup repository as an extent to a scale-out backup repository and Veeam Plug-in
backups are present on this backup repository, you must do the following:

a. In the Veeam Backup & Replication console, select Veeam Plug-in backup files that reside in this
backup repository and remove them from configuration. For details, see Removing backups from
configuration. Note that this action does not delete the backups from the repository.

b. In the Veeam Backup & Replication console, delete the Veeam Plug-in backup job. For details, see
Deleting Jobs.

c. Add the repository as an extent to the scale-out repository. For details, see Extending Scale-Out
Repositories.

d. Rescan the scale-out repository. For details, see Rescanning Scale-Out Repositories.
NOTE
Names of backup files and paths to backup files must contain only allowed characters:

e Alphanumeric characters: a-zA-70-9
e Special characters: -.+=@"
e Names of backup files and paths to backup files must not contain spaces.

29 | Veeam Plug-ins for Enterprise Applications | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_sobr.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/remove_from_backups.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/remove_from_backups.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/disabling_jobs.html?ver=120#deleting-job
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_add_extent.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_add_extent.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_rescan.html?ver=120

e. On the Veeam Plug-in server, set the scale-out repository as the target for backups using the
following command:

SapBackintConfigTool --set-repository
f. Map the imported backups using the following command:

SapBackintConfigTool --map-backup

Capacity Tier

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a capacity tier. Both
policies (Move policy, Copy policy) are supported for Veeam Plug-in backups with the following limitations:

e For Veeam Plug-in backup files, capacity tier does not verify whether data that is being moved is unique
and has not been offloaded earlier. Thus, it is highly recommended to check the pricing plans of your
cloud storage provider to avoid additional costs for offloading and downloading backup data.

e Capacity tier does not track dependencies of full and incremental Veeam Plug-in backup files. Thus, mind
the following:

o [For the Move policy] When backup files are transferred to the capacity tier, Veeam Backup &
Replication takes into account only the creation time of backup files. Make sure that the
operational restore window is not longer than the whole backup chain cycle period. Otherwise, you
may encounter the scenario when full backup files are transferred to the capacity tier and their
increment backup files still remain in the performance tier.

o The capacity tier immutability expiration date does not have the additional block generation period.
The immutability expiration date is based only on the number of days specified in settings of the
object storage backup repository.

e If a scale-out repository is down, you cannot restore from the Veeam Plug-in backup files stored on the
capacity tier. In this case, you can only import the backup files manually and then perform the data
recovery operations.

e If you use a capacity tier that has been created in Veeam Backup & Replication version 10, you cannot
transfer Veeam Plug-in backup files to a capacity tier. However, if you want to transfer them manually,
do the following:

o If the backup files are created by Veeam Plug-in version 10, upgrade the metadata of backup files
as described in Upgrading Metadata Files to New Format.

o Run the Set-VBRScaleOutBackupRepository PowerShell command with the -
EnablePluginBackupOffload parameter to offload backup files to the capacity tier.

e If you want to restore from backups stored on the capacity extent, at least one performance extent
must be available or you must switch the catalog backup using backint parameter to the False
state in the global.ini file. Otherwise, at the end of the restore process, SAP Backint will not be able
to back up the catalog and restore will fail.
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Hardened Repository

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a hardened repository.
The hardened repository helps to protect Veeam Plug-in backup files from loss as a result of malware activity or
unplanned actions. Backup files in the hardened repository become immutable for the time period specified in
the backup repository settings. During this period, backup files stored in the repository cannot be modified or

deleted.

For Veeam Plug-in for SAP HANA backups, immutability works according to the following rules:

e Immutability is applied to backup (VAB) files and backup metadata (VASM) files. Backup job metadata
(VACM) files are not immutable.

e Backup files become immutable for the configured time period (minimum 7 days, maximum 9999 days).

e The count of the immutability period starts when the backup metadata (VASM files) has been created
during the backup job session.

e The immutability period is not extended for the active backup chain.

e Every 1 hour, the immutability service that runs in the background detects backup files that do not have
the immutability flag and sets the immutability flag on the necessary backup files.

Data Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. For more information, see Restore from Hardened Repository.
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Access and Encryption Settings on Repositories

When you configure Veeam Plug-in, you specify an account that must be used to connect to the Veeam Backup
& Replication server. To be able to store backups in a backup repository, the specified account must have access
permissions on the target backup repository.

To grant access permissions, do the following:
1. In Veeam Backup & Replication, open the Backup Infrastructure view.
2. Intheinventory pane, click the Backup Repositories node or the Scale-out Repositories node.

3. Inthe working area, select the necessary backup repository and click Set Access Permissions on the ribbon
or right-click the backup repository and select Access permissions.

Veeam Backup and Replication

Backup Repositery

E X g W Q'€
Set

Edit Remove Proxy Set Access Rescan

sitory Repository Repository  Affinity Permissions Location ~
Manage Repository Manage Settings Tools

Backup Infrastructure Q) Type in an sbject name to search for

B Backup Proxies Name * Type Host Path Capacity Free Used Space Description
{5 Backup Repositories i« Default Backup Repositery  Windows snvlitechlocal  E\Backup & fercan 2MB  Created by Veeam Backup
ternal Repositories v
R
ale-out Repositories X Remoue
En WAN Accelerators 2 Proxy affinity...
23 Service Providers 0\ Ao,
> SureBackup
> () Managed Servers Q@ Location S
] Properties..

@ Home

E@ Inventory

t‘fg‘g Backup Infrastructure
[0 Fies

(3 History

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 121 days remaining

4. Inthe Access Permissions window, on the Standalone applications tab specify to whom you want to grant
access permissions on this backup repository:

o Allow to everyone — select this option if you want to grant repository access to any user. This option
is equal to granting access rights to the Everyone group in Microsoft Windows (anonymous users are
excluded). For security reasons, the option is not recommended for production environments.

o Allow to the following accounts or groups only — select this option if you want only specific users to
be able to store backups in this repository. Click Add to add the necessary users and groups to the list.

5. Veeam Plug-ins cannot send backups or backup copies to a backup repository where encryption is
enabled. Thus, make sure that the Encrypt backups stored in this repository check box is not selected.
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6. Click OK.

Access Permissions

Standalone applications

Repository access:
() Deny to everyone
O Allow to everyone

® Allow to the following accounts or groups only

Account or group | Add... |

‘E. TECH\john.smith P—
aa TECHWwilliam.fox

[] Enerypt backups stored in this repository
Passwrard:

Manag
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Deployment and Configuration

To deploy Veeam Plug-in, you must install the plug-in on a SAP HANA server and configure plug-in integration
settings. In this section:

e Installing Veeam Plug-in for SAP HANA

e Configuring Veeam Plug-in for SAP HANA

e Automatic Configuration of Veeam Plug-in for SAP HANA
e Upgrading Plug-in for SAP HANA

e Importing Backups

e Upgrading Backup Files

e Uninstalling Plug-in for SAP HANA

This guide gives instructions on how to deploy Veeam Plug-in assuming that you have already deployed a
Veeam Backup & Replication server and configured a backup repository. If you need instructions on how to
deploy Veeam Backup & Replication, see the Veeam Backup & Replication User Guide for your platform.

You can also manage deployment, configuration and backup policies of Veeam Plug-ins using the Veeam Backup
& Replication console. For details, see Veeam Plug-in Management.
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Installing Plug-in for SAP HANA

Veeam Plug-in for SAP HANA is an additional component of Veeam Backup & Replication, and the installation
package of the plug-in is included in the Veeam Backup & Replication installation ISO file.

You can install the plug-in using the .RPM package or extract the plug-in files from the . TAR.GZ archive.
Depending on the type of package suitable for your OS, perform steps in one of the following guides:

e Installing Plug-in from .RPM Package

e Unpacking Plug-in from .TAR.GZ Archive

IMPORTANT
Mind the following:

e Veeam Plug-in for SAP HANA must be installed on the SAP HANA server.

e The /opt/veeam directory must be writable.

e Toinstall the plug-in, use the sudo command or a user with root privileges.

e If you want to install Veeam Plug-in on an SAP HANA scale-out cluster, repeat the described
installation process on all cluster nodes.

Installing Veeam Plug-in from .RPM Package

To install Veeam Plug-in, do the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Open the mounted disk image and go to the /Plugins/SAP HANA/x64 directory.
3. Upload the VveeamPluginforSAPHANA-12.0.0.1420-1.x86 64.rpm file to the SAP HANA server.

4. Toinstall Veeam Plug-in, run the following command:

rpm -i VeeamPluginforSAPHANA-12.0.0.1420-1.x86 64.rpm

Unpacking Veeam Plug-in from .TAR.GZ Archive

To extract plug-in files from the . TAR. Gz archive, perform the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackups&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Open the mounted disk image and go to the /Plugins/SAP HANA/x64 directory.

3. Upload the veeamPluginforSAPHANA.tar.gz file tothe SAP HANA server.
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4. Create the /opt/veeam directory.

mkdir /opt/veeam

3. Inthe terminal, open the folder that contains the veeamPluginforSAPHANA . TAR.GZ archive.

4. Unpack the plug-in files from the archive to the /opt/veeam directory.

tar -xzvf VeeamPluginforSAPHANA.tar.gz -C /opt/veeam
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Configuring Plug-in for SAP HANA

When you configure Veeam Plug-in settings, you set up integration settings between a SAP HANA server,
Veeam Backup & Replication server and backup repositories where backup files will be stored. Veeam Plug-in
uses the SapBackintConfigTool wizard to configure the integration settings. The wizard configures the SAP
HANA Backint settings and creates the/opt/veeam/VeeamPluginforSAPHANA/veeam config.xml file.

NOTE

e The configuration of Veeam Plug-in must be performed by a user with database administrator rights
on all SAP HANA instances of the server.

e The SAP HANA High Level Isolation mode is not supported.

See the following instructions:
e Veeam Plug-in Configuration
e Configuration of Veeam Plug-in on Multiple SAP HANA Instances
e Verifying Configuration of Veeam Plug-in for SAP HANA

e Configuration Tool Commands

Veeam Plug-in Configuration

To configure Veeam Plug-in, do the following:

1. Log in with operating system user ( <sid>adm or a user with similar rights) and run the following command
to launch the Veeam Plug-in configuration tool. You do not need root privileges if you have configured
group access as described in the Required Permissions section.

SapBackintConfigTool --wizard

If you have extracted files form the .TAR.GZ archive, go to the /opt/veeam/VeeamPluginforSAPHANA
folder and run the following command:

./SapBackintConfigTool --wizard
2. Specify the DNS name or IP address of your Veeam Backup & Replication server.
Enter backup server name or IP address: serv02.tech.local
3. Specify the port which will be used to communicate with the backup server. Default port: 70006.

Enter backup server port number: 10006
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4. Specify credentials to authenticate against the Veeam Backup & Replication server.

Enter username: serv02\administrator
Enter password for serv02\administrator:

IMPORTANT
Mind the following:

e You can work with backups created by Veeam Plug-in only with the account used for creating
the backups. If you want to use another account, assign the Veeam Backup Administratorrole
or Veeam Backup Operatorand Veeam Restore Operatorroles to the account.

To learn how to assign Veeam Backup & Replication roles, see the Users and Roles section of
the Veeam Backup & Replication Guide.
e The account must have access permissions on the required backup repository. To learn how to
configure access permissions and encryption settings on repositories, see Access and
Encryption Settings on Repositories.

5. Select the backup repository where you want to store backups. In the terminal dialog, enter the number of
the repository from the list of available repositories.

Available backup repositories:
1. servl0 repo

2. serv07 _repo

Enter repository number: 1
Configuration result:

SID SH2 has been configured

IMPORTANT

e The used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access and
encryption settings on repositories, see Access and Encryption Settings on Repositories.

If you start the wizard for the first time on an SAP HANA scale-out cluster, the wizard asks you for a
cluster name. The cluster name will be used by Veeam Backup & Replication to identify the backup job for
the cluster. Further runs of the wizard within the SAP HANA scale-out cluster will not ask for this entry
again.

NOTE

[For SAP HANA 1.0] If the wizard finishes with an error that required hdbbackint symlink cannotbe
created, see this Veeam KB.
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Configuration of Veeam Plug-in on Multiple SAP HANA
Instances

Configuration of Veeam Plug-in includes configuration or creation of the SAP HANA Backint symlinks on all SAP
HANA instances. To be able to do this for multiple SAP HANA instances at the same time, the configuration must
be performed by a user with root privileges. Alternatively, you can use an account from the sgpsys user group to
configure the plug-in and set the symlink for SAP HANA instances where the account has access rights. You can
repeat the wizard under another account to configure additional SAP HANA instances.

Alternatively, you can configure a Linux security group. To do that, you must add all Veeam Plug-in admins to
this security group and set the following rights:

chown root:<youradmingroup> /opt/veeam/VeeamPluginforSAPHANA/veeam config.xml
chmod 664 /opt/veeam/VeeamPluginforSAPHANA/veeam config.xml

To learn about required permissions for backup and restore operations within SAP HANA, see the Authorization
for Backup and Recovery section of the SAP HANA Administration Guide.

Verifying Configuration of Veeam Plug-in for SAP HANA

When you finish the plug-in configuration wizard, the plug-in creates a soft link in the
/hana/shared/<SID>/global/hdb/opt directory.

To verify that the Backint Agent is configured correctly, do the following:
1. Connect to the database using SAP HANA Studio.
2. GotoBackup/Configuration.

3. Inthe Backint Agent field, make sure that the specified path leads to
/opt/veeam/VeeamPluginforSAPHANA/hdbbackint

J& hdbstudio - SAP HAMA Administration Consale - O x
File Edit Mavigate Project Run ‘Window Help
Ug Se 22 = O [ Backup SYSTEMDB@SHS (SYSTEM) 52 = 0
B3 8- & Backup SYSTEMDB@SHS (SYSTEM) Last Update:6s2403 M o | ]| B
-
~ Owverview | Configuration | Backup Catalo
w | SYSTEMDB@SH ? e g| ~
@ Backup ~ Backint Settings i
= Catalog Configure the connection to a third-party backup tool by specifying a parameter file for the Backint agent|
'_C_:’ Cont.e!ﬁt . I Backint &gent:  foptiveeamMeeamPluginforSaPHANA M dbbackint I
= Provisionin
(= Security Data Backup Log Backup
Backint Parameter File: | Backint Parameter File:
Use the same parameter file for data backup and log backup,
File-Based Data Backup Settings Log Backup Settings
Destination Type: @) File a
The default destination is used unless you specify a different destination, If ) Backint ®
you specify a new destination, ensure that the directory already exists before
you start a data backup, Forimproved data safety, we recammend thatyou Destination: | Fustfsap/SHS/HDBOO backup/log
specify an external backup destination,
Destination: | Fustfsap/SHI/HDEO backup/data Backup Interval: '1 15 Minltes >
You can specify the maximurm size of service-specific data backup files. If A Wyou disable autarmatic log backup, the log area will continue to fill,
data backup exceeds the specified size, it is split across multiple files, to full lg area will cause the database to hang.
which the systern writes sequentially. By default, data backups are not split .
across multiple files. Enable Automatic Log Backup
[ Limit Maxirmurn File Size
Maxirmurn File Size:
< > W
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Configuration Tool Commands

Apart from running a configuration wizard, you can use the SapBackintConfigTool tool to change a specific
parameter in the veeam config.xml file or enable/disable Veeam Plug-in features.

See the list of available commands for SapBackintConfigTool:

--help Shows the list of tool parameters.

--show-config Shows configuration parameters.

Starts the wizard to configure the plug-in settings. This wizard edits the
--wizard veeam config.xml file or creates a new one if the configuration file was
removed from the /opt/veeam/VeeamPluginforSAPHANA directory.

--set-credentials Specifies credentials to log in to the Veeam Backup & Replication server.
<"serv\username">

<password>

--set-host <hostname> Specifies the IP address or hostname of the Veeam Backup & Replication server.
--set-port Specifies a port number that will be used to communicate with the Veeam
<port_number> Backup & Replication server.

Launches a wizard to select a backup repository. A backup repository is selected
--set-repositories from repositories which are available in the connected Veeam Backup &
Replication instance.

--set-restore-server [for System Copy] Specifies the backup that will be copied.
--map-backup Maps the imported backups.
--set-force-delete Deletes backup files after specified days.

Enables restore from backup copy. Note that if you enable restore from backup
copy, you cannot back up databases with Veeam Plug-in. To revert changes, you

--configure-restore- must disable restore from backup copy.
from-copy
Note that when you launch the command, the wizard will ask you to reconfigure

the catalog backup from backint to disk.

--promote-backup-copy-  Maps the imported backup copy to a regular Veeam Plug-in backup chain.
to-primary
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Example:

To specify credentials that will be used to log in to the Veeam Backup & Replication server, use the plug-in
configuration tool with the following command.

SapBackintConfigTool --set-credentials "serv02\Administrator" "password"
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Automating Configuration of Plug-in for SAP
HANA

To automate the configuration of Veeam Plug-in for SAP HANA, do the following:
1. Copy the veeam config.xml file to other servers where you want to configure the plug-in.

2. The password stored in the configuration file is encrypted with a machine key. Thus, on each machine,
after the veeam config.xml file was copied, you must reset the password of the account used to log in
to the Veeam Backup & Replication server. To reset the password, use the following command. Note that
the operation requires root privileges.

SapBackintConfigTool --set-credentials <"serv\username"> <password>
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Upgrading Plug-in for SAP HANA

Periodically, Veeam releases a new version of Veeam Backup & Replication that contains new features and bug
fixes. The release package also contains a new version of Veeam Plug-ins.

If you want to upgrade Veeam Plug-in, note that Veeam Backup & Replication must be the same or later that the
version of Veeam Plug-in. If you want to use the latest functionality, you must upgrade both Veeam Backup &
Replication and Veeam Plug-in to the latest version. After the upgrade, you don't need to to re-run the Veeam
Plug-in configuration wizard, the plug-in configuration files will be preserved.

IMPORTANT
Mind the following:

e Version of Veeam Backup & Replication must be the same or later than the version of Veeam Plug-in.
First, you must upgrade Veeam Backup & Replication, then you can upgrade Veeam Plug-ins. To learn
how to upgrade Veeam Backup & Replication, see the Upgrading to Veeam Backup & Replication 12
section of the Veeam Backup & Replication User Guide.

e Operations in the terminal of the Linux machine require root privileges.

e If you want to upgrade Veeam Plug-in on an SAP HANA scale-out cluster, repeat the described
upgrade process on all cluster nodes.

Before You Begin

Veeam Plug-in installation files are included in the installation disk image of Veeam Backup & Replication. You
must upload the installation file to the SAP HANA server. To do this, perform the following steps.

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

2. Open the mounted disk image and go to the P1ugins\SAP HANA\x64 directory.

3. Select the the Veeam Plug-in installation file and upload it to the SAP HANA server.
To learn how to upgrade Veeam Plug-in for SAP HANA, see the following guides:

e Upgrading Plug-in on Linux (RPM)

e Upgrading Plug-in on Linux (TAR.GZ)

Upgrading Plug-in on Linux (.RPM)

To upgrade Veeam Plug-in for SAP HANA from the .RPM package, perform the following:

1. Upload the new VeeamPluginforSAPHANA-12.0.0.1420-1.x86 64.rpm package to the SAP HANA
server.

2. Run the following command. Note that the operation requires root privileges.

rpm -U VeeamPluginforSAPHANA-12.0.0.1420-1.x86 64.rpm
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TIP

To find out which version of Veeam Plug-in is installed on your server, you can use the following
command: rpm -ga | grep VeeamPlugin*

Upgrading Plug-in on Linux (.TAR.GZ)

To upgrade Veeam Plug-in for SAP HANA on a Linux machine from the . TAR. Gz archive, do the following:
1. Upload the veeamPluginforSAPHANA. tar.qgz file to the SAP HANA server.
2. Inthe terminal, open the folder that contains the veeamPluginforSAPHANA.TAR.GZ archive.

3. Unpack the plug-in files from the archive to the /opt/veeam directory. Old Veeam Plug-in files will be
replaced by new files.

tar -xzvf VeeamPluginforSAPHANA.tar.gz -C /opt/veeam
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Importing Backup Files

If the Veeam Backup & Replication server has failed and you have restored it in a new location, you can copy the
backup files to a new repository and re-map the Veeam Plug-in backup files.

Limitations and Prerequisites

Mind the following limitations:

e If backup files are not imported according to instructions given in this section, Veeam Plug-in backup and
restore operations may fail.

e The repository from which you plan to import backups must be added to the Veeam Backup & Replication
infrastructure. Otherwise you will not be able to access backup files.

e [For backups of scale-out clusters and servers with the customServerName option] To avoid mapping
failure, the cluster name must be the same as the name used before importing backups.

e If you are importing backup files from a scale-out backup repository, the names of backup files and paths
to backup files must contain only allowed characters:

o Alphanumeric characters: a-zA-20-9
o Special characters: -.+=@"

o Names of backup files and paths to backup files must not contain spaces.

How to Import Veeam Plug-in Backup Files

To import Veeam Plug-in backup files, do the following:

1. Copy the backup file folder to a backup repository or add a new backup repository with this folder as a
subfolder.

TIP

Each Veeam Plug-in backup file (.vab) has its own metadata file (.vasm). Make sure that you import
backup files and all related metadata files. Also, you must import the backup job metadata file
(.vacm) which is stored in the same folder.

2. Loginto the Veeam Backup & Replication console.
3. Open the Backup Infrastructure view.

4. Inthe inventory pane of the Backup Infrastructure view, select the Backup Repositories node.
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5. Inthe working area, select the required backup repository and click Rescan on the ribbon. Alternatively,
you can right-click the backup repository and select Rescan.

During the rescan operation, Veeam Backup & Replication gathers information about backups that are
currently available in the backup repository and updates the list of backups in the configuration database.
After the rescan operation, backups that were not in this configuration database will be shown on the
Home view in the Backups > Disk (Imported) node.

Veeam Backup and Replication

Backup Repository

EX &% Q8

Add Edit  Remove  Proxy SetAccess  Set Rescan
Repositary Repository Repository  Affinity Permissions Location

Manage Repository Manage Settings Tools
Backup Infrastructure Q Type in an object name to search for
B Backup Proxies Name * Type Host Path Capacity Free Used Space Description
{5 Backup Repositories {5« Default Backup Repository  Windows srvlGiechlocal  Ef\Backup 200 === Created by Veeam Backup
55, Extemal Repositories 5 Rescan %
541 Scale-out Repositories Remove
£5 WAN Accelerators Prosy affinity...

{7 Service Providers
> [ SureBackup
> (E Managed Servers

Access permissions...

Location 3

Properties...

[Ho g m X

#A Home
EF_\ Inventory
by 52 Backup Infrastructure

@ Files
[‘?@} History

Connected to: localhost Build: 1 02 Enterprise Plus Edition Licens: s: 121 days remaining

6. On the SAP HANA server, set the new repository as a target in the Veeam Plug-in settings:

sudo SapBackintConfigTool --set-repositories
Available backup repositories:

1. servb5.tech.local

2. serv07 _repo

Enter repository number: 1

Configuration result:

SID SH2 has been configured

7. Start the Veeam Plug-in configuration wizard with the following parameter:

sudo SapBackintConfigTool --map-backup
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Upgrading Backup Files

Since version 11, Veeam Plug-in uses a new format of backup files: instead of one metadata file for all backup
files there are separate metadata files (.vasm) for each database backup file (.vab). The new metadata format
allows to optimize the productivity of backup and restore operations.

For Veeam Plug-in 11, the backup files upgrade is not obligatory. However, in version 12, backup files created by
Veeam Plug-in version 10 will not be supported.

IMPORTANT

If you do not upgrade backup files, you will get the following warning in the job session logs: Backup
metadata is not up to date. Please upgrade the backup. If you want to disable the warning, see instructions
in this Veeam KB.

Prerequisites

Before upgrading backup files, make sure the following requirements are met.

Make sure that you have upgraded Veeam Plug-in on the source server. If the plug-in is not upgraded to
version 11 and you upgrade the backup files, then all next backup job runs will fail.

Make sure that you have disabled the backup job whose backup files you want upgrade. You must also
disable the backup copy jobs that use these backup files as a source.

If the backup files reside on the scale-out backup repository, all repository extents must be available.
Also, the extents must not be in the seal or maintenance mode.

If you want to upgrade backup files created by a backup copy job, you must meet the same requirements
as for the backup job files.

During the process of the metadata upgrade, you cannot run the target backup job and you cannot restore
from the backup files.

The upgrade process duration depends on the number of backup files in the backup set, type of the
backup repository and workload level on the file system.

For example, there are backup files of the SAP HANA server that contains 10 instances and is backed up
every 15 minutes with the retention policy set for 2 weeks. The upgrade of backup files can have the
following duration on not overloaded file systems:

o Microsoft Windows: 30 minutes

o Linux: from 30 minutes to 3 hours

o SMB/NFS: 1.5 hours

o Data Domain Boost/Quantum DXi/ExaGrid/CIFS (SMB)/NFS file share: 3-4 hours

o HPE StoreOnce: up to 10 hours (due to specifics of this repository type for processing large number of
files)
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Upgrading Backup Files in Veeam Backup & Replication
Console

To upgrade backup files in the Veeam Backup & Replication console, do the following:
1. Open the Home view.
2. Intheinventory pane, expand the Backups view and select Disk.

3. Inthe working area, right-click the job or the restore point and select Upgrade.

Alternatively, you can select the job or the restore point and click Upgrade on the ribbon.

Veeam Backup and Replication

Upgrade Remove

> [ Last 24 Hours

Rermadeifrom configuration

from -
Actions
Home Q Type in an object name to search for
s & lobs Job name T Creation tirme Restare points Repositary Plstform
3
4 [ Backups > Oracle RMAN
_éDwk > = orcl_server_backup 2/6/2081 3:52 AM sensStech lacal Vhware
9 Disk (Copy) 4l SAPHANA
73 Disk {Orphaned) £ linwx-qlpn 10 615 AR Default Backup Repasitory HANA Linux
2. Disk tmported) b sensB daily [Bs_Upgrade.. Default Backup Repository Vhiware

Eg Delete from disk

A Home
EE—‘ vsatiery

Tz Backup nfrastructure

‘?5; Storage Infrastructure

[0 Files
[‘3@ Histary

1 backup selected

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition Evaluation: 322 days remaining
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Uninstalling Plug-in for SAP HANA

To uninstall Veeam Plug-in for SAP HANA on a Linux machine, go to the directory with the Veeam Plug-in
package and run the following command. Note that the operation requires root privileges.

rpm -e VeeamPluginforSAPHANA
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Database Protection

After you configure Veeam Plug-in, you can back up databases with SAP HANA backup tools. Veeam Plug-in will
automatically transfer data to the Veeam backup repository and store this data in Veeam proprietary format.
The backup process itself is performed by SAP HANA Backint.

Keep in mind that examples in this section are provided only for demonstrating purposes. For details on full
backup functionality of SAP HANA tools, see the SAP HANA Backup section of the SAP HANA Administration
Guide.

IMPORTANT
Veeam Plug-in transfers backup data to the Veeam backup repository only when you perform the backup

using SAP Backint.

To back up SAP HANA databases, you can use SQL commands or SAP HANA administration tools. For examples,
see the following guides:

e Backing Up Databases Using SQL Commands
e Backing Up Databases with SAP HANA Studio
e Backing Up Databases with SAP HANA Cockpit

e Backup Job in Veeam Backup & Replication
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Database Backup (HDBSQL Scripts)

After you configure Veeam Plug-in settings, you can use HDBSQL to back up and restore SAP HANA databases.
For details on the HDBSQL backup, see the BACKUP DATA Statement section of the SAP HANA SQL and System

Views Reference.

Prerequisites

Before the backup process, you can use the hdbuserstore tool to set secure storage of SAP HANA connection
details.

To configure hdbuserstore, you must log in to SAP HANA HDBSQL as the operating system administrator
(<sid>adm) and run the following commands. For details, see the Secure User Store section of the SAP HANA
Security Guide.

sh4adm@linux-qOpn:/usr/sap/SH4/HDB01> hdbuserstore SET <key> hostname:30013@SID

<username> <password>
sh4adm@linux-gOpn:/usr/sap/SH4/HDB01> hdbsgl -U <key>

Backing Up SAP HANA Databases Using Backint

To back up the database with Backint, use one of the following commands depending on which type of backup
you want to perform:

e Full backup of a tenant database.

backup data for <TENANT DATABASE NAME> using backint ('backup name prefix'
)i

o Differential backup of a tenant database.

backup data differential for <TENANT DATABASE NAME> using backint ('backup
_name prefix');

e Incremental backup of a tenant database.

backup data incremental for <TENANT DATABASE NAME> using backint ('backup
name prefix');

e Full backup of a tenant database with the ASYNCHRONOUS option. The ASYNCHRONOUS option can be
helpful if you monitor SAP HANA backups on another host and just want to run the backup command from
a script. The option runs the backup job in the background and closes the current script session.

backup data for <TENANT DATABASE NAME> using backint ('backup name prefix'
) ASYNCHRONOUS;
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e Full backup of SYSTEMDB.

backup data using backint ('backup name prefix');

e Differential backup of SYSTEMDB.

backup data differential using backint ('backup name prefix');

e Incremental backup of SYSTEMDB.

backup data incremental using backint ('backup name prefix');
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Database Backup (SAP HANA Studio)

After you configure Veeam Plug-in settings, you can back up your databases using SAP HANA Studio. Veeam
Plug-in will automatically transform backup files to a Veeam backup repository.

The example provided below is for demonstration purposes only. For details on the full backup functionality of
SAP HANA Studio, see the Creating Data Backups and Delta Backups section of the SAP HANA Administration

Guide.

To perform Backint backup with SAP HANA Studio, do the following:

1. In SAP HANA Studio, connect to the database as a user with DATABASE ADMIN privileges.

2. Inthe Systems view, right-click the database.

3. Select Backup and Recovery and then select Back Up System Database or Back Up Tenant Database.

& hdbstudio - S8P HANA SAdministration Consale — [m] X
File Edit Mawigate Project Run  Window Help
%a %, B = O 2, Backup SYSTEMDB@SEHS (SYSTEM) 52 = 4
@-[@ 0~ ™ @ packup SYSTEMDE@SHS (SYSTEM) Last Update:624:03 M o | (2] | B
-
. Overviewr | Configuration | Backup Catalo
v [ SYSTEMDBmeUE & p Catalog| =
@ Backup Configuration and hMonitoring > i
(= Catalog &%  Lifecycle Management » ptool by specifying a parameter file for the Backint agent,
= € Gz i q F ¥ 3P gap 9
= Conten Backup and Recovery > Open Backup Console
& Provisic Security > Back Up System Database..,
= Security h ‘kup
@ Open 0L Consale Back Up Tenant tabase.:‘ ; -
Manage Storage Back Up System Database | ... iy,
b
%E' S R ety Recover System Database..
Add System with Different User.., Recover Tenant Database...
% Remove Delete Log Backup Settings
Log Off Destination Type: @) File ®
ify a different destination, If Backint ®
&1 Refresh FS Jirectory already exists befare =
why, wie recommend thatyou Destination: | Sustfsap/SHI/HDBOO backup/log
Properties Alt+Enter
Destination: | fustfsap/SHiHDBO00 backup/data Backup Interval: '1 15 Minutes ~
You can specify the maximum size °_f se.rvrica-specific data backup files. If 2 @ Ifyou disable automatic log backup, the log area will continue to fill, &
dat.a backup exceeds the speclﬂe.d size, it is split across multiple files, to . full log area will cause the database to hang,
wihich the systern writes sequentially, By default, data backups are not split X
acrass multiple files, Enable &utomatic Log Backup
[ Litnit bMaxirmum File Size
baxirnurn File Size: v
£ > £ >
L_% SYSTEMDB@SHS (SYSTEM)

In the backup wizard, specify backup settings:

a. Select the required backup type:

= Complete Data Backup: backup of all data structures required to recover the database.

= |ncremental Data Backup: backup of data changed since the last full data backup or the last

delta backup.

= Differential Data Backup: backup of data changed since the last full data backup.
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b. In the Destination Type list, select Backint. With this option selected, Veeam Plug-in will transfer the
backup file to Veeam backup repository.

c. Change the default backup prefix, if needed.
d. Click Next.

J& Backup of SYSTEMDE@SHS — O b

Specify Backup Settings

Specify the information required for the data backup
Estirnated backup size: 5,12 GB.

Backup Type Complete Data Backup ~

Destination Type | Backint ~

Backup Destination

The default destination is used unless you specify a different destination, If you specify a new
destination, ensure that the directony already exists, For improved data safety, we recommend that
you specify an external backup destination,

Backup Destination | fusr/sap/SH3/5Y5/global/hdb/backint/SYSTEMDE

Backup Prefix | COMPLETE_DATA_BACKLUP

i Mote that customer-specific changes to the SAP HANA, database configuration are not saved as
part of the data backup,
Mare Information: S&P HANS Administration Guide

@' % Back Finish Cancel
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5. In the Review Backup Settings step of the wizard, click Finish to start the backup process.

J& Backup of SYSTEMDE@SHS — O b

Review Backup Settings

Rewiew the backup settings and choose 'Finish' to start the backup, To change
the recovery settings, choose 'Back’

Database Information

Database: SYSTEMDB@SHS
Haost: 172,17.53.20
Wersion: 2.00.020.00,150002 0972
Backup Definition
Backup Type: COMPLETE DATA BACKUP
Destination Type: BACKINT
Backup Destination: Fustfsap/SHISEY S global/hdb/backint/SYSTEMDB
Backup Prefiz COMPLETE_DATA_BACKUP

?\ < Back TMext = Cancel

After you launch the backup process, SAP HANA Studio will back up the database, and Veeam Plug-in will
forward backup files to the backup repository that is specified in the Veeam Plug-in settings.
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Database Backup (SAP HANA Cockpit)

After you configure Veeam Plug-in settings, you can back up your databases with SAP HANA Cockpit 2.0. You
can perform complete, incremental, and differential backups of SYSTEMDB and tenant databases. Veeam Plug-
in will automatically transform backup files to Veeam backup repository. Keep in mind that you must select the
Backint option as a destination target.

The example provided below is for demonstrating purposes only. For details on the full backup functionality of
SAP HANA Cockpit, see the Create Data Backups and Delta Backups of the SAP HANA Administration Guide.

To perform Backint backup with SAP HANA Cockpit, do the following:

1. In the System Overview page, go to Database Administration and select Manage Database Backups.

2 4 @ E' D4 SYSTEMDE@FC] (SYSTEM) System OvErviEw 2 @
SYSTEMDB@FC1  Switch Detabase Open SEL Consale Manage Datsbases [
~ Root key changed on
Disk ID: B96833 244.94 GiB . Aug 20, 2018, 3:50:20 P
Total Usage 07 55 GIbl s System Replication Sessions
Data 344 GB System replication has not been configured. .
Redo Log Encryption OFF
Root key changed on Active a
Configure i &
Aug 20, 2018, 3:50:30 PM
Disk ID: 395803 579 GiB Tetal 1
Total Usage 71 GiE - Help Backup Encryption OFF
Trace 4511 WiB Root key changed on
Adrninistration help Aug 20, 2018, 35035 PM Database Administration
Platform lifecycle management hel
v g pE Configure system properties
Application lifecycle management
Maritor Perfomence o, || iy B Smart Data Integration [Manage database backups |
. . Recover database
Srmart data integration help
Data Provisioning Agents (3 Copy database
Replay Workioad Disconnzcled o Browse database objects [E
Alerting and Diagnostics Open SOL Console
Remate Sources (B M Kinad ol
0 Configure alerts Suspended om anage workloan classes
Plan trace Errar onm Manage system licenses
Configure host failover
Reglayed Manage saved plans Design Tins Dbjscts (21
Manage staterment hints
Wiew trace and diagnostic files Last Execution Faied o 4
Troubleshoot unresponsive systems Manage plan stahility
Start Mew Replay Wanage full system infarmation dumps

2. At the Backup Catalog section, click Create Backup.

& < E' D4 S STEMDEI@FC] (SYSTEM) Backup v 2@
Backup Catalog - SYSTEMDE @ Creste Schedule  GotoSchedules  Configure Backup
From: Used Space per Backup Type Cataloy Size in B: 0
Ta
-
o~

z v El e

Status Start Tine  Backup Type Duration Size  Destination Type Comment

Mo data
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3. Specify backup settings:
a. Select the required backup type:
= Complete Data Backup: backup of all data structures required to recover the database.

= |ncremental Data Backup: backup of data changed since the last full data backup or the last
delta backup (incremental or differential).

= Differential Data Backup: backup of data changed since the last full data backup.

b. In the Destination Type setting, select Backint. With this option selected, Veeam Plug-in will transfer
the backup to Veeam backup repository.

¢. Change the default prefix for the backup file, if needed.

d. To start the backup, click Back Up.
& < @ HNY svstevpa@rol (SYSTE Backup @

Specify Backup Settings - SYSTEMDB

Estimsted Backup Size: 1.79 GB

*Backup Type: () Complete “Backup Prefic | [date]_ftime]
Differential Backup Destingtion: | Lsr/sap/F 15 Siolobalhdbbackint’S Y STEMDE
Incremertal Backirt Parameters:

*Destination Type: File Comment:

* Backint
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Backup Job in Veeam Backup & Replication

After you start a backup process with SAP HANA Backint, Veeam Backup & Replication creates a backup job. You
can use this job to view the statistics on the backup process, generate backup job reports or you can also disable
the backup job. You cannot launch or edit SAP HANA backup jobs in the Veeam Backup & Replication console.
You can manage backup operations only on the SAP HANA side using SAP HANA Studio, SAP HANA Cockpit or
HDBSQL.

Mind the following regarding the naming of SAP HANA backup jobs:

e For a standalone SAP HANA server (scale-up), Veeam Backup & Replication generates the backup job
name based on names of the SAP HANA server and selected repository.

e Forascale-out SAP HANA cluster: When you run the Veeam Plug-in configuration wizard for the first time
in one of the SAP HANA cluster nodes, the wizard asks for the cluster name. The cluster name will be used
in the backup job name along with the repository name.

NOTE
Due to specifics of the SAP HANA backup process, the progress bar of a running SAP HANA backup job is
not available.
To view details of a backup job process, do the following.
1. Open the Veeam Backup & Replication console.

2. In the Home view, expand the Jobs node and click Backup.

3. Inthe list of jobs, select the SAP HANA backup job to see details of the current backup process or the last
backup job session.

Veeam Backup and Replication

view [EENEY
i B X
Lih o)
Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
Home Q) Tupe in an object neme to search for
4 obs Marne Type Obje.. Status Last Run T Last Result Mext Run Target
42 Backup 46} linux-g0pn SAP backink backup (senSStechlocal)  SAP Backup 1 Stopped 47 minutes ago Warning <notscheduled>  serviStechlocal
42 Backup Copy
4 EL Backups
¥ Disk

] Disk (Copy)

73 Disk (Orphaned)

2 Disk (Imported)
4[5 Last 24 Hours

[*} Running (1)
[ Success
[% Warning
e
[% Failed < o S
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Speed: 23 MB/s
Duration: 01:09 Processed: 1.7 GB (100%) Success: 0
/ﬁ\ Home Processing rate: 26ME/s Read: 1768 Warnings: 14
E@ Inventary Bottleneck: Netwark Transferred: 5787 ME (3 Errors: 0
@g‘? Backup Infrastructure Harme Status Ection Duration
EA linux-gOpn 1. Warming SAP Backup job started at 2/16/2021 2:13:50 AM o1:09

ﬂféi Storage Infrastructure

Allinstances in request should be unique. Duplicate of [6e3c1142-f729-1f0a-0919-fd76b02123c0] found

@ Files ) Progress baris disabled, status will be updated upan job completion
() Processing SAP HAMA system SHE: 3 backup files created o1:02
[%@} Histary Creating metadata 00:00

Session completed at 2/16/2021 2:14:59 AM

.

1 job selected Connected to: localhos Suild: Enterprise Plus Edition  Evaluatio ; remaining
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Generating Backup Job Reports

Veeam Backup & Replication can generate reports with details about an SAP HANA backup job session
performance. The session report contains the following session statistics: session duration details, details of the
session performance, amount of read, processed and transferred data, backup size, compression ratio, list of

warnings and errors (if any).
1. Open the Home view.

2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Report on the ribbon. You can also right-click the
job and select Report.

Disabling Backup Job

You can disable SAP HANA backup jobs in the Veeam Backup & Replication console. If you disable the job, you
will not be able to run SAP Backint backup commands on the SAP HANA server.

To disable a backup job:
1. Open the Home view.

2. Intheinventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Disable on the ribbon. You can also right-click the
job and select Disable.
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Database Recovery

With the configured Veeam Plug-in you can restore SAP HANA databases from the backups that reside on the
Veeam backup repository. All restore operations are performed on the SAP HANA side. To restore databases,
you can use SAP HANA Cockpit, SAP HANA Studio, or HDBSQL.

Keep in mind that examples provided in this section are for demonstrating purposes only. To see the full restore
functionality of SAP HANA tools, see the SAP HANA Recovery section of SAP HANA Administration Guide.

To learn how to recover SAP HANA databases from backups stored on Veeam repositories, see:
e Recovering Databases Using SQL Commands
e Recovering Databases with SAP HANA Studio
e Recovering SYSTEMDB with SAP HANA Cockpit
e Recovering Tenant Databases with SAP HANA Cockpit
e Recovering Databases to Other Servers
e Restore from Backup Copy

e Restore from Hardened Repository
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Restoring Databases (HDBSQL Commands)

You can use HDBSQL to restore SAP HANA databases from backups stored on Veeam backup repositories. For
details on the HDBSQL restore, see the RECOVER DATABASE Statement section of the SAP HANA SQL and

System Views Reference.

To recover SAP HANA databases from backups stored on Veeam backup repositories, do the following:

1. Loginto SAP HANA HDBSQL as the HDB administrator. Use HDBUSERSTORE to securely store connection
details on a client machine. For details, see the Secure User Store section of the SAP HANA Security Guide.

shd4adm@linux-qOpn:/usr/sap/SH4/HDB01> hdbuserstore SET <key> hostname:3001

3@SID <username> <password>
sh4adm@linux-gOpn:/usr/sap/SH4/HDB01> hdbsgl -U <key>

2. Recover a tenant database to the latest state using Backint. As the timestamp, specify the current data
and time or future date and time.

alter stop database <DATABASE NAME>;
recover database for <DATABASE NAME> until timestamp '2020-01-01 12:00:00"'

using catalog backint;
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Restoring Databases (SAP HANA Studio)

You can restore SAP HANA databases from the Veeam Plug-in backups using SAP HANA Studio.

The example below is provided for demonstration purposes only. For details on the full restore functionality of
SAP HANA tools, see the Recovering an SAP Database section of the SAP HANA Administration Guide.

To perform a Backint recovery from Veeam Plug-in backups, do the following:
1. Loginto SYSTEMDB as a user with DATABASE ADMIN privileges.
2. Right-click the SYSTEMDB database.

3. Click Backup and Recovery and select Recover System Database or Recover Tenant Database.

J& hdbstudio - S4P HANA Administration Consale - O X
File Edit Mawigate Project Run  Window Help

Yo St T O ] Security SYSTEMDB@SHS {#, Backup SYSTEMDB@SHS (SYSTEM) 53 = 0
B-1B W~ % packup SYSTEMDB@SHS (SYSTEM) Last Update:5:32:25 M o | (5] | B
=
. l_% SYSTEMDB@SHS Overview Configurati0n| Backup Catalog|

@ Backup Configuration and Monitoring ¥ @ Last Successful Data Backup

= Catalod 2 |iferycle Managemert 3

= Content 18 5:19:40 PM (Europe/tosc o)
= T Backup and Recovery ¥ Open Backup Console

== Prowisionir . 18 5:22:36 PM (Europe/Moscom)
(= Security Security > Back Up Systern Database.., 56

M Open SOL Console Back Up Tenant Database...

Manage Storage Snapshot., /s
To  SaP HANA Modeler »
Recowver System Database,.,
Add Systermn with Different User.., RecoverTenanEbatabase...
.  Remawe Delete | Recowver System Database
Log Off
& Refresh F5
Properties Alt+Enter
£ >

[EL ¥ STEMDE@SHS (SYSTEM)

4. Enter the operating system user credentials.

J& SAP Start Service Logon (SHS) »

Enter the user name and password of the operating system user { <sidl >adm) of the
SAaP HAMA system

User Mame: | shSadm |

Passward: | SEEREEBEES |

Store user name and password in secure starage

62 | Veeam Plug-ins for Enterprise Applications | User Guide


https://help.sap.com/viewer/6b94445c94ae495c83a19646e7c3fd56/2.0.00/en-US/839c333ac48643b2b404a3b5e9520cba.html

5. Recovery process requires the database to be shut down. In the pop-up window, click OK to confirm the
database shutdown.

J& shut Down Systern SHS X

AP Gystern must be offline befare recovery can start the systerm will be shut dowin now

k. !

6. At the Specify Recovery Type step of the recovery wizard, select the required restore point or the option
to restore the database to the most recent state.

I& Recovery of SYSTEMDE@SHS - O ®

Specify Recovery Type
Select a recowvery bype,

(®) Recover the database to its most recent state a

() Recover the database to the following paint in time &

Date: 2018-12-08 Tirne: | 17:35:03

Select Tirme Zone: | (GhAT +03:00) Mascowe Standard Tirme

1 Systern Time Used (GRT): 2018-12-08 14:35:03

) Recover the database to a specific data backup ®

Advanced =

@ < Back Finish Cancel

63 | Veeam Plug-ins for Enterprise Applications | User Guide



7. At the Locate Backup Catalog step of the wizard, select one of the following, depending on where your
backup catalogs reside:

o Search for the backup catalog in the file system only.

o Search for the backup catalog in Backint only.

J& Recovery of SYSTEMDB@SHS - O b4

Locate Backup Catalog
Specify location of the backup catalog,

(®) Recover using the backup catalog

(®) Search for the backup catalog in the file systern only

Backup Catalog Location: | fusrdsap/SH3/HDEO backup/log/SYSTEMDE

(O Search for the backup catalog in Backint only
Recover without the backup catalog

Backint Systern Copy
Backint Systern Copy

Source Systerm:

® < Back Finish Cancel
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8. Select the required backup to restore.

I& Recovery of SYSTEMDE@SHS - O ®

Select a Backup
Select a backup to recover the S8F HAMA database

Selected Point in Time
Database will be recovered to its most recent state,
Backups

The overvien showes backups thatweere recorded in the backup catalog as successful, The backup atthe top is estimated
to have the shortest recovery tirme,

Start Tirne Location Backup Prefix Availab
2018-12-08171240  fusrfsap/SHE S5 global/hdb/backint/SYSTERDE,  COMPLETE_DATA_BACKUP
2M8-12-06 103003 fusrfsapfsHI S S global/hdbfbackint/ SYSTEMDES  COMPLETE_DATA_BACKUP
2018-12-05 142456 fusrfsap/SHE S5 global/hdb/backint/SYSTERDE,  COMPLETE_DATA_BACKUP
2M8-12-0 131637 fusrfsapfsHISY S global/hdbfbackint/ SYSTERMDES  COMPLETE_DATA_BACKUP
218-12-04 175517 fusrfsap/SHE S5 global/hdb/backint/SYSTERDE,  COMPLETE_DATA_BACKUP
2M8-12-04 170254 fusrfsapfsHIEY S global/hdbfbackint/SYSTERMDES  COMPLETE_DATA_BACKUP

SO COOO

< >

Refresh | Show bore

Details of Selected ltem

Start Tirne: B 2018-12-08 171240 Destination Type: BACKIMT Source Systern: SYSTEMDB@SHS
Size: 513 GB Backup ID: 1544278780705 External Backup ID: 8D66F1A05E40B464
Backup Marme: fusrfsap/SH3/SYS/global/hdb/backint/SYSTEMDECOMPLETE_DATS_BACKUP

Altemative Location:®

Check Availability

./?j. < Back Finish Cancel
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9. At the Locate Log Backups step, click Next.

Locations:

®

I& Recovery of SYSTEMDE@SHS

Locate Log Backups
Specify location(s) of log backup files to be used to recowver the database,

Susrfsap/SHI/HDEOO backupflog/SYSTEMDE

< Back -

(i) Even if no log backups were created, a location is still needed to read data that will be used for recovery.

If the log backups weere weritten to the file systern and subsequently moved, ywou need to specify their current
location, If wou do not specify an alternative location for the log backups, the systern uses the location where the log
backups were first saved, The directory specified will be searched recursively,

Add

Remowe All

Rernowe

Cancel
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10. At the Other Settings step:
a. Switch on the availability check for the Backint backups.

b. If you are recovering the database to a database with a new SID or landscape ID, select the Install
New License Key check box and specify the path to the license file.

c. Click Next.

I& Recovery of SYSTEMDE@SHS - O ®

Other Settings

Check Availability of Delta and Log Backups "

You can hawve the systern check whether all required delta and log backups are available at the beginning of the
recovery process, f delta or log backups are missing, they will be listed and the recovery process will stop before any
data is changed, [f you choose not to perform this check now, itwill still be performed but [ater, This may resultin a
sighificant loss of time if the complete recovery must be repeated,

Check the availability of delta and log backups:
CJFile System @
Third—Party Backup Tool (Backint)

Initialize Log &rea

If wou do notwant to recover log seqiments residing in the log area, select this option, After the recovery, the log
entries will be deleted from the log area,

[ Initialize Log Area ®

Use Delta Backups

Select this option if you want to perform a recovery using delta backups, If wou choose to perform a recovery
without delta backups, only log backups will be used,

Use Delta Backups (Recommended)

Install Mew License Key

If wou recover the database frorm a different systern, the old license key will no longer be valid
Yfou can:

- Select a new license key to install now

- Install a new license key manually after the database has been recovered

[Install Mewv License Key

Browwse

'\/\?;' < Back Finish Cancel
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11. At the Review Recovery Settings step, click Finish.

I& Recovery of SYSTEMDE@SHS - O

Review Recovery Settings

Rewiews the recovery settings and choose 'Finish' to start the recovery, You can modify the
recovery settings by choosing 'Back’,

Database Information

Database: SYSTEMDB@SEHS
Host: 172.17.53.20
Wersion: 2,00.020.00,1500920972

Recovery Definition

Recovery Type: Faoint-in-Tirme Recowvery (Until Mow)

Diata Backup Location: Fustdsap/SHISSYE global fhdb/backint/ SYETEMDES
Log Backup Location: Susrfsap/SHI/HDEOO /backup/log/SYSTEMDE
Catalog Backup Location: Susrfsap/SHI/HDEOO /backup/log/SYSTEMDE
Backup IC: 15442 78730705

Initialize Log Area: Mo

Check Awailability of Delta and Log Backups: es

Use Delta Backups: es

Configuration File Handling
& Caution

To recover customer-specific configuration changes, wou may need to make the changes manually in the target
systern,
More Information: SAP HANS Administration Guide

Show SOL Staterment

lf?;' < Back et = Cancel
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Restoring SYSTEMDB (SAP HANA Cockpit)

You can restore SAP HANA SYSTEMDB databases from the Veeam Plug-in backups using SAP HANA Cockpit.

The example below is provided for demonstration purposes only. For details on the full restore functionality of
SAP HANA Cockpit, see the Recovering an SAP HANA Database section of the SAP HANA Administration Guide.

Before You Begin

Before you start the recovery, shut down the database that you want to recover:

1.
2.

In the SAP HANA Cockpit console, locate the database that you want to recover.

In the Overall Database Status block, click Stop System.

8

< @ ,_g. p SYSTEMDE@SP2 (SYSTEM)

SYSTEMDB@SP2  Switch Database

Filter by Area:
All

Overall Database Status
12.05.1080

A Running with issues
Related Alarts:
@ 1 nigh

Usage Type
Custom

Description

Hosts:
1

Services
5

Stop ‘{Q\éﬁtem

System Overview

Alerts
High and Medium Alerts

Total
|

Backup 1 ]
Avallahility 0 i]
CPU Usage [1} 1)
Configuration 0 il
wWiew By KPA

c @

Open SQL Console Manage Databases [

Memory Usage

Used Memary Resident Memaory

22568 117 64 GB
Used Memary
Peak Used Memary

Mermory Allacation Limit

Monitor Performance  Analyze Workloads

Top SQL Statements

SELECT DATABASE _NAME, CASE ACTIVE_ST .
2 Secands

select T2 ALERT_CATEGORY, TT ALERT_RATIN
24 msec
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3. At the Manage Services section, click Stop System and select the Softly option to shut down the database
after SAP HANA finishes running statements.

Stop System

How do you want to stop system SP27

Timeout. | 9 minutes v

i Running statements finish executing. If the
system doEsn't stop within the specifisc
timeout period, there will be an immediate
hard stop

Immediatehy

i Open transactions are aborted and rolled
back
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Performing Recovery

To perform a Backint recovery of SYSTEMDB from a Veeam Plug-in backup, do the following:

1. In the System Overview block, go to the Database Administration section and click Recover database.

2 < & ..2.!-7 SYSTEMOB@SP2 (SYSTEM) System Overview v _

SYSTEMDB@SP2  Switch Database Open SGL Console Manage Datapases [
IWIOMILOr Table Usade

Open blocked transactions Data Encryption Data Provisioning Agents
Disconnected o0/0

Profile Mermory

Data Volume Encryption OFF Remate Sources

Root key changed on Suspended o/
Threads Mow 20, 2018, 2:18:53 PM Errar 00
Active 12 Redo Log Encryptian OFF Design Time Ohbjects

Rant kEy’ changed on Last Execution Failed 0/o
Blocked 0 Nov 20, 2018, 2:18:03 PM

Remote Subscriptions
) Error 0/0

Backup Encryption OFF Suspended o/a

Database Administration Root key changed on

Mow 20, 2018, 2:19°08 P

Configure system properties i i i
Alerting and Diagnostics
Manage database backups

Help Configure alerts

Copy database

” Adrinistration help Flan trace
Browse database objects
Open SGQL Consale

Manage workload classes

Platform lifecycle management help Manage saved plans

i ;
Application lifecycle managemeant help Viewtrace and diagnostc files (2

Smart data integration help (B Troubleshoot unresponsive systems
Manage systemn licenses Mlanage full system infarmation dumps

2. At the Recovery Target step, select the required restore point or the option to restore the database to the
most recent state. Then, click Step 2.

a2 < @ &0 SYSTEMDB@SP? (SYITEM) Recover Database ~ O]
Recover Database - SYSTEMDE
Specify the Location of Specify Alternative Check Availability of
° Recovery Target the Latest Backup Backup to be Used Delta Backups Backup Locations Backups
1. Recovery Target
®) Recover to the most recent state
Time Zong:
Time: | Jan 10, 2019 16:38
3. Specify the location of the latest backup catalog and click Step 3.
& < &y E! P4 SYSTEMDE@SP2 (SYSTEM) Recover Database ~ @
Recover Database - SYSTEMDE
Specify the Location of Specify Alternative Check Availability of
ecovery Target ° the Latest Backup Backup to be Used Delta Backups Backup Locations Backups

2. Specify the Location of the Latest Backup Catalog

Default file system 0cation (USHsap/SP2/HOBO0/MackUpAg/SYSTEMDE)

Alternative file system location

Location
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4. At the Backup to be Used step, select the backup and click Step 4.

2 < B ..:3: P4 SYSTEMDBE@SP2 (SYSTEM) Recover Database ~ )
Recover Database - SYSTEMDE
Specify the Lacation of Specity Atternative Check Availabilty of
ecovery Target the Latest Backup e Backup to be Used Delta Backups Biackup Locations Backups Initialize Log Area
3. Backup to he Used
C @
Start Time  Backup Type Status Lacation Backup Prefix Backup I
Jusrisap/SP2/5YSiglobalhdb/backi
1/10/19,4:06 PM  Complete Data Backup ST EMDEY 2018 01_10_21_07_38 1547154413228
Jusrisap/SPASYS/globalhdbback
1710419, 4:02 PM - Complete Data Backup EYETEMDE/ COMPLETE_DATA_BACKUP 1547154160586
. Jusrisap/SP2SYS/globalthdbback
12/20/18, 10081 AW Complete Data Backup SYSTEMDEY COMPLETE_DATA BACKUR 1545321111216
12018418, 2:37 AWM Data Snapshot Availatle 1545118620674
. Jusrisap/3P SV Siglonalhdbhack
12018418, 2231 AWM Complete Data Backup /S YSTEMDEY COMPLETE_DATA_BACKUP 1545118264414
Jusrisap/SP 23 Siglonalhdbbacki
12111718, 11:46 AWM Complete Data Backup NHSYSTEMDEY COMPLETE_DATA_BACKUP 1544546799096
Jusrisap/SP2/SYSiglobalthdb/backi
126418, 5:05 PM  Complete Data Backup SYETEMDE/ myfirst 1544047530151
Jusrisap/SPASYS/globalhdbback
12/5/16,4:59 PM  Complete Data Backup EYETEMDE/ myfirst 1544047193851
. Jusrisap/3P2/5YS/globalhdbback
1243016, 83218 AWM Complete Data Backup /S YSTEMDEY COMPLETE_DATA_BACKUR 1543846731050
5. At the Delta Backups step, select Yes to use delta backups.
2 < B ._:3! P4 SYSTEMDB@SP2 (SYSTEM) Recover Database ~/ @
Recover Database - SYSTEMDE
Specify the Location of _ Specity Alternative Check Availahility of
Recovery Target e Latest Backup Backup to be Used —— o Detta Backups Ertap Lesiams B Initizlize Log Area
4. Delta Backups
If you choose to perform a recovery without delta backups, only log backups will be used
Use Delta Backups:
*) ‘es (recommended)
o

6. At the Specify Alternative Backup Locations step, if you want to use backups that are not in the backup
catalog, specify their locations. You can also change the location for log backups.

If you you leave the fields empty, SAP HANA will use the locations specified in the backup catalog.

A L RGAD SYSTEMDB@SP2 (SYSTEM) Recover Database v Q)

Recover Database - SYSTEMDE

Specify the Location of
the Latest Backup

e Specify Alternative Cliizel: vzl o Initialize Log Area

Recavery Target Backup Locations Backups

Backup to be Used ——

5. Specify Alternative Backup Locations

I [l f nolocation is specified, the location in the backup catalog is used

Data and Delta Backups

Location

Log Backups

Location 1 Add more
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7. At the Check Availability of Backups step, select Yes or No options, to check if the backups are available.
Note that at this step SAP HANA does not check the integrity of the backup content on the block level.

& < & ,:2‘:-7 SYSTEMDB@SP2 (SYSTEM) Recover Database @)

Recover Database - SYSTEMDB

Specify Aternative Check Availability of

Y Specify the Location of ( B
W2/ Backup Locations Backups

/ the Latest Backup Initialize Log Area

) Delta Backups

ecovery Target ackup to be Used ——

8. Check Availability of Backups

[T If backups are not available, checking their availabiity at the beginning of the recovery saves time

Backint:
®) Ves Mo
File System

T

8. At the Initialize Log Area step, select No to initialize the log area and click Review. You must initialize the
log area only if the log area is unavailable or if you are recovering the database to a different system.

a < &y ..:z.!’ SYSTEMDE@SP2 (SYSTEM) Recover Database @

Recover Database - SYSTEMDE

Specify Alternative

Specify the Location of _ /7"
Backup Locations

he Latest Backup

Delta Backups

ecovery Target Backup to be Used ——

heck Availability of
/ Backups e Initialize Log Area

7. Initialize Log Area

[i] Ifthe log area is initialized, all changes performed after the latest log backup are irretrievably lost,

Initialize the log area:

9. Review the recovery options and click Start Recovery.

A < & ».3'? SYSTEMDE@SP2 (SYSTEM) Recover Database @

Recover Database - SYSTEMDB - Summary

Recovery Target
Target  Recower to the most recent state
Specify the Location of the Latest Backup Catalog
Location: Backint location only
Backup to be Used
Backup Type  Complete Data Backup

Start Time: Jan 10, 2019, 4:06:53 PM
Backup Prefix 2019_01_10_21_07_38

Backup |00 1547154413228
Destination Type: Backint

Delta Backups
Use Delta Backups: Yes
Specify Alternative Backup Locations

Data and Delta Backups: The data backup will be read from the [ocation in the backup catalog
Log Backups. Data backups will be read from the location in the backup catalog

Check Availability of Backups

Biackint Backups:  Yes
File Backups: No

Initialize Log Area

Initialize Log Area Mo

Edit  Cancel  Dis
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Recovering Tenant Databases with SAP HANA
Cockpit

You can restore SAP HANA tenant databases from the Veeam Plug-in backups using SAP HANA Cockpit.

The example below is provided for demonstration purposes only. For details on the full restore functionality of
SAP HANA tools, see the Recovering an SAP HANA Database of the SAP HANA Administration Guide.

To perform a Backint recovery of an SAP HANA tenant database from a Veeam Plug-in backup, do the following:

1. In the System Overview page of the required system, click Manage Databases.

& ,_:3.!-7 SYSTEMDE@EP2 (SYETEM) System Overview C @

Open SGL Console [B | Manage Databases | [

SYSTEMDB@SP2  Switch Database

Filter by Area:
All v
Fd

2. Inthe Manage Databases page, expand the toolbar options and select Recover Tenant.

2 < & E,!-’ SYSTEMDE@SP2 (SYSTEM) Manage Databases o @

SP2 Wanage Bla GIEEEMECEN  Manage Restricted Features

[Overall Status: 2 databases running with issues

Isolation Level Low

Description: .
~
Databases (2) Search Q| Create Tenant  Back Up Tenant 7{5 T &
Status Database Name Start Time Alerts Backup Used Memory CPU Usage Disk Usage
A Running Jan 10, 2019, 3:39:29
with issuies 3 Y STEMDE pq @1 O Successtul [ | 1
A\ Running Jan 10, 2018, 3.40:07
with Issues 5T 2 p D1 O Succeser B r I Copy Tenant

Replicate Tenant
Set Restart Mode

Create Fallback Snapshot

3. After you launch the recovery wizard, SAP HANA will issue the warning that the database must be stopped
for recovery. Click Stop Tenant in the warning window.

4. At the Recovery Target step of the wizard, select the required restore point and click Step 2.

& < &y ..:3: P4 SYSTEMDE@SP2 (SYSTEM) Recover Database @
Recover Database - SP2

Specify the Location of Specify Alternative Check Availahility of
° Recowery Target the L atest Backup Backup to be Used Delta Backups Backup Locations Backups

1. Recovery Target

®) Recaverto the most recent state
Recower to a specific point in time
Time Zong

Time Jan 10, 2019 16:22
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5. Specify the location of the latest backup catalog and click Step 3.

= < B 2 :-7 SYSTEMDB@SP2 (SYSTEM) Recover Database @
Recover Database - SP2
Specify the Location of Specify Alternative Check Availability of
Recowery Target ———— ° the Latest Backup Backup to be Used Delta Backups Backup Locations Backups
2. Specify the Location of the Latest Backup Catalog
el Badidnt loration oniy
Default file systern location (/usr/sap/SP2/HDEO0/Mackup/og/DB_5P2)
Alternative file system location
Lacation:
6. At the Backup to be Used step, select the backup and click Step 4.
& < & ..2 ! ) 4 SYSTEMDE@SP2 (SYSTEM) Recover Database D)
Recover Database - SP2
Specify the Location of = Specifty Alternative Check Availahility of
Recowery Target the Latest Backup e Backup to be Used Delta Backups Backup Lacations Backups
3. Backup to be Used
C
Start Time  Backup Type Status Lacation Backup Prefix Backup ID
/108, 4:06 PM  Complete Data Backup fustSapSPRSYSIGIONANNAIAC o0 eTE paTs BACKUP 1547154388728
KNtDE_SPar
12/18/18, 231 AM  Complete Data Backup fusrISAPISP AT YS/QIObaNAbIOAC e cre pata BaCKUP 1545118294981
KNEDB_SP2r
) Jusrisap/SP/SYS/glohalhdbiac
12/5/18, 510 AWM Complete Data Backup DD, =P3/ st 1644047804255
12/3418, 519 AW Complete Data Sackup USHSAEPASYSYIONAMNANDAC oy e) ere paTs BACKUR 1543846760245
KINKDB_SP2/
11/20/18, %:38 AWM Camplete Data Backup {usHSA/SPAFYS/QObaNODIEC 0 cre nata BacKUP 1542724703922
KNEDB_SP2/
11/20118, 9:28 AM  Complete Data Backup USSApEPASYSIGIONANNAIAC  coye) ere paTs BACKUR 1542724119837
KNtDE_SPar
7. At the Delta Backups step, select Yes to use delta backups.
2 < @& ».3'? SYSTEMDBESP2 (SYSTEM) Recover Database @
Recover Database - SYSTEMDB
Specify the Location of Specity Alternative Check Availability of Inttialize Log Area

Recovery Target he Latest Backup Backup to be Used —— o Delta Backups Brackup Locations Backups

4. Delta Backups

If you choose to perform a recovery without delta backups, only log backups will be used

Use Delta Backups:
*) ‘es (recommended)

o

75 | Veeam Plug-ins for Enterprise Applications | User Guide



8. At the Specify Alternative Backup Locations step, if you want to use backups that are not included in the
backup catalog, specify their locations. You can also change the location for log backups.

If you leave the fields empty, SAP HANA will use the locations specified in the backup catalog.

2 £ @ '“3‘ P4 SYSTEMDB@EP? (SYSTEM) Recover Database @)

Recover Database - P2

Specify the Location of
the Latest Backup

Specify Alternative Check Availahility of

)) B i s Uy Backup Locations Backups

Delta Backups

Initialize Log Area

5. Specify Alternative Backup Locations

I [l If nolocation is specified, the location in the backup catalog is used.

Data and Delta Backups

Location: £

Lag Backups

Location 1 Add more

9. Select Yes or No, to check if the backups are available. Note that at this stage SAP HANA does not check
the integrity of the backup content on the block level.

a < &y ,.3!-7 SYSTEMDB@SP2 (SYSTEM) Recover Database ~ @
Recover Database - SP2

™ Specify the Location of
/ the Latest Backup

Yy Specify Alternative Check Availability of

./ Backup Locations Backups

Initialize Log Area

—(3) Backup to be Used T4 Delta Backups

6. Check Availability of Backups

[i] If backups are not available, checking their availahility at the beginning of the recovery saves time

Backint:
*) Yes N
File System:

es] (&) i

10. Select No to initialize the log area and click Review. You must initialize the log area only if the log area is
unavailable or if you are recovering the database to a different system.

& < &y ._:3:-’ SYSTEMDBESP2 (SYSTEM) Recover Database ~ @)

Recover Database - SP2

Y Specify the Location of
/ the Latest Backup

Specify Alternative
Backup Locations

Delta Backups

Backup to be Used

"\ Check Availability of _
) Bebaps ° Initialize Log Area

7. Initialize Log Area

[i] Ifthe log area is initialized, all changes perfarmed after the |atest log backup are irretrievably 103t

Initialize the log area
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11. Review the recovery options and click Start Recovery.

2 < @ SYSTEMDB@SP2 (SYSTEM) Recover Database 0]
< Recover Database - SP2 - Summary
Recovery Target
Target  Recover to the most recent state
Specify the Location of the Latest Backup Catalog
Location:  Backint locatian anly
Backup to be Used
Backup Type: Complete Data Backup
Start Time:  Jan 10, 2018, 4:06:29 PM
Backup Prefic COMPLETE_DATA_BACKUP
Backup ID: 1547184389728
Destination Type: Backint
Delta Backups
Use Delta Backups: Yes

Specify Alternative Backup Locations

Diatz and Delta Backups: The data backup will be read from the lacation in the backup catalog
Log Backups: Data backups will be read from the location in the backup catalog

Check Availability of Backups

Backint Backups: Yes
File Backups: No

Initialize Log Area

Initialize Log Area: No
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Recovering Databases to Other Servers (System
Copy)

You can restore SAP HANA databases from Veeam Plug-in backups to another server. To restore databases to
another server, you must reconfigure settings of Veeam Plug-in as shown below.

For security reasons, you can restore databases to another server only in the following condition. The account
you use to connect to Veeam Backup & Replication server must be the same account that performed the backup
of the source system. If you want to use another account, you can assign the Veeam Backup Administrator or
Veeam Restore Operator roles to the required account. For details on assigning Veeam Backup & Replication
roles, see the Users and Roles section of the Veeam Backup & Replication User Guide.

Procedure

To restore databases to another server, you must reconfigure settings of Veeam Plug-in as shown below:

1. Goto /opt/veeam/VeeamPluginforSAPHANA and run the following command to select the source
server whose backups you want to use during restore.

VM2ADM: /opt/veeam/VeeamPluginforSAPHANA> SapBackintConfigTool --set-restor
e-server

Select source SAP HANA plug-in server to be used for system copy restore:
1. SAP-VM1

2. SAP-VMO02

Enter server number: 1

2. Specify a backup repository where the required backup files are stored.

Available backup repositories:
1. servl0 repo
Enter repository number: 1

NOTE

e The account used to connect to Veeam Backup & Replication server must have access
permissions on the required repository. Otherwise the repository will not be displayed in the
list of available repositories. To learn how to configure access permissions on repositories, see
Setting Up User Permissions on Backup Repositories.

e The wizard does not import existing backups from the repository. To perform a System Copy
restore from the imported backup, you must map the backup. For details, see Importing
Backups.

3. Perform the SAP HANA System Copy based restore following this SAP KB article.
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4. After the restore, you must revert back the restore-server option of the Veeam Plug-in configuration
wizard. Otherwise, you will not be able to restore data from the actual server backup file. If you perform
only restore to other server, leave this setting enabled. It will not affect the backups of the actual system.

VM2ADM: /opt/veeam/VeeamPluginforSAPHANA> SapBackintConfigTool --set-restor
e-server

Select source SAP HANA plug-in server to be used for system copy restore:
1. SAP-VM1

2. SAP-VMO02

Enter server number: 2

Available backup repositories:

1. servl0 repo

Enter repository number: 1

NOTE

If you are performing a system copy from another database to a database that was previously backed up by
Veeam Plug-in, mind the following.

If the catalog_backup_using_backint parameter is enabled, after performing a system copy, SAP HANA
automatically starts a new log chain and sends it to the backint along with a new catalog backup. This new
catalog backup overwrites the previous catalog, making it impossible to access pre-restore backups for this
database.

If you are planning to restore the older state of this database, you can disable the
catalog_backup_using_backint parameter before performing the system copy.

Also, to have access to pre-restore backups, you can store a copy of the old backup catalog outside the
default directory and specify this catalog during the restore.
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Restore from Backup Copy

You can restore from backups and backup copies. To restore from backup copies, you must enable the restore
from backup copy option in the Veeam Plug-in wizard.

IMPORTANT

If the restore from backup copy option is enabled, you cannot back up databases using Veeam Plug-in, and
you cannot restore from backups created by primary Veeam Plug-in backup jobs. You can restore only from
backup copy files until you disable the restore from backup copy option.

e Enabling Restore from Backup Copy

e Disabling Restore from Backup Copy

Enabling Restore from Backup Copy

To be able to restore from backup copies, do the following:

1. In the machine where Veeam Plug-in is installed, open the terminal and run the following command:
SapBackintConfigTool --configure-restore-from-copy
2. Select the number of the backup copy job you want to use:

Select secondary job for failover:

0. Disable

1. Plug-ins backup copy job\linuxqg0l SAP HANA backup <serv1l0 repo>
Select secondary job for failover:1l

IMPORTANT

The account used to connect to the Veeam Backup & Replication server must have access
permissions on the required repository.

Disabling Restore from Backup Copy

To be able to back up with Veeam Plug-in and restore from backups, disable the restore from backup copies (set
the parameter back to 0):

SapBackintConfigTool --configure-restore-from-copy
Select secondary job for failover:
0. Disable

1. Plug-ins backup copy job\linuxgOl SAP HANA backup <serv1l0 repo>
Select secondary job for failover:0
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Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. To do this, complete the following steps:

1. Runa Veeam Plug-in backup job to create a new Veeam Plug-in backup in a Veeam backup repository. The
backup will consist of the VAB, VASM and VACM files.

2. Inthe backup repository folder, replace the VAB and VASM files created at the step 1 with the VAB and
VASM files from the hardened repository.

3. Inthe Veeam backup console, run the backup repair operation. Veeam Backup & Replication will generate
a new VACM file using information from the VASM files. For details, see Repairing Backup.

Once the backup job metadata file is re-created, you can use Veeam Plug-in to restore your data.

Repairing Backup

If you want to restore data from an immutable backup that resides in a hardened repository, you can use the
Repair operation. During this operation, Veeam Backup & Replication will generate a new backup job metadata
(VACM) file using information from the backup metadata (VASM) files.

IMPORTANT

This operation is intended only for a situation where the backup job metadata file has been lost as a result
of malware activity or unplanned actions. Re-creation of the backup job metadata file for other purposes is
not supported.

Before you start the repair operation, you must disable the backup job that created the backup. Otherwise,
Veeam Backup & Replication will display a message notifying that the job must be disabled.

To repair a backup:
1. Inthe Veeam Backup & Replication console, open the Home view.
2. Intheinventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Repair.
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Retention of SAP HANA Backups

In the main scenario, when using Veeam Plug-in for SAP HANA, you must configure the retention policy using
native SAP HANA tools. For details the SAP HANA housekeeping options:

e Deleting Backups Using SAP HANA Tools

Also, you can manually delete backups from a backup repository using the Veeam Backup & Replication console
and enable the force deletion functionality of Veeam Plug-in. For details, see:

e Deleting Backups Manually Using Veeam Backup & Replication Console

e Configuring Force Deletion of Backups
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Deleting Backups Using SAP HANA Tools

To configure retention policies for SAP HANA backups, you can use the SAP HANA housekeeping options:
e Manual Deletion of Backups in SAP HANA Studio
e Configuring Retention Policy in SAP HANA Cockpit
e Deletion of Catalog and Backups Using Scripts

IMPORTANT

If you delete backups from a backup catalog using scripts or SAP HANA Studio and don't select the option
to delete backup physically from the backup location, backups will remain in the backup repository. In this
case, we recommend to enable the options for physical deletion of backups in used SAP HANA retention
tools or you must enable the force deletion feature of Veeam Plug-in for SAP HANA. Otherwise, you will
run out of space on the backup repository.

Manual Deletion of Backups in SAP HANA Studio

For details, see the Housekeeping for Backup Catalog and Backup Storage section of the SAP HANA
Administration Guide.

To physically delete the backups, you must select the Catalog and Backup Location option. Note that if you have
physical backups in both the file system and a Veeam backup repository, you can choose to delete data backups
in only one location.

Configuring Retention Policy in SAP HANA Cockpit

For details, see the Retention Policy section of the SAP HANA Administration with SAP HANA Cockpit Guide.
Note that the retention policy functionality is supported only in SAP HANA 2.0 SPS03 and later versions.

When you configure a retention policy in SAP HANA Cockpit, make sure that you have selected the Also delete
physically from Backint check box in the Options for Backup Deletion section. Otherwise the backups will not be
deleted from the repository.

Deletion of Catalog and Backups Using Scripts

Deletion of catalog and backups using scripts. For details see the BACKUP CATALOG DELETE Statement section
of the SAP HANA SQL and Views Reference.

To physically delete backups from the backup repository, you must include the WITH BACKINT and WITH FILE
options in the script.

83 | Veeam Plug-ins for Enterprise Applications | User Guide


https://help.sap.com/viewer/6b94445c94ae495c83a19646e7c3fd56/2.0.00/en-US/cac903c28b0e4301b39814ef41dbf568.html
https://help.sap.com/doc/85e9352c24fc4fcc816d41524a582b7a/2.9.0.0/en-US/SAP_HANA_Administration_with_SAP_HANA_Cockpit_en.pdf
https://help.sap.com/viewer/4fe29514fd584807ac9f2a04f6754767/2.0.03/en-US/22275913eb9e4a5bb539fc8df3da77f1.html

Deleting Backups Manually

In the main scenario, when using Veeam Plug-in for SAP HANA, you must configure the retention policy using
native SAP HANA tools. For details on the SAP HANA housekeeping options, see Deleting Backups Using SAP

HANA Tools.

If you have lost the backup catalog, you can delete the backups manually from Veeam backup repositories using

the Veeam Backup & Replication console.

NOTE

If you remove backups from a backup repository manually, the backup catalog will not be updated.

To remove a backup from a backup repository, do the following:

1. In the Veeam Backup & Replication console, open the Home view.

2. Inthe Inventory pane, select Backups.

3. Inthe working area, right-click the backup job object name and select Delete from disk.

Veeam Backup and Replication

X

Remove
from -
Actions

Home

&
4 = Backups
¥, Disk
% Disk (Copy)
73] Disk (Orphaned)
2, Disk {Imported)
> [r; Last 24 Hours

/ﬁ\ Home
5@ Imentary
ifg? Backup Infrastructure

E‘?@‘t Histary

1 backup selected

Q Tipe in an object nawme ta search for

Job name T

b daily retention serv28

4 ¥ 58P HAMA

Creation time
5/22/2021 12,00 AM

1E0071 1AA Akl

E? linux-q0pn
i ,S_?l, seni8_backup)

EL  Remove from confiquration

‘Q Delete fram disk

Connected to: localhost
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Configuring Force Deletion of Backups

In the main scenario, when using Veeam Plug-in for SAP HANA, you must configure the retention policy using
native SAP HANA tools. For details, see Retention of SAP HANA Backups.

Veeam Plug-in for SAP HANA has a functionality that automatically force deletes backup files which are older
than specified number of days. For example, you can use it if a backup repository contains backup files that are
no longer in the backup catalog.

To enable force deletion of backup files, do the following:

1.

On the SAP HANA server, run the following command.

SapBackintConfigTool --set-force-delete

2. Enter the number of days after which Veeam Plug-in will force delete backup files on all configured

Veeam backup repositories.

Garbage collector automatically deletes backup files older than the specif
ied number of days.

Make sure the number of days value exceeds your retention policy.

To disable this functionality, set the number of days to 0.

Enter the number of days to delete backups after, between 7 and 999 [0]:

By default, the force delete functionality is disabled (set to 0).

IMPORTANT

A value for the number of days setting must be at least 1 backup generation period longer than the
retention period for your SAP HANA backups. Otherwise, Veeam Plug-in will delete earliest backups
created within the retention period.

If a backup repository contains backups older than the specified retention period, Veeam Plug-in
removes old backup files only after the next run of the Backint backup.
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Removing Backups from Configuration

If you want to remove records about backups from the Veeam Backup & Replication console and configuration
database, you can use the Remove from configuration operation.

When you remove a backup from the configuration, backup files (VAB, VBM) remain on the backup repository.
You can import backup files later and restore data from them.

To remove a backup from configuration:
1. Open the Home view.
2. Inthe inventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Remove from configuration.

Veeam Backup and Replication

Remove
from -
Actions
Home Q Type inan object name to search for
e lobs lobname T Creation time Restore points Repasitary Platform
e
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_éD\sk 4 ¥ SAP HANA
e d
litwx-gQpn e servdbtech.local HAMNA, Linuz
[ Disk (Copy) =
) Disk (Orphaned) g ,5_2, ser\wSB_ba:klm”fE Remove from configuration serviSitech.local Whiware
|52 Delets fromd sk

& Disk (Irported)
b [ Last 24 Hours

/ﬁ\ Home
E@ Ireventany
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EE@} Histary
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1 backup selected
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Backup Copy for SAP HANA Backups

Having just one backup does not provide the necessary level of safety. The primary backup may get destroyed
together with production data, and you will have no backups from which you can restore data.

To build a successful data protection and disaster recovery plan, it is recommended that you follow the 3-2-1
rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store the copies of your data, for example, local
disk and cloud.

e 1: You must keep at least one backup offsite, for example, in the cloud or in a remote site.

Thus, you must have at least two backups and they must be in different locations. If a disaster takes out your
production data and local backup, you can still recover from your offsite backup.

In This Section

e Creating Backup Copy Job

e Converting Backup Copy to Backup
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Creating Backup Copy Job

Veeam Backup & Replication offers the backup copy functionality that allows you to create several instances of
the same backup in different locations, whether onsite or offsite. Backup copies have the same format as those
created by backup jobs and you can recover your data from them when you need it.

Veeam Backup & Replication fully automates the backup copy process and lets you specify retention settings to
maintain the desired number of restore points, as well as full backups for archival purposes. Backup copy is a
job-driven process. When enabled, the backup copy job for Veeam Plug-in backups runs continuously. For more
details on how it works, see the Backup Copy section of the Veeam Backup & Replication User Guide.

To copy backups to a secondary location, you must configure a backup copy job. The backup copy job defines
how, where and when to copy backups. One job can be used to process backups of one or more machines.

You can configure a job and start it immediately or save the job to start it later.

Before creating a job, check prerequisites. Then use the New Backup Copy Job wizard to configure a backup
copy job.

—_

Launch Backup Copy Job wizard.
Specify a job name and description.
Selects backups to process.

Define backup copy target.

Specify advanced settings.

Define backup copy schedule.

N o v AW N

Finish working with the wizard.

Before You Begin

Before you create a backup copy job, check the prerequisites and limitations:

e Backup infrastructure components that will take part in the backup copy process must be added to the
backup infrastructure and properly configured. These include source and target backup repositories
between which backups must be copied.

e The target backup repository must have enough free space to store copied backups. To receive alerts
about low space on the backup repository, configure global notification settings. For more information,
see Specifying Other Notification Settings.

e For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a backup
copy target.

e If you have upgraded the backup files, make sure that you have upgraded Veeam Plug-in on the source
server. If the plug-in is not upgraded to version 12 and you convert backup copy files to backup files, then
the next backup job runs will fail.
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Step 1. Launch Backup Copy Job Wizard

To create a backup copy job, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Click the Backup Copy tab and select Application-level backup.

Veeam Backup and Replication

View

co
& B 2 ¢

L
Backup Replication CDP Backup  Import Best Practices
Job~  Job- Policyr  Copyr  Backup Analyzer

Primary Jobs SeC @ |mage-level backup...
Home 3] Application-level backup... s e to search for
4 Ty Jobs Name t Type Objects Status Last Run Last Result Next Run Target

[] Applications Plug-ins [E" Backup Policy for SAP...  SAP HANA Backup 4 dle 31 minutes ago 2/3/2023 10:00PM  Default Backup Repository
4 E5 Backups

¥, Disk

> [ Lest 24 Hours

A Home
E@ Inventory

(33 Beckup Infastructure

@ Files
[ oy

Connectedto: localhost ~ Build: 12001402 Enterprise Plus Edition  License expires: 118 days remaining
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Step 2. Specify Job Name and Description

At the Job step of the wizard, specify a name and description for the backup copy job.

1. In the Name field, enter a name for the job.

2. Inthe Description field, enter a description for the job. The default description contains information about
the user who created the job, date and time when the job was created.

Mew Backup Copy Job X
w Job

I—-——I Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your

I:l data to achieve compliance with the 3-2-1 backup rule.

| Backup Copy Job for Database Servers with SAP HANA

Objects
Description:
Target Backup Copy Job for an application backup policy for database servers protected with Veeam Plug-
ins for SAP HANA
Schedule
Summary

< Previous Mext = Finish
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Step 3. Select Backups to Process

At the Object step of the wizard, select machines whose backups you want to copy to the target repository.
1. Click the Add button and select from which entity you want to process the machines.

o From jobs: You can select Veeam Plug-in backup jobs. When a backup copy job runs, Veeam Backup &
Replication will search for backup files created by selected jobs.

o From repositories: You can select repositories where Veeam Plug-in backups are stored. When a
backup copy job runs, Veeam Backup & Replication will search for backup files created by Veeam
Plug-in in selected repositories.

2. Use the Remove button if you want to remove selected jobs or repositories from processing.

3. If you have added jobs from a repository and want to exclude from processing some of the backup jobs on
the selected repository, click Exclusions and select the jobs that you want to exclude.

Mew Backup Copy Job

w Objects
I—-——I Add cbjects to process with this job. You can add individual plug-in jobs, or entire backup repositories as the source,

Objects to process:

Narme Type T | Add...
_ @ Backup Policy for SAP HANAMinuxsrv003 5. SAP HANA P
ne e

Job

Target

o Exclsions..
Exclusions...

Summary

< Previous | | Mext = Finish
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Step 4. Define Backup Copy Target

At the Target step of the wizard, configure the target repository settings.

1.

From the Backup repository list, select a backup repository in the target site where copied backups must
be stored. When you select a target backup repository, Veeam Backup & Replication automatically checks
how much free space is available on it. Make sure that you have enough free space to store copied
backups.

IMPORTANT

For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a
backup copy target.

If the target repository contains a Veeam Plug-in backup that was excluded from the backup copy job, and
if you don't want to transfer duplicate data, you can use the mapping feature.

After you configure mapping, if some of backup files (VAB) of the source backup are missing in the target
backup copy, these files are uploaded to the target backup copy.

NOTE

Veeam Plug-in backup copy jobs do not use WAN accelerators.

To map a backup copy job to the backup:
a. Click the Map backup link.

b. Point the backup copy job to the backup in the target backup repository. Backups in the target backup
repository can be easily identified by backup job names. To facilitate search, you can use the search
field at the bottom of the window.

IMPORTANT
e Used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.
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3. You can specify the number of days after which the backup copy will be deleted from the repository. Note
that the countdown starts from the moment when source backup has been created.

Mew Backup Copy Job

w Target
I—-——I Specify the target backup repository and number of days to keep application backups for.

Job Backup repository:

| Off-Site backup Repository (Created by BACKUPSERVERDOT\Administrator at 2/3/2023 6:22 PM.) ~
R £ 81.0 GB free of 129 GB Map backup
Schedule
Summary

Click Advanced to specify notifications settings.
< Previous | | Mext = Finish
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Step 5. Specify Advanced Settings

At the Target step of the wizard, click Advanced to configure storage, RPO warning, and notifications settings.
e Storage settings
e RPO warning settings

e Notification settings

Storage Settings

At the Storage tab, define compression and deduplication settings.

By default, Veeam Backup & Replication performs deduplication before storing copied data on the target backup
repository. Deduplication provides a smaller size of the resulting backup file but may reduce the job
performance.

1. You can disable data deduplication. To do this, clear the Enable inline data deduplication check box.

2. From the Compression level list, choose a compression level to be used: Auto, None, Dedupe-friendly,
Optimal, High or Extreme. The recommended level of compression for backup copy jobs is Auto. In this
case, Veeam Backup & Replication uses compression settings of the copied backup files. For more
information, see Compression and Deduplication.

Advanced Settings X
Mew Backup Copy Jo Storage | RPO Monitor | Notifications | X
—_w— Target Data reduction
Specify th
= pecify Enable inline data deduplication (recommended)
Compression level:
o |.Auto (recommended) v |
of
Use this option to keep the existing compression level. /2023 6:22 PM) v
Objects Map backup
Schedule
Summary

Advanced...

h Cancel

][ |
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RPO Warning Settings

At the RPO Monitor tab, specify RPO warning settings.

Enable the Warn me if backup is not copied within check box and specify the time period in minutes, hours, or
days.

If the backup copy is not created within the specified time period, the backup copy job will finish with the
Warning status. The countdown starts from the moment when the required backup is finished and ready to be
copied.

Adwvanced Settings X
New Backup Copy Joll [ gtorage | RPO Monitor | Notifications ~
_w Target Alert me:
I———I Specify th
I:l pecify When new backup is not copied within | 24 C | ‘ hours  ~ ‘
Monitors compliance with your offsite RPO by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over
o to the target repository within the specified time,
/2023 6:22 PM)  ~
e Map backup
Schedule
Summary

-

Cancel

][ |

Notification Settings

At the Notifications tab, to specify notification settings for the backup copy job:
1. At the Target step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully. SNMP traps will be sent if you specify global SNMP settings in Veeam Backup &
Replication and configure software on recipient's machine to receive SNMP traps. For more information,
see Specifying SNMP Settings.

4. Select the Send email notifications to the following recipients check box if you want to receive
notifications by email in case of job failure or success. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.
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5. Veeam Backup & Replication sends a consolidated email notification once for the specified backup copy
interval. Even if the synchronization process is started several times within the interval, for example, due
to job retries, only one email notification will be sent.

6. Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see Configuring Global Email Notification Settings.

7. Atthe Send at field, specify the time when you want to receive notifications. Note that you will receive a
notification on the job status once a day.

8. You can choose to use global notification settings or specify custom notification settings.

o To receive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup
server. For more information, see Configuring Global Email Notification Settings.

o To configure a custom notification for a job, select Use custom notification settings specified below.
You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %VmCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

ii. Select the Notify on success, Notify on warning and Notify on error check boxes to receive email
notification if data processing within the backup copy interval completes successfully, fails or
completes with a warning.

Advanced Settings X

MNew Backup Copy Jo | Storage | RPO Monitor | Motifications

[—W] Target Send SNMP natifications for this job
Specify th

Send e-mail notifications to the following recipients:

| administrator@tech.local |

Job Send daily summary at: | 10:00 PM : o
(® Use global notification settings /2023 522 FM) v

Map backup

Objects

Schedule

(O Use custom netification settings specified below:

Summary

Advanced...

:

][ |
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Step 6. Define Backup Copy Schedule

At the Schedule step of the wizard, define a time span in which the backup copy job must not transport data
between source and target backup repositories. For more information, see Backup Copy Window.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. Inthe schedule box, select the desired time area.

3. Use the Enable and Disable options to mark the selected area as allowed or prohibited for the backup copy
job.

Mew Backup Copy Job X

Schedule

I—-——II Specify the backup copy job schedule,

Job This job can transfer data:
i (@) Any time (continuously)
S (® During the following time periods only:
Target ( A - (
_ Al None 12 2 4 6 8 0 12 2 4 6 8 10 12
1 E 5 T L] 11 1 E 5 T L] 11
S
o o || [ ]
Mondsy ] HENEN
Tuesday
Wednesday
Thursday

Friday llll .l.l.l
socy [ HHTHEHIEEENEEENEEREREE

B Enabled Disabled

< Previous Apply Finish Cancel
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Step 7. Review Backup Copy Job Settings

At the Summary step of the wizard, complete the procedure of backup copy job configuration.

1. Review details of the backup copy job.

2. Select the Enable the job when I click Finish check box if you want to start the job right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Backup Copy Job

_W Summary
= You can copy the configuration information below for future reference.

Job Summary:

Marne: Backup Copy Job for Database Servers with SAP HANA
Objects Target Path: C:\Backups

Type: Backup Copy
Target Source items:

Backup Policy for SAP HANAnuxsrv003 SAP backint backup (Default Backup Repositary)
Schedule

Enable the job when | click Finish

Next > B || Tares
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Converting Backup Copy to Backup

If you have imported Veeam Plug-in backup copies from another server, you can convert them into regular
backup files. When you convert a backup copy to a backup, Veeam Plug-in creates a backup job with the
converted backup. You can use this backup job to continue a backup chain and use the converted backup as a
restore point.

You can convert and unbind Veeam Plug-in backups into regular Veeam Plug-in backup files in the following
cases:

e If you have deleted a backup copy job which created the backup copy.
e If you have excluded a backup job from a backup copy job that used multiple backup jobs as a source.

e |f you imported a Veeam Plug-in backup copy from another host.

NOTE
If you want to restore from a backup copy, you don't need to convert the backup copy to backup. For
details, see Restore from Backup Copy.

Converting Backup Copy to Backup for SAP HANA

To convert a backup copy to a primary backup, use the --promote-backup-copy-to-primary parameter as shown
below:

SapBackintConfigTool --promote-backup-copy-to-primary

Backup copies available for promotion to primary backup:

1. Backup Copy Job 1\saprhelOl-localdomain SAP backint backup (Default Backup R
epository)

Select backup: 1

Promotion of backup copy to a primary backup will reconfigure the plug-in to us
e a different repository. Continue? (y/N): y

IMPORTANT

[For backups of scale-out clusters and servers with the customServerName option] To avoid failure of
conversion of backup copies, the cluster name must be the same as the name used in the backup copy.
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Logs and Support

If you have any questions or issues with Veeam Plug-in for SAP HANA or Veeam Backup & Replication, you can
search for a resolution on Veeam Community Forums or submit a support case on the Veeam Customer Support

Portal.

When you submit a support case, we recommend you attach necessary logs related to Veeam Plug-in
operations.

To learn how to collect logs, see this Veeam KB.
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Veeam Plug-in for Oracle RMAN

Veeam Backup & Replication offers two options to protect Oracle databases:
e Veeam Plug-in for Oracle RMAN: for transactionally-consistent RMAN-based backups of Oracle databases.
e Veeam Backup & Replication or Veeam Agents: for image-level backups of Oracle servers.

You can use both or one of the options depending on your environment specifics and approach to handle Oracle
databases.

Veeam Plug-in for Oracle RMAN

Veeam Plug-in uses the backup and restore functionality of Oracle Recovery Manager (RMAN) and transfers
backups to Veeam backup repositories.

Use Veeam Plug-in to back up Oracle databases in the following cases:
e If you want the Oracle database administrator to fully control the backup and recovery processes.
e If you want to use existing Oracle RMAN scripts or external schedulers.
e If you use Oracle RAC.

e If you use ASM disks on a physical server.

Veeam Backup & Replication or Veeam Agents

Veeam Backup & Replication (or Veeam Agent) performs image-level/file-level backup and restore of Oracle
servers. Use Veeam Backup & Replication or Veeam Agents to back up Oracle servers in the following cases:

e If you do not have Oracle database administrators.
e If you want to control backup and restore processes on the Veeam Backup & Replication side.

If you want to use Veeam Backup & Replication to protect Oracle servers, see the Creating Backup Jobs section
of the Veeam Backup & Replication User Guide.

If you want to use Veeam Agents to protect Oracle servers, see one of the following guides: Veeam Agent for
Linux, Veeam Agent for Microsoft Windows, Veeam Agent for IBM AlX.
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How Veeam Plug-in for Oracle RMAN

Works

Veeam Plug-in functions as an agent between Oracle RMAN and Veeam backup repository.

By default, RMAN sends backups to a native RMAN location on disk (DEFAULT DEVICE TYPE TO DISK). When
you configure the Veeam Plug-in, the default device type is changed to SBT TaAPE, which gives control over
backup media management to Veeam Plug-in. Thus, after you deploy Veeam Plug-in on an Oracle server, you
can perform all backup and restore operations in the Oracle RMAN console. Veeam Plug-in compresses,
deduplicates database backups and transfers them to a backup repository connected to Veeam Backup &

Replication.

When use Oracle RMAN integrated with Veeam Plug-in, the database backup is performed in the following way:

1. After you launch a database backup process in the Oracle RMAN console, RMAN launches Veeam Plug-in

services.

2. Veeam Plug-in connects to the Veeam Backup & Replication server and creates a backup job (if it hasn't

been created earlier).

3. Veeam Plug-in starts Veeam Data Movers on the Oracle server and on the Veeam backup repository.
Depending on the configured limit of RMAN channels, there will be multiple connections started in

parallel.

4. Veeam Data Movers transport the backup data to the backup repository.

Oracle RMAN Veeam Plug-in
A for Oracle RMAN
1 1
v ) T I

& Replication Server

——————————

Veeam Backup

B

1__

Oracle Data Mover
Database

Oracle DB Server

Data Mover Backup
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Backup Repository

----- » Management connection
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Multiple Repositories Deployment

Veeam Plug-in allows you to add up to 4 backup repositories. The backup process can be run in multiple
channels. For each channel Veeam Plug-in creates a separate agent process.

Veeam Backup &
Replication Server
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Planning and Preparation

Before you start to use Veeam Plug-in for Oracle RMAN, read the environment planning recommendations and
make sure that your environment meets system requirements.

e System Requirements

e Required Permissions

e Used Ports

e Licensing

e Oracle Environment Planning
e Veeam Environment Planning
e Veeam Backup Repositories

e Access and Encryption Settings on Repositories
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System Requirements

Before you start using Veeam Plug-in for Oracle RMAN, make sure the following requirements are met.

Supported OSes

Veeam Plug-in for Oracle RMAN is supported for the following OSes:
e Microsoft Windows:
o Microsoft Windows Server 2012/2012 R2
o Microsoft Windows Server 2016
o Microsoft Windows Server 2019
o Microsoft Windows Server 2022

NOTE

The Veeam Plug-in for Oracle RMAN installation wizard also installs Microsoft .NET Framework 4.6 if
it does not detect this component on the machine during the product installation.

e Linux:
o SUSE Linux Enterprise Server 11, 12, 15 (x86 and x86_64)

o Red Hat Enterprise Linux 6.4-8.x (x86 and x86_64)

o Oracle Linux 6.4-8.x (x86 and x86_64)

o CentOS 6.4-8.x (x86 and x86_64): For non-production environments, as it is not officially supported
by Oracle for their databases.

e Unix:
o Oracle Solaris 10, 11 (x86_64, SPARC)
o IBMAIX6.1,71,7.2,7.3

Oracle Database

Veeam Plug-in for Oracle RMAN supports Oracle Database 11gR2, 12¢, 18c, 19¢, 21c: Standard and Enterprise
Edition (Express Edition is not supported).

Supported Oracle RMAN features

Veeam Plug-in for Oracle RMAN supports the following Oracle RMAN features:

e Veeam Plug-in for Oracle RMAN will be registered as an SBT_TAPE device. All Oracle RMAN functionality
that is supported with the SBT_TAPE device type will work. For example, Oracle ASM and Container DBs
(CDBs).

e Veeam Plug-in for Oracle RMAN supports Oracle Real Application Clusters (Oracle RAC). Other cluster
databases are not supported.
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Veeam Backup & Replication

Mind the following compatibility of Veeam Backup & Replication and Veeam Plug-in versions:

Veeam Plug-in for Oracle RMAN 12 supports integration only with Veeam Backup & Replication version 12.

Veeam Plug-in for Oracle RMAN 11.0.101.1264 supports integration only with Veeam Backup & Replication
version 11a Cumulative Patch P20211211 or later.

Veeam Plug-in for Oracle RMAN 11.0.100.1261 (11a Cumulative Patch P20211123) supports integration
with Veeam Backup & Replication version 11, 11a.

Veeam Plug-in for Oracle RMAN 11 supports integration only with Veeam Backup & Replication version 11.

Veeam Plug-in for Oracle RMAN 10.0.1.4854 (10a Cumulative Patch 20201202) supports integration with
Veeam Backup & Replication version 10, 11.

Veeam Plug-in for Oracle RMAN 10 (earlier than 10.0.1.4854) supports integration only with Veeam
Backup & Replication version 10.

Note that if you want to use the latest functionality, you must upgrade both Veeam Backup & Replication and
Veeam Plug-in to the latest version.

Network

Veeam Plug-in should be able to establish a direct IP connection to the Veeam Backup & Replication server.
Thus, Veeam Plug-in cannot work with the Veeam Backup & Replication server that is located behind the NAT
gateway.
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Permissions

Mind the required permissions for the following user accounts:
e 0S User that Configures Veeam Plug-in
e User that Launches Backup/Restore in RMAN

e Veeam Backup Server User

OS User That Configures Veeam Plug-in

The account used for configuring Veeam Plug-in must have the following permissions.

e For Linux and Unix machines:

To configure Veeam Plug-in on a Linux or Unix machine, use an account which is a member of the OSDBA
(typically called as "dba") group and has SYSDBA privileges.

e For Microsoft Windows machines:

To configure Veeam Plug-in on a Microsoft Windows machine, use an account which is a member of the
ORA_DBA group and has SYSDBA privileges.

User That Launches Backup/Restore in RMAN

The account used for starting Oracle RMAN backup and restore processes Veeam Plug-in must have the
following permissions.

e For Linux and Unix:

To launch RMAN backup or restore, you can use any user account that has required set of privileges for
backup operations on the Oracle side. Starting from Oracle Database 12c, Oracle recommends to use the
SYSBACKUP role. For details, see the Configuring Privilege and Role Authorization section of the Oracle
Database Security Guide.

During the backup process, Veeam Plug-in connects to the database to get DB properties. Thus,
Linux/Unix user that started the RMAN client must be a member of the OSDBA (typically called as "dba")
group and has SYSDBA privileges.

IMPORTANT

If you use the CONNECT string with the channel allocation command in the Oracle RAC environment,
the plug-in manager process will be started by the owner of the Oracle listener, not by the user that
started the RMAN client. Thus, if the listener is owned by a cluster service user (grid) that is not a
member of the OSDBA group and doesn't have SYSDBA privileges, the plug-in manager will not be
able to collect database properties and the backup will fail. As a workaround, you can add DBA
privileges to the grid user.

e For Microsoft Windows:

To launch RMAN backup or restore, you can use any user account that has required set of privileges for
backup operations on the Oracle side. Starting from Oracle Database 12c, Oracle recommends to use the
SYSBACKUP role. For details, see the Configuring Privilege and Role Authorization section of the Oracle
Database Security Guide.
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During the backup process, Veeam Plug-in connects to the database to get DB properties. Thus, the Oracle
Home user must be a member of the ORA_DBA group and the OS authentication must be enabled for this
user.

Veeam Backup Server User

The account which is used to authenticate against Veeam Backup & Replication must have access permissions on
required Veeam repository servers. To learn how to configure permissions on repositories, see Granting Access
to Repositories.

The Veeam Plug-in for Oracle RMAN uses Windows authentication methods of the Veeam Backup & Replication
server to establish a connection to this server and to the backup target. It is recommended to create one user
for each Veeam Plug-in server or RAC.

To work with backups created by Veeam Plug-in, you can use only the account used for creating the backup. If
you want to use another account, assign the Veeam Backup Administratorrole or Veeam Backup Operator and
Veeam Restore Operatorroles to the account. To learn how to assign Veeam Backup & Replication roles, see the
Users and Roles section of the Veeam Backup & Replication Guide.
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Ports

To enable proper work of Veeam Plug-ins, make sure that the following ports are open.

Oracle Database Server

The following table describes network ports that must be opened to ensure proper communication of the Oracle
server and backup infrastructure components.

Default port used for communication with
the Veeam Backup & Replication server.

Veeam
Backup & TCP 10006 Note that data between Veeam Plug-ins
Replication and backup repositories is transferred
server directly, bypassing the Veeam Backup &
Replication server.
Oracle
server
{’/V::;; rB:C(I;;?m Default range of ports used as data
- P y 2500 to transmission channels. For every TCP
Plug-iniis server or TCP .
. 3300** connection that a backup process uses,
installed gateway . . )
cerver* one port from this range is assigned.
6791+;
Oracle server TCP Local connections between Veeam Plug-in
(localhost) 2500 to and source Data Movers.
3300**

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway
Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added
components.

Backup Repositories and Gateway Servers

Depending on the type of backup repositories that you use for Veeam Plug-in backups, the following ports must
be open to allow communication between backup infrastructure components.

Veeam rB:C(I)(;JiFt)or Default range of ports used as data

Backup & P y 2500 to transmission channels. For every TCP
S server or TCP .

Replication atewa 3300** connection that a backup process uses,

server gerver*y one port from this range is assigned.
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Port used as a control channel from the
Veeam Plug-in server to the target Linux
host.

Ports used as a management channel from
the Veeam Plug-in server to the
Repository/Gateway server. Also, the ports
are used to deploy Veeam components.

Default ports used by the Veeam Installer
Service and Veeam Data Mover Service

Default port used by SMB transport
protocol.

SMB/Netbios name resolution for SMB
protocol (needed in some cases). For
details, see the Used Ports section of the
Veeam Backup & Replication User Guide.

Standard NFS ports used as a transmission
channel from the gateway server to the
target NFS share.

Port used to assign a random port for the
mountd service used by NFS and
DDBOOST. Mountd service port can be
statically assigned.


https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120

From

or
Gateway
server

_

For more
information,
see this Dell
KB article.

HPE StoreOnce

Veeam
Backup &
Replication
server

or
Gateway
server

ExaGrid

Veeam
Backup &
Replication
server

Quantum
DXi

Veeam
Backup &
Replication
server

HPE
StoreOnce

ExaGrid

Quantum DXi

TCP 2049
TCP 2052
9387
TCP
9388
TCP 22
TCP 22

Main port used by NFS. To change the
port, you can use the ‘nfs set server-
port’ command. Note that the command
requires SE mode.

Main port used by NFS MOUNTD. To
change the port, you can use the 'nfs
set mountd-port' command. Note
that the command requires SE mode.

Default command port used for
communication with HPE StoreOnce.

Default data port used for communication
with HPE StoreOnce.

Default command port used for
communication with ExaGrid.

Default command port used for
communication with Quantum DXi.

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway

Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added

components.

For detailed list of ports used by Veeam Backup & Replication server and backup repositories, see the Used Ports

section of the Veeam Backup & Replication User Guide.
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Licensing

To use the Veeam Plug-in functionality, you must have a valid Veeam Backup & Replication license. Licenses are
installed and managed on the Veeam Backup & Replication server that is connected to the Veeam Plug-in server.
If the license is not valid or out of resources, Veeam Plug-in backup jobs fail.

This guide provides information only on specifics of Veeam licenses for Veeam Plug-ins. For terminology and
general information about Veeam Licensing, see Veeam Licensing Policy.

In this section:
e Licensed Objects
e Supported License Types and Packages

e Obtaining and Managing Licenses

Licensed Objects

An Oracle server is assumed protected if it has been processed by a Veeam Plug-in backup job in the last 31
days.

If you are using any instance-based (Veeam Universal Licensing) license on your Veeam Backup & Replication,
you don't need to install any additional licenses. A protected Oracle server consumes one instance unit from the
license. Oracle servers processed by backup copy jobs are not regarded as protected VMs, these types of jobs
provide an additional protection level for VMs that are already protected with Veeam Plug-in backup jobs.

A machine protected by both Veeam Plug-in and Veeam Backup & Replication will consume a license only once.
For example, you have an Oracle server that you back up using Veeam Plug-in. You also back up this server using
image-level backup functionality of Veeam Backup & Replication. In this case, only one license will be
consumed.

NOTE

[For Perpetual per-socket licenses] If you are using a legacy perpetual per-socket license, a license is
required for each hypervisor CPU socket occupied by protected Oracle servers.

A socket is consumed from the license only if the hypervisor where protected servers reside is added to the
Veeam Backup & Replication infrastructure. If the hypervisor is not added to the Veeam Backup &
Replication infrastructure, an instance unit will be consumed from the license. To learn how to add a
hypervisor to the Veeam Backup & Replication infrastructure, see the Virtualization Servers and Hosts
section of the Veeam Backup & Replication User Guide.

IMPORTANT

[For Oracle RAC] The license is required for all cluster nodes, even if Veeam Plug-in is installed only on one
of the nodes.
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Supported License Types

You can use Veeam Plug-ins with the following license types and packages. Note that this guide contains
information on specifics of Veeam license packages only for Veeam Plug-ins. For the full list of license packages,
see Pricing and Packaging.

e For Veeam Universal Licensing:

You can use Veeam Plug-ins with all license packages ( Veeam Backup Essentials, Veeam Backup &
Replication, Veeam Availability Suite).

Note that if you use the Rentallicense type, functionality of Veeam Plug-ins is supported only for the
Enterprise Plus edition of Veeam Backup & Replication.

e For Perpetual Socket license:

Functionality of Veeam Plug-ins is supported only for the Enterprise Plus edition of Veeam Backup &
Replication.

Obtaining and Managing Licenses

To learn how to install a license and monitor licensed objects, see the Licensing section in the Veeam Backup &
Replication User Guide.
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Oracle Environment Planning

Before you deploy Veeam Plug-in, mind the following requirements and limitations.

Deployment

[For Linux OS and Unix] To install Veeam Plug-in, the /opt/veeam directory must be writable.

Oracle Temp Tablespace

Veeam Plug-in runs SQL queries on the Oracle database to collect statistical information about the RMAN job
processes. As with any other SQL queries, Oracle can decide based on availability of hardware resources to use
Oracle Temp Tablespace for these queries. Make sure that you configure the Temp Tablespace resources to
avoid shortage of temporary tablespace.

Scheduling

You can schedule backup processes with all Oracle RMAN relevant scheduling options like Cron, Windows Task
Scheduler, UC4 and TWS.

If you use Veeam Backup & Replication or Veeam Agents to create image-level backups of the Oracle server, you
can schedule the backup job and run Oracle RMAN backup scripts along with the backup job. For detailed
instructions on how to add Oracle RMAN scripts to a backup job, see the one of the following guides:

e For Veeam Backup & Replication: Pre-Freeze and Post-Thaw Scripts section of the Veeam Backup &
Replication User Guide.

e For Veeam Agent for Windows: Pre-Freeze and Post-Thaw Scripts section of the Veeam Agent for
Windows User Guide.

e For Veeam Agent for Linux: Pre-Freeze and Post-Thaw Scripts section of the Veeam Agent for Linux User
Guide.

NOTE

If you want to use Oracle RMAN scripts within backup jobs of Veeam Backup & Replication or Veeam
Agents, mind the following:

e A backup job does not control the workflow of Oracle RMAN scripts. The backup job invokes the
script and gets its exit status when the script is finished. Backup job logs show whether the script
executed successfully or failed. The script is considered to be executed successfully if "0" is returned.
In order to see that the script failed, configure the script to return an exit status different than "0" in
case of any errors.

e The default timeout for a custom script in a backup job is 10 minutes. If it takes longer than 10
minutes to run the script, you can open a support ticket to increase the timeout.
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Oracle RAC

Mind the following for Oracle RAC:

e Itis recommended to install Veeam Plug-in on each RAC server that is responsible for the backup
operations. If the plug-in is not installed on all nodes, the backup process may fail when RMAN selects
another node.

e Veeam Plug-in supports parallel execution of all operations supported by Oracle RMAN: backup, restore,
crosscheck, remove. This applies to execution of these commands on one or multiple databases residing
on one or multiple RAC nodes.

e If you use Veeam Explorer for Oracle to restore a RAC database with different settings, it will not be
restored as a cluster database. It will be restored as a standalone database.

Oracle Backup Encryption

The Oracle Secure Backup SBT library is the only interface that supports RMAN encrypted backups. Veeam Plug-
in does not support encrypted backups of Oracle databases. If the backup encryption is enabled, Veeam Plug-in
backup jobs fail with the following error: ORA-19919: encrypted backups to tertiary storage
require Oracle Secure Backup. To avoid the error, you must disable the backup encryption on the Oracle
side.

Backup File Naming

During backup and restores, Veeam Plug-in uses the repositoryID parameter from the plug-in configuration
file (veeam config.xml).Inthe veeam config.xml file, the repository ID is stored in the following format:
repositoryID="XXXXXXXX—XXXX~XXXX-XXXXK-XXXXXKXKXKXKKXKKXXX".

To name backup files, Veeam Plug-in uses the following format by default:

CONFIGURE CHANNEL DEVICE TYPE sbt PARMS 'SBT LIBRARY=/opt/veeam/VeeamPluginforO
racleRMAN/1libOracleRMANPlugin.so’ FORMAT 'XXXXXXXX-XXXX—XXXX—XXXX—XXXXXXXXXKXXX/
RMAN %I %d 3T %U.vab’;

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT TAPE TO '%F RMAN AU
TOBACKUP.vab’;

e If you select multiple Veeam backup repositories and disable RMAN copy processing:

Backup files will be read by default from the first selected repository. Same naming rules apply as in the
single repository scenario.

e If you select multiple Veeam backup repositories and enable RMAN copy processing, you must use the
repository ID with the “/" sign as a prefix for the backup file names (see the example above). This allows
RMAN to directly access the requested backup file on one of the copy extents.

NOTE

[For Linux, Unix, Windows] In a backup file name, you cannot use symbols reserved by Microsoft Windows:
Mt S Ly e et et " To learn more about file naming conventions, see Microsoft
Documentation.
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Backup of Control File and SPFILE

If you set CONFIGURE CONTROLFILE AUTOBACKUP to ON, then RMAN automatically creates a control file and
an SPFILE backup after you run the BACKUP command. For details, see the Oracle Documentation.

Controlfile Autobackup File Naming

If you perform the restore with different name and settings using Veeam Explorers for Oracle, you must enable
the autobackup of the control file. If you use the Controlfile Autobackup option, the Veeam Plug-in
configuration wizard creates the following RMAN configuration entry:

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT_TAPE TO '%F_RMAN_AU
TOBACKUP.vab’ ;

If you enable the control file autobackup after configuring Veeam Plug-in, you can start the configuration
wizard again. The control file backup naming option will be set to default.

Parallel Processing

Veeam Plug-in supports parallel backup processing for up to 4 backup repositories or scale-out backup
repositories. In the plug-in configuration wizard, if you select more than one repository, the parallelism
functionality will be enabled automatically.

Note that your Oracle Enterprise Edition must be able to use RMAN parallel processing.

TIP

If you want to recover the Veeam Plug-in job folder to a specific point in time state, you can use Storage
Replication (plus import) or the File Backup to Tape job of Veeam Backup & Replication.

Additional Files to Back up

Veeam Plug-in creates backups of databases and logs. Apart from these files,

Oracle Home

e |tis recommended to back up the Oracle home folder in addition to RMAN backups. You can back it up
with Veeam Backup & Replication or Veeam Agents.

e If the Oracle home folder is on a shared disk, you can use the file-level backup functionality of Veeam
Backup & Replication or Veeam Agent for Linux. Alternatively, you can copy the Oracle home folder to a
non-shared disk before the backup.

Oracle Recovery Catalog
You can back up the Oracle Recovery Catalog with Veeam Plug-in on the Recovery Catalog server according to

the Oracle procedures. For details, see the Managing a Recovery Catalog section of the Database Backup and
Recovery User's Guide.
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Veeam Plug-in for RMAN Configuration File
You can back up the Veeam Plug-in configuration file. The file is located in the following directory:
e [Linuxor Unix]: /opt/veeam/VeeamPluginforOracleRMAN/veeam config.xml
e [Windows]: $PROGRAMFILES% \Veeam\VeeamPluginforOracleRMAN\veeam config.xml

NOTE

You can also create an image-level backup of the Oracle server using the image-level backup functionality
of Veeam Backup & Replication or Veeam Agents.

Disabling Veeam Explorer Processing

You can disable Veeam Explorer based restore for specific Oracle servers. To disable the restore on the Veeam
Explorer for Oracle side, do the following:

e [Linux or Unix] On the Oracle server, log in as a user with the Oracle Administrator rights and create an
empty file in the following directory: /etc/veeam/disablerestore

e [Windows] On the Oracle server, create an empty file in the following directory:
$ProgramData%\Veeam\disablerestore

Oracle Data Guard

Since version 11, Veeam Plug-in for Oracle RMAN has an official support of Oracle Data Guard.

Database Recovery

If you want to restore a database with a different name and settings using Veeam Explorer for Oracle, the
database must use SPFILE. If SPFILE is not used, you will see a warning during a plug-in configuration.
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Veeam Environment Planning

Before you deploy Veeam Plug-in, keep in mind the following requirements and limitations.
e RMAN Channels and Resource Consumption
e Veeam Backup Job Name

e Hosting Environments

RMAN Channels and Resource Consumption

Any parallel channel started by RMAN will use one Veeam backup repository task slot. By design, Oracle
Standard Edition can work with one channel. Oracle Enterprise Edition has the option to use multiple channels
and you can configure them in the Veeam Plug-in configuration wizard or at the ALLOCATE CHANNEL definition
in RMAN scripts. It is recommended to carefully plan repository task slots, so that Oracle RMAN can work with
multiple channels in parallel when configured.

The following hardware resources are recommended based on tests on Skylake processors:

e Oracle server: 1 CPU core and 200 MB of RAM per currently used channel. Note that resource
consumption on the Oracle server depends on hardware and Oracle settings.

e Backup repository server: 1 CPU core and 1 GB of RAM per 5 currently used channels.

These resources are recommended only if you use a dedicated backup repository for Veeam Plug-in
backups. If you use the same backup repository for Veeam Plug-in backups and VM backups created by
Veeam Backup & Replication or Veeam Agents, consider adding the mentioned above hardware resources
based on usual load on your backup repository. For details on hardware requirements for a backup
repository, see the System Requirements section of the Veeam Backup & Replication User Guide.

We recommend to contact your Veeam system engineer to optimize the channel settings and resource
allocation. Also, consider the following:

o Itis recommended to use a separate backup repository for Veeam Plug-in backups.

o The control file does not use a repository task slot and will be processed even if there are no free task
slots.

e Veeam Backup & Replication server: during manual metadata operations such as import of backup files,
the Veeam Backup & Replication server needs additional 15 GB of RAM per 1 million files located in the
same backup job folder.

Veeam Backup Job Name

e On the Veeam Backup & Replication server, the backup job name will be created automatically based on
the server or cluster name and selected repository.

e For environments that use Oracle RMAN copy processing, one job per repository is created.
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Backup Files

e A .VAB file stores a compressed copy of an Oracle database. Veeam Plug-in creates .VAB files for both full
and incremental backups.

e A .VASM file stores metadata that contain information about the backup. A .VASM file is created for each
.VAB file. The .VASM files are used by Veeam Backup & Replication to get data about Veeam Plug-in
backups.

e A .VACM file stores metadata of a backup job object.

Hosting Environments

By default, Veeam Plug-in uses the Oracle server hostname to create a Veeam Backup & Replication job object
and backup folder. To be able to distinguish individual servers, it is recommended to set the following entry
within the Veeam configuration XML file: <PluginParameters
customServerName="hostname.domain.tld"™ />

e [Linux or Unix]: /opt/veeam/VeeamPluginforOracleRMAN/veeam config.xml
e [Windows]: $PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\veeam config.xml

If your servers that have the same hostname in multiple environments, you must add the following entries in the
plug-in configuration file:

<PluginParameters useFQDNInServerName="true" />
IMPORTANT

For security reasons, it is recommended to use separate repositories for different customers and limit the
Veeam Repository Authentication to the specific customer.
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Veeam Backup Repositories

Veeam Plug-ins store backup files in repositories added to the Veeam Backup & Replication infrastructure. In
this section, you can find the list of supported backup repositories and limitations for Veeam Plug-in backups.

Supported Backup Repositories

Veeam Plug-in for Oracle RMAN supports integration with the following types of repositories added to the
Veeam Backup & Replication infrastructure:

Windows Server

Linux Server

CIFS (SMB) Share

Dell Data Domain Boost
Quantum DXi

ExaGrid

HPE StoreOnce. If you plan to use HPE StoreOnce as a backup repository for Veeam Plug-in backups, the
total number of stored files (data and metadata) must not exceed 3,000,000 per Catalyst store. If
necessary, multiple Catalyst stores may be created on the same StoreOnce system.

NFS File Share

Hardened Repository

You can also use scale-out backup repositories that contain supported repository types.

Backup Repository Limitations

For Veeam Plug-in backups, the warning which indicates that free space on a storage device has reached a
specified threshold is configured in the veeam config.xml file of Veeam Plug-in. The warning settings
in the Veeam Backup & Replication console does not affect this setting.

To configure the warning settings, add the following parameter in the veeam config.xml file.

<PluginParameters repositoryFreeSpacePercentWarning="10" />

The plug-in configuration wizard will not show repositories where the Encrypt backups stored in this
repository option is enabled. To learn how to disable the encryption option, see Access and Encryption
Settings on Repositories.

If you want to use the same backup target with the repository-based encryption and Veeam Plug-ins,
create a second repository in the subfolder for Veeam Plug-in backups.

Veeam extract utility cannot extract Veeam Plug-in backup files. By design of Oracle RMAN, these files
cannot be imported “as files” to RMAN as they contain additional metadata bound to the used SBT device.
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Veeam Scale-Out Backup Repositories

If you want to store Veeam Plug-in backups in scale-out backup repositories, mind the following:

e If you want to add a backup repository as an extent to a scale-out backup repository and Veeam Plug-in
backups are present on this backup repository, you must do the following:

a. In the Veeam Backup & Replication console, select Veeam Plug-in backup files that reside in this
backup repository and remove them from configuration. For details, see Removing backups from
configuration. Note that this action does not delete the backups from the repository.

b. In the Veeam Backup & Replication console, delete the Veeam Plug-in backup job. For details, see
Deleting Jobs.

c. Add the repository as an extent to the scale-out repository. For details, see Extending Scale-Out
Repositories.

d. Rescan the scale-out repository. For details, see Rescanning Scale-Out Repositories.
NOTE
Names of backup files and paths to backup files must contain only allowed characters:

e Alphanumeric characters: a-zA-70-9
e Special characters: -.+=@"
e Names of backup files and paths to backup files must not contain spaces.

e. On the Veeam Plug-in server, set the scale-out repository as the target for backups using the
following command:

OracleRMANConfigTool --set-repositories

f. Map the imported backups using the following command:

OracleRMANConfigTool --map-backup

e For Veeam Plug-in backups and backup copies, the Performance policy of a scale-out repository functions
differently:

a. Veeam Backup & Replication checks if there are extents without warning on free space insufficiency. If
all extents have the warning, Veeam Backup & Replication uses an extent with the largest amount of
free space that has a free task slot.

b. If there are extents without the warning, Veeam Backup & Replication checks if there are incremental
extents with free task slots. If there are no incremental extents with free task slots, Veeam Backup &
Replication uses a full extent with the least amount of used task slots.

c. If there are incremental extents with free task slots, Veeam Backup & Replication sends backup files
to an incremental extent with the least amount of used task slots. If the amount of used tasks is the
same, an extent with the largest amount of free space.

To learn more about file placement policies of scale-out repositories, see Backup File Placement section of
the Veeam Backup & Replication guide.

121| Veeam Plug-ins for Enterprise Applications | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_sobr.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/remove_from_backups.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/remove_from_backups.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/disabling_jobs.html?ver=120#deleting-job
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_add_extent.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_add_extent.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/sobr_rescan.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_sobr_placement.html?ver=120

o If a scale-out repository is configured in the Data locality policy, repository extents will be selected
according to the amount of free space for each Oracle RMAN connection. If there are two extents with one
slot on each extent, the backup will be launched on two streams (one on each extent).

Capacity Tier

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a capacity tier. Both
policies (Move policy, Copy policy) are supported for Veeam Plug-in backups with the following limitations:

e For Veeam Plug-in backup files, capacity tier does not verify whether data that is being moved is unique
and has not been offloaded earlier. Thus, it is highly recommended to check the pricing plans of your
cloud storage provider to avoid additional costs for offloading and downloading backup data.

e Capacity tier does not track dependencies of full and incremental Veeam Plug-in backup files. Thus, mind
the following:

o [For the Move policy] When backup files are transferred to the capacity tier, Veeam Backup &
Replication takes into account only the creation time of backup files. Make sure that the
operational restore window is either longer than the whole backup chain cycle period or exceeds
that period. Otherwise, you may encounter the scenario when full backup files are transferred to
the capacity tier and their increment backup files still remain in the performance tier.

o The capacity tier immutability expiration date does not have the additional block generation period.
The immutability expiration date is based only on the number of days specified in settings of the
object storage backup repository.

e If a scale-out repository is down, you cannot restore from the Veeam Plug-in backup files stored on the
capacity tier. In this case, you can only import the backup files to Veeam Backup & Replication manually
and then perform data recovery operations.

e If you use a capacity tier that has been created in Veeam Backup & Replication version 10, you cannot
transfer Veeam Plug-in backup files to a capacity tier. However, if you want to transfer them manually,
do the following:

o If the backup files are created by Veeam Plug-in version 10, upgrade the metadata of backup files
as described in Upgrading Metadata Files to New Format.

o Run the Set-VBRScaleOutBackupRepository PowerShell command with the -
EnablePluginBackupOffload parameter to offload backup files to the capacity tier.
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Hardened Repository

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a hardened repository.
The hardened repository helps to protect Veeam Plug-in backup files from loss as a result of malware activity or
unplanned actions. Backup files in the hardened repository become immutable for the time period specified in
the backup repository settings. During this period, backup files stored in the repository cannot be modified or

deleted.

For Veeam Plug-in for Oracle RMAN backups, immutability works according to the following rules:

e Immutability is applied to backup (VAB) files and backup metadata (VASM) files. Backup job metadata
(VACM) files are not immutable.

e Backup files become immutable for the configured time period (minimum 7 days, maximum 9999 days).

e The count of the immutability period starts when the backup metadata (VASM files) has been created
during the backup job session.

e The immutability period is not extended for the active backup chain.

e Every 1 hour, the immutability service that runs in the background detects backup files that do not have
the immutability flag and sets the immutability flag on the necessary backup files.

Data Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. For more information, see Restore from Hardened Repository.
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Access and Encryption Settings on Repositories

When you configure Veeam Plug-in, you specify an account that must be used to connect to the Veeam Backup
& Replication server. To be able to store backups in a backup repository, the specified account must have access

permissions on the target backup repository.
To grant access permissions, do the following:
1. In Veeam Backup & Replication, open the Backup Infrastructure view.

2. Intheinventory pane, click the Backup Repositories node or the Scale-out Repositories node.

3. Inthe working area, select the necessary backup repository and click Set Access Permissions on the ribbon

or right-click the backup repository and select Access permissions.

Veeam Backup and Replication

Backup Repositery

Repository Repository Repository  Affinity Permissions Location ~

Manage Repasitory Manage Settings Tools

Backup Infrastructure Q) Type in an sbject name to search for

B Backup Proxies Name T Type Host Path Capacity Free Used Space Description

{5 Backup Repositories i« Default Backup Repositery  Windows snvlitechlocal  E\Backup & fercan 2MB  Created by Veeam Backup

E5, Extemal Repositories >

1Y P

= R

77 Seale-out Repositories X Remove

En WAN Accelerators 2 Proxy affinity...

(25 Service Providers [ Aeces permissionsl
> SureBackup
» (Z: Managed Servers @ Location 4

] Properties..

@ Home

E@ Inventory

t‘fg‘g Backup Infrastructure
[0 Fies

(3 History

E X g W Q'€
Set

Add Edit Remove Proxy Set Access Rescan

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition Licens: s: 121 days remaining

4. Inthe Access Permissions window, on the Standalone applications tab specify to whom you want to grant
access permissions on this backup repository:

o Allow to everyone — select this option if you want to grant repository access to any user. This option
is equal to granting access rights to the Everyone group in Microsoft Windows (anonymous users are
excluded). For security reasons, the option is not recommended for production environments.

o Allow to the following accounts or groups only — select this option if you want only specific users to
be able to store backups in this repository. Click Add to add the necessary users and groups to the list.
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5. Veeam Plug-ins cannot send backups or backup copies to a backup repository where encryption is
enabled. Thus, make sure that the Encrypt backups stored in this repository check box is not selected.

6. Click OK.

Access Permissions

Standalone applications

Repository access:
(O Deny to everyone
) Allow to EVEryOone

® Allow to the following accounts or groups anly

Account or group | Add... |

‘-3 TECHYjohn.smith Remove
aa TECHWwilliamn.fox

[] Enerypt backups stored in this repository
Passwrard:
v Add...
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Deployment and Configuration

Veeam Plug-in for Oracle RMAN is a feature of Veeam Backup & Replication. This guide gives instructions on
how to deploy Veeam Plug-in assuming that you already have deployed Veeam Backup & Replication and
configured a backup repository. To learn how to deploy Veeam Backup & Replication, see the Veeam Backup &
Replication User Guide for your platform.

To be able to use Veeam Plug-in for Oracle RMAN, you must install the plug-in on the Oracle server and
configure the plug-in settings:

e Installing Veeam Plug-in for Oracle RMAN

e Configuring Veeam Plug-in for Oracle RMAN

See Also

Upgrading Veeam Plug-in for Oracle RMAN
e Importing/Exporting Plug-in Settings

e Importing Backups

e Upgrading Backup Files

e Uninstalling Veeam Plug-in for Oracle RMAN
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Installing Veeam Plug-in for Oracle RMAN

See one of the following guides depending on which OS is installed on the target machine.
e Installing Veeam Plug-in on Linux machines
e Installing Veeam Plug-in on Windows machines
e Installing Veeam Plug-in on Oracle Solaris machines

e Installing Veeam Plug-in on IBM AIX machines

Installing Plug-in on Linux

Veeam Plug-in for Oracle RMAN is an additional component of Veeam Backup & Replication, and the installation
package of the plug-in is included in the Veeam Backup & Replication installation I1SO file.

You can install the plug-in using the . RPM package or extract the plug-in files from the . TAR. Gz archive.
Depending on the type of package suitable for your OS, perform steps in one of the following guides:

e Installing Plug-in from .RPM Package
e Unpacking Plug-in from .TAR.GZ Archive

IMPORTANT
Mind the following:

e Veeam Plug-in for Oracle RMAN must be installed on the Oracle Database server.
e The /opt/veeam directory must be writable.
e Toinstall the plug-in, use the sudo command or a user with root privileges.

Installing Plug-in from .RPM Package

To install Veeam Plug-in on a Linux machine, perform the following steps.

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackups&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Open the mounted disk image and go to the P1lugins\Oracle RMAN\Linux directory.

3. Upload the VveeamPluginforOracleRMAN-12.0.0.1420-1.x86 64 .rpm package to the Oracle
server. If you need the 32-bit version, choose the i386 package.

4. Toinstall Veeam Plug-in, run the following command:

rpm -i VeeamPluginforOracleRMAN-12.0.0.1420-1.x86 64.rpm
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Unpacking Plug-in from .TAR.GZ Archive

To extract plug-in files from the . TAR.GZ archive, perform the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Open the mounted disk image and go to the P1lugins\Oracle RMAN\Linux directory.
3. Upload the veeamPluginforOracleRMAN. tar.gz file to the Oracle server.

4. Create the /opt/veeam directory.
mkdir /opt/veeam
5. Unpack the plug-in files from the archive to the /opt /veeam directory.

tar -xzvf VeeamPluginforOracleRMAN.tar.gz —-C /opt/veeam

Installing Plug-in on Microsoft Windows

You can install Veeam Plug-in for Oracle RMAN on Windows machines using a wizard or in an unattended mode.
For instructions, see:

e Installing Veeam Plug-in on Windows machines
e Installing Veeam Plug-in in an unattended mode
NOTE

When you launch the installation file, it also installs Microsoft .NET Framework 4.5.2 if it does not detect
this component on the machine during the product installation. In some cases, installation of .NET
Framework requires a reboot of the machine. This can happen, for example, if you have an earlier version of
.NET Framework installed on the machine and during the installation process it is used by third-party
software.

Installing Plug-in on Windows Machine

Veeam Plug-in for Oracle RMAN is an additional component of Veeam Backup & Replication, and the installation
package of the plug-in is included in the Veeam Backup & Replication installation I1SO file.

To install Veeam Plug-in for Oracle RMAN on a Windows machine, do the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk at: https://www.veeam.com/backup-replication-vcp-download.html.
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2. Intheinstallation disk folder go to P1ugins\Oracle RMAN\Windows.
3. To launch the installation wizard, run the veeamPluginforOracleRMAN. exe file.

4. At the welcome screen of the installation wizard, click Next.

4 Veearn Plug-in for Oracle RMAN X

Welcome to the InstallShield Wizard for
Yeeam Plug-in for Oracle RMAN

The InstallShieldiR) Wizard will install veearn Plug-in for Oracle
RMAN on wour computer, To continue, click Mext,

WARMING: This pragram is protected by copyright law and
inkernational treaties,

5. At the License Agreement step of the wizard, accept the terms of license agreements and click Next.

ﬁ Weearm Plug-in for Cracle RhA2MN *
License Agreement N EI
Plzase read the following license agreement carefully, IE N

End User Software License Agreement {"EULA™)

IMPORTANT MOTICE: PLEASE READ CAREFULLY. THIS EMD LUSER LICERSE
AGREEMENT "ELILAY 15 A LEGAL AGREEMENT BETWEER YLl (AS AR

IMDIIDLAL OR ENTITY, "vOL" AMND VEEAM SOFTWARE GROUP GMBH

WEEAMT, WHICH SETS FORTH THE RIGHTS AMD QBLIGATIONS GOVERMIMNG
YEEAM SOFTYWARE PRODUCTS "SOFTWARE", LIMITED SUPFORT SERVICES,
AMD ASSOCIATED DOCUMENTATION. BY INSTALLIMG, USING OR OTHERWISE
IMTERACTIMG WITH THE SOFTWARE OR DOCUMENTATICON, DELIVERING OR
RECEMMG SERVICES, YO AGREE T BE BOUND BY THE TERMS OF THIS

ELILA IF ¥0U DO WOT AGREE WITH THE TERMS OF THIS ELILA, DO KOT LISE W

(A1 accept the terms in the license agreement

11 accept the terms of the 3rd party companents license agreements Wit
Installzhield
Prink < Back Cancel
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6. At the Custom Setup step of the wizard, specify the installation path for Veeam Plug-in and click Next.

ﬁ Weearm Plug-in for Cracle RhA2MN *
Custom Setup N EI
Select the program features vou want installed, IE N

Click on an icon in the list below to change how a Feature is installed,

Feature Description

This plug-in enables Oracle
database administrators to
perform RMAN backups to Yeeam
backup repositaries,

71 Plug-in For

This Feature requires 82ME on
yaur hard drive.

Install to:
Ci\Program FilestYeeam|YesamPluginforOracleRMAN), Change...

Installzhield

Help Space < Back Cancel

7. At the Ready to Install the Program step of the wizard, click Install.

ﬁ] Weearm Plug-in for Cracle RhA2MN *
Ready to Install the Program N EI
The wizard is ready ko begin installation. IE N

Click. Install to beqin the installation.

If ywou want to review or change any of wour installation settings, click Back, Click Cancel to
exit the wizard,

Installshield

< Back : Install i Cancel

4. Wait for the installation process to complete and click Finish to exit the wizard.
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Installing the Plug-in in Unattended Mode

You can install Veeam Plug-in for Oracle RMAN on a Windows machine in the unattended mode using the
command line. Go to folder where the VeeamPluginforOracleRMAN. exe file resides and run the following
command:

<path to exe>\VeeamPluginforOracleRMAN.exe /silent /accepteula /acceptthirdpart
ylicenses

where <path to_exe> is a path to the Veeam Plug-in for Oracle RMAN installation file.

IHHHHEHHIIIIIIIIIIIIIIIIIIIIIIIIIHH%HHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

/silent Enables the silent mode.
/accepteula Accepts EULA terms.
/acceptthirdpartylicenses Accepts terms of third-party licenses.

Veeam Plug-in for Oracle RMAN uses the following codes to report about the installation results:
e 1000 — Veeam Plug-in for Oracle RMAN has been successfully installed.

e 1001 — prerequisite components required for Veeam Plug-in for Oracle RMAN have been installed on the
machine. Veeam Plug-in for Oracle RMAN has not been installed. The machine needs to be rebooted.

e 1002 — Veeam Plug-in for Oracle RMAN installation has failed.

e 1101 — Veeam Plug-in for Oracle RMAN has been installed. The machine needs to be rebooted.

Installing Plug-in on Oracle Solaris

Veeam Plug-in for Oracle RMAN is an additional component of Veeam Backup & Replication, and the installation
package of the plug-in is included in the Veeam Backup & Replication installation ISO file.

Veeam Plug-in for Oracle RMAN must be installed on a machine where the target Oracle Database is deployed.
NOTE

To install Veeam Plug-in, the /opt/veeam directory must be writable.

To install Veeam Plug-in for Oracle RMAN on a Solaris machine, do the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk at: https://www.veeam.com/backup-replication-vcp-download.html.

2. Intheinstallation disk folder, go to P1ugins\Oracle RMAN\Solaris. Select your system:i386 or
SPARC.
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Copy the Veeam Plug-in installation package (VeeamPluginforOracleRMAN-12.0.0.1420-
1.SPARC.pkg) to Oracle Solaris server.

Install the plug-in from package with root privileges. Make sure the root user has privileges to add the
PKG file.

pkgadd -d /tmp/VeeamPluginforOracleRMAN-12.0.0.1420-1.pkg

Once Veeam Plug-in is installed, you can configure the plug-in settings. For details, see Configuring Plug-
in on Linux and Unix Machines.

Installing Plug-in on IBM AIX

Veeam Plug-in for Oracle RMAN is an additional component of Veeam Backup & Replication, and the installation
package of the plug-in is included in the Veeam Backup & Replication installation ISO file.

Veeam Plug-in for Oracle RMAN must be installed on a machine where the target Oracle Database is deployed.

NOTE

To install Veeam Plug-in, the /opt /veeam directory must be writable.

To install Veeam Plug-in for Oracle RMAN on an IBM AIX machine, do the following:

1.

Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk at: https://www.veeam.com/backup-replication-vcp-download.html.

In the installation disk folder, go to Plugins\Oracle RMAN\AIX\ppcé64.

Copy the Veeam Plug-in installation package (VveeamPluginforOracleRMAN-12.0.0.1420-
1.aix6.1.ppc.rpm) to the AIX server where the target Oracle database is deployed.

Install the plug-in from package with root privileges. Make sure the root user has privileges to add the
PKG file.

rpm -1 VeeamPluginforOracleRMAN-12.0.0.1420-1.aix6.1.ppc.rpm

Once Veeam Plug-in is installed, you can configure the plug-in settings. For details, see Configuring Plug-
in on Linux and Unix Machines.
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Configuring Veeam Plug-in for Oracle RMAN

By default, RMAN sends backups to a native RMAN location on disk (DEFAULT DEVICE TYPE TO DISK). When
you configure Veeam Plug-in, the default device type is changed to SBT TAPE, which gives control over backup
media management to Veeam Plug-in. Thus, after you deploy Veeam Plug-in on an Oracle server, you can
perform all backup and restore operations in the Oracle RMAN console. Veeam Plug-in compresses,
deduplicates database backups and transfers them to a backup repository connected to Veeam Backup &
Replication.

To use Veeam Plug-in you must configure the connection between the Oracle server, Veeam Backup &
Replication server and backup repositories where backup files will be stored.

e Configuring Veeam Plug-in for Oracle RMAN on Linux or Unix Machines

e Configuring Veeam Plug-in for Oracle RMAN on Windows Machines

Configuring Plug-in on Linux or Unix

To configure Veeam Plug-in, you can use OracleRMANConfigTool. The tool configures Oracle RMAN integration
settings and creates the veeam config.xml file which is stored in the installation folder of the plug-in:
/opt/veeam/VeeamPluginforOracleRMAN.

Note that the Veeam Plug-in configuration tool changes the settings of Oracle RMAN. All original settings of
Oracle RMAN are saved in the /opt /veeam/VeeamPluginforOracleRMAN/RMANParameters.xml file

To configure Veeam Plug-in for Oracle RMAN, do the following:
1. Login to the Oracle server with an account which is a member of the DBA group.

2. Launch the configuration wizard:

OracleRMANConfigTool --wizard

If you have extracted files form the .TAR.GZ archive, go to the
/opt/veeam/VeeamPluginforOracleRMAN folder and run the following command:

./OracleRMANConfigTool --wizard
3. Specify the DNS name or IP address of the Veeam Backup & Replication server.
Enter backup server name or IP address: 172.24.164.68

4. Specify the port which will be used to communicate with the Veeam Backup & Replication server. Default
port: 70006.

Enter backup server port number: 10006
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5. Specify credentials to authenticate against the Veeam Backup & Replication server.

Enter username: servl7\administrator
Enter password for servl7\administrator:

IMPORTANT
Mind the following:

e You can work with backups created by Veeam Plug-in only with the account used for creating
the backups. If you want to use another account, assign the Veeam Backup Administratorrole
or Veeam Backup Operatorand Veeam Restore Operatorroles to the account.

To learn how to assign Veeam Backup & Replication roles, see the Users and Roles section of
the Veeam Backup & Replication Guide.
e The account must have access permissions on the required backup repository. To learn how to
configure access permissions and encryption settings on repositories, see Access and
Encryption Settings on Repositories.

6. Select the backup repository where you want to store the backups. In the wizard dialog, enter the number
of the repository from the list of available repositories. If you want to add several repositories, enter the
required numbers separated by blank spaces.

If you want to use the Oracle RMAN Backup Duplexing functionality, you can select up to four repositories.
The copies of backups will be sent to all selected repositories. Note that Oracle Database Standard Edition
does not allow using more than one RMAN channel. Thus, if you use Standard Edition, you can select only

one repository.

Available repositories are:

1. servl0 repo

2. serv02 repo

Specify up to 4 Veeam repositories to use as target using whitespace as a
separator: 2

IMPORTANT

e The account must have access to backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.

7. Specify the number of parallel data streams for each backup repository. Note that Oracle Database
Standard Edition does not allow using more than one RMAN channel. Thus, if you use Standard Edition,
you can select only one data stream.

Enter the number of data streams (From 1 to 254) to run in parallel for ea
ch repository (RMAN DEVICE PARALLELISM value).
Channel count per device: 4
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8. If you want to enable Veeam compression of backup files, type y. For details, see the Data Compression
and Deduplication section of Veeam Backup & Replication User Guide.

Do you want to use Veeam compression (Y/n):y

9. At the last step of the plug-in wizard, you can export configuration files (the Veeam Plug-in configuration
file and RMAN configuration file). You can import these configuration files to other servers to apply the
same settings.

Save configuration?

1. Apply configuration to the Oracle environment

2. Export configuration into a file for manual setup
3. Cancel without saving

Enter:1

*** Database instance ORCL is configured ***

NOTE

When you export the configuration files, Veeam Plug-in automatically enables Oracle's Controlfile
Autobackup feature. This feature is required for restoring with different settings using Veeam
Explorer for Oracle.

TIP

It is recommended to save the configuration files, so that you can use it as a reference. For example,
if you are planning to manually allocate channels for backup and restore operations, you will need
the repository UUID. The RMAN configuration file (rman _config. txt) contains an example for
channel allocation definition for the target repository. You can use this statement in your
backup/restore scripts.

Configuration Tool Commands

Apart from running a configuration wizard, you can use the OracleRMANConfigTool tool to change a specific
parameter in the veeam config.xml file or enable/disable Veeam Plug-in features.

See the list of available commands for OracleRMANConfigTool:

‘IHHHHEHHIIIIIIIIIIIIIIHHHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

--help Shows the list of parameters of the plug-in configuration tool.
--show-config Shows configuration parameters.

Starts the wizard to configure the plug-in settings. This wizard edits the
--wizard veeam config.xml file or creates a new one if the configuration file was
removed from the /opt/veeam/VeeamPluginforOracleRMAN directory.
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--set-credentials
<"serv\username">
<"password">

--set-host <hostname>

--set-port <port_number>

--set-repositories

--set-parallelism
<number_of_channels>

--compression <y/n>

--map-backup

--set-force-delete

--configure-restore-from-
copy

--promote-backup-copy-
to-primary

Example:

Specifies credentials to connect to the Veeam backup server.

Specifies the host of the Veeam backup server.

Specifies the host to connect to the Veeam Backup & Replication server.

Launches a wizard to select a backup repository. A backup repository is
selected from repositories which are available in the connected Veeam Backup
& Replication instance.

Configures RMAN parallelism settings.

Enables/disables Veeam proprietary feature which compresses backup files.

Maps the imported backups.

Configures the auto-deletion of backup files after specified days.

Enables restore from backup copy. Note that if you enable restore from
backup copy, you cannot back up databases with Veeam Plug-in. To revert
changes, you must disable restore from backup copy.

Maps the imported backup copy to a regular Veeam Plug-in backup chain.

To specify credentials that will be used to log in to the Veeam Backup & Replication server, use the plug-in
configuration tool with the following command.

OracleRMANConfigTool --set-credentials "serv04\joelle" "password"
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Configuring Plug-in on Windows

To configure backup and restore settings, use the Veeam Plug-in for Oracle RMAN configuration wizard. The
wizard configures Oracle RMAN settings and creates the veeam config.xml file which is stored in the
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN folder.

Note that configuration wizard of Veeam Plug-in for Oracle RMAN changes the settings of Oracle RMAN. All
original settings of Oracle RMAN are saved in the
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\RMANParameters.xml file.

To configure Veeam Plug-in, do the following:

1. On the Oracle server, click launch the Veeam RMAN Configuration Wizard
($PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\Veeam.Backup.RMAN.Configuration.
exe).

2. At the Backup Server step of the wizard, specify the DNS name of the Veeam Backup & Replication server
and credentials that will be used to connect to the server. The specified account must have the local
Administrator permissions on the Veeam Backup & Replication server.

—— Backup Server
Specify a Veearmn backup server hosting the repositony you want to perform BMAM backups to.

Weearn backup server hame and port:
[sen02 techlocal | 10006 2]

Backup Repository

Sumrnaty

Username: |serv02\Administrat0r

Password: "uuu|

< Previous | | Mext = | | Finish
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3. At the Backup Repository step of the wizard:

a. Click Add and select the required repository. For Oracle Database Standard Edition, you can select
only one repository. If you want to use the Oracle RMAN Backup Duplexing functionality, you can
select up to four repositories. The copies of backups will be sent to all selected repositories.

You must allow access to Veeam backup repositories that you plan to use. Also, the encryption on the
repository must be disabled. To learn how to configure access and encryption on repositories, see
Access and Encryption Settings on Repositories.

b. If you want to use another repository, select the repository from the list and click Remove. Then, you
can add another repository

c. At the Channels per repository field, specify the number of allowed parallel data streams for each
repository.

d. If you want to enable Veeam Plug-in compression, select the Enable backup compression by the plug-
in check box.

Note that if you use Veeam Plug-in compression in combination with Oracle RMAN integrated
compression (BACKUP AS COMPRESSED commands), it can slow down processing.

e. Click Next.
i Yeeam Plug-in for Oracle EMAN -
| I:-:_-,l Backup Repository
Select a backup repository to perform RMAN backups to, You can specify up to 4 repositories to backup to simultaneously,
Using a scale-out backup repository improvees the backup performance,
Backup Server Backup repositary:
Default Backup Repositony
Surnrmary
+ LUp
* Down
Channels per repository: |1 -
Specifies the nurmber of concurrent data strears to use for each backup repaository
(REAAN DEVICE PARALLELISM walue), Large walues may improve backup and restore
performance, especially when backing up to 2 scale-out backup repositary,
Enable backup compression by the plug-in {reduces performance)
< Prewious | | Mext > Finish
IMPORTANT
You can work with backups created by Veeam Plug-in only with the account used for creating the
backups. If you want to use another account, assign the Veeam Backup Administratorrole or Veeam
Backup Operatorand Veeam Restore Operatorroles to the account.
To learn how to assign Veeam Backup & Replication roles, see the Users and Roles section of the
Veeam Backup & Replication Guide.
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4. At the Summary step of the wizard, you can export the plug-in and Oracle RMAN configuration files. You
can use the configuration files to apply the plug-in settings on other servers.

a. Toexport the veeam config.xml file click Export and select Veeam Config.

b. Click Finish.

i Yeeam Plug-in for Oracle RMAN -

\ I:-:-___,l Summary
| Rewvieuwr and copy the configuration information below for future reference, and click Finish to exit the wizard,

Backup Server Summary:
Rr&M settings will be applied autoratically to the following databases:
Backup Repository ORACLE_SID=0RCL ORACLE_ HOME=Chapphadministratorproducty 12, 2.00dbhaorme_1

RrAAMN settings:

COMFIGURE DEFAULT DEWICE TYPE TO SBT_TAPE;

COMFIGURE CHAMNMEL DEWICE TYPE SBT_TAPE

PARMS 'SBT_LIBRARY=CAPROGRA~ 1V eearm \WEEAMP - TWORACLE~2.DLL!
FORMAT 887880 - dBf5-debd-bedf-Ob 35403bcec/RMAN 41 %d_%T %l wvab';
COMFIGURE ARCHIVELOG BACKUP COPIES FOR DEWICE TYPE SET_TAPETO 1;
COMFIGURE DATAFILE BACKUP COPIES FOR DEVICE TWPE SBT_TAPE TO 1;
COMFIGURE DEVICE TYPE SBT_TAPE PARALLELISM 1;

COMFIGURE CONTROLFILE AUTOBACKUP ONM;

COMFIGURE CONTROLFILE AUTCBACKUP FORMAT FOR DEWICE TYPE SBT_TAPE TO "%
F_RMAN_AUTOBACKUP vab';

Surnrmary

Channel definition for RRAN scripts:

ALLOCATE CHAMMEL YeeamfgentChannell DEWICE TYPE SBT_TAPE

PARMS "SET_LIBRARY=CAHPROGRA~ T Weearn\WEEAMP~TNORACLE~2.DLL'
FORMAT '88788f % - dBf5-debd-bdf-Sbh 35403 b ce o /RMAN_ 22l %ad_2aT 2l wab';

Click Export to sawve the configuration to a file suitable for mass-deployment,
Finish | | Cancel |

NOTE

When you export the configuration files, Veeam Plug-in automatically enables Oracle's Controlfile
Autobackup feature. This feature is required for restoring with different settings using Veeam
Explorer for Oracle.

TIP

It is recommended to save the configuration files, so that you can use it as a reference. For example,
if you are planning to manually allocate channels for backup and restore operations, you will need
the repository UUID. The RMAN configuration file (rman config.txt) contains an example for
channel allocation definition for the target repository. You can use this statement in your
backup/restore scripts.
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Configuration Tool Commands

Apart from running a configuration wizard, you can use the OracleRMANConfigTool.exe tool to change a specific
parameter in the veeam config.xml file or enable/disable Veeam Plug-in features.

To run a specific command, do the following:

1. On the Oracle server, go to $PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN.

2. Run the required OracleRMANConfigTool.exe command from the table below.

For example, to specify credentials that will be used to log in to the Veeam Backup & Replication server,
use the plug-in configuration tool with the following command:

OracleRMANConfigTool.exe --set-credentials "serv02\Joelle" "password"

‘IHHHHEHHIIIIIIIIIIIIIIHHHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

--help

--show-config

--wizard

--set-credentials
<"serv\username">
<"password">

--set-host <hostname>

--set-port <port_number>

--set-repositories

--set-parallelism
<number_of_channels>

--compression <y/n>

--map-backup

--set-force-delete

Shows the list of parameters of the plug-in configuration tool.

Shows configuration parameters.

Starts the wizard to configure the plug-in settings. This wizard edits the
veeam config.xml file or creates a new one if the configuration file was
removed from the /opt/veeam/VeeamPluginforOracleRMAN directory

Specifies credentials to connect to the Veeam Backup & Replication server.

Specifies the host of the Veeam Backup & Replication server.

Specifies the host to connect to the Veeam Backup & Replication server.

Launches a wizard to select a backup repository. A backup repository is
selected from repositories which are available in the connected Veeam Backup
& Replication instance.

Configures Oracle RMAN parallelism settings.

Enables/disables Veeam proprietary feature which compresses backup files.

Maps the imported backups.

Deletes backup files after specified days.
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Enables restore from backup copy. Note that if you enable restore from

—-configure-restore-from- backup copy, you cannot back up databases with Veeam Plug-in. To revert

copy changes, you must disable restore from backup copy.
--promote-backup-copy- Maps the imported backup copy to a regular Veeam Plug-in backup chain.
to-primary
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Upgrading Veeam Plug-in for Oracle RMAN

Periodically, Veeam releases a new version of Veeam Backup & Replication that contains new features and bug
fixes. The release package also contains a new version of Veeam Plug-ins.

If you want to upgrade Veeam Plug-in, note that Veeam Backup & Replication must be the same or later that the
version of Veeam Plug-in. If you want to use the latest functionality, you must upgrade both Veeam Backup &
Replication and Veeam Plug-in to the latest version. After the upgrade, you don't need to to re-run the Veeam
Plug-in configuration wizard, the plug-in configuration files will be preserved.

IMPORTANT

The Veeam Backup & Replication version must be the same or later that the Veeam Plug-in version. First,
you must upgrade Veeam Backup & Replication, then you can upgrade Veeam Plug-ins. To learn how to
upgrade Veeam Backup & Replication, see the Upgrading to Veeam Backup & Replication 12 section of the
Veeam Backup & Replication User Guide.

Before You Begin

Veeam Plug-in installation files are included in the installation disk image of Veeam Backup & Replication. You
must upload the installation file to the Oracle Database server. To do this, perform the following steps.

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

2. Open the mounted disk image and go to the Plugins\Oracle RMAN\Linux directory.

3. Select the the Veeam Plug-in installation file suitable for your OS and upload it to the Oracle Database
server.

To learn how to upgrade Veeam Plug-in for Oracle RMAN, see the following guides:
e Upgrading Plug-in on Microsoft Windows
e Upgrading Plug-in on Linux (RPM)
e Upgrading Plug-in on Linux (TAR.GZ)
e Upgrading Plug-in on Oracle Solaris

e Upgrading Plug-in on IBM AIX

Upgrading Plug-in on Windows

To upgrade Veeam Plug-in for Oracle RMAN on a Windows machine, upload the
VeeamPluginforOracleRMAN.exe file of the new version to the Oracle Database server and install it. The old

version will be replaced with the new version automatically.

You can upgrade Veeam Plug-in for Oracle RMAN to a later version in the unattended mode using the same
command that is used for unattended installation. For details, see Installing Veeam Plug-in on Windows
Machine in Unattended Mode.
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Upgrading Plug-in on Linux (.RPM)

To upgrade Veeam Plug-in for Oracle RMAN on a Linux machine, do the following:

1. Upload the VeeamPluginforOracleRMAN-12.0.0.1420-1.x86_ 64.rpm package to the Oracle
server. If you need the 32-bit version, choose the 1386 package.

2. Toupgrade Veeam Plug-in, run the following command. Note that the operation requires root privileges.

rpm -U VeeamPluginforOracleRMAN-12.0.0.1420-1.x86_ 64.rpm

TIP

To find out which version of Veeam Plug-in is installed on your server, you can use the following command:
rpm -ga | grep VeeamPlugin*

Upgrading Plug-in on Linux (.TAR.GZ)

To upgrade Veeam Plug-in for Oracle RMAN on a Linux machine from the .TAR.GZ archive, do the following:
1. Upload the veeamPluginforOracleRMAN. tar.gz file to the Oracle server.

2. Unpack the plug-in files from the archive to the /opt/veeam directory. Old Veeam Plug-in files will be
replaced by new files.

tar -xzvf VeeamPluginforOracleRMAN.tar.gz -C /opt/veeam

Upgrading Plug-in on Oracle Solaris

To upgrade Veeam Plug-in for Oracle RMAN on an Oracle Solaris machine, do the following:

1. Upload the veeamPluginforOracleRMAN-12.0.0.1420-1.SPARC.pkg package to the Oracle server.
If you need the 32-bit version, choose the 1386 package.

2. Make sure the pkgadd administration file (admin file) contains the following entry:
"instance=overwrite". For details, see the Avoiding User Interaction When Adding Packages section
of the Oracle Solaris Administration Guide.

3. To upgrade Veeam Plug-in, run the following command:

pkgadd -a admin file -d /tmp/VeeamPluginforOracleRMAN-12.0.0.1420-1.SPARC.
pkg
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Upgrading Plug-in on IBM AIX

To upgrade Veeam Plug-in for Oracle RMAN on an IBM AIX machine, do the following:

1. Upload the veeamPluginforOracleRMAN-12.0.0.1420-1.aix6.1.ppc.rpm package to the Oracle
server.

2. Toupgrade Veeam Plug-in, run the following command. Note that the operation requires root privileges.

rpm -U VeeamPluginforOracleRMAN-12.0.0.1420-1.aix6.1l.ppc.rpm
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Importing/Exporting Plug-in Settings
You can export a Veeam Plug-in configuration file and apply the plug-in settings to other severs.

IMPORTANT

The password included in the configuration file is encrypted. Thus, after you import the configuration file,
you must set the credentials manually in the Veeam Plug-in configuration wizard.

To export the configuration file to another Linux server, do the following:

[For Linux and Unix]:

a. On the server where Veeam Plug-in is installed, go to
/opt/veeam/VeeamPluginforOracleRMAN.

b. Copy the veeam config.xml file to the server where you want to configure the plug-in.

c. Install Veeam Plug-in on the new server and place the copied XML file in the
/opt/veeam/VeeamPluginforOracleRMAN folder.

d. Set new credentials using the following command:

OracleRMANConfigTool --set-credentials "serv\username" "password"

[For Windowsl]:

a. On the server where Veeam Plug-in is installed, go to
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\.

b. Copy the veeam config.xml file to the server where you want to configure the plug-in.

c. Install Veeam Plug-in on the new server and place the copied XML file in the
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\ folder.

d. Set new credentials using the following command:

C:\Program Files\Veeam\VeeamPluginforOracleRMAN\OracleRMANConfigTool.exe -
-set-credentials "serv\username" "password"
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Importing Backup Files

If the Veeam Backup & Replication server has failed and you have restored it in a new location, you can copy the
backup files to a new repository and re-map the Veeam Plug-in backup files.

Limitations and Prerequisites

Mind the following limitations:

e If backup files are not imported according to instructions given in this section, Veeam Plug-in backup and
restore operations may fail.

e The repository from which you plan to import backups must be added to the Veeam Backup & Replication
infrastructure. Otherwise you will not be able to access backup files.

e If you are importing backup files from a scale-out backup repository, the names of backup files and paths
to backup files must contain only allowed characters:

o Alphanumeric characters: a-zA-70-9
o Special characters: -.+=@"

o Names of backup files and paths to backup files must not contain spaces.

How to Import Veeam Plug-in Backup Files

To import Veeam Plug-in backup files, do the following:

1. Move the folder with the backup file to the required backup repository or create a new backup repository
with this folder as a subfolder.

TIP

Each Veeam Plug-in backup file (.vab) has its own metadata file (.vasm). Make sure you import
backup files and all related metadata files. Also, you must import the backup job metadata file
(.vacm) which is stored in the same folder.

2. Inthe Veeam Backup & Replication console, open the Backup Infrastructure view.

3. Intheinventory pane of the Backup Infrastructure view, select the Backup Repositories node.
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4. In the working area, select the required backup repository and click Rescan on the ribbon. Alternatively,
you can right-click the backup repository and select Rescan.

During the rescan operation, Veeam Backup & Replication gathers information about backups that are
currently available in the backup repository and updates the list of backups in the configuration database.
After the rescan operation, backups that were not in this configuration database will be shown on the
Home view in the Backups > Disk (Imported) node.

Veeam Backup and Replication

Backup Repository

e X &5 Q€

Add Edit  Remove  Proxy SetAccess  Set Rescan
Repositary Repository Repository  Affinity Permissions Location

Manage Repository Manage Settings Tools
Backup Infrastructure Q Type in an object name to search for
B Backup Proxies Name * Type Host Path Capacity Free Used Space Description
{5 Backup Repositories {5« Default Backup Repository  Windows srvlGiechlocal  Ef\Backup 200 === Created by Veeam Backup
5, Extemnal Repositories eseen [s
4 Scale-out Repositories Remove
£5 WAN Accelerators Proxy affinity...

i
{7 Service Providers

> [ SureBackup
> (E Managed Servers

Access permissions...

Location 3

o & w Xim

Properties...

#A Home
EF_\ Inventory
by 52 Backup Infrastructure

@ Files
[‘?@} History

Connected to: localhost Build: 1 02 Enterprise Plus Edition Licens: s: 121 days remaining

5. On the Oracle server, use the terminal to set the new repository as a target in the Veeam Plug-in settings:

o For Windows:

"C:\Program Files\Veeam\VeeamPluginforOracleRMAN\OracleRMANConfigTool"
--set-repositories

Available backup repositories:

1. servb5.tech.local

2. serv07 repo

Enter repository number: 1

o For Linux and Unix:

OracleRMANConfigTool --set-repositories
Available backup repositories:

1. serv55.tech.local

2. serv07 repo

Enter repository number: 1
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6. Start the Veeam Plug-in configuration wizard with the —--map-backup parameter to re-map the plug-in
backups:

o For Windows:

"C:\Program Files\Veeam\VeeamPluginforOracleRMAN\OracleRMANConfigTool"
—--map-backup

o For Linux and Unix:

OracleRMANConfigTool --map-backup
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Upgrading Backup Files

Since version 11, Veeam Plug-in uses a new format of backup files: instead of one metadata file for all backup
files there are separate metadata files (.vasm) for each database backup file (.vab). The new metadata format
allows to optimize the productivity of backup and restore operations.

For Veeam Plug-in 11, the backup files upgrade is not obligatory. However, in version 12, backup files created by
Veeam Plug-in version 10 will not be supported.

IMPORTANT

If you do not upgrade backup files, you will get the following warning in the job session logs: Backup
metadata is not up to date. Please upgrade the backup. If you want to disable the warning, see instructions
in this Veeam KB.

Prerequisites

Before upgrading backup files, make sure the following requirements are met.

Make sure that you have upgraded Veeam Plug-in on the source server. If Veeam Plug-in is not upgraded
to version 11 and you upgrade the backup files, then all next backup job runs will fail.

Make sure that you have disabled the backup job whose backup files you want upgrade. You must also
disable the backup copy jobs that use these backup files as a source.

If the backup files reside on the scale-out backup repository, all repository extents must be available.
Also, the extents must not be in the Seal or Maintenance mode.

If you want to upgrade backup files created by a backup copy job, you must meet the same requirements
as for the backup job files.

During the process of the metadata upgrade, you cannot run the target backup job and you cannot restore
from the backup files.

The upgrade process duration depends on the number of backup files in the backup set, type of the
backup repository and workload level on the file system.

For example, there are backup files of an Oracle server that contains 10 instances and is backed up every
15 minutes with the retention policy set for 2 weeks. The upgrade of backup files can have the following
duration on not overloaded file systems:

o Microsoft Windows: 30 minutes

o Linux: from 30 minutes to 3 hours

o SMB/NFS: 1.5 hours

o Data Domain Boost/Quantum DXi/ExaGrid/CIFS (SMB)/NFS file share: 3-4 hours

o HPE StoreOnce: up to 10 hours (due to specifics of this repository type for processing large number of
files)
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Upgrading Backup Files in Veeam Backup & Replication
Console

To upgrade backup files in the Veeam Backup & Replication console, do the following:
1. Open the Home view.
2. Intheinventory pane, expand the Backups view and select Disk.

3. Inthe working area, right-click the job or the restore point and select Upgrade.
Alternatively, you can select the job or the restore point and click Upgrade on the ribbon.

Veeam Backup and Replication
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1 backup selected Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition Evaluation: 322 days remaining
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Uninstalling Veeam Plug-in for Oracle RMAN

You can uninstall the Veeam Plug-in and undo the configuration changes made by Veeam Plug-in.

When you configure Veeam Plug-in, original settings of Oracle RMAN are saved in the
/opt/veeam/VeeamPluginforOracleRMAN/RMANParameters.xml file (orinthe Cc:\Program
Files\Veeam\VeeamPluginforOracleRMAN\RMANParameters.xml for Windows). If you uninstall Veeam
Plug-in for Oracle RMAN, original settings of Oracle RMAN are restored from the RMANParameters.xml file.

Uninstalling Veeam Plug-in on Linux or IBM AIX Machines

To uninstall Veeam Plug-in and undo the configuration changes, run the following command. Note that the
operation requires rooft privileges.

rpm -e VeeamPluginforOracleRMAN

Uninstalling Veeam Plug-in on Windows Machines

To uninstall Veeam Plug-in and undo the configuration changes, do the following:
1. Open the Control Panel and click Programs and Features.

2. Inthe list of programs, select Veeam Plug-in for Oracle RMAN and click Uninstall.

Uninstalling Veeam Plug-in on Solaris Machines

To uninstall Veeam Plug-in and undo the configuration changes, run the following command:

pkgrm VeeamPluginforOracleRMAN
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Database Protection

After you configure Veeam Plug-in settings, you can use the Oracle RMAN functionality to back up databases.
Veeam Plug-in will automatically transfer the backup files to the Veeam backup repository.

The examples given below are for demonstration purposes only. The backup process is performed on the Oracle
RMAN side. Consider configuring required RMAN-specific parameters that may affect the backup process. For
details on the backup functionality of Oracle RMAN, see the Backing Up the Database section of the Oracle's
Database Backup and Recovery User's Guide.

NOTE
Mind the following:

e Inthe Veeam Plug-in configuration wizard, you can enable/disable Veeam Plug-in Data Compression
and Deduplication. If you enable the Veeam Plug-in compression, do not use Oracle RMAN
integrated compression as well. It can slow down the backup and restore processes.

e Itis Oracle's best practice to add the EXIT; command at the bottom of the script to shut down the
RMAN utility. Without the EX1IT; command in the script, it is up to Oracle RMAN to decide when to
close the backup session, which can lead to multiple unclosed RMAN backup sessions.

TIP

If you have configured the retention policy, run the DELETE OBSOLETE command after the database
backup to delete obsolete backups from the repository.
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Oracle RMAN Full Backup

After you configure Veeam Plug-in settings, you can use the Oracle RMAN functionality to back up databases.
Veeam Plug-in will automatically transfer the backup files to the Veeam backup repository. You can create a
consistent backup of Oracle databases in the ARCHIVELOG mode and in the NOARCHIVELOG mode. For details
on the backup process in different modes, see the Choosing Between NOARCHIVELOG and ARCHIVELOG Mode
section of the Oracle's Database Administrator's Guide.

NOTE

The examples given below are for demonstration purposes only. The backup process is performed on the
Oracle RMAN side. Consider configuring required RMAN-specific parameters that may affect the backup
process. For details on the backup functionality of Oracle RMAN, see the Backing Up the Database section
of the Oracle Database Backup and Recovery User's Guide.

Consistent Backup of Oracle Database in ARCHIVELOG Mode

To create a consistent backup of an Oracle database and redo logs in the ARCHIVELOG mode, run the following
script. In this example, Oracle RMAN will back up the entire database and available archived redo logs. The
current online redo log will be archived to make sure all redo changes are transferred to the archived redo log
chain. In the ARCHIVELOG mode, there will be no downtime as you do not have to shut down the database.

rman TARGET /
RUN {
BACKUP DATABASE PLUS ARCHIVELOG;

}
EXIT;

Consistent Backup of Oracle Database in NOARCHIVELOG
Mode

To create a consistent backup of an Oracle database operating in the NOARCHIVELOG mode, start the Oracle
RMAN console and run the following script. In this example, the database instance will be started after the
backup process is complete. Note that the database will be unavailable during the backup.

rman TARGET /

RUN {

SHUTDOWN TRANSACTIONAL;
STARTUP MOUNT;

BACKUP DATABASE;
STARTUP;

}
EXIT;
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Oracle RMAN Channel Allocation

If you want to manually allocate channels for backup operations, you must specify the Veeam backup repository
UUID in the channel parameters. The ALLOCATE CHANNEL command must be issued within a RUN block. It
allocates a channel only in the block where the command is issued. See the following example.

RUN {

ALLOCATE CHANNEL chl DEVICE TYPE SBT TAPE PARMS 'SBT LIBRARY=/opt/veeam/Ve

eamPluginforOracleRMAN/1libOracleRMANPlugin.so' FORMAT 'd8338780-laec-4c36-bl7c-
elea3ea2ca93/RMAN %I %d $T %SU.vab';

}

BACKUP DATABASE;
RELEASE CHANNEL chl;

EXIT;

Run the Oracle RMAN script with the following parameters:

1. Use the ALLOCATE CHANNEL command to manually allocate a channel or channels between RMAN and
the database instance. Specify the following parameters:

d.

b.

Specify the channel ID. For example: ch1.
Specify the SBT_TAPE option for the DEVICE TYPE parameter.
Specify PARMS to define other parameters for the sbt tape channel.

Specify which media library must be used for this sbt tape channel. For Linux or Unix, set the path
to the 1ibOracleRMANPlugin. so file as the SBT LIBRARY. For Windows, set the path to
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\OracleRMANPlugin.dll.

. Use the Veeam backup repository UUID in the argument for the FORMAT parameter. You can find the

required backup repository UUID in the rman config.txt file saved during the Veeam Plug-in
configuration process or in logs.

[For Linux] If you have exported Veeam Plug-in configuration files, run the following command to see
open the configuration file.

cat /tmp/rman config.txt

Alternatively, you can find the repository UUID in logs:

grep "received repos" /tmp/veeam plugin logs/oracle/OracleRMANConfigToo
l.log | tail

[For Windows] If you have exported Veeam Plug-in configuration files, find the channel allocation
definition in the configuration file.

Alternatively, you can find the repository UUID in logs. Go to the
$\ProgramData\Veeam\Backup\RmanPluginLogs\SERV NAME directory and search for
"received repos id" in the OracleRMANConfigToolLib. log file.

2. Use the BACKUP command with required parameters to create a database backup.

3. [Optional] Use the RELEASE CHANNEL command. By default, RMAN automatically releases all normal
channels when the RUN command terminates.
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Backup Job in Veeam Backup & Replication

After you start a backup process in Oracle RMAN, Veeam Backup & Replication creates a backup job. You can use
this job to view the statistics on the backup process, generate backup job reports or you can also disable the
backup job.

You cannot start or edit Oracle RMAN backup jobs in the Veeam Backup & Replication console. You can manage
backup operations only on the Oracle side using RMAN.

Mind the following regarding the naming of Oracle RMAN backup jobs:

e For astandalone Oracle RMAN server, Veeam Backup & Replication generates the backup job name based
on names of the Oracle RMAN server and selected repository.

e For Oracle RAC, Veeam Backup & Replication generates the backup job name based on single client access
name (SCAN) of the cluster.

NOTE

The progress bar of a running Oracle database backup job is available only for backups of standalone Oracle
databases. It is not available for Oracle RAC backups.

Viewing Backup Job Statistics

To view details of a backup job process, do the following:
1. Open the Veeam Backup & Replication console.

2. In the Home view, expand the Jobs node and click Backup.

3. Inthe list of jobs, select the Oracle RMAN backup job to see details of the current backup process or the
last backup job session.
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Generating Backup Job Reports

Veeam Backup & Replication can generate reports with details about an Oracle RMAN backup job session
performance. The session report contains the following session statistics: session duration details, details of the
session performance, amount of read, processed and transferred data, backup size, compression ratio, list of
warnings and errors (if any).

To generate a report, do the following:
1. Open the Home view.

2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Report on the ribbon. You can also right-click the
job and select Report.

J
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Disabling Backup Job

You can disable Oracle RMAN backup jobs in the Veeam Backup & Replication console. If you disable the job, you
will not be able to run RMAN backup commands on the Oracle server.

To disable a backup job, do the following:
1. Open the Home view.

2. Intheinventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Disable on the ribbon. You can also right-click the
job and select Disable.
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Database Recovery

With the configured Veeam Plug-in for Oracle RMAN, you can perform all kinds of database restore operations
available in Oracle RMAN. You can also restore from database backups in the Veeam Backup & Replication
console.

e Restore to Original Server

e Restore to Another Server

e Restore from Backup Copy

e Restore with Veeam Explorer for Oracle
e Restore of Control File from Autobackup

e Restore from Hardened Repository
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Restore to Original Server

Veeam Plug-in for Oracle RMAN allows you to restore databases using built-in Oracle RMAN functionality. When
you launch a restore, RMAN restores the necessary database from the backup stored in the Veeam backup
repository.

If you want to change the repository or channel settings, you must modify the Veeam Plug-in settings. For
details, see Configuring Veeam Plug-in for Oracle RMAN.

To restore the Oracle database, you must connect to the database with RMAN and run the restore command.
You may need to run additional commands depending on your database infrastructure. Consider configuring
required RMAN-specific parameters that may affect the backup process. For details on all restore capabilities of
Oracle RMAN, see the Performing Complete Database Recovery section of the Oracle's Database Backup and
Recovery User's Guide.

rman TARGET /

RUN {

SHUTDOWN IMMEDIATE;
STARTUP MOUNT;
RESTORE DATABASE;
RECOVER DATABASE;

}
EXIT;

NOTE

If you use the SEND command on the target server to point to the source server, you can run operations
like DUPLICATE. For details, see Restore to Another Server Using RMAN.
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Restore to Another Server

If you want to restore Oracle databases from a Veeam Plug-in backup to another server, follow instructions in
the Restoring a Database on a New Host section of Oracle's Database Backup and Recovery User's Guide and
mind the specifics described in this section.

Restore from Backup to Another Server

After you allocate channels, you must use the SEND command with the srcSrv=originalServerName
parameter, where originalServerName is the hostname of the protected server. In case of RAC, use the
cluster SCAN name as originalServerName.

TIPS
Mind the following:

e Veeam Plug-in backup job name contains the name of the original server. You can find out what to
use as originalServerName if you look at the first part of the Veeam Plug-in backup job name.

e The ALLOCATE CHANNEL and SEND commands must be issued only within a RUN block for a specific
restore operation.

Example of a script for restoring the control file and restoring the Oracle database to another server using the
SEND command:

rman TARGET /

RUN {

ALLOCATE CHANNEL al TYPE sbt tape PARMS "SBT LIBRARY=/opt/veeam/VeeamPluginforO
racleRMAN/libOracleRMANPlugin.so" SEND "srcSrv=server0l";

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT_TAPE' TO '%F_RMAN_AUTOBA
CKUP.vab';

RESTORE controlfile FROM 'c-4097408439-20200410-00 RMAN AUTOBACKUP.vab';

}
EXIT;

Use the ALLOCATE CHANNEL command to manually allocate a channel or channels between RMAN and the
database instance. Specify the following parameters:

1. Assign an ID for the channel. For example: ch1.
2. Specify the SBT TAPE option for the DEVICE TYPE or TYPE parameter.
3. Specify PARMS to define other parameters for the sbt tape channel.

4. Specify which media library must be used for this sbt tape channel. For Linux or Unix, set the path to
the 1ibOracleRMANPlugin. so file as the SBT LIBRARY. For Windows, set the path to
$PROGRAMFILES%\Veeam\VeeamPluginforOracleRMAN\OracleRMANPlugin.dl1.

5. Use the sEND command to specify the original server hostname (the srcsrv parameter). For example:
"srcSrv=server01l".
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Restore from Backup Copy to Another Server

If you want to restore a database from a backup copy to another server, do the following:

1.

On the Oracle server, go to
the \Veeam\VeeamPluginforOracleRMAN folder (/opt/veeam/VeeamPluginforOracleRMAN/ for

Linux OS).
Open the veeam config.xml file with a text editor.
Change the <PluginParameters /> line as follows:

o For astandalone Oracle Server:
<PluginParameters customServerName="original server hostname" />
o For Oracle RAC:

<PluginParameters customServerName="original cluster scan name" />

IMPORTANT
Mind the following:
e Veeam Plug-in for Oracle RMAN must be installed and configured on the target server.

e Before you perform any other backup or restore job, revert back the changes in the
veeam config.xml file. The default configuration is: <PluginParameters />

4. Enable the restore from backup copy option, as described in Restore from Backup Copy.

5. Perform the restore.

rman TARGET /
RUN {
ALLOCATE CHANNEL al TYPE sbt tape PARMS "SBT LIBRARY=/opt/veeam/VeeamPlugi

nforOracleRMAN/1libOracleRMANPlugin.so";
RESTORE DATABASE;
RECOVER DATABASE;

}
EXIT;
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Restore from Backup Copy

You can restore from backups and backup copies. To restore from backup copies, you must enable the restore
from backup copy option in the Veeam Plug-in wizard.

If the restore from backup copy option is enabled, you cannot back up databases using Veeam Plug-in, and you
cannot restore from backups created by primary Veeam Plug-in backup jobs. You can restore only from backup
copy files until you disable the restore from backup copy option.

IMPORTANT
Mind the following:

e You can restore from Veeam Plug-in backups using Veeam Explorer for Oracle, even if the restore
from backup copy option is enabled. For details, see Veeam Explorers User Guide.

e You can restore only from backup copies that are located in repositories with primary backups. If you
do not have access to repositories with primary backups, you can convert a backup copy to a primary
backup. For details, see Converting Backup Copy to Backup.

e If you want to restore from a backup copy to another server, see Restore from Backup Copy to
Another Server.

Enabling Restore from Backup Copy

To be able to restore from backup copies, do the following.
e For Linux or Unix OS:

a. Open the terminal and launch the following command:
OracleRMANConfigTool --configure-restore-from-copy
b. Select the number of the required backup copy job:

Select secondary job for failover:

0. Disable

1. Plug-ins backup copy job\SERV02 Oracle backup <servl0O repo>
Select secondary job for failover:1

IMPORTANT

The account used to connect to the Veeam Backup & Replication server must have access permissions on
the required repository.

e For Windows OS:
a. Go to the Veeam Plug-in installation directory (by default, C:\Program
Files\Veeam\VeeamPluginforOracleRMAN\) and launch the following command:

OracleRMANConfigTool.exe --configure-restore-from-copy
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b. Select the number of the required backup copy job:

Select secondary job for failover:
0. Disable

1. Plug-ins backup copy Jjob\SERV02 Oracle backup <servl0O repo>
Select secondary job for failover:1

Disabling Restore from Backup Copy

To be able to back up with Veeam Plug-in and restore from backups, disable the restore from backup copies:

e For Linux or Unix OS:

OracleRMANConfigTool --configure-restore-from-copy
Select secondary job for failover:
0. Disable

1. Plug-ins backup copy job\SERV02 Oracle backup <servl0 repo>
Select secondary job for failover:0

e For Windows OS:

a. Go to the Veeam Plug-in installation directory (by default, C: \Program
Files\Veeam\VeeamPluginforOracleRMAN\).

b. Run the following command and select Oas a secondary job for failover:

OracleRMANConfigTool.exe --configure-restore-from-copy
Select secondary job for failover:
0. Disable

1. Plug-ins backup copy job\SERV02 Oracle backup <servl0 repo>
Select secondary job for failover:0
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Restore with Veeam Explorer for Oracle

You can restore Oracle databases from Veeam Plug-in backups in the Veeam Backup & Replication console. To
restore Oracle databases Veeam Backup & Replication uses Veeam Explorer for Oracle. For details, see the
Restoring Oracle RMAN Backups section of the Veeam Explorers User Guide.

IMPORTANT
Mind the following:

e Veeam Explorer for Oracle does not support restore of encrypted Oracle databases.

e [For Solaris OS and IBM AlIX] Veeam Explorer for Oracle does not support restore of Oracle
databases deployed on Solaris OS and IBM AlX. You can restore Oracle databases on Solaris OS and
IBM AIX only with RMAN. For details, see the Restore with Oracle RMAN section of the Veeam Plug-
ins for Enterprise Applications User Guide.

TIP
Mind the following:

e To perform restore from Oracle databases you can also use Veeam Explorer's cmdlets. For details,
see the Veeam Explorer for Oracle section of the Veeam Explorers Powershell Reference.

e For details on Veeam Explorer for Oracle, see the Veeam Explorer for Oracle section of the Veeam
Explorers User Guide.
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Restore of Control File from Autobackup

You may need to restore the Oracle database control file in the following cases:
e If you want to restore the database to a new location where the control file does not exist
e |f the database control file is lost or corrupted

If you use Veeam Plug-in for Oracle RMAN and want to restore the Oracle database control file from
autobackup, the autobackup format must be set to the SBT_TAPE device type.

To check if persistent configuration for the control file autobackup format is set to the SBT_TAPE device type,
you can run the SHOW ALL or SHOW CONTROLFILE AUTOBACKUP FORMAT commands in the RMAN console. If
the persistent configuration is set, you don't need to set the control file autobackup format before the restore
command. If it is not set, you must run the SET CONTROLFILE AUTOBACKUP command before the restore
process. See the following examples.

NOTE

To restore the control file from autobackup, the database must be in the NOMOUNT state.

Restoring Control File if Persistent Configuration Setting is
NOT Set

If the persistent configuration for the control file autobackup format is NOT set to the SBT_TAPE device type,
you must set the autobackup format before running the control file restore.

RUN {

ALLOCATE CHANNEL cO DEVICE TYPE sbt PARMS 'SBT_LIBRARY=/opt/veeam/VeeamPluginfo
rOracleRMAN/1ibOracleRMANPlugin.so"';

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT_TAPE' TO '%F_RMAN_AUTOBA
CKUP.vab';

RESTORE controlfile FROM 'c-4097408439-20200410-00 RMAN AUTOBACKUP.vab';

}

EXIT;

Restoring Control File if Persistent Configuration Setting is Set

If persistent configuration for the control file autobackup format is set to the SBT_TAPE device type, you must
set the autobackup format before running the control file restore. To restore the control file, run the following
script in the RMAN console:

RUN {

ALLOCATE CHANNEL cO DEVICE TYPE sbt PARMS 'SBT_LIBRARY=/Opt/Veeam/VeeamPluginfo
rOracleRMAN/1ibOracleRMANPlugin.so"';

RESTORE controlfile FROM 'c-4097408439-20200410-00 RMAN AUTOBACKUP.vab';

}
EXIT;
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See Also

e For details on restoring the control file, see the RMAN Restore: Restoring Lost Database Files from Backup
section of the Database Backup and Recovery Basics guide.

e For details on the control file autobackup format, see the Configuring the Control File Autobackup Format
section of the Database Backup and Recovery Basics.
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Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. To do this, complete the following steps:

1. Runa Veeam Plug-in backup job to create a new Veeam Plug-in backup in a Veeam backup repository. The
backup will consist of the VAB, VASM and VACM files.

2. Inthe backup repository folder, replace the VAB and VASM files created at the step 1 with the VAB and
VASM files from the hardened repository.

3. Inthe Veeam backup console, run the backup repair operation. Veeam Backup & Replication will generate
a new VACM file using information from the VASM files. For details, see Repairing Backup.

Once the backup job metadata file is re-created, you can use Veeam Plug-in to restore your data.

Repairing Backup

If you want to restore data from an immutable backup that resides in a hardened repository, you can use the
Repair operation. During this operation, Veeam Backup & Replication will generate a new backup job metadata
(VACM) file using information from the backup metadata (VASM) files.

IMPORTANT

This operation is intended only for a situation where the backup job metadata file has been lost as a result
of malware activity or unplanned actions. Re-creation of the backup job metadata file for other purposes is
not supported.

Before you start the repair operation, you must disable the backup job that created the backup. Otherwise,
Veeam Backup & Replication will display a message notifying that the job must be disabled.

To repair a backup:
1. Inthe Veeam Backup & Replication console, open the Home view.
2. Intheinventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Repair.
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Retention of RMAN Backups and Archived
Logs

In the main scenario, when using Veeam Plug-in for Oracle RMAN, you must configure retention policies for

RMAN backups and archived redo logs using native Oracle RMAN functionality:

e Configuring Retention Policy
e Configuring Archived Redo Log Retention

Also, you can manually delete backups from a backup repository using the Veeam Backup & Replication console
and enable the force deletion functionality of Veeam Plug-in for Oracle RMAN. For details, see:

e Configuring Force Deletion of Backups
e Deleting Backups Manually

e Deleting Backups from Configuration

168 | Veeam Plug-ins for Enterprise Applications | User Guide



Configuring Retention Policy

If you want to edit a retention policy for Oracle RMAN backups, you must connect to the target database in
RMAN console and configure one of the following retention policies:

e Redundancy-Based Retention: The redundancy parameter specifies how many full or level O backups of
each data file and control file should RMAN keep in the repository. If the number of backups exceeds the
specified value, RMAN considers the oldest backups as obsolete. By default, the redundancy parameter is
set to 1. To configure a redundancy-based retention policy, run the following command:

CONFIGURE RETENTION POLICY TO REDUNDANCY 7;

e Recovery Window-Based Retention: The recovery window parameter specifies the number of days
between the current time and the earliest point of recoverability. RMAN does not consider any full or level
0 incremental backups as obsolete if it falls within the recovery window. To configure a window-based
retention policy, run the following command:

CONFIGURE RETENTION POLICY TO RECOVERY WINDOW OF 7 days;

Deleting Obsolete Backups

To delete obsolete backups, run the following command after each backup:

DELETE OBSOLETE;

Disabling Retention Policy

To disable retention policy for RMAN backups, run the following command:
CONFIGURE RETENTION POLICY TO NONE;

For details, see the Configuring the Backup Retention Policy section of the Oracle Database Backup and recovery
User's Guide.
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Configuring Archived Redo Log Retention

By default, archivelog deletion policy is disabled.
To configure archivelog deletion policy, run the following command. When the number of archived logs exceeds
the specified number, RMAN deletes the oldest archived log.

CONFIGURE ARCHIVELOG DELETION POLICY TO BACKED UP 3 TIMES TO SBT;

To delete obsolete archivelogs, run the following command. If you do not run this command, the archived logs
will be deleted from the fast recovery area (FRA) only.

DELETE ARCHIVELOG ALL;
To disable archivelog deletion policy, run the following command:
CONFIGURE ARCHIVELOG DELETION POLICY TO NONE;

For details, see the Configuring an Archived Redo Log Deletion Policy section of the Oracle Database Backup and
Recovery User's Guide.
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Configuring Force Deletion of Backups

In the main scenario, when using Veeam Plug-in for Oracle RMAN, you must configure the retention policy using
native Oracle RMAN tools. For details, see Configuring Retention Policy.

Veeam Plug-in for Oracle RMAN has a functionality that automatically force deletes backup files which are older
than specified number of days. For example, you can use it if a backup repository contains backup files that are
no longer in the backup catalog.

To enable force deletion of backup files, do the following:

1.

On the Oracle server, run the following command.

o For Linux and Unix:

OracleRMANConfigTool --set-force-delete

o For Microsoft Windows:

OracleRMANConfigTool.exe --set-force-delete

By default, the OracleRMANConfigTool.exe fileis located in C:\Program
Files\Veeam\VeeamPluginforOracleRMAN.

2. Enter the number of days after which Veeam Plug-in will force delete backup files on all configured
Veeam backup repositories.
Garbage collector automatically deletes backup files older than the specif
ied number of days.
Make sure the number of days value exceeds your retention policy.
To disable this functionality, set the number of days to 0.
Enter the number of days to delete backups after, between 7 and 999 [0]:
By default, the force delete functionality is disabled (set to 0).
IMPORTANT

A value for the number of days setting must be at least 1 backup generation period longer than the
retention period for your Oracle Database backups. Otherwise, Veeam Plug-in will delete earliest
backups created within the retention period.

If a backup repository contains backups older than the specified retention period, Veeam Plug-in
removes old backup files only after the next run of the RMAN backup.
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Deleting Backups Manually

If you want to delete backups files, you can use the Oracle RMAN housekeeping functionality. For details, see
the Deleting RMAN Backups and Archived Redo Logs section of the Oracle Database Backup and Recovery User's
Guide.

If you have lost the recovery catalog, you can remove the backups manually from a Veeam backup repository.

IMPORTANT

If you remove backups from a Veeam backup repository manually, the metadata about these backups is
NOT deleted from the recovery catalog. Thus, if you have a recovery catalog, it is not recommended to
manually delete backup files. Otherwise, the recovery catalog will remain in the outdated state.

To remove a backup from Veeam backups repository, do the following:
1. In the Veeam Backup & Replication console, open the Home view.
2. Inthe Inventory pane, select Backups.

3. Inthe working area, right-click the backup job object name and select Delete from disk.

Veeam Backup and Replication

Backup

X
Oracle Remove

Database  from ~
Restore Actions

Home Q Type in an object name to search for
4 T lobs Job name T Creation time Restare points Repositony Platform
."QF'- Backup 4 Oracle RMAN
fé Badop Gay £ SERW0Z 9/6/2019 4:33 AM Default Backup Repository RMBN Windows
4 [P Backups o SERWAS 10/7/2013 719 AM Default Backup Repository RMAN Windows
T e 0 SERVS 55 tech local RMAN Wind
= Disk =l 5 Restore from Oracle RMAN backup servaateehocs indens
% Disk (Copy) > IS_Tll orcl_server_ba serviatechlocal Whiware
) Disk (Orphaned) > ¥ sapHana  |[FR Remove from configuration
a:I Disk gmported) > senS8backuf| = Delets from disk senS5 tech.lacal Vhuare
4 [ Last 24 Hours
[} Running (2)
[} Success
/ﬁ\ Harne

5@ Inventary

'i?g"g Backup Infrastructure

{5 storage nfrestructure

[0 Fites
E?@. History

1 backup selected Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition Evaluation: 319 days remaining
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Removing Backups from Configuration

If you want to remove records about backups from the Veeam Backup & Replication console and configuration
database, you can use the Remove from configuration operation.

When you remove a backup from the configuration, backup files (VAB, VBM) remain on the backup repository.
You can import the backup later and restore data from it.

To remove a backup from configuration:
1. Open the Home view.
2. Inthe inventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Remove from configuration.

Veeam Backup and Replication

Backup

X
COracle Remove

Database  from ~
Restore Actions

Home Q Type in an object name to search for
y Job name T Creation tirme Restare points Repositary Plstform
Backup 4 Oracle AMAN
{é B Cey £ SERWDZ /62019 4:33 AM Default Backup Repository RM&M Windows
4 B Backups £ SERWAS 10/7/2018 F13 AM Default Backup Repasitory RM&M Windows
T ¥ i 1 SERW4S servi5tech local RIAAMN WWindovws
= Disk =l @ Restore from Oracle RMAM backup
B Disk (Copy) > ) orel_server_ba servS5tech.lncal Whvaare
73] Disk (Orghaned) > SAP HANA E Remove from configuration
2 Disk (mported) > senS8 backuf 5 Delete fram disk 1§ serv55.tech.lacal Vhware

4 [ Last 24 Hours
[*} Running [2)
[3 Success
A Home
E'I
El:‘ Inventary
Tz Backup nfrastructure
‘?5; Storage Infrastructure

[0 Files
[‘3@ Histary

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition Evaluation: 319 days remaining

1 backup selected
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Backup Copy for Oracle RMAN Backups

Having just one backup does not provide the necessary level of safety. The primary backup may get destroyed
together with production data, and you will have no backups from which you can restore data.

To build a successful data protection and disaster recovery plan, it is recommended that you follow the 3-2-1
rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store the copies of your data, for example, local
disk and cloud.

e 1: You must keep at least one backup offsite, for example, in the cloud or in a remote site.

Thus, you must have at least two backups and they must be in different locations. If a disaster takes out your
production data and local backup, you can still recover from your offsite backup.
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Creating Backup Copy Job

Veeam Backup & Replication offers the backup copy functionality that allows you to create several instances of
the same backup in different locations, whether onsite or offsite. Backup copies have the same format as those
created by backup jobs and you can recover your data from them when you need it.

Veeam Backup & Replication fully automates the backup copy process and lets you specify retention settings to
maintain the desired number of restore points, as well as full backups for archival purposes. Backup copy is a
job-driven process. When enabled, the backup copy job for Veeam Plug-in backups runs continuously. For more
details on how it works, see the Backup Copy section of the Veeam Backup & Replication User Guide.

To copy backups to a secondary location, you must configure a backup copy job. The backup copy job defines
how, where and when to copy backups. One job can be used to process backups of one or more machines.

You can configure a job and start it immediately or save the job to start it later.

Before creating a job, check prerequisites. Then use the New Backup Copy Job wizard to configure a backup
copy job.

Before You Begin

Before you create a backup copy job, check the prerequisites and limitations:

e Backup infrastructure components that will take part in the backup copy process must be added to the
backup infrastructure and properly configured. These include source and target backup repositories
between which backups must be copied.

e The target backup repository must have enough free space to store copied backups. To receive alerts
about low space on the backup repository, configure global notification settings. For more information,
see Specifying Other Notification Settings.

e For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a backup
copy target.

e If you have upgraded the backup files, make sure that you have upgraded Veeam Plug-in on the source
server. If the plug-in is not upgraded to version 12 and you convert backup copy files to backup files, then
the next backup job runs will fail.
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Step 1. Launch Backup Copy Job Wizard

To create a backup copy job, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Click the Backup Copy tab and select Application-level backup.

Veeam Backup and Replication

View

co
& B 2 ¢

L
Backup Replication CDP Backup  Import Best Practices
Job~  Job- Policyr  Copyr  Backup Analyzer

Primary Jobs SeC @ |mage-level backup...
Home 3] Application-level backup... s e to search for
4 Ty Jobs Name t Type Objects Status Last Run Last Result Next Run Target

[] Applications Plug-ins [E" Backup Policy for SAP...  SAP HANA Backup 4 dle 31 minutes ago 2/3/2023 10:00PM  Default Backup Repository
4 E5 Backups

¥, Disk

> [ Lest 24 Hours

A Home
E@ Inventory

(33 Beckup Infastructure

@ Files
[ oy

Connectedto: localhost ~ Build: 12001402 Enterprise Plus Edition  License expires: 118 days remaining
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Step 2. Specify Job Name and Description

At the Job step of the wizard, specify a name and description for the backup copy job.

1. In the Name field, enter a name for the job.

2. In the Description field, enter a description for the job. The default description contains information about
the user who created the job, date and time when the job was created.

Mew Backup Copy Job

X
w Job
I—-——I Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
I:l data to achieve compliance with the 3-2-1 backup rule.

| Backup Copy Job for Database Servers with SAP HANA

Objects
Description:
Target Backup Copy Job for an application backup policy for database servers protected with Veeam Plug-
ins for SAP HANA
Schedule
Summary

< Previous Mext = Finish
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Step 3. Select Backups to Process

At the Object step of the wizard, select machines whose backups you want to copy to the target repository.
1. Click the Add button and select from which entity you want to process the machines.

o From jobs: You can select Veeam Plug-in backup jobs. When a backup copy job runs, Veeam Backup &
Replication will search for backup files created by selected jobs.

o From repositories: You can select repositories where Veeam Plug-in backups are stored. When a
backup copy job runs, Veeam Backup & Replication will search for backup files created by Veeam
Plug-in in selected repositories.

2. Use the Remove button if you want to remove selected jobs or repositories from processing.

3. If you have added jobs from a repository and want to exclude from processing some of the backup jobs on
the selected repository, click Exclusions and select the jobs that you want to exclude.

Mew Backup Copy Job

w Objects
I—-——I Add cbjects to process with this job. You can add individual plug-in jobs, or entire backup repositories as the source,

Objects to process:

Narme Type T | Add...
_ @ Backup Policy for SAP HANAMinuxsrv003 5. SAP HANA P
ne e

Job

Target

o Exclsions..
Exclusions...

Summary

< Previous | | Mext = Finish
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Step 4. Define Backup Copy Target

At the Target step of the wizard, configure the target repository settings.

1.

From the Backup repository list, select a backup repository in the target site where copied backups must
be stored. When you select a target backup repository, Veeam Backup & Replication automatically checks
how much free space is available on it. Make sure that you have enough free space to store copied
backups.

IMPORTANT

For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a
backup copy target.

If the target repository contains a Veeam Plug-in backup that was excluded from the backup copy job, and
if you don't want to transfer duplicate data, you can use the mapping feature.

After you configure mapping, if some of backup files (VAB) of the source backup are missing in the target
backup copy, these files are uploaded to the target backup copy.

NOTE

Veeam Plug-in backup copy jobs do not use WAN accelerators.

To map a backup copy job to the backup:
a. Click the Map backup link.

b. Point the backup copy job to the backup in the target backup repository. Backups in the target backup
repository can be easily identified by backup job names. To facilitate search, you can use the search
field at the bottom of the window.

IMPORTANT
e Used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.
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3. You can specify the number of days after which the backup copy will be deleted from the repository. Note
that the countdown starts from the moment when source backup has been created.

Mew Backup Copy Job

w Target
I—-——I Specify the target backup repository and number of days to keep application backups for.

Job Backup repository:

| Off-Site backup Repository (Created by BACKUPSERVERDOT\Administrator at 2/3/2023 6:22 PM.) ~
R £ 81.0 GB free of 129 GB Map backup
Schedule
Summary

Click Advanced to specify notifications settings.
< Previous | | Mext = Finish
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Step 5. Specify Advanced Settings

At the Target step of the wizard, click Advanced to configure storage, RPO warning, and notifications settings.
e Storage settings
e RPO warning settings

e Notification settings

Storage Settings

At the Storage tab, define compression and deduplication settings.

By default, Veeam Backup & Replication performs deduplication before storing copied data on the target backup
repository. Deduplication provides a smaller size of the resulting backup file but may reduce the job
performance.

1. You can disable data deduplication. To do this, clear the Enable inline data deduplication check box.

2. From the Compression level list, choose a compression level to be used: Auto, None, Dedupe-friendly,
Optimal, High or Extreme. The recommended level of compression for backup copy jobs is Auto. In this
case, Veeam Backup & Replication uses compression settings of the copied backup files. For more
information, see Compression and Deduplication.

Advanced Settings X
Mew Backup Copy Jo Storage | RPO Monitor | Notifications | X
—_w— Target Data reduction
Specify th
= pecify Enable inline data deduplication (recommended)
Compression level:
o |.Auto (recommended) v |
of
Use this option to keep the existing compression level. /2023 6:22 PM) v
Objects Map backup
Schedule
Summary

Advanced...

h Cancel

][ |
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RPO Warning Settings

At the RPO Monitor tab, specify RPO warning settings.

Enable the Warn me if backup is not copied within check box and specify the time period in minutes, hours, or
days.

If the backup copy is not created within the specified time period, the backup copy job will finish with the
Warning status. The countdown starts from the moment when the required backup is finished and ready to be
copied.

Adwvanced Settings X
New Backup Copy Joll [ gtorage | RPO Monitor | Notifications ~
_w Target Alert me:
I———I Specify th
I:l pecify When new backup is not copied within | 24 C | ‘ hours  ~ ‘
Monitors compliance with your offsite RPO by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over
o to the target repository within the specified time,
/2023 6:22 PM)  ~
e Map backup
Schedule
Summary

-

Cancel

][ |

Notification Settings

At the Notifications tab, to specify notification settings for the backup copy job:
1. At the Target step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully. SNMP traps will be sent if you specify global SNMP settings in Veeam Backup &
Replication and configure software on recipient's machine to receive SNMP traps. For more information,
see Specifying SNMP Settings.

4. Select the Send email notifications to the following recipients check box if you want to receive
notifications by email in case of job failure or success. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.
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5. Veeam Backup & Replication sends a consolidated email notification once for the specified backup copy
interval. Even if the synchronization process is started several times within the interval, for example, due
to job retries, only one email notification will be sent.

6. Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see Configuring Global Email Notification Settings.

7. Atthe Send at field, specify the time when you want to receive notifications. Note that you will receive a
notification on the job status once a day.

8. You can choose to use global notification settings or specify custom notification settings.

o To receive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup
server. For more information, see Configuring Global Email Notification Settings.

o To configure a custom notification for a job, select Use custom notification settings specified below.
You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %VmCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

ii. Select the Notify on success, Notify on warning and Notify on error check boxes to receive email
notification if data processing within the backup copy interval completes successfully, fails or
completes with a warning.

Advanced Settings X

MNew Backup Copy Jo | Storage | RPO Monitor | Motifications

[—W] Target Send SNMP natifications for this job
Specify th

Send e-mail notifications to the following recipients:

| administrator@tech.local |

Job Send daily summary at: | 10:00 PM : o
(® Use global notification settings /2023 522 FM) v

Map backup

Objects

Schedule

(O Use custom netification settings specified below:

Summary

Advanced...

:

][ |
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Step 6. Define Backup Copy Schedule

At the Schedule step of the wizard, define a time span in which the backup copy job must not transport data
between source and target backup repositories. For more information, see Backup Copy Window.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. Inthe schedule box, select the desired time area.

3. Use the Enable and Disable options to mark the selected area as allowed or prohibited for the backup copy
job.

Mew Backup Copy Job X

Schedule

I—-——II Specify the backup copy job schedule,

Job This job can transfer data:
i (@) Any time (continuously)
S (® During the following time periods only:
Target ( A - (
_ Al None 12 2 4 6 8 0 12 2 4 6 8 10 12
1 E 5 T L] 11 1 E 5 T L] 11
S
o o || [ ]
Mondsy ] HENEN
Tuesday
Wednesday
Thursday

Friday llll .l.l.l
socy [ HHTHEHIEEENEEENEEREREE

B Enabled Disabled

< Previous Apply Finish Cancel
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Step 7. Review Backup Copy Job Settings

At the Summary step of the wizard, complete the procedure of backup copy job configuration.

1. Review details of the backup copy job.

2. Select the Enable the job when I click Finish check box if you want to start the job right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Backup Copy Job

_W Summary
= You can copy the configuration information below for future reference.

Job Summary:

Marne: Backup Copy Job for Database Servers with SAP HANA
Objects Target Path: C:\Backups

Type: Backup Copy
Target Source items:

Backup Policy for SAP HANAnuxsrv003 SAP backint backup (Default Backup Repositary)
Schedule

Enable the job when | click Finish

Next > B || Tares
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Converting Backup Copy to Backup

If you have imported Veeam Plug-in backup copies from another server, you can convert them into regular
backup files. When you convert a backup copy to a backup, Veeam Plug-in creates a backup job with the
converted backup. You can use this backup job to continue a backup chain and use the converted backup as a
restore point.

You can convert and unbind Veeam Plug-in backups into regular Veeam Plug-in backup files in the following
cases:

e If you have deleted a backup copy job which created the backup copy.
e If you have excluded a backup job from a backup copy job that used multiple backup jobs as a source.
e |f you imported a Veeam Plug-in backup copy from another host.

NOTE
If you want to restore from a backup copy, you don't need to convert the backup copy to backup. For
details, see Restore from Backup Copy.

Procedure

To convert a backup copy to a primary backup, use the --promote-backup-copy-to-primary parameter as shown
below:

1. Run the OracleRMANConfigTool with the --promote-backup-copy-to-primary parameter and type a
backup copy number from the list of available backup copies.

OracleRMANConfigTool --promote-backup-copy-to-primary

Backup copies available for promotion to the primary backup target:

1. Backup Copy Job 1\ORCLSERV0O1l Oracle backup (Default Backup Repository)
Select a backup copy: 1

Changes to be applied to the RMAN configuration

CONFIGURE CHANNEL DEVICE TYPE SBT TAPE

PARMS 'SBT_LIBRARY=C:\PROGRA~1\Veeam\VEEAMP~1\ORACLE~2.DLL'

FORMAT '94a7acb5a-2cb5-418b-8395-fb362d3aal82/RMAN %I %d ST U.vab';
CONFIGURE CONTROLFILE AUTOBACKUP ON;

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT TAPE TO '%F RM
AN AUTOBACKUP.vab';

CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE SBT TAPE TO 1;
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE SBT TAPE TO 1;

RMAN configuration to be applied:

SQL "alter system set backup tape io slaves=false deferred scope=both";
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2. Converting a backup copy into regular backup file, requires changes in the RMAN configuration. You can
allow the command to change RMAN configuration automatically, or you can change it manually. Select
one of the options:

Proceed with the action?

1. Promote backup copy destination to the primary backup target and apply
required configuration to RMAN automatically

2. Promote backup copy destination to the primary backup target and export
required RMAN configuration (RMAN will have to be configured manually)

3. Cancel

Enter selection: 1

Promoting backup copy destination

Configuring RMAN

Done
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Logs and Support

If you have any questions or issues with Veeam Plug-in for Oracle RMAN or Veeam Backup & Replication, you
can search for a resolution on Veeam Community Forums or submit a support case on the Veeam Customer

Support Portal.

When you submit a support case, we recommend you attach necessary logs related to Veeam Plug-in
operations.

To learn how to collect logs, see this Veeam KB.
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Veeam Plug-in for SAP on Oracle

Veeam Plug-in for SAP on Oracle is an SAP-certified backup tool for SAP applications running on Oracle
Database. Veeam Plug-in integrates with SAP BR*Tools and transfers database and log backups to repositories
connected to Veeam Backup & Replication.

TIP

If you want to protect the SAP server itself, you can use the image-level backup functionality of Veeam
Backup & Replication or Veeam Agent for Linux.
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How Veeam Plug-in for SAP on Oracle
Works

Veeam Plug-in for SAP on Oracle functions as an agent between SAP BR*Tools and Veeam backup repositories.
After you install and configure Veeam Plug-in, you can perform all backup and restore operations with
BR*Tools. Veeam Plug-in compresses, deduplicates database backups and transfers them to a backup repository
connected to Veeam Backup & Replication.

Veeam Plug-in for SAP on Oracle supports the following tools:
e Dbrtools
e Dbrbackup
e Dbrrestore
e Dbrarchive

For details about these tools, see the SAP Database Guide: Oracle.
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How Backup Operations Work

After you configure Veeam Plug-in for SAP on Oracle, SAP BR*Tools performs a backup in the following way:
1. When you launch a database backup, BRTOOLS starts the services of Veeam Plug-in.

2. Veeam Plug-in connects to the Veeam Backup & Replication server and creates a backup job object (if it
has not been created before). Veeam Backup & Replication administrators can use this backup job object
to monitor the backup process, manage backup files and copy the database backup to secondary
repositories.

3. BRTOOLS launches the backint BRBACKUP tool that uses the Veeam Plug-in configuration file as an
initialization profile.

4. Veeam Plug-in starts Veeam Data Mover on the SAP server and on the backup repository. Veeam Data
Movers create communication channels for each backup data stream. Depending on the number of
channels specified in Veeam Plug-in settings, there can be 1 or up to 32 parallel channels.

5. Veeam Data Movers transport database backup files to the backup repository.

SAP app
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BR*Tools Veeam Plug-in [« — | i
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n for SAP on Oracle Veeam Backup |
' ! & Replication Server
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— =
Oracle Data Mover Data Mover Backup
Database repository

k . —» Workload transport
Oracle Database Backup Repository

Server Server e »  Management connection

IMPORTANT

Some backup operations, such as backing up of profiles, log files, control files and performing incremental
backups of databases can be performed only with RMAN_UTIL. For details, see the RMAN Backup
Strategies.

For detail on how Veeam Plug-in for SAP on Oracle functions along with RMAN see, SAP on Oracle Backup
Using RMAN_UTIL.
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Planning and Preparation

Before you start to use Veeam Plug-in for SAP on Oracle, read the environment planning recommendations and
make sure that your environment meets system requirements.

e System Requirements

e Required Permissions

e Used Ports

e Licensing

e Environment Planning

e Veeam Backup Repositories

e Access and Encryption on Repositories
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System Requirements

Before you start using Veeam Plug-in for SAP on Oracle, make sure the following requirements are met.

Supported OSes

Veeam Plug-in for SAP on Oracle is supported for the following OSes:
e SUSE Linux Enterprise Server 11, 12, 15 (x86_64)
e Red Hat Enterprise Linux for SAP Applications 6, 7 (x86_64)

e Oracle Linux 6, 7

BR*Tools

Veeam Plug-in for SAP on Oracle supports BR*Tools 7.20 Patch 42 or later.

Oracle DB

Veeam Plug-in for SAP on Oracle supports Oracle Database 11gR2, 12¢, 18c, 19¢: Standard and Enterprise Edition
(Express Edition is not supported).

Veeam Backup & Replication

The version of Veeam Backup & Replication must be the same or later than version of Veeam Plug-in. Veeam
Plug-in for SAP on Oracle version 12 is compatible with Veeam Backup & Replication 12 or later.

Network

Veeam Plug-in should be able to establish a direct IP connection to the Veeam Backup & Replication server.
Thus, Veeam Plug-in cannot work with the Veeam Backup & Replication server that is located behind the NAT
gateway.
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Permissions

User Rights on SAP on Oracle Server

The account used for installing and updating Veeam Plug-in must have root privileges.

User That Starts BR*Tools Operations

The account used to start BR*Tools backup and restore operations must have permissions described in the
Starting BR*Tools section of the SAP Database Guide: Oracle.

Veeam Backup Server User

e The account specified in the Veeam Plug-in configuration settings must be able to authenticate against
the Veeam Backup & Replication server. For details, see Configuring Veeam Plug-in for SAP on Oracle.

e The account specified in the Veeam Plug-in configuration settings must be granted access rights on the
Veeam backup repository where you want to store backups.

To learn how to grant permissions on Veeam repositories, see Granting Permissions on Repositories.

e You can work with backups created by Veeam Plug-in only with the account used for creating the backups.
If you want to use another account, see required permissions in Configuring Veeam Plug-in for SAP on
Oracle.
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Ports

To enable proper work of Veeam Plug-ins, make sure that the following ports are open.

SAP on Oracle Server

The following table describes network ports that must be opened to ensure proper communication of the SAP
on Oracle server and backup infrastructure components.

Default port used for communication with
the Veeam Backup & Replication server.

Veeam

SAP on Ezgfiizt?on TCP 10006 Note that data be_twe_en _Veeam Plug-ins

Oracle server a|_1d backup rep(_JS|tor|es is transferred

server directly, bypassing the Veeam Backup &

Replication server.

where

Veeam

qust%l'lztf rB:pccln(si?ory Default_ range of ports used as data
server or TCP 2500 to transmission channels. For every TCP
gateway 3300** connection that a backup_procgss uses,
server* one port from this range is assigned.

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway
Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added
components.

Backup Repositories and Gateway Servers

Depending on the type of backup repositories that you use for Veeam Plug-in backups, the following ports must
be open to allow communication between backup infrastructure components.

Veeam rB:C(I)(;JiFt)or Default range of ports used as data

Backup & P y 2500 to transmission channels. For every TCP
S server or TCP .

Replication atewa 3300** connection that a backup process uses,

server gerver*y one port from this range is assigned.

Direct Attached Storage
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_

Linux server

EZiEuas d Port used as a control channel from the
e osil'zor or TCP 22 Veeam Plug-in server to the target Linux
P y host.
gateway
server
Veeam
Backup &
Replication  pricrosoft Ports used as a management channel from
server Windows TCcp 135,137 to the Veeam Plug-in server to the
server used UDP 139, 445 Repository/Gateway server. Also, the ports
as a backup are used to deploy Veeam components.
repository or
gateway TCP 6160, 6162 Default ports used by the Veeam Installer
server .

Service and Veeam Data Mover Service

Network Attached Storage

Gateway TCP 445 Default port used by the SMB transport
server protocol.
(specified in
the SMB SMB server SMB/Netbios name resolution for the SMB
share Tcp 135,137 to protocol (needed in some cases). For
repository UDP 139 details, see the Used Ports section of the
settings) Veeam Backup & Replication User Guide.
Gateway
server
(specified in TCP Standard NFS ports used as a transmission
the NFS NFS server 111, 2049 channel from the gateway server to the
share ubP target NFS share.
repository
settings)
Dell Data Domain

Port used to assign a random port for the
Veeam mountd service used by NFS and
Backup & ggiaDi?‘]ta Tep 1 DDBOOST. Mountd service port can be
Replication statically assigned.
server For more
or mfo;w_at[l)orll[ Main port used by NFS. To change the
Gateway i%eartlif:lee TCP 5049 port, you can use the ‘nfs set server-
server .

port’ command. Note that the command
requires SE mode.
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Main port used by NFS MOUNTD. To
change the port, you can use the 'nfs

TCP 2052
set mountd-port' command. Note
that the command requires SE mode.
HPE StoreOnce
Veeam 9387 Default command port used for
Backup & communication with HPE StoreOnce.
SF,{:rI?/ltl.cratlon HPE TCP
StoreOnce
or 9388 Default data port used for communication
Gateway with HPE StoreOnce.
server
ExaGrid
Veeam
Backup & . Default command port used for
Replication ExaGrid Tep 22 communication with ExaGrid.
server
Quantum DXi
Veeam
Backup & . Default command port used for
Replication Quantum DXi- TCP 22 communication with Quantum DXi.
server

For detailed list of ports used by Veeam Backup & Replication server and backup repositories, see the Used Ports
section of the Veeam Backup & Replication User Guide.
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Licensing

To use the Veeam Plug-in functionality, you must have a valid Veeam Backup & Replication license. Licenses are
installed and managed on the Veeam Backup & Replication server that is connected to the Veeam Plug-in server.
If the license is not valid or out of resources, Veeam Plug-in backup jobs fail.

This guide provides information only on specifics of Veeam licenses for Veeam Plug-ins. For terminology and
general information about Veeam Licensing, see Veeam Licensing Policy.

See in this section:
e Licensed Objects
e Supported License Types and Packages

e Obtaining and Managing Licenses

Licensed Objects

An SAP on Oracle server is assumed protected if it has been processed by a Veeam Plug-in backup job in the last
31 days.

If you are using any instance-based (Veeam Universal Licensing) license on your Veeam Backup & Replication,
you don't need to install any additional licenses. A protected SAP on Oracle server consumes one instance unit
from the license. SAP on Oracle servers processed by backup copy jobs are not regarded as protected VMs, these
types of jobs provide an additional protection level for VMs that are already protected with Veeam Plug-in
backup jobs.

A machine protected by both Veeam Plug-in and Veeam Backup & Replication will consume a license only once.
For example, you have an SAP on Oracle server that you back up using Veeam Plug-in. You also back up this
server using image-level backup functionality of Veeam Backup & Replication. In this case, only one license will
be consumed.

NOTE

[For Perpetual per-socket licenses] If you are using a legacy perpetual per-socket license, a license is
required for each hypervisor CPU socket occupied by protected SAP on Oracle servers.

A socket is consumed from the license only if the hypervisor where protected servers reside is added to the
Veeam Backup & Replication infrastructure. If the hypervisor is not added to the Veeam Backup &
Replication infrastructure, an instance unit will be consumed from the license. To learn how to add a
hypervisor to the Veeam Backup & Replication infrastructure, see the Virtualization Servers and Hosts
section of the Veeam Backup & Replication User Guide.
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Supported License Types and Packages

You can use Veeam Plug-ins with the following license types and packages. Note that this guide contains
information on specifics of Veeam license packages only for Veeam Plug-ins. For the full list of license packages,
see Pricing and Packaging.

e For Veeam Universal Licensing:

You can use Veeam Plug-ins with all license packages ( Veeam Backup Essentials, Veeam Backup &
Replication, Veeam Availability Suite).

Note that if you use the Rentallicense type, functionality of Veeam Plug-ins is supported only for the
Enterprise Plus edition of Veeam Backup & Replication.

e For Perpetual Socket license:

Functionality of Veeam Plug-ins is supported only for the Enterprise Plus edition of Veeam Backup &
Replication.

Obtaining and Managing Licenses

To learn how to install a license and monitor licensed objects, see the Licensing section in the Veeam Backup &
Replication User Guide.
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Environment Planning

Integration of SAP on Oracle and Veeam Plug-in requires additional environment planning. When you deploy the
plug-in, keep in mind the following requirements and limitations.

Scheduling

You can schedule backup processes using Cron.

Also, you can schedule and run existing SAP BR*Tools backup scripts within image-level or file-level backup job
of Veeam Backup & Replication or Veeam Agent. For details, see the Pre-Freeze and Post-Thaw Scripts section
of the Veeam Backup & Replication.

Veeam Backup & Replication Users and Roles

Veeam Plug-in for SAP on Oracle uses the Windows authentication methods of the Veeam Backup & Replication
server to establish a connection to this server and to the backup target.

If this user will be later changed manually, the new user must have at least the Veeam Backup Operatorand
Veeam Restore Operatorrights within the Veeam Backup & Replication user management. To learn how to
assign Veeam Backup & Replication roles, see the Users and Roles section of the Veeam Backup & Replication
User Guide.

Parallel Data Streams and Backup Repository Task Slots

Any parallel data stream started by SAP Backint will use one backup repository task slot. It is recommended to
carefully plan repository task slots, so that SAP Backint can work with multiple channels in parallel.

The following hardware resources are recommended based on tests on Skylake processors:

e SAP on Oracle server: 1 CPU core and 200 MB of RAM per currently used channel. Note that resource
consumption on the SAP on Oracle server depends on hardware and Oracle settings.

e Backup repository server: 1 CPU core and 1 GB of RAM per 5 currently used channels.

These resources are recommended only if you use a dedicated backup repository for Veeam Plug-in
backups. If you use the same backup repository for Veeam Plug-in backups and VM backups created by
Veeam Backup & Replication or Veeam Agents, consider adding the hardware resources based on usual
load on your backup repository. For details on hardware requirements for a backup repository, see the
System Requirements section of the Veeam Backup & Replication User Guide.

It is recommended to contact your Veeam system engineer to optimize the channel settings and resource
allocation.

It is recommended to use a separate backup repository for Veeam Plug-in backups.

e Veeam Backup & Replication server: during manual metadata operations such as import of backup files,
the Veeam Backup & Replication server needs additional 15 GB of RAM per 1 million files located in the
same backup job folder.
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Backup Files

Veeam Plug-in stores backup files in the following formats:

e A .VABfile stores a compressed copy of an Oracle database. Veeam Plug-in creates VAB files for both full
and incremental backups.

e A .VASM file stores metadata that contain information about the backup. A .VASM file is created for each
.VAB file. The .VASM files are used by Veeam Backup & Replication to get data about Veeam Plug-in
backups.

e A .VACM file stores metadata of a backup job object.

Veeam Plug-in generates a name for the .VAB backup file and stores up to 1000 files in backup (FIBs) in one
.VAB file. The FIB file names match the external backup IDs (EBID) generated by Veeam Plug-in during the
backup.

Also, for each backup file, Veeam Plug-in creates a metadata file that has the same name as the backup file but
a different extension (. VASM).
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Veeam Backup Repositories

Veeam Plug-ins store backup files in repositories added to the Veeam Backup & Replication infrastructure. In
this section, you can find the list of supported backup repositories and limitations for Veeam Plug-in backups.

Supported Backup Repositories

Veeam Plug-in for SAP HANA supports integration with the following types of repositories added to the Veeam
Backup & Replication infrastructure:

Windows Server

Linux Server

CIFS (SMB) Share

Dell Data Domain Boost
Quantum DXi

ExaGrid

HPE StoreOnce. If you plan to use HPE StoreOnce as a backup repository for Veeam Plug-in backups, the
total number of stored files (data and metadata) must not exceed 3,000,000 per Catalyst store. If
necessary, multiple Catalyst stores may be created on the same StoreOnce system.

NFS File Share

Hardened Repository

You can also use scale-out backup repositories that contain repositories supported by Veeam Backup &
Replication.

Backup Repositories Limitations

For Veeam Plug-in backups, the warning which indicates that free space on a storage device has reached a
specified threshold is configured in the veeam config.xml file of Veeam Plug-in. The warning settings
in the Veeam Backup & Replication console does not affect this setting.

To configure the warning settings, add the following parameter in the veeam config.xml file.

<PluginParameters repositoryFreeSpacePercentWarning="10" />

The plug-in configuration wizard will not show repositories where the Encrypt backups stored in this
repository option is enabled. To learn how to disable the encryption option, see Access and Encryption
Settings on Repositories.

If you want to use the same backup target with the repository-based encryption and Veeam Plug-ins,
create a second repository in the subfolder for Veeam Plug-in backups.

Veeam extract utility cannot extract Veeam Plug-in backup files.
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Veeam Scale-Out Backup Repositories

If you want to store Veeam Plug-in backups on scale-out backup repositories, mind the following:

If a scale-out repository is configured in the Data locality policy, each time BR*Tools starts a new channel
for transferring backup files, Veeam Plug-in checks the free space in the extents and selects a scale-out
backup repository extent that has the largest amount of free space. If there are two extents with one slot
on each extent, the backup will be launched in two parallel streams (one on each extent).

For Veeam Plug-in backups and backup copies, the Performance policy of a scale-out repository functions
differently:

a. Veeam Backup & Replication checks if there are extents without warning on free space insufficiency. If
all extents have the warning, Veeam Backup & Replication uses an extent with the largest amount of
free space that has a free task slot.

b. If there are extents without the warning, Veeam Backup & Replication checks if there are incremental
extents with free task slots. If there are no incremental extents with free task slots, Veeam Backup &
Replication uses a full extent with the least amount of used task slots.

c. If there are incremental extents with free task slots, Veeam Backup & Replication will send backup
files to an incremental extent with the least amount of used task slots. If the amount of used tasks is
the same, an extent with the largest amount of free space.

To learn more about file placement policies of scale-out repositories, see Backup File Placement section of
the Veeam Backup & Replication guide.

If you want to add a backup repository as an extent to a scale-out backup repository and Veeam Plug-in
backups are present on this backup repository, you must do the following:

a. In the Veeam Backup & Replication console, select Veeam Plug-in backup files that reside in this
backup repository and remove them from configuration. For details, see Removing backups from
configuration. Note that this action does not delete the backups from the repository.

b. In the Veeam Backup & Replication console, delete the Veeam Plug-in backup job. For details, see
Deleting Jobs.

c. Add the repository as an extent to the scale-out repository. For details, see Extending Scale-Out
Repositories.

d. Rescan the scale-out repository. For details, see Rescanning Scale-Out Repositories.
NOTE
Names of backup files and paths to backup files must contain only allowed characters:

e Alphanumeric characters: a-zA-70-9
e Special characters: -.+=@"
e Names of backup files and paths to backup files must not contain spaces.

e. On the Veeam Plug-in server, set the scale-out repository as the target for backups using the
following command:

SapBackintConfigTool --set-repositories
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f. Map the imported backups using the following command:

SapBackintConfigTool --map-backup

Capacity Tier

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a capacity tier. Both
policies (Move policy, Copy policy) are supported for Veeam Plug-in backups with the following limitations:

e For Veeam Plug-in backup files, capacity tier does not verify whether data that is being moved is unique
and has not been offloaded earlier. Thus, it is highly recommended to check the pricing plans of your
cloud storage provider to avoid additional costs for offloading and downloading backup data.

e Capacity tier does not track dependencies of full and incremental Veeam Plug-in backup files. Thus, mind
the following:

o [For the Move policy] When backup files are transferred to the capacity tier, Veeam Backup &
Replication takes into account only the creation time of backup files. Make sure that the
operational restore window is not longer than the whole backup chain cycle period. Otherwise, you
may encounter the scenario when full backup files are transferred to the capacity tier and their
increment backup files still remain in the performance tier.

o The capacity tier immutability expiration date does not have the additional block generation period.
The immutability expiration date is based only on the number of days specified in settings of the
object storage backup repository.

e If a scale-out repository is down, you cannot restore from Veeam Plug-in backup files stored on a
capacity tier. In this case, you can only import the backup files manually and then perform data recovery

operations.

Hardened Repository

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a hardened repository.
The hardened repository helps to protect Veeam Plug-in backup files from loss as a result of malware activity or
unplanned actions. Backup files in the hardened repository become immutable for the time period specified in
the backup repository settings. During this period, backup files stored in the repository cannot be modified or

deleted.
For Veeam Plug-in for SAP HANA backups, immutability works according to the following rules:

e Immutability is applied to backup (VAB) files and backup metadata (VASM) files. Backup job metadata
(VACM) files are not immutable.

e Backup files become immutable for the configured time period (minimum 7 days, maximum 9999 days).

e The count of the immutability period starts when the backup metadata (VASM files) has been created
during the backup job session.

e The immutability period is not extended for the active backup chain.

e Every 1 hour, the immutability service that runs in the background detects backup files that do not have
the immutability flag and sets the immutability flag on the necessary backup files.
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Data Restore from Hardened Repository
As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable

in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. For more information, see Restore from Hardened Repository.
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Access and Encryption Settings on Repositories

When you configure Veeam Plug-in, you specify an account that must be used to connect to the Veeam Backup
& Replication server. To be able to store backups in a backup repository, the specified account must have access
permissions on the target backup repository.

To grant access permissions, do the following:
1. In Veeam Backup & Replication, open the Backup Infrastructure view.
2. Intheinventory pane, click the Backup Repositories node or the Scale-out Repositories node.

3. Inthe working area, select the necessary backup repository and click Set Access Permissions on the ribbon
or right-click the backup repository and select Access permissions.
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4. In the Access Permissions window, on the Standalone applications tab specify to whom you want to grant
access permissions on this backup repository:

o Allow to everyone — select this option if you want to grant repository access to any user. This option
is equal to granting access rights to the Everyone group in Microsoft Windows (anonymous users are
excluded). For security reasons, the option is not recommended for production environments.

o Allow to the following accounts or groups only — select this option if you want only specific users to
be able to store backups in this repository. Click Add to add the necessary users and groups to the list.

5. Veeam Plug-ins cannot send backups or backup copies to a backup repository where encryption is
enabled. Thus, make sure that the Encrypt backups stored in this repository check box is not selected.

6. Click OK.

Access Permissions >

Standalone applications

Repository access:
(O Deny to everyone

O Allow to everyone

®) Allow to the following accounts or groups anly

Account or group | Add... |

S TECH\ohn.smith

s TECHvwilliam.fox

Remove

[] Enerypt backups stored in this repository

0K Cancel
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Deployment and Configuration

To deploy Veeam Plug-in, you must install the plug-in on a SAP on Oracle server and configure plug-in
integration settings. In this section:

Installing Veeam Plug-in for SAP on Oracle
Configuring Veeam Plug-in for SAP on Oracle
Configuring Parallelism for Redo Logs
Importing Backups

Uninstalling Veeam Plug-in for SAP on Oracle

This guide gives instructions on how to deploy Veeam Plug-in assuming that you have already deployed a
Veeam Backup & Replication server and configured a backup repository. If you need instructions on how to
deploy Veeam Backup & Replication, see the Veeam Backup & Replication User Guide for your platform.
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Installing Veeam Plug-in for SAP on Oracle

Veeam Plug-in for SAP on Oracle is an additional component of Veeam Backup & Replication, and the
installation package of the plug-in is included in the Veeam Backup & Replication installation ISO file. You must
install the plug-in on the Oracle Database server.

You can install Veeam Plug-in using the .RPM package or extract the plug-in files from the . TAR. GZ archive.
Depending on the type of package suitable for your OS, perform steps in one of the following guides:

e Installing Plug-in from .RPM Package

e Unpacking Plug-in from .TAR.GZ Archive
IMPORTANT

Mind the following:

e Veeam Plug-in for SAP on Oracle must be installed on the machine where Oracle Database is
deployed.

e The /opt/veeam directory must be writable.

e Toinstall the Veeam Plug-in, use the sudo command or a user with root privileges.

Installing Plug-in from .RPM Package

To install Veeam Plug-in using the . RPM package, do the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Open the mounted disk image and goto /Plugins/SAP on Oracle/x64 directory.

3. Upload the VveeamPluginforSAPOracle-12.0.0.1420-1.x86_ 64.rpmn file to the Oracle Database
server.

4. Run the following command to install the plug-in:

rpm -i VeeamPluginforSAPOracle-12.0.0.1420-1.x86 64.rpm

Unpacking Plug-in from .TAR.GZ Archive

To extract plug-in files from the . TAR. Gz archive, perform the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackups&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk image from the Veeam Backup & Replication: Download page.

2. Inthe mounted ISO, goto /Plugins/SAP on Oracle/x64.

3. Upload the VveeamPluginforSAPOracle.tar.qgz file to the Oracle Database server.
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4. Create the /opt/veeam directory.

mkdir /opt/veeam

5. Unpack the plug-in files from the archive to the /opt/veeam directory:

tar -xzvf -1 VeeamPluginforSAPOracle.tar.gz -C /opt/veeam
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Configuring Plug-in for SAP on Oracle

When you configure Veeam Plug-in settings, you set up integration settings between the SAP on Oracle server,
Veeam Backup & Replication server and backup repositories where backup files will be stored.

Veeam Plug-in uses the SapOracleBackintConfigTool wizard to configure the integration settings. The wizard
searches for all SAP on Oracle systems deployed on the server and creates the veeam initSID.sap file for
each system. Then, this file is used as an initialization profile for brbackup, brrestore and brarchive tools.

Depending on which version of Oracle Database is used, Veeam Plug-in stores the configuration file in the
following directories.

e For Oracle 12 and later, the configuration file is stored at SAPDATA HOME/sapprof.
e For Oracle 11, the configuration file is stored at ORACLE HOME/dbs.
IMPORTANT

In some cases when Oracle Database and SAP central instance are running on different hosts, Veeam Plug-

in may not be able to detect SAP instances during the configuration. In this case, you must perform the
following:

1. Complete all the steps of the Veeam Plug-in configuration wizard described in this section. As a
result, Veeam Plug-in will create a new veeam initSID.sap initialization profile and save it in the
/tmp/ directory.

2. Manually copy all lines from the new initialization profile to the default initialization profile. Or you
can specify the path to the veeam initSID.sap file in each BRBACKUP, BRRESTORE and
BRARCHIVE command.

Veeam Plug-in Configuration

To configure Veeam Plug-in, do the following. Note that the configuration of Veeam Plug-in must be performed
by a user with database administrator rights on the Oracle Database server:

1. Login to the Oracle Database server as a user with database administrator rights and run the following
command to launch the Veeam Plug-in configuration tool. You do not need root privileges if you have
configured group access as described in the Required Permissions section.

SapOracleBackintConfigTool --wizard

If you have extracted files form the .TAR.GZ archive, go to the
/opt/veeam/VeeamPluginforSAPOracle folder and run the following command:

./SapOracleBackintConfigTool --wizard
2. Specify the DNS name or IP address of the Veeam Backup & Replication server that you want to use.

Enter backup server name or IP address: serv02.tech.local
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3. Specify the port which will be used to communicate with the Veeam Backup & Replication server. Default
port: 70006.

Enter backup server port number: 10006

4. Specify credentials to authenticate against the Veeam Backup & Replication server.

Enter username: serv02\administrator
Enter password for serv02\administrator:

IMPORTANT
Mind the following:

e You can work with backups created by Veeam Plug-in only with the account used for creating
the backups. If you want to use another account, assign the Veeam Backup Administratorrole
or Veeam Backup Operatorand Veeam Restore Operatorroles to the account.

To learn how to assign Veeam Backup & Replication roles, see the Users and Roles section of
the Veeam Backup & Replication Guide.
e The account must have access permissions on the required backup repository. To learn how to
configure access permissions and encryption settings on repositories, see Access and
Encryption Settings on Repositories.

5. Select a backup repository where you want to store backups.

In the wizard dialog, you will see a list of available repositories. Enter the number of the target repository
from the list.

Available backup repositories:
1. servl0 repo

2. serv07 _repo

Enter repository number: 1

IMPORTANT
Mind the following:

e The account used to connect to the Veeam Backup & Replication server must have access to
the target backup repositories.
e Encryption must be disabled on the target backup repositories.

Otherwise, backup repositories will not be listed as available. To learn how to configure access and
encryption settings on repositories, see Access and Encryption Settings on Repositories.
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6. Specify the number of parallel data streams for each backup repository.

Enter number of data streams (From 1 to 32) to run in parallel: 4
Configuration result:

An auxiliary initialization profile has been successfully created for SAP
system "ODB": /oracle/ODB/sapprof/veeam initODB.sap

The created profile must be leveraged to perform backup and restore tasks
by BR*Tools.

Note that this parallelism setting applies only to backup and restore of Oracle datafiles. If you want to
configure parallel channels for backup and restore of redo logs, see Configuring Parallelism for Redo Logs.

Configuration Tool Commands

Apart from running a configuration wizard, you can use the SapOracleBackintConfigTool tool to change a
specific parameter in the veeam config.xml file or enable/disable Veeam Plug-in features.

See the list of available commands for SapOracleBackintConfigTool:
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--help Shows the list of tool parameters.
--show-config Shows configuration parameters.
--wizard Starts the wizard to configure the plug-in settings. This wizard edits the

veeam config.xml file or creates a new one if the configuration file was
removed from the /opt/veeam/VeeamPluginforSAPOracle/ directory

--set-credentials Specifies credentials to log in to the Veeam Backup & Replication server.

<"serv\username">

<password>

--set-host <hostname> Specifies the IP address or hostname of the Veeam Backup & Replication
server.

--set-port <port_number> Specifies a port number that will be used to communicate with the Veeam
Backup & Replication server.

--set-repositories Launches a wizard to select a backup repository. A backup repository is
selected from repositories which are available in the connected Veeam Backup
& Replication instance.

--set-restore-server [for System Copy] Specifies the backup that will be copied.
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--set-parallelism
<number_of_channels>

--map-backup
--set-force-delete

--configure-restore-from-
copy

--promote-backup-copy-
to-primary

Example

Define the number of parallel channels that must be used to transfer Oracle
datafiles during the backup and restore operations.

You can set up to 32 channels.

Note that the parallelism for redo logs is configured separately. For details, see
Configuring Parallelism for Redo Logs.

Maps the imported backup.

Deletes backup files after specified days.

Enables restore from backup copy. Note that if you enable restore from backup
copy, you cannot back up databases with Veeam Plug-in. To revert changes,
you must disable restore from backup copy.

Note that when you launch the command, the wizard will ask you to
reconfigure the catalog backup from backint to disk.

Maps the imported backup copy to a regular Veeam Plug-in backup chain.

The following example shows how to specify credentials that will be used to log in to the Veeam Backup &

Replication server.

SapOracleBackintConfigTool --set-credentials "serv02\Administrator" "password"
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Configuring Parallelism for Redo Logs

To configure backup or restore of redo logs through multiple channels, you can change the parallelism
parameter in the veeam config.xml file.

1. In the machine where Veeam Plug-in is installed, go to the /opt /veeam/VeeamPluginforSAPOracle/
directory and open the veeam config.xml file with a text editor.

2. Set the necessary values for the parallelism values:

<PluginParameters Parallelism="4" LogsParallelism="4" />

where the LogsParallelism parameter value defines the number of parallel channels for backup and
restore of redo logs.

Note that the first Pparallelism value configures the parallelism for backup and restore of Oracle
datafiles. This setting is configured in the Veeam Plug-in configuration wizard.
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Importing Backup Files

If the Veeam Backup & Replication server has failed and you have restored it in a new location, you can copy the
backup files to a new repository and re-map the Veeam Plug-in backup files.

Limitations and Prerequisites

Mind the following limitations:

e If backup files are not imported according to instructions given in this section, Veeam Plug-in backup and
restore operations may fail.

e The repository from which you plan to import backups must be added to the Veeam Backup & Replication
infrastructure. Otherwise you will not be able to access backup files.

e If you are importing backup files from a scale-out backup repository, the names of backup files and paths
to backup files must contain only allowed characters:

o Alphanumeric characters: a-zA-70-9
o Special characters: -.+=@"

o Names of backup files and paths to backup files must not contain spaces.

How to Import Veeam Plug-in Backup Files

To import Veeam Plug-in backup files, do the following:

1. Move the folder with the backup file to the required backup repository or create a new backup repository
with this folder as a subfolder.

TIP

Each Veeam Plug-in backup file (.vab) has its own metadata file (.vasm). Make sure you import
backup files and all related metadata files. Also, you must import the backup job metadata file
(.vacm) which is stored in the same folder.

2. Use the Veeam Backup & Replication console to log in to Veeam Backup & Replication.
3. Open the Backup Infrastructure view.

4. In the inventory pane of the Backup Infrastructure view, select the Backup Repositories node.
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5. Inthe working area, select the required backup repository and click Rescan on the ribbon. Alternatively,
you can right-click the backup repository and select Rescan.

During the rescan operation, Veeam Backup & Replication gathers information about backups that are
currently available in the backup repository and updates the list of backups in the configuration database.
After the rescan operation, backups that were not in this configuration database will be shown on the
Home view in the Backups > Disk (Imported) node.
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6. On the SAP on Oracle server, change the target backup repository in the Veeam Plug-in settings:

sudo SapOracleBackintConfigTool --set-repositories
Available backup repositories:

1. servb5.tech.local

2. serv07 _repo

Enter repository number: 1

Configuration result:

SID SH2 has been configured

7. Runthe --map-backup command:

sudo SapOracleBackintConfigTool --map-backup
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Upgrading Veeam Plug-in for SAP on Oracle

Periodically, Veeam releases a new version of Veeam Backup & Replication that contains new features and bug
fixes. The release package also contains a new version of Veeam Plug-ins.

If you want to upgrade Veeam Plug-in, note that Veeam Backup & Replication must be the same or later that the
version of Veeam Plug-in. If you want to use the latest functionality, you must upgrade both Veeam Backup &
Replication and to the latest version. After the upgrade, you don't need to to re-run the Veeam Plug-in
configuration wizard, the plug-in configuration files will be preserved.

IMPORTANT
Mind the following:

e Version of Veeam Backup & Replication must be the same or later than the version of Veeam Plug-in.
First, you must upgrade Veeam Backup & Replication, then you can upgrade Veeam Plug-ins. To learn
how to upgrade Veeam Backup & Replication, see the Upgrading to Veeam Backup & Replication 12
section of the Veeam Backup & Replication User Guide.

e Operations in the terminal of the Linux machine require root privileges.

Before You Begin

Veeam Plug-in installation files are included in the installation disk image of Veeam Backup & Replication. You
must upload the installation file to the SAP HANA server. To do this, perform the following steps.

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1s0).

2. Open the mounted disk image and go to the P1ugins\SAP on Oracle\x64 directory.
3. Select the the Veeam Plug-in installation file and upload it to the SAP HANA server.

For instructions on how to upgrade Veeam Plug-in for SAP on Oracle, see the following guides:
e Upgrading Plug-in on Linux (RPM)
e Upgrading Plug-in on Linux (TAR.GZ)

Upgrading Plug-in on Linux (.RPM)
To upgrade Veeam Plug-in for SAP HANA from the .RrRPM package, perform the following:

1. Upload the new VeeamPluginforSAPOracle-12.0.0.1420-1.x86_ 64.rpm package to the SAP
HANA server.

2. Run the following command. Note that the operation requires root privileges.

rpm -U VeeamPluginforSAPOracle-12.0.0.1420-1.x86 64.rpm

TIP

To find out which version of Veeam Plug-in is installed on your server, you can use the following
command: rpm -ga | grep VeeamPlugin*
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Upgrading Plug-in on Linux (.TAR.GZ)

To upgrade Veeam Plug-in for SAP on Oracle on a Linux machine from the . TAR. Gz archive, do the following:
1. Upload the veeamPluginforSAPOracle.tar.qgz file to the Oracle Database server.
2. Inthe terminal, open the folder that contains the VveeamPluginforSAPOracle.TAR.GZ archive.

3. Unpack the plug-in files from the archive to the /opt/veeam directory. Old Veeam Plug-in files will be
replaced by new files.

tar -xzvf VeeamPluginforSAPOracle.tar.gz -C /opt/veeam
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Uninstalling Veeam Plug-in for SAP on Oracle

To uninstall Veeam Plug-in for SAP on Oracle, go to the directory with the Veeam Plug-in installation package
and run the following command. Note that the operation requires root privileges.

rpm -e VeeamPluginforSAPOracle
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Database Protection

After you configure Veeam Plug-in for SAP on Oracle, you can back up databases using SAP BR*Tools. Veeam
Plug-in will automatically transfer backup files to a backup repository and store them in the Veeam proprietary
format. The backup process itself is performed by SAP BR*Tools.

Keep in mind that examples in this section are provided only for demonstrating purposes. For details on full
backup functionality of SAP BR*Tools, see the BR*Tools for Oracle DBA Guide.

In this section

Limitations and Considerations
Backing Up Databases Using Backint
Backing Up Databases Using RMAN_UTIL

Backup Job in Veeam Backup & Replication

NOTE

This guide provides examples for SAP BR*Tools commands. Apart from BR*Tools scripts, you can perform
backup operations using BRTOOLS interactive wizard and BR*Tools Studio. For details, see the Backing Up
the Databases with BR*Tools section of the SAP Database Guide: Oracle.
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Limitations and Considerations

Before you start using Veeam Plug-in for SAP on Oracle, mind the following:

You can make incremental backups only with the rman util parameter. For details, see the RMAN
Backup Strategies section of the SAP Database Guide: Oracle. To learn how to perform an incremental
backup, see Incremental Backup.

ASM is supported only with the rman_util parameter. If you want to back up ASM instances, see SAP on
Oracle Backup Using RMAN_UTIL.

You cannot back up Oracle RAC databases using the BRBACKUP tool.
Volume backup (-d util vol,util vol online) is not supported.

Backup of directories is not supported.
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SAP on Oracle Backup Using Backint

Veeam Plug-in for SAP on Oracle integrates with the BRBACKUP tool and transfers backup files to backup
repositories connected to Veeam Backup & Replication. The backup process itself is performed by the
BRBACKUP tool. To perform the backup you can use BR*TOOLS or BR*TOOLS Studio.

For details on how the backup is performed, see How Veeam Plug-in for SAP on Oracle Works.

To back up Oracle databases, you can use the interactive wizard of BRTOOLS or you can directly run the backup
command using BRBACKUP. When you back up the database using the BRBACKUP tool, you must specify the
path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) as the argument for the -p
(-profile) parameter.

NOTE

You can make incremental backups only with the rman util parameter. For details, see the RMAN Backup
Strategies section of the SAP Database Guide: Oracle. To learn how to perform an incremental backup, see
Incremental Backup.

Examples

The following examples are only for demonstration purposes. To see the description of all BRBACKUP
parameters, see the Backing Up the Database with BR*Tools for Oracle DBA Guide.

e Full Backup

e Redo Logs Backup

Full Backup

If you want to create a full backup Oracle databases, you can use the BRBACKUP tool. When Veeam Plug-in for
SAP on Oracle is configured, the plug-in transfers database backup files to a backup repository connected to
Veeam Backup & Replication.

Example 1. Performing Full Database Backup in Offline Mode

brbackup -p $Oracle HOME/dbs/veeam initSID.sap -d util file -t offline force -m
all -u <user>/<password>

Run the brbackup command with the following parameters:

1. Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) asthe
argument for the -p (-profile) parameter.

2. Specifyutil file asthe argument for the -d (-device) parameter. This option defines that a file-by-
file backup will be performed using Veeam Plug-in.

3. Specify offline force as the argument for the -t (-type) parameter. With this option, BRBACKUP
shuts down the database and performs an offline backup.
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4. Specify the argument for the -m (-mode) parameter. With the a11 argument, BRBACKUP performs backup

of files in all tablespaces, but not the control files and online redo log files. For the full list of arguments
for the -mode parameter, see SAP Documentation.

Specify credentials that will be used to connect to the database as the argument for the -u (-user)
parameter. For details, see SAP Documentation.

Example 2. Performing Full Database Backup in Online Mode

brbackup -p $Oracle HOME/dbs/veeam initSID.sap -d util file online -t online -m
all -u <user>/<password>

Run the brbackup command with the following parameters:

1.

Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) asthe
argument for the -p (-profile) parameter.

Specifyutil file online asthe argument for the -d (-device) parameter.

Specify the argument for the -m (-mode) parameter. With the a11 argument, BRBACKUP performs backup
of files in all tablespaces, but not the control files and online redo log files. For the full list of arguments
for the -mode parameter, see SAP Documentation.

Specify credentials that will be used to connect to the database as the argument for the -u (-user)
parameter. For details, see SAP Documentation.

IMPORTANT

When you use BRBACKUP, you must specify the full directory path to the Veeam Plug-in initialization
profile file (-p $Oracle HOME/dbs/veeam initSID.sap). If the profile file is in the default directory,
you can specify only the file name.

Redo Logs Backup

If you want to back up redo log files of Oracle databases, you can use the BRARCHIVE tool. When Veeam Plug-in
for SAP on Oracle is configured, the plug-in transfers the redo logs to a backup repository connected to Veeam
Backup & Replication.

NOTE

For redo log backup operations, it is recommended to set 4 or less parallel channels. For details on
configuring parallel channels, see Configuring Parallelism.
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Example: Performing Backup of Archived Redo Logs

To back up redo log files, run the following command.

brarchive -p $Oracle HOME/dbs/veeam initSID.sap -save -d util file -u <user>/<p
assword>

1. Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) asthe
argument for the -p (-profile) parameter.

2. Specify the archive function. The -save function used in this example archives offline redo log files to a
repository.

3. Specifyutil file asthe argument for the -d (-device) parameter. This option defines that a file-by-
file backup will be performed using Veeam Plug-in.

4. Specify credentials that will be used to connect to the database as the argument for the -u (-user)
parameter. For details, see SAP Documentation.
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SAP on Oracle Backup Using RMAN_UTIL

The rman_util parameter allows to back up Oracle databases using Oracle RMAN in combination with Veeam
Plug-in for Oracle RMAN. BACKINT provides an interface for Veeam Plug-in for Oracle RMAN and is used to back
up profiles, log files, control files and to perform incremental backups of databases.

For full description of the rman_util parameter, see RMAN Backup with an External Backup Library.

In the Veeam Backup & Replication console, the rman_util backup operation will create two backup jobs:
Veeam Plug-in for Oracle RMAN backup job for database file backups and another Veeam Plug-in for SAP on
Oracle backup job that backups up BR*Tools control data files. Note that if you want to create a backup copy job
for SAP on Oracle database, make sure that you have added both jobs to the backup copy job.

Prerequisites

IMPORTANT
e Before you back up the Oracle database with the rman_util parameter, you must install and
configure Veeam Plug-in for Oracle RMAN on the SAP on Oracle server.
e See Limitations and Considerations.

When you perform the backup using the RMAN_UTIL, RMAN_STAGE or RMAN_DISK parameter, by default,
BR*Tools creates one backup set for each log or datafile. This means that every backup piece will contain only
one file. This results in a large amount of backup files and significantly slows down backup and restore
processes. To avoid this problem, do the following:

1. Inthe SAP on Oracle server, open the /oracle/ODB/sapprof/veeam initSID.sap file using a text
editor.

2. Change the default values for the following parameters:

rman filesperset = 10
rman filesperset arch = 100

For example: set the rman filesperset value to 10 for datafiles and the rman filesperset arch
value to 100 for logs.

Also, you must add the SBT_LIBRARY directory to the rman_ parms setting in the veeam initSID.sap file:

1. Inthe SAP on Oracle server, open the /oracle/ODB/sapprof/veeam initSID.sap file using a text
editor.

2. Add the following line in the veeam initSID.sap file:

rman parms = 'SBT LIBRARY=/opt/veeam/VeeamPluginforOracleRMAN/libOracleRMA
NPlugin.so'
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How It Works

When you launch the BRBACKUP or BRARCHIVE tool with the RMAN_UTIL parameter, the following happens:

1.  SAP BR*Tools launches the RMAN backup script.

2. Oracle RMAN launches Veeam Plug-in for Oracle RMAN services.

3. Oracle RMAN starts the backup process:

a. Veeam Plug-in compresses, deduplicates database backup files or redo logs and sends them to the
target backup repository through one or multiple channels.

b. Veeam Plug-in for Oracle RMAN connects to Veeam Backup & Replication and creates a backup job
object that shows the job progress and logs.

4. BR*Tools launches the Veeam Plug-in for SAP on Oracle services.

5. BR*Tools start the control data files backup:

a. Control file, BR*Tools logs are compressed and sent to a backup repository.

b. Veeam Plug-in for SAP on Oracle connects to Veeam Backup & Replication and creates a backup job
object that shows the job progress and logs.
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Full Backup

To backup an SAP on Oracle database using RMAN, you must use the brbackup tool with the rman util
parameter and with the defined directory for SBT library.

brbackup -p $Oracle HOME/dbs/veeam initSID.sap -t online -d rman util -m full -
u <user>/<password>

1. Specify the path to the initialization profile file (veeam initSID.sap) as the argument for the -p (-
profile) parameter.

2. Specify rman_util as the argument for the -d (-device) parameter. This option defines that the backup
will be performed using Oracle RMAN.

3. Specify online as the argument for the -t (-type) parameter. With this option, BRBACKUP performs
backup of the database in the online state.

4. Specify full as the argument for the -m (-mode) parameter. With this option, BRBACKUP performs
backup of files in all tablespaces, control files and redo log files.

5. Specify credentials that will be used to connect to the database as the argument for the -u (-user)
parameter. For details, see SAP Documentation.

For the fill list of BRBACKUP parameters, see the Command Options for BRBACKUP section of the SAP Database
Guide: Oracle.

Incremental Backup

You can perform an incremental backup by using the BRBACKUP command with the rman util parameter. An
incremental backup contains the changed data from the last full backup. Incremental backups use less media
and resources than full backups.

Example: Performing Incremental Backup in Online Mode

brbackup -p $Oracle HOME/dbs/veeam initSID.sap -t online -d rman util -m incr -
u <user>/<password>
Run the brbackup command with the following parameters:

1. Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) as the
argument for the -p (-profile) parameter.

2. Specify online force asthe argument for the -t (-type) parameter. With this option, BRBACKUP
performs backup of the database in the online state.

3. Specifyutil file asthe argument for the -d (-device) parameter.
4, Set incr as the argument for the -m (-mode) parameter.

5. Specify credentials that will be used to connect to the database as the argument for the -u (-user)
parameter. For details, see SAP Documentation.

To see all brbackup command options, see the Command Options for BRBACKUP section of the SAP Database
Guide: Oracle.
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Backup Job in Veeam Backup & Replication

After you start a backup process with BRBACKUP, Veeam Backup & Replication creates a backup job object. You
can use this job to view the statistics on the backup process, generate backup job reports or you can also disable
the backup job.

You cannot launch or edit SAP on Oracle backup job objects in the Veeam Backup & Replication console. You can
manage backup operations only on the SAP on Oracle side using BR*Tools.

Mind that Veeam Backup & Replication generates the backup job name based on names of the SAP on Oracle
server and selected repository.

NOTE

Due to specifics of the SAP on Oracle backup process, the progress bar of a running SAP on Oracle backup
job is not available.

To view details of a backup job process, do the following.
1. Open the Veeam Backup & Replication console.

2. Inthe Home view, expand the Jobs node and click Backup.

3. Inthe list of jobs, select the BR*Tools backup job to see details of the current backup process or the last
backup job session.
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Generating Backup Job Reports

Veeam Backup & Replication can generate reports with details about an BR*Tools backup job session
performance. The session report contains the following session statistics: session duration details, details of the
session performance, amount of read, processed and transferred data, backup size, compression ratio, list of

warnings and errors (if any).
1. Open the Home view.

2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Report on the ribbon. You can also right-click the
job and select Report.

Disabling Backup Job

You can disable BR*Tools backup jobs in the Veeam Backup & Replication console. If you disable the job, you
will not be able to run BR*Tools backup commands on the SAP on Oracle server.

To disable a backup job:
1. Open the Home view.

2. Intheinventory pane, select Jobs.

3. Inthe working area, select the necessary job and click Disable on the ribbon. You can also right-click the
job and select Disable.
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Database Recovery

With the configured Veeam Plug-in you can restore Oracle databases from the backups that reside on backup
repositories. All restore operations are performed on the SAP BR*Tools side.

Keep in mind that examples provided in this section are for demonstration purposes only. To see the full restore
functionality of SAP BR*Tools, see the BR*Tools for Oracle DBA Guide.

To learn how to recover Oracle databases from backups created by Veeam Plug-in for SAP on Oracle, see:
e Restoring Oracle Databases
e Restoring Redo Logs
e Recovering Databases to Other Servers (System Copy)
e Restore from Backup Copy

e Restore from Hardened Repository
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Oracle Databases Restore

Veeam Plug-in for SAP on Oracle allows to restore databases using the BRRESTORE tool functionality. When you
launch the restore, BRRESTORE restores the selected database from backup files stored on the backup
repository.

By default, BRRESTORE uses the initSID. sap initialization profile. Thus, you must specify the -p
$Oracle HOME/dbs/veeam initSID.sap parameter in the restore commands.

For details on all restore options, see the Command Options for BRRESTORE section of the SAP DATABASE
Guide: Oracle.

Example: Performing Full Restore of SAP on Oracle Database

brrestore -d util file -p SOracle HOME/dbs/veeam initSID.sap -b last -m full

Run the brrestore command with the following parameters:

1. Depending on which backup you want to restore from, use the util file or rman util option as the
argument for the -d (-device) parameter. If the backup was created by Backint, use util file. If the
backup was created by RMAN, use rman util.

2. Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) as the
argument for the -p (-profile) parameter.

3. Specify 1ast as the argument for the -b (-backup) parameter. With this option, BRRESTORE uses the
last successful database backup for the restore.

4. Specify full as the argument for the -m (-mode) parameter. With this option, BRRESTORE performs
restore of files in all tablespaces, control files and redo log files.
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Redo Logs Restore

If you want to restore redo log files that were backed up with BRARCHIVE, you can use the BRRESTORE tool. For
details, see the Names of BRRESTORE Details Logs section of the SAP Database Guide: Oracle.

Example: Performing Restore of SAP on Oracle Redo Logs

brrestore -d util file -p SOracle HOME/dbs/veeam initSID.sap -a 1-100

Run the brrestore command with the following parameters:

1. Depending on which backup you want to restore from, use the util file or rman_ util option as the
argument for the -d (-device) parameter. If the backup was created by Backint, use util file. If the
backup was created by RMAN, use rman_util.

2. Specify the path to the initialization profile file ($0racle HOME/dbs/veeam initSID.sap) asthe
argument for the -p (-profile) parameter.

3. Specify the log sequence number interval as the argument for the -a (-archive) parameter. This option
defines which log files must be restored.
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Database Restore to Another Server (System
Copy)

You can restore SAP on Oracle databases from Veeam Plug-in backups to another server. To restore databases
to another server, you must reconfigure settings of Veeam Plug-in as shown below.

For security reasons, you can restore databases to another server only in the following condition. The account
you use to connect to Veeam Backup & Replication server must be the same account that performed the backup
of the source system. If you want to use another account, you can assign the Veeam Backup Administrator or
Veeam Restore Operator roles to the required account. For details on assigning Veeam Backup & Replication
roles, see the Users and Roles section of the Veeam Backup & Replication User Guide.

Procedure

To restore databases to another server, you must reconfigure settings of Veeam Plug-in as shown below:

1. Goto /opt/veeam/VeeamPluginforSAPOracle and run the following command to select the source
server whose backups you want to use during restore.

VM2ADM: /opt/veeam/VeeamPluginforSAPOracle> SapOracleBackintConfigTool --se
t-restore-server

2. Select the required SAP on Oracle server.

Select source SAP on Oracle server to be used as a restore target:
0. To disable this functionality.

1. saporacleOl

Enter server number: 1

3. Specify a backup repository where the required backup files are stored.

Available backup repositories:
1. win repo02

2. main_repo

Enter server number: 2

NOTE

e The account used to connect to Veeam Backup & Replication server must have access
permissions on the required repository. Otherwise the repository will not be displayed in the
list of available repositories. To learn how to configure access permissions on repositories, see
Setting Up User Permissions on Backup Repositories.

e The wizard does not import existing backups from the repository. To perform a System Copy
restore from the imported backup, you must map the backup. For details, see Importing
Backups.

4, Perform the restore to another server.
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5. After the restore, you must revert back the restore-server option of the Veeam Plug-in configuration
wizard. Otherwise, you will not be able to restore data from the actual server backup file. If you perform
only restore to other server, leave this setting enabled. It will not affect the backups of the actual system.

To disable the functionality, run the --set-restore-server command and enter O.

SapOracleBackintConfigTool --set-restore-server

Select source SAP on Oracle server to be used as a restore target:
0. To disable this functionality.

1. saporacleOl

Enter server number: 0
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Restore from Backup Copy

You can restore Oracle databases from backups and backup copies. To restore from backup copies, you must
enable the restore from backup copy option in the Veeam Plug-in wizard.

IMPORTANT

If the restore from backup copy option is enabled, you cannot back up databases using Veeam Plug-in, and
you cannot restore from backups created by primary Veeam Plug-in backup jobs. You can restore only from
backup copy files until you disable the restore from backup copy option.

For instruction on how to enable/disable the restore from backup copy option, see the following guides:
e Enabling Restore from Backup Copy

e Disabling Restore from Backup Copy

Enabling Restore from Backup Copy

To be able to restore from backup copies, do the following:

1. In the machine where Veeam Plug-in is installed, open the terminal and run the following command:
SapOracleBackintConfigTool --configure-restore-from-copy
2. Select the number of the backup copy job you want to use:

Select secondary job for failover:

0. Disable

1. Plug-ins backup copy job\linuxgOl SAP Oracle backup <servl0 repo>
Select secondary job for failover:1l

IMPORTANT

The account used to connect to the Veeam Backup & Replication server must have access
permissions on the required repository.

Disabling Restore from Backup Copy

To be able to back up with Veeam Plug-in and restore from backups, disable the restore from backup copies (set
the parameter back to 0):

SapOracleBackintConfigTool --configure-restore-from-copy
Select secondary job for failover:
0. Disable

1. Plug-ins backup copy job\linuxg0l SAP Oracle backup <servl0 repo>
Select secondary job for failover:0
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Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. To do this, complete the following steps:

1. Runa Veeam Plug-in backup job to create a new Veeam Plug-in backup in a Veeam backup repository. The
backup will consist of the VAB, VASM and VACM files.

2. Inthe backup repository folder, replace the VAB and VASM files created at the step 1 with the VAB and
VASM files from the hardened repository.

3. Inthe Veeam backup console, run the backup repair operation. Veeam Backup & Replication will generate
a new VACM file using information from the VASM files. For details, see Repairing Backup.

Once the backup job metadata file is re-created, you can use Veeam Plug-in to restore your data.

Repairing Backup

If you want to restore data from an immutable backup that resides in a hardened repository, you can use the
Repair operation. During this operation, Veeam Backup & Replication will generate a new backup job metadata
(VACM) file using information from the backup metadata (VASM) files.

IMPORTANT

This operation is intended only for a situation where the backup job metadata file has been lost as a result
of malware activity or unplanned actions. Re-creation of the backup job metadata file for other purposes is
not supported.

Before you start the repair operation, you must disable the backup job that created the backup. Otherwise,
Veeam Backup & Replication will display a message notifying that the job must be disabled.

To repair a backup:
1. In the Veeam Backup & Replication console, open the Home view.
2. Intheinventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Repair.
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Retention of SAP on Oracle Backups

To set an automatic removal of old backups, you can use the retention policy of Veeam Plug-in for SAP on
Oracle. The --set-force-delete command of Veeam Plug-in automatically deletes backup files which are

older than specified number of days. For details, see Configuring Retention Policy for Backups.

Also, you can manually delete backups from a backup repository using the Veeam Backup & Replication console
and. For details, see Deleting Backups Manually Using Veeam Backup & Replication Console.
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Configuring Retention Policy for Backups

Veeam Plug-in for SAP on Oracle has a functionality that automatically deletes backup files which are older than
specified number of days. For example, you can use it if a backup repository contains backup files that are no
longer in the backup catalog.

1. To enable automatic deletion of backup files, run the following command.
SapOracleBackintConfigTool --set-force-delete

2. Enter the number of days after which Veeam Plug-in will delete backup files on all configured backup
repositories.

Garbage collector automatically deletes backup files older than the specif
ied number of days.

Make sure the number of days value exceeds your retention policy.

To disable this functionality, set the number of days to 0.

Enter the number of days to delete backups after, between 7 and 999 [0]:

By default, the force delete functionality is disabled (set to 0).

IMPORTANT

A value for the number of days setting must be at least 1 backup generation period longer than the
retention period for your Oracle Database backups. Otherwise, Veeam Plug-in will delete earliest backups
created within the retention period.
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Deleting Backups Manually

Apart from configuring the retention policy, you can delete backups manually from backup repositories using
the Veeam Backup & Replication console.

NOTE
If you remove backups from a backup repository manually, the backup catalog will not be updated.

To remove a backup from a backup repository, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Inthe Inventory pane, select Backups.

3. Inthe working area, right-click the backup job object name and select Delete from disk.
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Removing Backups from Configuration

If you want to remove records about backups from the Veeam Backup & Replication console and configuration
database, you can use the Remove from configuration operation.

When you remove a backup from the configuration, backup files (VAB, VASM) remain on the backup repository.
You can import backup files later and restore from them.

To remove a backup from configuration:
1. Open the Home view.
2. Inthe inventory pane, select Backups.

3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Remove from configuration.
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Backup Copy for SAP on Oracle Backups

Having just one backup does not provide the necessary level of safety. The primary backup may get destroyed
together with production data, and you will have no backups from which you can restore data.

To build a successful data protection and disaster recovery plan, it is recommended that you follow the 3-2-1
rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store the copies of your data, for example, local
disk and cloud.

e 1: You must keep at least one backup offsite, for example, in the cloud or in a remote site.

Thus, you must have at least two backups and they must be in different locations. If a disaster takes out your
production data and local backup, you can still recover from your offsite backup.
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Creating Backup Copy Job

Veeam Backup & Replication offers the backup copy functionality that allows you to create several instances of
the same backup in different locations, whether onsite or offsite. Backup copies have the same format as those
created by backup jobs and you can recover your data from them when you need it.

Veeam Backup & Replication fully automates the backup copy process and lets you specify retention settings to
maintain the desired number of restore points, as well as full backups for archival purposes. Backup copy is a
job-driven process. When enabled, the backup copy job for Veeam Plug-in backups runs continuously. For more
details on how it works, see the Backup Copy section of the Veeam Backup & Replication User Guide.

To copy backups to a secondary location, you must configure a backup copy job. The backup copy job defines
how, where and when to copy backups. One job can be used to process backups of one or more machines.

You can configure a job and start it immediately or save the job to start it later.

Before creating a job, check prerequisites. Then use the New Backup Copy Job wizard to configure a backup
copy job.

—_

Launch Backup Copy Job wizard.
Specify a job name and description.
Selects backups to process.

Define backup copy target.

Specify advanced settings.

Define backup copy schedule.

N o v AW N

Finish working with the wizard.

Before You Begin

Before you create a backup copy job, check the prerequisites and limitations:

e Backup infrastructure components that will take part in the backup copy process must be added to the
backup infrastructure and properly configured. These include source and target backup repositories
between which backups must be copied.

e The target backup repository must have enough free space to store copied backups. To receive alerts
about low space on the backup repository, configure global notification settings. For more information,
see Specifying Other Notification Settings.

e For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a backup
copy target.

e If you have upgraded the backup files, make sure that you have upgraded Veeam Plug-in on the source
server. If the plug-in is not upgraded to version 12 and you convert backup copy files to backup files, then
the next backup job runs will fail.
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Step 1. Launch Backup Copy Job Wizard

To create a backup copy job, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Click the Backup Copy tab and select Application-level backup.

Veeam Backup and Replication

View

co
& B 2 ¢

L
Backup Replication CDP Backup  Import Best Practices
Job~  Job- Policyr  Copyr  Backup Analyzer

Primary Jobs SeC @ |mage-level backup...
Home 3] Application-level backup... s e to search for
4 Ty Jobs Name t Type Objects Status Last Run Last Result Next Run Target

[] Applications Plug-ins [E" Backup Policy for SAP...  SAP HANA Backup 4 dle 31 minutes ago 2/3/2023 10:00PM  Default Backup Repository
4 E5 Backups

¥, Disk

> [ Lest 24 Hours

A Home
E@ Inventory

(33 Beckup Infastructure

@ Files
[ oy

Connectedto: localhost ~ Build: 12001402 Enterprise Plus Edition  License expires: 118 days remaining
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Step 2. Specify Job Name and Description

At the Job step of the wizard, specify a name and description for the backup copy job.

1. In the Name field, enter a name for the job.

2. Inthe Description field, enter a description for the job. The default description contains information about
the user who created the job, date and time when the job was created.

Mew Backup Copy Job

X
w Job
I—-——I Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
I:l data to achieve compliance with the 3-2-1 backup rule.

| Backup Copy Job for Database Servers with SAP HANA

Objects
Description:
Target Backup Copy Job for an application backup policy for database servers protected with Veeam Plug-
ins for SAP HANA
Schedule
Summary

< Previous Mext = Finish
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Step 3. Select Backups to Process

At the Object step of the wizard, select machines whose backups you want to copy to the target repository.
1. Click the Add button and select from which entity you want to process the machines.

o From jobs: You can select Veeam Plug-in backup jobs. When a backup copy job runs, Veeam Backup &
Replication will search for backup files created by selected jobs.

o From repositories: You can select repositories where Veeam Plug-in backups are stored. When a
backup copy job runs, Veeam Backup & Replication will search for backup files created by Veeam
Plug-in in selected repositories.

2. Use the Remove button if you want to remove selected jobs or repositories from processing.

3. If you have added jobs from a repository and want to exclude from processing some of the backup jobs on
the selected repository, click Exclusions and select the jobs that you want to exclude.

Mew Backup Copy Job

w Objects
I—-——I Add cbjects to process with this job. You can add individual plug-in jobs, or entire backup repositories as the source,

Objects to process:

Narme Type T | Add...
_ @ Backup Policy for SAP HANAMinuxsrv003 5. SAP HANA P
ne e

Job

Target

o Exclsions..
Exclusions...

Summary

< Previous | | Mext = Finish
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Step 4. Define Backup Copy Target

At the Target step of the wizard, configure the target repository settings.

1.

From the Backup repository list, select a backup repository in the target site where copied backups must
be stored. When you select a target backup repository, Veeam Backup & Replication automatically checks
how much free space is available on it. Make sure that you have enough free space to store copied
backups.

IMPORTANT

For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a
backup copy target.

If the target repository contains a Veeam Plug-in backup that was excluded from the backup copy job, and
if you don't want to transfer duplicate data, you can use the mapping feature.

After you configure mapping, if some of backup files (VAB) of the source backup are missing in the target
backup copy, these files are uploaded to the target backup copy.

NOTE

Veeam Plug-in backup copy jobs do not use WAN accelerators.

To map a backup copy job to the backup:
a. Click the Map backup link.

b. Point the backup copy job to the backup in the target backup repository. Backups in the target backup
repository can be easily identified by backup job names. To facilitate search, you can use the search
field at the bottom of the window.

IMPORTANT
e Used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.
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3. You can specify the number of days after which the backup copy will be deleted from the repository. Note
that the countdown starts from the moment when source backup has been created.

Mew Backup Copy Job

w Target
I—-——I Specify the target backup repository and number of days to keep application backups for.

Job Backup repository:

| Off-Site backup Repository (Created by BACKUPSERVERDOT\Administrator at 2/3/2023 6:22 PM.) ~
R £ 81.0 GB free of 129 GB Map backup
Schedule
Summary

Click Advanced to specify notifications settings.
< Previous | | Mext = Finish
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Step 5. Specify Advanced Settings

At the Target step of the wizard, click Advanced to configure storage, RPO warning, and notifications settings.
e Storage settings
e RPO warning settings

e Notification settings

Storage Settings

At the Storage tab, define compression and deduplication settings.

By default, Veeam Backup & Replication performs deduplication before storing copied data on the target backup
repository. Deduplication provides a smaller size of the resulting backup file but may reduce the job
performance.

1. You can disable data deduplication. To do this, clear the Enable inline data deduplication check box.

2. From the Compression level list, choose a compression level to be used: Auto, None, Dedupe-friendly,
Optimal, High or Extreme. The recommended level of compression for backup copy jobs is Auto. In this
case, Veeam Backup & Replication uses compression settings of the copied backup files. For more
information, see Compression and Deduplication.

Advanced Settings X
Mew Backup Copy Jo Storage | RPO Monitor | Notifications | X
—_w— Target Data reduction
Specify th
= pecify Enable inline data deduplication (recommended)
Compression level:
o |.Auto (recommended) v |
of
Use this option to keep the existing compression level. /2023 6:22 PM) v
Objects Map backup
Schedule
Summary

Advanced...

h Cancel

][ |
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RPO Warning Settings

At the RPO Monitor tab, specify RPO warning settings.

Enable the Warn me if backup is not copied within check box and specify the time period in minutes, hours, or
days.

If the backup copy is not created within the specified time period, the backup copy job will finish with the
Warning status. The countdown starts from the moment when the required backup is finished and ready to be
copied.

Adwvanced Settings X
New Backup Copy Joll [ gtorage | RPO Monitor | Notifications ~
_w Target Alert me:
I———I Specify th
I:l pecify When new backup is not copied within | 24 C | ‘ hours  ~ ‘
Monitors compliance with your offsite RPO by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over
o to the target repository within the specified time,
/2023 6:22 PM)  ~
e Map backup
Schedule
Summary

-

Cancel

][ |

Notification Settings

At the Notifications tab, to specify notification settings for the backup copy job:
1. At the Target step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully. SNMP traps will be sent if you specify global SNMP settings in Veeam Backup &
Replication and configure software on recipient's machine to receive SNMP traps. For more information,
see Specifying SNMP Settings.

4. Select the Send email notifications to the following recipients check box if you want to receive
notifications by email in case of job failure or success. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.
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5. Veeam Backup & Replication sends a consolidated email notification once for the specified backup copy
interval. Even if the synchronization process is started several times within the interval, for example, due
to job retries, only one email notification will be sent.

6. Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see Configuring Global Email Notification Settings.

7. Atthe Send at field, specify the time when you want to receive notifications. Note that you will receive a
notification on the job status once a day.

8. You can choose to use global notification settings or specify custom notification settings.

o To receive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup
server. For more information, see Configuring Global Email Notification Settings.

o To configure a custom notification for a job, select Use custom notification settings specified below.
You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %VmCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

ii. Select the Notify on success, Notify on warning and Notify on error check boxes to receive email
notification if data processing within the backup copy interval completes successfully, fails or
completes with a warning.

Advanced Settings X

MNew Backup Copy Jo | Storage | RPO Monitor | Motifications

[—W] Target Send SNMP natifications for this job
Specify th

Send e-mail notifications to the following recipients:

| administrator@tech.local |

Job Send daily summary at: | 10:00 PM : o
(® Use global notification settings /2023 522 FM) v

Map backup

Objects

Schedule

(O Use custom netification settings specified below:

Summary

Advanced...

:

][ |
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Step 6. Define Backup Copy Schedule

At the Schedule step of the wizard, define a time span in which the backup copy job must not transport data
between source and target backup repositories. For more information, see Backup Copy Window.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. Inthe schedule box, select the desired time area.

3. Use the Enable and Disable options to mark the selected area as allowed or prohibited for the backup copy
job.

Mew Backup Copy Job X

Schedule

I—-——II Specify the backup copy job schedule,

Job This job can transfer data:
i (@) Any time (continuously)
S (® During the following time periods only:
Target ( A - (
_ Al None 12 2 4 6 8 0 12 2 4 6 8 10 12
1 E 5 T L] 11 1 E 5 T L] 11
S
o o || [ ]
Mondsy ] HENEN
Tuesday
Wednesday
Thursday

Friday llll .l.l.l
socy [ HHTHEHIEEENEEENEEREREE

B Enabled Disabled

< Previous Apply Finish Cancel
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Step 7. Review Backup Copy Job Settings

At the Summary step of the wizard, complete the procedure of backup copy job configuration.

1. Review details of the backup copy job.

2. Select the Enable the job when I click Finish check box if you want to start the job right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Backup Copy Job

_W Summary
= You can copy the configuration information below for future reference.

Job Summary:

Marne: Backup Copy Job for Database Servers with SAP HANA
Objects Target Path: C:\Backups

Type: Backup Copy
Target Source items:

Backup Policy for SAP HANAnuxsrv003 SAP backint backup (Default Backup Repositary)
Schedule

Enable the job when | click Finish

Next > B || Tares
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Converting Backup Copy to Backup

If you have imported backup copy files created by a backup copy job from another repository, you can convert
them into regular backup files. When you convert backup copy files to regular backup files, Veeam Plug-in
creates a backup job and adds attaches the converted backup files to it. You can use this backup job to continue
the backup chain and use converted backup files as a restore point.

If you have imported backups created by a backup copy job from another repository, you can convert them into
regular backup files. When you convert backup copy files to regular backup files, Veeam Plug-in creates a
backup job and adds attaches the converted backup files to it. You can use this backup job to continue the
backup chain and use converted backup files as a restore point.

You can convert imported Veeam Plug-in backups into regular Veeam Plug-in backup files in the following
cases:

e If you have deleted a backup copy job which created the backup copy.
e If you have excluded a backup job from a backup copy job that used multiple backup jobs as a source.
e If you have imported a Veeam Plug-in backup copy from another repository.

NOTE
If you want to restore from a backup copy, you don't need to convert the backup copy to backup. For
details, see Restore from Backup Copy.

Converting Backup Copy to Backup for SAP HANA

To convert a backup copy to a primary backup, use the --promote-backup-copy-to-primary parameter as shown
below:

SapOracleBackintConfigTool --promote-backup-copy-to-primary

Backup copies available for promotion to primary backup:

1. Backup Copy Job 1\saprhelOl-localdomain SAP backint backup (Default Backup R
epository)

Select backup: 1

Promotion of backup copy to a primary backup will reconfigure the plug-in to us
e a different repository. Continue? (y/N): y

IMPORTANT

[For servers with the customServerName option] To avoid failure of conversion of backup copies, the
server name must be the same as the name used in the backup copy.

254 | Veeam Plug-ins for Enterprise Applications | User Guide



Logs and Support

If you have any questions or issues with Veeam Plug-in for SAP on Oracle or Veeam Backup & Replication, you
can search for a resolution on Veeam Community Forums or submit a support case on the Veeam Customer
Support Portal.

When you submit a support case, we recommend that you attach log files related to Veeam Plug-in operations.

Veeam Plug-in Logs

To export Veeam Plug-in logs, do the following:
1. On the Veeam Backup & Replication server, go to $PROGRAMDATAS%\Veeam\Backup\Plugin.

2. Copy logs of the required backup or restore process.

SAP Backint Logs

To export SAP Backint logs, on the SAP on Oracle server, go to /tmp/veeam plugin logs/<user name>/
and copy the following files:

e SapOracleBackint.log
e SapBackintOracleManager.log

e Agent.Source.log

BRTools Logs

The Detail and Summary logs of BRTools are stored in the /oracle/SID/sapbackup and
/oracle/SID/saparch directories.

For details, see the following sections of the SAP Database Guide: Oracle: BRBACKUP Logs, BRRESTORE Logs,
BRARCHIVE Logs, BRRECOVER Logs.
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Veeam Plug-in for Microsoft SQL Server

Veeam Plug-in for Microsoft SQL Server is a backup tool for Microsoft SQL Server databases. Veeam Plug-in
integrates with Microsoft SQL Server Management Studio and transfers database backups and transaction log
backups to backup repositories configured in Veeam Backup & Replication.

Database administrators can use Veeam Plug-in for Microsoft SQL Server to create native application-level
backups of Microsoft SQL Server data. Compared to image-level backups created by Veeam Backup &
Replication, Veeam Plug-in offers more flexible scenarios for database backup. In particular, Veeam Plug-in
users can back up and restore individual Microsoft SQL Server databases, as well as configure independent
backup schedule for full, differential and log backups using the SQL Agent Job functionality of Microsoft SQL
Server.
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How Veeam Plug-in for Microsoft SQL
Server Works

Veeam Plug-in for Microsoft SQL Server performs backup of Microsoft SQL Server databases in the following
way:

1. When the backup process is started for the first time, Veeam Plug-in connects to the Veeam Backup &
Replication server and creates the backup job.

2. At the backup process start (upon schedule or manually), the M5SSQLRecoveryManager service of Veeam
Plug-in instructs Microsoft SQL Server to back up a database.

3. The MSSQLRecoveryManager service starts the source Veeam Data Mover on the Microsoft SQL Server
machine, and Veeam Backup Manager in Veeam Backup & Replication starts the target Veeam Data Mover
on the Veeam backup repository.

4. Microsoft SQL Server starts the database backup process targeted at a VDI Device — a virtual device that
impersonates itself as a backup storage. For each backed-up database, a separate VDI Device is created.
The number of VDI Devices also depends on the number of parallel data streams that you specify when
configuring backup settings. For more information, see Parallel Database Processing.

5. The source Veeam Data Mover reads the backup data from VDI Devices and transfers it to the target
Veeam Data Mover.

6. The target Veeam Data Mover writes the backup data to the backup repository.

Microsoft SOL Weeam Plug-in
Server ) Veeam Backup
| i & Replication Server
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— Workload transport
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Parallel Database Processing

Veeam Plug-in allows you to back up the same Microsoft SQL Server database in multiple parallel streams. To
do this, you must specify the necessary number of data streams when configuring backup settings. For each
data stream, a separate VDI Device is created.

Microsoft SOL Veesam Plug-in :
Server , Veeam Backup |
| | & ReplicationServer
4 3r————"—————--—--5 ' |
i i 1 [}
J J 1 [}
[ [ I ;
I I 1 i
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|
|_ 4 | Source Data Target Data Backup
Microsoft Mover Mover Repasitary
S0LServer
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Microsoft SOL BackupRepository
Server server

— Workload transport

----# Management connection
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If you back up multiple databases simultaneously, a separate VDI Device is created for each backed-up database.
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Planning and Preparation

Before you start to use Veeam Plug-in for Microsoft SQL Server, read the environment planning
recommendations and make sure that your environment meets system requirements.

e System Requirements

e Permissions

e Ports

e Licensing

e Veeam Environment Planning

e Access and Encryption Settings on Backup Repositories
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System Requirements

Before you start using Veeam Plug-in for Microsoft SQL Server, make sure the requirements listed below are
met.

0s 64-bit versions of the following operating systems are supported:

e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server 2012 R2

Note: Server Core installations of Microsoft Windows Server OSes are not supported.

Microsoft SQL The following Microsoft SQL Server versions are supported:

. e Microsoft SQL Server 2022
e Microsoft SQL Server 2019
e Microsoft SQL Server 2017
e Microsoft SQL Server 2016
e Microsoft SQL Server 2014 SP3

e Standard, Enterprise, Web, Developer editions of Microsoft SQL Server are
supported.

e Express edition of Microsoft SQL Server is not supported.

e Windows Server Failover Clusters are supported, both with shared disks and
Cluster Shared Volumes (CSV).

o Always On Availability Groups, Always On Clusterless Availability Groups and
Always On Failover Cluster Instances are supported.

e Distributed Availability Groups are not supported.

Microsoft SQL Veeam Plug-in Toolbar requires Microsoft SQL Server Management Studio 18x.

Server

Management Note: Remote connections from Microsoft SQL Server Management Studio are not
Studio supported.

Veeam Backup & Veeam Plug-in for Microsoft SQL Server supports integration with Veeam Backup &
Replication Replication version 12 or later.

Network Veeam Plug-in should be able to establish a direct IP connection to the Veeam Backup

& Replication server. Thus, Veeam Plug-in cannot work with the Veeam Backup &
Replication server that is located behind the NAT gateway.
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Permissions

Mind the required permissions for the following user accounts.

User That Performs Veeam Plug-in Installation

The account used for installing and updating Veeam Plug-in must be a member of the local Administrators
group. Local administrator permissions are required to install and manage Veeam Plug-in Toolbar in Microsoft
SQL Server Management Studio.

User That Performs Backup and Restore

To be able to connect to a Microsoft SQL Server instance, the account used for starting Microsoft SQL Server
backup and restore processes must be added to the following roles:

e public

e sysadmin

Veeam Backup & Replication User

The account that is used to authenticate against Veeam Backup & Replication must have access permissions on
required Veeam backup repository servers. To learn how to configure permissions on repositories, see Granting
Access to Repositories.

Veeam Plug-in for Microsoft SQL Server uses Windows authentication methods of the Veeam Backup &
Replication server to establish a connection to this server and to the backup target. It is recommended to create
one user for each standalone Microsoft SQL Server or failover cluster with Veeam Plug-in.

To work with backups created by Veeam Plug-in, you can use only the same account that was used for creating
the backup. If you want to use another account, assign the Veeam Backup Administratorrole or Veeam Backup
Operatorand Veeam Restore Operatorroles to the account. To learn how to assign Veeam Backup & Replication
roles, see the Users and Roles section of the Veeam Backup & Replication User Guide.
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Ports

To enable proper operation of Veeam Plug-in for Microsoft SQL Server, make sure that the following ports are
open.

Microsoft SQL Server

The following table describes network ports that must be opened to ensure proper communication of the Oracle
server and backup infrastructure components.

Default port used for communication with
the Veeam Backup & Replication server.

Veeam
gzicnltiigt?on TCP 10006 Note that data be_twe.en _Veeam Plug-ins
and backup repositories is transferred
server directly, bypassing the Veeam Backup &
Replication server.
Microsoft
SQL Server
:’/V::;fn rB:;cIj:i?ory Default_ range of ports used as data
Plug-in is server or TCP 2500 to transmission channels. For every TCP
installed gateway 3300%** connection that a backup process uses,
. one port from this range is assigned.
server
; 6791+;
gﬂelf\:Z?Oft >at TCP Local connections between Veeam Plug-in
2500 to and source Data Movers.
(localhost) 3300**

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway
Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added
components.

Backup Repositories and Gateway Servers

Depending on the type of backup repositories that you use for Veeam Plug-in backups, the following ports must
be open to allow communication between backup infrastructure components.

-

Veeam chggiﬁc)or Default range of ports used as data

Backup & P y 2500 to transmission channels. For every TCP
L server or TCP o .

Replication Jtewa 3300 connection that a backup process uses,

server gerver*y one port from this range is assigned.
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Port used as a control channel from the
Veeam Plug-in server to the target Linux
host.

Ports used as a management channel from
the Veeam Plug-in server to the
Repository/Gateway server. Also, the ports
are used to deploy Veeam components.

Default ports used by the Veeam Installer
Service and Veeam Data Mover Service

Default port used by SMB transport
protocol.

SMB/Netbios name resolution for SMB
protocol (needed in some cases). For
details, see the Used Ports section of the
Veeam Backup & Replication User Guide.

Standard NFS ports used as a transmission
channel from the gateway server to the
target NFS share.

Port used to assign a random port for the
mountd service used by NFS and
DDBOOST. Mountd service port can be
statically assigned.


https://helpcenter.veeam.com/docs/backup/vsphere/used_ports.html?ver=120

From

or
Gateway
server

_

For more
information,
see this Dell
KB article.

HPE StoreOnce

Veeam
Backup &
Replication
server

or
Gateway
server

ExaGrid

Veeam
Backup &
Replication
server

Quantum
DXi

Veeam
Backup &
Replication
server

HPE
StoreOnce

ExaGrid

Quantum DXi

TCP 2049
TCP 2052
9387
TCP
9388
TCP 22
TCP 22

Main port used by NFS. To change the
port, you can use the ‘nfs set server-
port’ command. Note that the command
requires SE mode.

Main port used by NFS MOUNTD. To
change the port, you can use the 'nfs
set mountd-port' command. Note
that the command requires SE mode.

Default command port used for
communication with HPE StoreOnce.

Default data port used for communication
with HPE StoreOnce.

Default command port used for
communication with ExaGrid.

Default command port used for
communication with Quantum DXi.

* For NFS share, SMB share repositories, and Dell Data Domain, HPE StoreOnce deduplication storage appliances, Veeam
Backup & Replication uses an auxiliary backup infrastructure component — gateway server. For details, see the Gateway

Server section of the Veeam Backup & Replication User Guide.

** This range of ports applies to newly added backup infrastructure components. If you upgrade to Veeam Backup &
Replication 10.0 from earlier versions of the product, the range of ports from 2500 to 5000 applies to the already added

components.

For detailed list of ports used by Veeam Backup & Replication server and backup repositories, see the Used Ports

section of the Veeam Backup & Replication User Guide.
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Licensing

To use the Veeam Plug-in functionality, you must have a valid Veeam Backup & Replication license. Licenses are
installed and managed on the Veeam Backup & Replication server that is connected to the Veeam Plug-in server.
If the license is not valid or out of resources, Veeam Plug-in backup jobs fail.

This guide provides information only on specifics of Veeam licenses for Veeam Plug-ins. For terminology and
general information about Veeam Licensing, see Veeam Licensing Policy.

Licensed Objects

A Microsoft SQL Server machine with Veeam Plug-in is assumed protected if it has been processed by a Veeam
Plug-in backup job in the last 31 days.

If you use any instance-based (Veeam Universal Licensing) license in Veeam Backup & Replication, you do not

need to install any additional licenses. A protected server with Veeam Plug-in consumes one instance unit from
the license. Servers processed by backup copy jobs are not regarded as protected machines, these types of jobs
provide an additional protection level for machines that are already protected with Veeam Plug-in backup jobs.

A machine protected by both Veeam Plug-in and Veeam Backup & Replication will consume a license only once.
For example, you have Microsoft SQL Server that you back up using Veeam Plug-in. You also back up this server
using image-level backup functionality of Veeam Backup & Replication. In this case, only one license will be
consumed.

NOTE

[For Perpetual per-socket licenses] If you are using a legacy perpetual per-socket license, a license is
required for each hypervisor CPU socket occupied by protected Oracle servers.

A socket is consumed from the license only if the hypervisor where protected servers reside is added to the
Veeam Backup & Replication infrastructure. If the hypervisor is not added to the Veeam Backup &
Replication infrastructure, an instance unit will be consumed from the license. To learn how to add a
hypervisor to the Veeam Backup & Replication infrastructure, see the Virtualization Servers and Hosts
section of the Veeam Backup & Replication User Guide.

IMPORTANT

The license is required for all cluster nodes, even if Veeam Plug-in is installed only on one of the nodes.

266 | Veeam Plug-ins for Enterprise Applications | User Guide


https://www.veeam.com/licensing-policy.html
https://www.veeam.com/universal-licensing.html
https://helpcenter.veeam.com/docs/backup/vsphere/setup_add_server.html?ver=120

Supported License Types

You can use Veeam Plug-ins with the following license types and packages. Note that this guide contains
information on specifics of Veeam license packages only for Veeam Plug-ins. For the full list of license packages,
see Pricing and Packaging.

e For Veeam Universal Licensing:

You can use Veeam Plug-ins with all license packages ( Veeam Backup Essentials, Veeam Backup &
Replication, Veeam Availability Suite).

Note that if you use the Rentallicense type, functionality of Veeam Plug-ins is supported only for the
Enterprise Plus edition of Veeam Backup & Replication.

e For Perpetual Socket license:

Functionality of Veeam Plug-ins is supported only for the Enterprise Plus edition of Veeam Backup &
Replication.

Obtaining and Managing Licenses

To learn how to install a license and monitor licensed objects, see the Licensing section in the Veeam Backup &
Replication User Guide.
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Veeam Environment Planning

Before you deploy Veeam Plug-in, keep in mind the following requirements and limitations.

Data Streams and Resource Consumption

Any parallel data stream started by Microsoft SQL Server will use one Veeam backup repository task slot. You
can configure the number of backup streams at the Backup Options step of the Back Up Database wizard. It is
recommended to carefully plan repository task slots, so that Microsoft SQL Server can work with multiple
streams in parallel when configured.

The following hardware resources are recommended based on tests on Skylake processors:
e Microsoft SQL Server: 1 CPU core and 200 MB of RAM per currently used backup stream.

e Backup repository server: 1 CPU core and 1 GB of RAM per 5 currently used backup streams.

These resources are recommended only if you use a dedicated backup repository for Veeam Plug-in
backups. If you use the same backup repository for Veeam Plug-in backups and VM backups created by
Veeam Backup & Replication or Veeam Agents, consider adding the mentioned above hardware resources
based on usual load on your backup repository. For details on hardware requirements for a backup
repository, see the System Requirements section of the Veeam Backup & Replication User Guide.

We recommend to contact your Veeam system engineer to optimize the backup stream settings and
resource allocation. Also, note that it is recommended to use a separate backup repository for Veeam
Plug-in backups.

e Veeam Backup & Replication server: during manual metadata operations such as import of backup files,
the Veeam Backup & Replication server needs additional 15 GB of RAM per 1 million files located in the
same backup job folder.

Hosting Environments

Veeam Plug-in uses the hostname of the Microsoft SQL Server machine, Microsoft SQL Server failover cluster or
Always On availability group to create a Veeam Backup & Replication job object and backup folder.

If you have servers that with the same hostname in multiple environments, you must add the following entries
to the plug-in configuration file:

<PluginParameters useFQDNInServerName="true" />

IMPORTANT

For security reasons, it is recommended to use separate repositories for different customers and limit the
Veeam Repository Authentication to the specific customer.
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Access and Encryption Settings on Backup
Repositories

When you configure Veeam Plug-in, you specify an account that must be used to connect to the Veeam Backup
& Replication server. To be able to store backups in a backup repository, the specified account must have access
permissions on the target backup repository.

To grant access permissions, do the following:
1. In Veeam Backup & Replication, open the Backup Infrastructure view.
2. Intheinventory pane, click the Backup Repositories node or the Scale-out Repositories node.

3. Inthe working area, select the necessary backup repository and click Set Access Permissions on the ribbon
or right-click the backup repository and select Access permissions.

Veeam Backup and Replication

Backup Repositery

E X §F W Q€
Set

Add Edit Remove Proxy SetAccess
Repository Repository Repository  Affinity Permissions Location ~

Rescan
Manage Repository Manage Settings Tools
Backup Infrastructure Q) Type in an sbject name to search for

[ Backup Proxies Name T Type Host Path Capacity Free Used Space Description

{5 Backup Repositories i« Default Backup Repositery  Windows snvlitechlocal  E\Backup 2MB  Created by Veeam Backup
temal Repositories

Rescan

Remove
=1 Scale-out Repositories

£ WAN Accelerators
) Service Providers
(1 SureBackup

(Z Managed Servers

Proxy affinity...

Access permissions...

Location 3

[ © [g5l m X ol

Properties...

A Home

E@ Inventory

t‘fg‘g Backup Infrastructure
[0 Fies

(3 History

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 121 days remaining

4. In the Access Permissions window, on the Standalone applications tab specify to whom you want to grant
access permissions on this backup repository:

o Allow to everyone — select this option if you want to grant repository access to any user. This option
is equal to granting access rights to the Everyone group in Microsoft Windows (anonymous users are
excluded). For security reasons, the option is not recommended for production environments.

o Allow to the following accounts or groups only — select this option if you want only specific users to
be able to store backups in this repository. Click Add to add the necessary users and groups to the list.

5. Veeam Plug-ins cannot send backups or backup copies to a backup repository where encryption is
enabled. Thus, make sure that the Encrypt backups stored in this repository check box is not selected.
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6. Click OK.

Access Permissions

Standalone applications

Repository access:
() Deny to everyone
O Allow to everyone

® Allow to the following accounts or groups only

i TECH\john.smith
S TECH\william.fox

[] Enerypt backups stored in this repository
Passwrard:

Manag

Account or group | Add... |

Remove
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Getting Started

To protect Microsoft SQL Server databases with Veeam Plug-in, perform the following operations:

1. Deploy Veeam Plug-in on the machine that runs Microsoft SQL Server. For more information, see Installing
Veeam Plug-in for Microsoft SQL Server.

2. Configure connection between Veeam Plug-in and the backup repository managed by the Veeam Backup &
Replication server. For more information, see Configuring Veeam Plug-in for Microsoft SQL Server.

3. Define what data you want to back up and configure backup settings. For more information, see
Performing Backup.

4. In case of a disaster, you can restore data from a backup. For more information, see Performing Restore.
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Deployment and Configuration

Veeam Plug-in for Microsoft SQL Server is a feature of Veeam Backup & Replication. This guide gives
instructions on how to deploy Veeam Plug-in assuming that you already have deployed Veeam Backup &
Replication and configured a backup repository. To learn how to deploy Veeam Backup & Replication, see the
Veeam Backup & Replication User Guide for your platform.

To be able to use Veeam Plug-in for Microsoft SQL Server, you must complete the following steps:
1. Install the plug-in on the Microsoft SQL Server machine.

2. Configure the plug-in settings.
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Installing Veeam Plug-in for Microsoft SQL
Server

You can install Veeam Plug-in for Microsoft SQL Server using the installation wizard or in an unattended mode
using the command-Lline interface.

NOTE

When you launch Veeam Plug-in installation, the installation wizard also installs Microsoft .NET Framework
4.5.2 if it does not detect this component on the machine. In some cases, installation of .NET Framework
requires a reboot of the machine. This can happen, for example, if you have an earlier version of .NET
Framework installed on the machine, and during the installation process it is used by third-party software.

Installing Veeam Plug-in

Veeam Plug-in for Microsoft SQL Server is an additional component of Veeam Backup & Replication, and the
installation package of the plug-in is included in the Veeam Backup & Replication installation ISO file.

To install Veeam Plug-in for Microsoft SQL Server, do the following:

1. Mount the Veeam Backup & Replication installation disk
(VeeamBackup&Replication 12.0.0.1420.1is0).

If you deploy Veeam backup infrastructure for the first time, you can download the Veeam Backup &
Replication installation disk at: https://www.veeam.com/backup-replication-vcp-download.html.

2. Intheinstallation disk folder, navigate to the P1ugins\Microsoft SQL\x64\ folder.

3. To launch the installation wizard, run the VeeamPluginforMSSQL. exe file.
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4. At the welcome screen of the installation wizard, click Next.

Eﬂg Veeam Plug-in for Microsoft SQL - et

Welcome to the setup wizard of
Veeam Plug-in for Microsoft SQL Server

This setup wizard installs the Veeam Plug-in for Microsoft SQL Server.
The plug-in should be installed directly on the 5QL Server you want to protect.
To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

5. At the License Agreement step of the wizard, follow the links to view license agreements and click |
Accept.

Eﬂg Veeam Plug-in for Microsoft SQL - et

License Agreement

Read the license agreements and accept them to proceed.

Please wiew, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:

* Agree and consent to the terms of Veeam License Agreement and licensing paolicy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Back Cancel
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6. At the Data Location step of the wizard, specify the installation path for Veeam Plug-in and click Install.

By default, the installation wizard installs the product to the C:\Program
Files\Veeam\Plugins\Microsoft SQL\ folder.

g9 Veeam Plug-in for Microsoft SQL - X

Data Location

Specify path for persistent data storage location.

Installation path:

M Browse..

Back Install Cancel
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7. Wait for the installation process to complete and click Finish to exit the wizard.

[ .1
s,

Veeam Plug-in for Microsoft SQL

\/ Successfully installed

Finish
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Installing Veeam Plug-in in Unattended Mode

You can install Veeam Plug-in for Microsoft SQL Server in the unattended mode using the command line
interface. To do this, go to the folder where the VeeamPluginforMssQL. exe file resides and run the
following command:

<path to exe>\VeeamPluginforMSSQL.exe /silent /accepteula /acceptthirdpartylice
nses /acceptrequiredsoftware /acceptlicensingpolicy

where <path to_ exe> is a path to the Veeam Plug-in for Microsoft SQL Server installation file.
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/silent Enables the silent mode.
/accepteula Accepts EULA terms.
/acceptthirdpartylicenses Accepts terms of third-party licenses.

Enables installation of the required software (Microsoft .NET Framework

/acceptrequiredsoftware o
prred 4.5.2) and accepts terms of its license.

/acceptlicensingpolicy Accepts terms of the Veeam licensing policy.

Veeam Plug-in for Microsoft SQL Server uses the following codes to report about the installation results:
e 1000 — Veeam Plug-in for Microsoft SQL Server has been successfully installed.

e 1001 — prerequisite components required for Veeam Plug-in for Microsoft SQL Server have been installed
on the machine. Veeam Plug-in for Microsoft SQL Server has not been installed. The machine needs to be
rebooted.

e 1002 — Veeam Plug-in for Microsoft SQL Server installation has failed.

e 1101 — Veeam Plug-in for Microsoft SQL Server has been installed. The machine needs to be rebooted.
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Configuring Veeam Plug-in for Microsoft SQL
Server

To use Veeam Plug-in, you must configure connection between the Microsoft SQL Server machine, Veeam
Backup & Replication server and backup repository where backup files will be stored.

To configure connection settings, use the Configure Plug-in wizard. The wizard configures Veeam Plug-in
settings and saves the settings to the veeam config.xml file. The file is located in the
$PROGRAMFILES%\Veeam\Plugins\Microsoft SQL\ folder on the machine where Veeam Plug-in is
installed.

TIP

You can also configure Veeam Plug-in for Microsoft SQL Server using the MSSQLConfigTool . exe tool. To
learn more, see Configuring Veeam Plug-in with Command-Line Interface.

To configure Veeam Plug-in, do the following:

1. On the Microsoft SQL Server machine, launch the Configure Plug-in wizard. To do this, do either of the
following:

o Click the Configure Plug-in icon on the desktop.

o From the Microsoft Windows Start menu, select All Programs > Veeam > Configure Plug-in or use the
Microsoft Windows search to find the Configure Plug-in option on your machine.

o In Microsoft SQL Server Management Studio, click the Configure Plug-in button on the toolbar.

o Launch the $PROGRAMFILES%\Veeam\Plugins\Microsoft
SQL\Veeam.Backup.MSSQLPlugin.UI.Configuration.exe file.
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2. At the Backup Server step of the wizard, specify settings to connect to the Veeam Backup & Replication
server:

a. In the Veeam backup server field, specify a DNS name of the Veeam Backup & Replication server.

b. In the Port field, specify the port number over which Veeam Plug-in for Microsoft SQL Server will
communicate with Veeam Backup & Replication. By default, Veeam Plug-in for Microsoft SQL Server
uses port 10006.

¢. In the Username and Password fields, specify credentials that will be used to connect to the Veeam
Backup & Replication server. The specified account must have the local Administrator permissions on
the server.

E=] configure Plug-in — O x
Configuration Steps

Veeam backup server: | srvlbtech.local

Port: 10006 O

Credentials for the backup server:

Backup Server

Backup Repaository

Username: srvlB\administrator

)

Password: SEEEREBESS

Progress

Back Next Finish

3. At the Backup Repository step of the wizard, do the following:

a. From the Backup repository drop-down list, select the required repository.

You must allow access to Veeam backup repositories that you plan to use. Also, the encryption on the
backup repository must be disabled. To learn how to configure access and encryption on backup
repositories, see Access and Encryption Settings on Repositories.

You can click Refresh to update the list of backup repositories. This may be helpful, for example, after
you configure access to a backup repository and want to select this repository without the need to re-
run the Configure Plug-in wizard.

b. You can map Veeam Plug-in for Microsoft SQL Server backup jobs to backups stored in the backup
repository. Backup job mapping can be helpful if you moved backup files to a new backup repository
and want to point backup jobs to existing backups in this new backup repository. You can also use
backup job mapping if the configuration database got corrupted and you need to reconfigure backup
jobs.

To map Veeam Plug-in for Microsoft SQL Server backup jobs to backups in the backup repository, click
the Map backups link and select one or more backups in the Select Backups window.

You can map Veeam Plug-in for Microsoft SQL Server backup jobs to multiple backups in the backup
repository. This may be helpful, for example, if you want to continue a backup chain for databases
that operate as part of a failover cluster or availability group.
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3. Click Finish to exit the wizard.

E=1 configure Plug-in - O X

Configuration Steps

Backup repository: Default Backup Repository - £ Refresh

Backup Server _
0& Map backups

Backup Repository

Progress

Next Finish || Close

IMPORTANT

You can work with backups created by Veeam Plug-in only under the account that was used for
creating these backups. If you want to use another account, assign the Veeam Backup Administrator
role or Veeam Backup Operatorand Veeam Restore Operatorroles to the account.

To learn how to assign Veeam Backup & Replication roles, see the Users and Roles section of the
Veeam Backup & Replication Guide.

Configuring Veeam Plug-in with Command-Line Interface

To specify Veeam Plug-in for Microsoft SQL Server settings, you can use the MSSQLConfigTool.exe
command-Line tool. You can use its commands to change a specific parameter in the veeam config.xml file or
to enable or disable Veeam Plug-in features.

To specify Veeam Plug-in settings, do the following:

1. On the Microsoft SQL Server machine, navigate to the $PROGRAMFILES%\Veeam\Plugins\Microsoft
sQL\ folder.

2. Runthe MSsQLConfigTool.exe command with the required parameters. For more information, see
Configuration Parameters.

For example, to specify credentials that will be used to connect to the Veeam Backup & Replication server,
use the following command:

MSSQLConfigTool.exe --set-credentials "administrator@srv1é6" "password"
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Configuration Parameters

You can specify the following parameters for the MSSQLConfigTool .exe command:

--help Shows the list of parameters for the plug-in configuration tool.

Shows the current Veeam Plug-in for Microsoft SQL Server

--show-config configuration.

Specifies credentials to connect to the Veeam Backup &
Replication server. Provide a user name in the
username@domain format and a password in the password
format. If you do not provide a password as a value for this
parameter, Veeam Plug-in will prompt you to specify a
password.

--set-credentials

Specifies the domain name or IP address of the Veeam Backup &

--set-host Replication server.

Specifies the port over which to connect to the Veeam Backup &

--set-port Replication server.

Specifies the name of the backup repository. If you do not
provide the name of the backup repository as a value for this

--set-repository parameter, Veeam Plug-in will prompt you to select a backup
repository from the list of repositories managed by the backup
server.

Maps the imported backup copy to a regular Veeam Plug-in

--promote-backup-copy-to-primary backup chain
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Exporting and Importing Plug-in Settings
You can export a Veeam Plug-in configuration file and apply the plug-in settings to other severs.

IMPORTANT

The password included in the configuration file is encrypted. Thus, after you import the configuration file,
you must set the credentials manually in the Veeam Plug-in configuration wizard or using the
MSSQLConfigTool.exe command-line tool.

To export the configuration file to another server, do the following:

1. On the server where Veeam Plug-in is installed, navigate to the
$PROGRAMFILES%\Veeam\Plugins\Microsoft SQL\ folder.

2. Copy the veeam config.xml file to the server where you want to configure the plug-in.

3. Install Veeam Plug-in on the new server and place the copied XML file in the
$PROGRAMFILES%\Veeam\Plugins\Microsoft SQL\ folder.

4. Set new credentials to connect to the Veeam Backup & Replication server using the following command:

C:\Program Files\Veeam\Plugins\Microsoft SQL\MSSQLConfigTool.exe --set-cre
dentials "serv\username" "password"
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Importing Backup Files

If the Veeam Backup & Replication server has failed and you have restored it in a new location, you can copy the
backup files to a new repository and re-map the Veeam Plug-in backup files.

Limitations and Prerequisites

Mind the following limitations:

e If backup files are not imported according to instructions given in this section, Veeam Plug-in backup and
restore operations may fail.

e The repository from which you plan to import backups must be added to the Veeam Backup & Replication
infrastructure. Otherwise you will not be able to access backup files.

e If you are importing backup files from a scale-out backup repository, the names of backup files and paths
to backup files must contain only allowed characters:

o Alphanumeric characters: a-zA-70-9
o Special characters: -.+=@"

o Names of backup files and paths to backup files must not contain spaces.

How to Import Veeam Plug-in Backup Files

To import Veeam Plug-in backup files, do the following:

1. Move the folder with the backup file to the required backup repository or create a new backup repository
with this folder as a subfolder.

TIP

Each Veeam Plug-in backup file (.vab) has its own metadata file (.vasm). Make sure you import
backup files and all related metadata files. You must also import the backup job metadata file
(.vacm) which is stored in the same folder.

2. Inthe Veeam Backup & Replication console, open the Backup Infrastructure view.

3. Intheinventory pane of the Backup Infrastructure view, select the Backup Repositories node.
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4.

In the working area, select the required backup repository and click Rescan on the ribbon. Alternatively,
you can right-click the backup repository and select Rescan.

During the rescan operation, Veeam Backup & Replication gathers information about backups that are
currently available in the backup repository and updates the list of backups in the configuration database.
After the rescan operation, backups that were not in this configuration database will be shown on the
Home view in the Backups > Disk (Imported) node.

Veeam Backup and Replication

Backup Repository
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Repositary Repository Repository  Affinity Permissions Location
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£ Backup Repositories - Default Backup Repository  Windows srltechlocal  EABackup 200 Created by Veeam Backup
[ Gisma R s
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£ WAN Accelerators g Proxy affinity...
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> (E Managed Servers @ Location
] Properties...

#A Home
EF_\ Inventory
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@ Files
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Build: 1
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5. On the Microsoft SQL Server machine, set the new backup repository as a target in the Veeam Plug-in
settings and map Veeam Plug-in to backups in the repository. For more information, see Configuring
Veeam Plug-in for Microsoft SQL Server.
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Uninstalling Veeam Plug-in for Microsoft SQL
Server

To uninstall Veeam Plug-in for Microsoft SQL Server, do the following:

1. On the Microsoft SQL Server machine with Veeam Plug-in, open the Control Panel and click Programs and
Features.

2. Inthe list of programs, select Veeam Plug-in for Microsoft SQL and click Uninstall.
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Performing Backup

After you configure Veeam Plug-in settings, you can use Veeam Plug-in to back up Microsoft SQL Server

databases. Veeam Plug-in uses native Microsoft SQL Server mechanisms to create application-level backups of
Microsoft SQL Server data.

Veeam Plug-in backs up Microsoft SQL Server databases according to backup settings that you specify. You can
specify what databases to back up, the type of database backups you want to create, retention policy for
database backups and processing settings for backed-up data. In addition, you can use Microsoft SQL Server
Management Studio or a third-party scheduling tool to define schedule for database backup.
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About Microsoft SQL Server Backup

Veeam Plug-in uses native Microsoft SQL Server mechanisms to create application-level backups of Microsoft
SQL Server data. You can use Veeam Plug-in to create backups of the following types.

e Full backup
e Differential backup
e Log backup
e Copy-only full backup
e Copy-only log backup
For more information about Microsoft SQL Server backup types, see Microsoft Docs.

To create backups of a specific type, you must configure backup settings for Veeam Plug-in and run the backup
process. You can run the backup process manually, immediately after you configure backup settings, or you can
define schedule according to which Veeam Plug-in will back up Microsoft SQL Server data automatically. For
more information, see Backup Settings and Backup Schedule.

Backup Settings

Veeam Plug-in backs up Microsoft SQL Server databases according to backup settings that you specify. You can
specify what databases to back up, what type of backups you want to create, retention policy for database
backups and processing settings for backed-up data.

To specify backup settings, Veeam Plug-in offers the Back Up Database wizard. Alternatively, you can use the
MSSQLRecoveryManager .exe command-Lline tool to specify backup settings and start the backup process. For
more information, see Configuring Backup Settings and Performing Backup with Command-Line Interface.

In addition, you can use Microsoft SQL Server Management Studio or a third-party scheduling tool to define
schedule for database backup.

If you want to perform backups of different types periodically, you must configure backup settings and specify
schedule for each backup type. For example, you can specify settings for full backup, settings for differential
backup and settings for log backup, save each of these settings as a separate SQL Agent job, and create
schedule for these SQL Agent jobs in Microsoft SQL Server Management Studio.
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Backup Schedule

Veeam Plug-in for Microsoft SQL Server does not offer its own backup schedule mechanisms. Instead, Veeam
Plug-in allows database administrators to use tools of their choice to configure flexible schedule for database
backup. For example, you can use native Microsoft SQL Server schedule settings to configure flexible schedule
for full, differential or log backups, or use an external scheduling tool.

Veeam Plug-in for Microsoft SQL Server offers two scenarios for backup scheduling:

Scenario 1. You can configure backup schedule in Microsoft SQL Server. To do this, you must save Veeam
Plug-in backup settings as an SQL Agent job. For more information, see Saving Backup Settings as SQL
Agent Job.

After that, you will be able to configure job schedule in the properties of the SQL Agent job in Microsoft
SQL Server Management Studio.

Scenario 2. You can use a third-party scheduling tool to create periodic backups of Microsoft SQL Server
data with Veeam Plug-in. To do this, you must configure Veeam Plug-in backup settings and obtain a
command that will be used to start the backup process. For more information, see Exporting Backup
Settings to Custom Script.

After that, you will be able to use the resulting command in a custom backup script or with a scheduling
tool of your choice.

Backup Chain

A sequence of backups created with Veeam Plug-in for a Microsoft SQL Server database makes up a backup
chain. The backup chain can be described at two levels: physical level and logical level.

At the physical level, the backup chain is a sequence of backup files created by Veeam Plug-in in the
backup repository. In contrast to image-level backups created with Veeam Backup & Replication for which
a separate backup file is created during each backup session, backup files created with Veeam Plug-in
contain data backed up within multiple backup sessions. Thus, instead of a chain of full and incremental
backup files, Veeam Plug-in creates its own set of backup files in the backup repository.

At the logical level, the backup chain consists of a full backup of a Microsoft SQL Server database and its
dependent differential backups and log backups. Backups in the backup chain form a set of restore points.
Restore points correspond to the time when the backup was performed and let you recover the database
to the necessary state.

To create a backup chain, Veeam Plug-in implements the forward incremental backup method.

Full backup, its dependent differential backups and log backups of a Microsoft SQL Server database reside
in the same backup file. Depending on what backup settings you specify, the backup chain can also span
multiple backup files. This mechanism differs from the one for image-level backups created with Veeam
Backup & Replication where one restore point generally corresponds to one backup file.

The logical sequence of backups is hidden from the user — the user cannot get information about available
restore points from a sequence of backup files in the backup repository. The user can view and select
restore points when restoring a database. For more information, see Performing Restore.
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For information about types of backup files that Veeam Plug-in creates and rules for creating the backup chain,
see Backup Files and How Backup Chain Works.

Full backup Fullbackup
I Differential/log backups Differential/log backups
Backupfilel Backupfile2

Backup Files

Veeam Plug-in for Microsoft SQL Server creates and maintains the following types of backup files:
e VAB — backup files that store a copy of Microsoft SQL Server data.

e VASM — backup metadata files that store information about the backup. A VASM file is created for each
VAB file. The VASM files are used by Veeam Backup & Replication to get information about Veeam Plug-in
backups.

e VACM — backup metadata files that store information about the backup job. Veeam Plug-in creates one
VACM file for the backup job.

All backup files created by the backup job reside in a dedicated job folder in the backup repository. For example,
if the name of the backup job in Veeam Backup & Replication is SRVO7 MSSQL backup (Backup Vol 07), Veeam
Backup & Replication will create the SRVO7 MSSQL backup (Backup Vol O1)folder on the target backup
repository and store all backup files created by this job in this folder.

How Backup Chain Works

Veeam Plug-in for Microsoft SQL Server creates the backup chain in the following way:

1. During the first backup session, Veeam Plug-in for Microsoft SQL Server creates a new VAB file in the
backup repository and writes to this file data of the full backup. This backup becomes a starting point in
the backup chain.

Veeam Plug-in writes data of each backed-up database to a separate backup file. For example, if you back
up 2 databases, Veeam Plug-in will create 2 VAB files in the backup repository.

2. During subsequent backup sessions, Veeam Plug-in for Microsoft SQL Server writes the backup data either
to the same VAB file or to a new VAB file. A new VAB file is created if one of the following cases:

o If Veeam Plug-in performs full backup.
o If the previous backup file created for the database is older than 24 hours.
NOTE

If the backup is targeted at a scale-out backup repository, Veeam Plug-in selects an extent where to
write the backup data according to the placement policy specified for the scale-out backup
repository (Data locality or Performance). After that, Veeam Plug-in applies the same algorithm to
choose whether to write the backup data to an existing backup file or new backup file.
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Retention Policy

Veeam Plug-in allows you to configure retention policy for Microsoft SQL Server backups. The retention policy
helps maintain the life cycle of restore points and make sure that backup files do not consume the entire space
on the backup repository.

Veeam Plug-in for Microsoft SQL Server applies the retention policy at the database level and retains restore
points for a number of days defined in the backup settings. After each full backup or differential backup session,
Veeam Plug-in checks the time when restore points for the backed-up database were created and removes
outdated restore points from the backup chain.

Veeam Plug-in does not remove outdated restore points immediately. Instead, Veeam Plug-in applies the
retention policy to the inactive part of the backup chain — that is, the previous full backup and its dependent
differential and log backups. Only after the last incremental backup in the chain becomes outdated, Veeam
Plug-in will remove the inactive backup chain.

For example, the retention policy is set to 7 days. Veeam Plug-in is set to create full backups each Sunday, and
differential backups and log backups are created Monday through Saturday. Although a new full backup is
created on Sunday, the previous full backup is not deleted. Without the full backup, the subsequent chain of
differential and log backups would be useless. Veeam Plug-in will wait for the time when the last restore point
in the inactive backup chain becomes outdated, and only then will delete the entire inactive chain, which will
happen next Saturday.

Full backup Full backup
Differential/log backups Differential/log backups
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Retention Policy Configuration

To configure the retention policy, select the Apply retention policy check box at the Options step of the Back Up
Database wizard and specify the number of days to keep restore points in the backup chain.

In contrast to retention policy for image-level backups in Veeam Backup & Replication, retention policy for
backups created with Veeam Plug-in for Microsoft SQL Server is optional. This allows you to easier configure
retention policy for different types of Microsoft SQL Server backups.

For example, you want to configure backup settings to create full, differential and log backups for the same
database. In this case, you can enable retention policy in the backup settings for full backups only. Differential
backups and log backups that depend on the full backup will be processed according to the retention policy
specified for the full backup.

Alternatively, if you enable retention policy for multiple types of backups of the same database, you must
specify the same number of days to keep restore points in the backup chain for each backup type. Otherwise,
Veeam Plug-in will keep restore points according to the lowest number. For example, you set Veeam Plug-in to
keep full backups for 7 days and differential backups for 3 days. In this case, Veeam Plug-in will remove inactive
backup chains whose restore points are older than 3 days.

If you do not specify the retention policy for any type of Microsoft SQL Server backup, Veeam Plug-in will not
remove outdated restore points, and backup files fill remain in the backup repository.

You can also manually delete Veeam Plug-in backups from a backup repository using the Veeam Backup &
Replication console. For details, see: Deleting Backup.
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Support for SQL Server Failover Clusters

Veeam Plug-in supports backup and restore of Microsoft SQL Server databases that operate as part of a failover
cluster. Both Windows Server Failover Clusters with shared disks and Windows Server Failover Clusters with
Cluster Shared Volumes (CSV) are supported.

To back up databases that operate as part of a failover cluster, do the following:

1. Install and configure Veeam Plug-in for Microsoft SQL Server on each node of the cluster. For more
information, see Installing Veeam Plug-in for Microsoft SQL Server and Configuring Veeam Plug-in for
Microsoft SQL Server.

2. Using Failover Cluster Manager, configure backup settings in Veeam Plug-in on the active cluster node.
For more information, see Configuring Backup Settings.

On the passive node, the Microsoft SQL Server instance that operates as part of the cluster is not
displayed in the Veeam Plug-in Ul.

3. Save backup settings as an SQL Agent job in Microsoft SQL Server Management Studio. For more
information, see Saving Backup Settings as SQL Agent Job.

Veeam Plug-in for Microsoft SQL Server will start the backup job on the active cluster node.

To restore a database that operates as part of a failover cluster, you must start the restore process on the active
cluster node. On the passive node, the backed-up Microsoft SQL Server instance is not displayed in the Veeam
Plug-in UL

Support for Always On Availability Groups

Veeam Plug-in supports backup and restore of Microsoft SQL Server databases that operate as part of an Always
On availability group.

The following types of availability groups are supported:
e Always On Availability Groups
e Always On Clusterless Availability Groups
To back up databases that operate as part of an Always On availability group, do the following:

1. Install and configure Veeam Plug-in for Microsoft SQL Server on each node of the cluster that runs Always
On Availability Groups. For more information, see Installing Veeam Plug-in for Microsoft SQL Server and
Configuring Veeam Plug-in for Microsoft SQL Server.

2. Configure backup settings in Veeam Plug-in on each node and save backup settings as SQL Agent jobs in
Microsoft SQL Server Management Studio. For more information, see Configuring Backup Settings and
Saving Backup Settings as SQL Agent Job.

3. In Microsoft SQL Server Management Studio on each node, configure the same schedule settings for SQL
Agent jobs so that database backup will start at the same time on each node.

Veeam Plug-in for Microsoft SQL Server performs backup of Always On Availability Groups in the following way:

1. When the SQL Agent job starts, Veeam Plug-in checks backup preferences specified in the properties of
the Always On availability group.

2. If the node on which the SQL Agent job is running is the preferred node for backup, Veeam Plug-in
performs backup. Otherwise, the backup process stops.
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Consider the following:

Veeam Plug-in does not check backup preferences of the Always On availability group if you start the
backup process manually from the Veeam Plug-in Ul.

On secondary replicas, only full copy-only backup and log backup are supported. Differential backup is not
supported.

Veeam Plug-in does not add a restored database to an Always On availability group. You must perform
this operation manually after the restore process is completed. For details, see Restore of Always On
Availability Groups.

Restore of Always On Availability Groups

To restore a database that operates as part of an Always On availability group, complete the following steps:

1.

Restore the database on the primary replica. During the restore process, Veeam Plug-in will remove the
original database from the availability group and delete it from Microsoft SQL Server.

Perform log backup for the restored database.
Remove the original database from the secondary replica.

Add the restored database to the availability group.

Veeam Backup Repositories

Veeam Plug-ins store backup files in repositories added to the Veeam Backup & Replication infrastructure. This
section lists supported types of backup repositories and limitations for Veeam Plug-in for Microsoft SQL Server
backups.

Supported Backup Repositories

Veeam Plug-in for Microsoft SQL Server supports integration with the following types of repositories added to
the Veeam Backup & Replication infrastructure:

Windows Server

Linux Server

CIFS (SMB) Share

Dell Data Domain Boost
Quantum DXi

ExaGrid

HPE StoreOnce. If you plan to use HPE StoreOnce as a backup repository for Veeam Plug-in backups, the
total number of stored files (data and metadata) must not exceed 3,000,000 per Catalyst store. If
necessary, multiple Catalyst stores may be created on the same StoreOnce system.

NFS File Share

Hardened Repository

You can also use scale-out backup repositories that contain supported repository types.
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Backup Repository Limitations

e For Veeam Plug-in backups, the warning which indicates that free space on a storage device has reached a
specified threshold is configured in the veeam config.xml file of Veeam Plug-in. The warning settings
in the Veeam Backup & Replication console does not affect this setting.

To configure the warning settings, add the following parameter in the veeam config.xml file.
<PluginParameters repositoryFreeSpacePercentWarning="10" />

e The plug-in configuration wizard will not show repositories where the Encrypt backups stored in this
repository option is enabled. To learn how to disable the encryption option, see Access and Encryption
Settings on Repositories.

If you want to use the same backup target with the repository-based encryption and Veeam Plug-ins,
create a second repository in the subfolder for Veeam Plug-in backups.

e Veeam extract utility cannot extract Veeam Plug-in backup files. By design of Microsoft SQL Server, these
files cannot be imported "as files" to RMAN as they contain additional metadata bound to the used SBT
device.

Veeam Scale-Out Backup Repositories

If you want to store Veeam Plug-in backups in scale-out backup repositories, mind the following:

e If you want to add a backup repository as an extent to a scale-out backup repository and Veeam Plug-in
backups are present on this backup repository, you must do the following:

a. In the Veeam Backup & Replication console, select Veeam Plug-in backup files that reside in this
backup repository and remove them from configuration. For details, see Removing Backups from
Configuration. Note that this action does not delete the backups from the repository.

b. In the Veeam Backup & Replication console, delete the Veeam Plug-in backup job. For details, see
Deleting Jobs.

c. Add the repository as an extent to the scale-out repository. For details, see Extending Scale-Out
Repositories.

d. Rescan the scale-out repository. For details, see Rescanning Scale-Out Repositories.
NOTE
Names of backup files and paths to backup files must contain only allowed characters:

e Alphanumeric characters: a-zA-70-9
e Special characters: -.+=@"
e Names of backup files and paths to backup files must not contain spaces.

e. On the Veeam Plug-in server, set the scale-out repository as the target for backups using the
following command:

MSSQLConfigTool --set-repositories
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f. Map the imported backups using the following command:

MSSQLConfigTool --map-backup

For Veeam Plug-in backups and backup copies, the Performance policy of a scale-out repository functions
differently:

a. Veeam Backup & Replication checks if there are extents without warning on free space insufficiency. If
all extents have the warning, Veeam Backup & Replication uses an extent with the largest amount of
free space that has a free task slot.

b. If there are extents without the warning, Veeam Backup & Replication checks if there are incremental
extents with free task slots. If there are no incremental extents with free task slots, Veeam Backup &
Replication uses a full extent with the least amount of used task slots.

c. If there are incremental extents with free task slots, Veeam Backup & Replication sends backup files
to an incremental extent with the least amount of used task slots. If the amount of used tasks is the
same, an extent with the largest amount of free space.

To learn more about file placement policies of scale-out repositories, see Backup File Placement section of
the Veeam Backup & Replication guide.

If a scale-out repository is configured in the Data locality policy, repository extents will be selected
according to the amount of free space for each Microsoft SQL Server connection. If there are two extents
with one slot on each extent, the backup will be launched on two streams (one on each extent).

Capacity Tier

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to the capacity tier. Both
policies (Move policy, Copy policy) are supported for Veeam Plug-in backups with the following limitations:

For Veeam Plug-in backup files, capacity tier does not verify whether data that is being moved is unique
and has not been offloaded earlier. Thus, it is highly recommended to check the pricing plans of your
cloud storage provider to avoid additional costs for offloading and downloading backup data.

[For the Move policy] For Veeam Plug-in for Microsoft SQL Server backups, capacity tier tracks
dependencies of full and differential backup files. Thus, Veeam Backup & Replication tracks inactive
backup chains and moves them to the capacity tier. No limitations apply to the operational restore
window.

[For the Copy policy] For Veeam Plug-in for Microsoft SQL Server backups, Veeam Backup & Replication
copies to the capacity tier only those backup files for which 24 hours have passed since the backup file
was created.

If a scale-out repository is down, you cannot restore from the Veeam Plug-in backup files stored on the
capacity tier. In this case, you can only import the backup files to Veeam Backup & Replication manually
and then perform data recovery operations.

If you use a capacity tier that has been created in Veeam Backup & Replication version 10, you cannot
transfer Veeam Plug-in backup files to a capacity tier. However, if you want to transfer them manually, do
the following:

a. If the backup files are created by Veeam Plug-in version 10, upgrade the metadata of backup files as
described in Upgrading Metadata Files to New Format.

b. Run the Set-VBRScaleOutBackupRepository PowerShell command with the -
EnablePluginBackupOffload parameter to offload backup files to the capacity tier.
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Hardened Repository

You can configure Veeam Backup & Replication to transfer Veeam Plug-in backup files to a hardened repository.
The hardened repository helps to protect Veeam Plug-in backup files from loss as a result of malware activity or
unplanned actions. Backup files in the hardened repository become immutable for the time period specified in
the backup repository settings. During this period, backup files stored in the repository cannot be modified or

deleted.

For Veeam Plug-in for Microsoft SQL Server backups, immutability works according to the following rules:

e Immutability is applied to backup (VAB) files and backup metadata (VASM) files. Backup job metadata
(VACM) files are not immutable.

e Backup files become immutable for the configured time period (minimum 7 days, maximum 9999 days).

e The count of the immutability period starts after 24 hours have passed since the backup file was created.
Every 1 hour, the immutability service that runs in the background detects backup files that are older than

24 hours and sets the immutability flag on such backup files.

e The immutability period is automatically extended for backup files that contain restore points of the active
chain.

Data Restore from Hardened Repository

As a result of malware activity or unplanned actions, backup job metadata (VACM) files may become unavailable
in the hardened repository. In this case, to restore data from the hardened repository, you must re-create the
VACM file. To do this, complete the following steps:

1. Run a Veeam Plug-in backup job to create a new Veeam Plug-in backup in a Veeam backup repository. The
backup will consist of the VAB, VASM and VACM files.

2. Inthe backup repository folder, replace the VAB and VASM files created at the step 1 with the VAB and
VASM files from the hardened repository.

3. Inthe Veeam backup console, run the backup repair operation. Veeam Backup & Replication will generate
a new VACM file using information from the VASM files. For details, see Repairing Backup.

Once the backup job metadata file is re-created, you can use Veeam Plug-in to restore your data.
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Configuring Backup Settings

To back up Microsoft SQL Server data with Veeam Plug-in, you must configure backup settings. You can select
what databases to back up, choose the backup type, specify data retention and data processing settings.
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Step 1. Launch Backup Wizard

To launch the Back Up Database wizard, on the Microsoft SQL Server machine do either of the following:
e Click the Back Up Database icon on the desktop.
e From the Microsoft Windows Start menu, select All Programs > Veeam > Back Up Database or use the
Microsoft Windows search to find the Back Up Database option on your machine.
e In Microsoft SQL Server Management Studio, click the Back Up Database button on the toolbar.
e Launch the $PROGRAMFILES%\Veeam\Plugins\Microsoft
SQL\Veeam.Backup.MSSQLPlugin.UI.Backup.exe file.
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Step 2. Select Databases to Back Up

At the Databases step of the wizard, select Microsoft SQL Server databases that you want to back up:

1.

From the Instance drop-down list, select the Microsoft SQL Server instance whose databases you want to
back up.

In the Databases section, select check boxes next to the necessary databases. Alternatively, if you want to
back up all databases of the selected instance, select the check box next to the Database Name column
name.

To quickly find the necessary databases, you can type the name of the database in the search field and
click the search icon.

To refresh the list of databases, click Refresh. When you refresh the list of databases, Veeam Plug-in will
clear check boxes next to the selected databases.

In the Backup set name field, specify the name for the backup set. This will help you identify databases in
case you need to restore a database from the backup.

In the Description field, specify description for the backup set. The name and description of the backup set
will be displayed in the Restore Database wizard during restore.

In the Backup type section, select the type of backup you want to create. You can select from the
following native Microsoft SQL Server backup types:

o Full — select this option if you want to create a backup that will contain a full copy of the Microsoft
SQL Server database.

o Differential — select this option if you want to create a backup that will contain changes since the
previous backup was created.

o Log — select this option if you want to create a backup of Microsoft SQL Server transaction logs.

If you selected the Full or Log option and want to create a copy-only full backup or copy-only log backup,
select the Copy-only backup check box. For example, you may want to create copy-only log backups if you
use a separate solution to process Microsoft SQL Server transaction logs.
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TIP

At this step of the wizard, you can also export backup settings to a custom script. You will be able to use
this script with a third-party scheduling tool. For details, see Exporting Backup Settings to Custom Script.

Back Up Database — O *
Backup Steps ‘El' Script
Databases Instance] | disgl0T\MSSQLSERVER .
Backup Options Databases: |_j-.-':-e in an object name to search for p| S Refresh
Action L
renteg [W] Database Name Recovery Model
[ master Simple
] medel Full
[] msdb Simple
] dbi Full
O] db2 Full
L] HR Full
IT Full
Sales Full

Backup set name: | Database Backup |

Description: | Daily database backup |

Backup type: ® Full O Differential O Log

Progress [[] Copy-only backup

Back || Next || Run || Cancel || Close
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Step 3. Specify Backup Options
At the Backup Options step of the wizard, specify data retention settings and data processing settings according
to which you want to perform backup, and start the backup process:

1. [Optional] To specify data retention settings, in the Retention section, do the following:

a. Select the Apply retention policy check box.

b. In the Delete backups older than <N> days field, specify the number of days for which you want to
keep backups in the backup repository. By default, Veeam Plug-in keeps backup files for 7 days.

2. [Optional] To specify settings for data processing during the backup process, in the Database processing
section, do the following:

a. In the Concurrent backup streams field, specify the number of data streams over which you want to
back up Microsoft SQL Server data. For each backup stream, a separate VDI Device is started on the

Microsoft SQL Server machine.

b. If you want to apply Veeam Backup & Replication mechanisms of data compression to the backup,
select the Use compression check box. To Veeam Plug-in for Microsoft SQL Server backups, the

Optimal (LZ4) compression level is applied.
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3. Click Run to start the backup process.

You can start the backup process if you want to create a backup immediately or if you want to check that

backup process with the specified settings performs successfully.

If you want Veeam Plug-in to perform backup with the specified settings regularly, you can also perform

one of the following operations:

o If you want to save backup settings as an SQL Agent job to be able to specify schedule for the backup
job in Microsoft SQL Server Management Studio, click Save as a SQL Agent Job. For details, see Saving

Backup Settings as SQL Agent Job.

o If you want to export backup settings to a custom script and use this script with a third-party
scheduling tool, click Script. For details, see Exporting Backup Settings to Custom Script.

If you do not want to start the backup process immediately, click Close to exit the wizard.

Back Up Database

- O X

Backup 5teps

Databases
Backup Options

Action Log

Progress

LT Script

Retention

Apply retention pelicy

Delete backups clder than: days

The retention policy is applied to the entire backup chain of every database including full, differential, and transaction log backups.

Data processing

Concurrent backup streams: -

Using multiple streams reduces backup windew at the cost of higher load on the database server,

Use compression

Compression decreases backup size at the cast of higher load on the database server.

L3 Save as a SQL Agent job Next Cancel
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Step 4. Monitor Backup Process

If you started the backup process at the Backup Options step of the wizard, at the Action Log step of the wizard
review the list of backup operations and click Close to exit the wizard.

TIP

At this step of the wizard, you can also save backup settings as an SQL Agent job. You will be able to
specify schedule for the backup job in Microsoft SQL Server Management Studio. For details, see Saving
Backup Settings as SQL Agent Job.

Back Up Database - O X
Backup Steps D‘ Script
Databases
Timestamp Action
Backup Options 1/30/2023 10:31:56 AM IT backup started
Action Log 1/30/2023 10:31:36 AM Sales backup started
1/30/2023 10:32:00 AM Creating a full backup of IT (27 ME done at 1.0 ME/s)
1/30/2023 10:32:00 AM Creating a full backup of Sales (2.7 MB done at 2.0 ME/s)
1/30/2023 10:32:12 AM Backup of the database IT successfully completed
1/30/2023 10:32:12 AM Backup of the database Sales successfully completed
1/30/2023 10:32:12 AM Starting retention task...
1/30/2023 10:32:13 AM Applying retenticn policy
Progress
Next Run Cancel
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Saving Backup Settings as SQL Agent Job

You can save backup settings specified for Veeam Plug-in for Microsoft SQL Server as an SQL Agent job. This
may be helpful if you have Microsoft SQL Server Management Studio in your environment and want to use its

functionality to apply schedule to a Microsoft SQL Server backup job.

To save backup settings as an SQL Agent job:

1. At the Backup Options step of the Back Up Database wizard, click Save as a SQL Agent Job.

2. Inthe Create SQL Agent Job window, specify the name for the SQL Agent job and click Create.

The SQL Agent job will become available in the Jobs node in Microsoft SQL Server Management Studio, and you

will be able to specify schedule in the job properties.

Action Log Delete backups older than: days

Data processing

Concurrent backup streams: -

Use co Create 30L Agent lob

Using multiple streams reduces backup windew at the cost of higher load on the database server,

>

Back Up Database _ O W
Backup Steps E|‘ Script

Databases Retention

Backup Options Apply retention policy

The retention policy is applied to the entire backup chain of every database including full, differential, and transaction log backups.

Comprl job Name: Veeam_Database Backup

Progress

L} Save as a SQL Agent job Next

Concel | [ Close
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Exporting Backup Settings to Custom Script

You can export backup settings specified for Veeam Plug-in for Microsoft SQL Server to a custom script. This
may be helpful if you want to back up Microsoft SQL Server databases using a third-party scheduling tool.
To export backup settings to a custom script:

1. At the Databases, Backup Options or Action Log step of the Back Up Database wizard, click Script.

2. Inthe CLI Script window, review the command to back up Microsoft SQL Server data and click Copy to

Clipboard.
You will be able to use the command in a custom script with an external scheduling tool.

TIP
You can modify parameters of the command used to back up Microsoft SQL Server data if necessary. For
information about available backup parameters, see Performing Backup with Command-Line Interface.
Back Up Database - O *
Backup Steps LT Script
Databases Retention
Backup Options Apply retention policy
.
Action Log CLI Seript X
ransaction log backups.
"C\Program Files\Veeam\Plugins\Microsoft SQLWMSSQLRecoveryManager.exe” —-backup —-type=full
D7 | gz --d="Sales" --parallelism=1 --instance="dlsql0 1\MS5QLSERVER" --name="Database Backup”
--description="Daily database backup” --retention=7 --use_compression --check_preferred
5l Copy to Clipboard
Progress
£} Save as a SQL Agent job Next Cancel
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Performing Backup with Command-Line
Interface

You can perform backup of Microsoft SQL Server databases with Veeam Plug-in using the command-line
interface.

To perform backup, do the following:

1. On the Microsoft SQL Server machine, navigate to the $PROGRAMFILES%\Veeam\Plugins\Microsoft
SoL\ folder.

2. Runthe MSSQLRecoveryManager.exe command with the required parameters. For more information,
see Backup Parameters.

The following example shows a command to perform full backup of Microsoft SQL Server databases:

MSSQLRecoveryManager.exe —--backup --name="Database Backup" --description="

Daily database backup" --type=full --d="IT" --d="Sales" --parallelism=2 --

instance="dlsqgl01\MSSQLSERVER" --name="Database Backup" --description="Dai

ly full database backup" --retention=5 --use compression --check preferred
TIP

You can also use the available backup parameters to modify Veeam Plug-in for Microsoft SQL Server
commands used in custom scripts. For information, see Exporting Backup Settings to Custom Script.

Backup Parameters

You can specify the following parameters for backup of Microsoft SQL Server databases with the
MSSQLRecoveryManager.exe command:
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--help Shows the list of parameters for the
MSSQLRecoveryManager.exe command.

--backup Defines the backup operation.

--instance Specifies the name of the Microsoft SQL Server instance whose
databases you want to back up.
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--d Specifies the name of the database to back up.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will back up all databases of the specified
instance.

Alternatively, if you want to back up all databases of the
instance except for the specified one, you can use the --ed
parameter and specify the necessary database as its value.

--ed Specifies the name of the database that must be excluded from
the backup.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will back up all databases of the specified
instance.

Alternatively, if you want to back up a specific database, you can
use the —--d parameter and specify the necessary database as its

value.
--name Specifies the name for the backup set.
--description Specifies the description for the backup set.
--type Specifies the backup type. Possible values:

e full— full backup
e diff— differential backup
e [og— log backup

--copy-only Defines the copy-only backup mode. You can use this parameter
to create copy-only full backups or copy-only log backups of
Microsoft SQL Server databases.

--parallelism Specifies the number of parallel data streams over which you
want to back up Microsoft SQL Server data. For each backup
stream, a separate VDI Device is started on the Microsoft SQL
Server machine.

--retention Specifies the number of days to keep backups in the backup
repository.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will not apply the retention policy to the backup.
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--check_preferred [For backup of Always On Availability Groups] Defines that
Veeam Plug-in will check whether the availability replica is the
preferred replica for backup.

--use_compression Defines that Veeam Backup & Replication mechanisms of data
compression will be applied to the backup. To Veeam Plug-in for
Microsoft SQL Server backups, the Optimal (LZ4) compression
level is applied.
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Managing Backup Job in Veeam Backup &
Replication

After Veeam Plug-in for Microsoft SQL Server starts the backup process, Veeam Backup & Replication creates
the backup job. You can use this job to view statistics on the backup process and generate backup job reports.

You can also disable the backup job.

You cannot start or edit Microsoft SQL Server backup jobs in the Veeam Backup & Replication console. You can
manage backup operations on the Microsoft SQL Server machine only.

Consider the following:

e Veeam Backup & Replication creates one backup job for a standalone Microsoft SQL Server, Microsoft SQL
Server failover cluster or Always On availability group. All backup sessions for different databases that
reside on this server, cluster or availability group run within this backup job.

e Veeam Backup & Replication generates names for Microsoft SQL Server backup jobs according to the
following rules:

o For standalone Microsoft SQL Server, Veeam Backup & Replication generates the backup job name
based on the names of the Microsoft SQL Server machine and backup repository where Veeam Plug-in
creates Microsoft SQL Server backups.

o For Microsoft SQL Server that operates as part of a failover cluster or availability group, Veeam
Backup & Replication generates the backup job name based on the name of the cluster or name of the

availability group.

Viewing Backup Job Statistics

To view details of the backup process, do the following:
1. Open the Veeam Backup & Replication console.
2. Inthe Home view, expand the Jobs node in the inventory pane and click Applications Plug-ins.

3. Inthe working area, select the Microsoft SQL Server backup job to see details of the current backup
process or the last backup job session.
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NOTE

Veeam Backup & Replication does not display the progress bar for a running Veeam Plug-in for Microsoft
SQL Server backup job. Statistics for backup jobs of this type becomes available after the backup job
session is completed.

m Backup and Replic

J

ob
mC b
Start Stop Refry  Statistics Report | Edit Clone Disable
Job Control Details Manage Job
Home Q Tupe in an object name to search for
4 bs Neme Type Objects | Status Last Run LastResult  NextRun Target Description T
[@] Applications Plug-ins {f DLSQLOT Microsoft..  Microsoft SOL Server Backup 1 0% com.. Justnow <Mot scheduled>  Default Backup Repo.. Microsoft SOL Server
> ackups
> st 24 Hours
< >
Job progress: 0%
SUMMARY DATA, STATUS THROUGHPUT (LAST 5 MiIN)
Duration: 00:09 Processed: 21 ME (03 Success: 0
Pracessing rate: HE KBfs Read: 21 ME Warnings: 0
2
o) Home Bottleneck: Source Transferred: 492.3 KB (8.5%) Errors: 0
=il
Inventory
= ’ Neme Status Action Duratien
‘?E? Backup Infrastructure E- DLsqLot 0% Microsoft SOL Server Backup job started at 1/31/2023 1:06:07 PM 00:09
Progress bar is disabled, status will be updated upen job completion
@ Files Processing database IT: 1 file saved, 0 files in progress 00:04
[\3@} History Applying retention pelicy 00:00
»

pires: 121 days remaining
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Generating Backup Job Reports

Veeam Backup & Replication can generate reports with details about Microsoft SQL Server backup job session
performance. The session report contains the following session statistics: session duration details, details of the
session performance, amount of read, processed and transferred data, backup size, compression ratio, list of
warnings and errors (if any).

To generate a report, do the following:
1. Open the Veeam Backup & Replication console.

2. Inthe Home view, expand the Jobs node in the inventory pane and click Applications Plug-ins.

3. Inthe working area, select the necessary job and click Report on the ribbon. You can also right-click the
job and select Report.

Veeam Backup and Replication

J

View ob
) & 4 & X
Lih )
Stop Reiry | Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
Home Q Type in an object name to search for
4 Ty Jobs Name Type Objects  Status Last Run LastResult  NextRun Target Description T
[&] Applications Plug-ins {6} DLSQLO1 Microsoft..  Microsoft SQL Server Backup start 1 minute..  Success <Not scheduled>  Default Backup Repo.. Microsoft SOL Server
> = Backups
= Stop
> [ Last 24 Hours
Retry
luly  Statistics
Report [
Disable
Clone
9 Delete
< >
Edit...
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Duration: 00:20 Processed: 4.1 MB (100%) Success: 1
Processing rate: 215 KB/s Read: 4.1MB Wamnings: 0
Bottleneck: Source Transferred: 63.9 KB (65.5%) Errors: 0 Speed: 0 KB/s
/ﬁ\ Home Name Status Action Duration
= E-DLsaL01 Success @ Microsoft SOL Server Backup job started at 1/31/2023 1:01:03 PM 00:20
@E Inventery o i X
) Progress bar is disabled, status will be updated upen job completion
@EE Backup Infrastructure Processing database [T: 1 file saved 00:12
Applying retention policy 00:00
@ Files Creating metadata 00:00
Session completed at 1/31/2023 1:01:23 PM
EE,:,; History

1 job selected Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 121 days remaining
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Disabling Backup Job

You can disable Microsoft SQL Server backup jobs in the Veeam Backup & Replication console. If you disable the
job, you will not be able to run Veeam Plug-in backup commands on the Microsoft SQL Server machine.

To disable a backup job, do the following:
1. Open the Veeam Backup & Replication console.

2. In the Home view, expand the Jobs node in the inventory pane and click Applications Plug-ins.

3. Inthe working area, select the necessary job and click Disable on the ribbon. You can also right-click the
job and select Disable.

Veeam Backup and Replication
J

Ty

Stop Retry = Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
Home Q Type in an object name to search for
4y Jobs Name Type Objects  Status Last Run LastResult  MextRun Target Description T
[8] Applications Plug-ins {6} DLSQLO1 Microsoft..  Microsoft SQL Server Backup Start 2 minutes... Success <Not scheduled>  Default Backup Repo.. Microsoft SOL Server
> EL Back
ER ackups Stop
> [ Last 24 Hours
Retry
luly  Statistics
Report
Disable |\
Clone
9 Delete
< >
Edit..
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Duration: 00:20 Processed: 4.1 ME (100%) Success: 1
Processing rate: 215KB/s Read: 4.1MB Wamings: 0
Bottleneck: Source Transferred: 63.9 KB (65.5%) Errors: 0 Speed: 0 KB/s
A Home Name Status Action Duration
5 E-pLsqiot Success @ Microsoft SOL Server Backup job started at 1/31/2023 1:01:03 PM 00:20
E@ Inventery L . .
) Progress bar is disabled, status will be updated upen job completion
@'E? Backup Infrastructure Processing database T: 1 file saved 00:12
Applying retention pelicy 00:00
@ Files Creating metedata 00:00

Session completed at 1/31/2023 1:01:23 PM

[‘E@; History

1 job selected Connected to: localhos ) i Enterprise Plus Edition  License expires: 121 days remaining
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Managing Veeam Plug-in Backups in Veeam
Backup & Replication

In the Veeam Backup & Replication console, backups created by Veeam Plug-ins are displayed in the Backups >
Disk node of the Home view. For backups created by Veeam Plug-in for Microsoft SQL Server, consider the

following:

e Inthe working area, backups created by Microsoft SQL Server are listed under the Microsoft SQL node.

e In the list of Microsoft SQL Server backups, Veeam Backup & Replication displays one backup for a
standalone Microsoft SQL Server, Microsoft SQL Server failover cluster or Always On availability group.
This backup contains all restore points created for different databases that reside on this server, cluster or

availability group.

e Veeam Backup & Replication generates names for Microsoft SQL Server backups according to the
following rules:

o For standalone Microsoft SQL Server, Veeam Backup & Replication generates the backup name based
on name of the Microsoft SQL Server machine.

o For Microsoft SQL Server that operates as part of a failover cluster or availability group, Veeam
Backup & Replication generates the backup name based on the name of the cluster or name of the

availability group.

You can use the Veeam Backup & Replication console to perform the following operations with Veeam Plug-in
for Microsoft SQL Server backups:

e Delete a backup from the backup repository
e Remove a backup from configuration

e Repair a backup
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Deleting Backup

You can use the Veeam Backup & Replication console to delete backups created with Veeam Plug-in for
Microsoft SQL Server from a Veeam backup repository.

To delete a backup, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Intheinventory pane, select Backups.

3. Inthe working area, right-click the name of the backed-up object and select Delete from disk.

Veeam Backup and Replication

Delete
from =
Adtions
Home Q Typs in an object name to search for
> G Job Name T Creation Time Restore Points Repository Platform
a [ Backups 4 % Microsoft SQL
& Disk EROSA0T o Deeromast [y ] Default Backup Repositery Microsoft SOL Windows

> [ Last 24 Hours

A Home
E@ Inventory
(33 Beckup Infrastructure

@ Files
g pisory

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 121 days remaining

1 backup selected
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Removing Backup from Configuration

If you want to remove records about backups from the Veeam Backup & Replication console and configuration
database, you can use the Remove from configuration operation.

When you remove a backup from configuration, backup files (VAB, VASM, VACM) remain in the backup
repository. You can import the backup later and restore data from it.

To remove a backup from configuration:
1. Open the Home view.
2. Inthe inventory pane, select Backups.

3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Remove from configuration.

Veeam Backup and Replication

Backup

X

Delete
from -
Actions

Home Q) Type in an sbysct name to search for

Job Name T Creation Time Restere Points Repositery Platform

[] Applications Plug-ins 4 Microsoft SQL

4 B Backups % DLSOLO1 56 Repai Default Backup Repositery Micreseft SOL Windows
v o

= L % Remove from configuration

9 [0l =50 Delsts from disk

[3 Success

[% Failed

4 ¥ Jobs

A Home
E@ Inventory
(363 Beckup Infrastructure

@ Files
[ oy

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 121 days remaining

1 backup selected
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Repairing Backup

If you want to restore data from an immutable backup that resides in a hardened repository, you can use the
Repair operation. During this operation, Veeam Backup & Replication will generate a new backup job metadata
(VACM) file using information from the backup metadata (VASM) files.

IMPORTANT

This operation is intended only for a situation where the backup job metadata file has been lost as a result
of malware activity or unplanned actions. Re-creation of the backup job metadata file for other purposes is
not supported.

For more information about data restore from the hardened repository, see Hardened Repository.

Before you start the repair operation, you must disable the backup job that created the backup. Otherwise,
Veeam Backup & Replication will display a message notifying that the job must be disabled.

To repair a backup:
1. In the Veeam Backup & Replication console, open the Home view.
2. Intheinventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Repair.

Veeam Backup and Replication

Backup

Delete
from -
Actions

Home Q) Type in an sbysct name to search for

Job Name T Creation Time Restere Points Repositery Platform

4 Micreseft SOL

4 ¥ Jobs

[@] Applications Plug-ins

4 s Backups 5 DLSQLO1 % Repar Default Backup Repository Microsoft SQL Windows
=¥, Disk [ Remove from configuration
Y
4 [} Last 24 Hours =3 Delete from disk
[3 Success
[% Failed
A Home

E@ Inventory
(363 Beckup Infrastructure

[ Fies
[ istory

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition
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Performing Restore

You can restore Microsoft SQL Server databases from backups created with Veeam Plug-in. Veeam Plug-in
supports restore of entire databases to the original Microsoft SQL Server machine or to another server.

You can restore a database to the same or different Microsoft SQL Server instance. If you have backup of
Microsoft SQL Server transaction logs, you can specify a point in time to which you want to restore the
database. Otherwise, Veeam Plug-in will restore the database to the time when the restore point was created.

Before you perform database restore, consider the following:
e The backup job that created the backup must be present in Veeam Backup & Replication.

e Forrestore to another server under another user account, the account must have the Restore operator or
Backup administratorrole on the Veeam backup server.

To restore Microsoft SQL Server databases, you can use the Restore Database wizard or the
MSSQLRecoveryManager .exe command-line tool.
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Restore with Restore Database Wizard

You can restore Microsoft SQL Server databases using the Restore Database wizard.
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Step 1. Launch Restore Wizard

To launch the Restore Database wizard, on the Microsoft SQL Server machine do either of the following:
e Click the Restore Database icon on the desktop.

e From the Microsoft Windows Start menu, select All Programs > Veeam > Restore Database or use the
Microsoft Windows search to find the Restore Database option on your machine.

e In Microsoft SQL Server Management Studio, click the Restore Database button on the toolbar.

e Launch the $PROGRAMFILES%\Veeam\Plugins\Microsoft
SQL\Veeam.Backup.MSSQLPlugin.UI.Restore.exe file.

|.5g Microsoft SOL Server Management Studio (Administrator) e £- = x
File  Edit View Tools Window  Help
[ 8- a2k | By B85 06| |2-e-/@| -|# -\mﬁam-=50&%=
Execute =
| | BT P PIEE Y
Object Explorer =
Connect~ ¥ ¥ G

IS =3 DLSOL0T (SOL Serw
Databases
Security
Server Objects
Replication
PolyBase
Ahaays O High Availability
Management

Integration Services Catalogs
o2 50L Server Agent

[#] %Event Profiler

3.0.7016.1 - DLSOLOT )

BEEEEEE®

L7 Ready
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Step 2. Select Database to Restore

At the Source step of the wizard, select a Microsoft SQL Server database that you want to restore and restore
point from which you want to restore the database:

1. From the SQL Server Name drop-down list, select the name of the machine that runs Microsoft SQL
Server.

2. From the Instance drop-down list, select the Microsoft SQL Server instance whose database you want to
restore.

3. From the Databases drop-down list, select the database that you want to restore.

4. From the Select backup drop-down list, select the name of the backup that contains the selected
database. If only one backup in the backup repository contains the selected database, Veeam Plug-in will
automatically select and display this backup.

5. From the Select restore point list, select the name of the restore point from which you want to recover

data.
g Restare Database - O X
Restore Steps E|' Script
Source SQL server name: | DLSQLO1 -
Restore Point Instance: MSSQLSERVER .
e Databases: e v
Action Log
Select backup: DLSQLOT Microsoft SQL backup (Default Backup Repository) v
Select restore point:
Backup Time Backup type Backup set Description
1/30/2023 10:32:08 AM Full Database Backup Daily database backup
Progress
Back Next Run Cancel
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Step 3. Specify Restore Point

At the Restore Point step of the wizard, select a point in time to which you want to restore the database:

e Select Restore to the point in time when the selected backup was taken if you want to restore the
database to the point in time when the restore point that you selected at the Source step was created.

e Select Restore to any point in time if you want to restore the database to a specific point in time between
the selected restore point and a previous restore point. This option is available if you restore data from a
backup that contains Microsoft SQL Server transaction logs.

Use the slider control to choose the point in time you need.

E3 Restare Database — O ®
Restore Steps D Script

S

oures (® Restore to the paint in time when the selected backup was taken

Restore Point Restore to any point in time (requires transaction logs backup)

Target

Action Log
Progress

Ned ][ Run ][ Concel
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Step 4. Specify Restore Target

At the Target step of the wizard, specify where and how you want to restore the database:

1. From the Instance drop-down list, select the Microsoft SQL Server instance where you want to restore the
database.

2. In the Database field, specify the name for the restored database or select the name of the target
database from the drop-down list. Keep in mind that if you restore a database from the backup to a
database that exists in the Microsoft SQL Server instance, the target database will be overwritten.

3. Inthe Recovery state section, select the recovery state:
o RECOVERY
Rolls back (zndo) any uncommitted changes.
o NORECOVERY
Skips the undo phase so that uncommitted or incomplete transactions are held open.

This allows further restore stages to carry on from the restore point. When applying this option, the
database will be in the norecovery state and inaccessible to users.

o STANDBY

The database will be in the standby state and therefore available for read operations. You can also
provide a standby file with uncommitted transactions.

For more information on recovery modes, see this Microsoft article.
4. Specify the following file locations:
o Primary database file
o Secondary database file and log files
To specify file locations, do the following:
a. Click Browse next to the necessary database file type.

b. In the Browse For Folder window, browse to the folder where you want to create the restored
database files or click Make New Folder to create a new folder, and click OK.
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5. Click Run to start the restore process.

E3 Restare Database — O *
Restore Steps L Script
Source Instance: | disql0T\MSSQLSERVER ‘]
Restore Point Database: | IT_restored - |
Target
Action Log Recovery state:
@) RECOVERY
) NORECOVERY
) STANDBY  File location:
Primary database file
CAProgram Files\Microsoft SOL Server\MS5QL13.M55QLSERVERNMSSQLVDATANT restored.mef Ml Browse..
Secondary database and log files
CiProgram Files\Microsoft SOL Server\MS5QL13.MSSCLSERVERNMSSQLWDATANT restored_log.ldf M Browse..
Progress
Back | | Next | | Run | | Cancel | | Clase
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Step 5. Monitor Restore Process

At the Action Log step of the wizard, review the list of restore operations and click Close to exit the wizard.

g Restare Database = O X
Restore Steps [T Script
Source
Timestamp Action
Restore Point
1/31/2023 2:51:47 AM Started restore of IT with new name IT_restared to point in time 01/30/2023 10:32:08 AM
Target 1/31/2023 2:51:47 AM Restoring IT_restared (4.1 ME done)
Action Log 1/31/2023 2:51:54 AM IT_restored successfully restored
Progress
Nedt ][ Run ][ Concel
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Restore with Command-Line Interface

You can restore backup of Microsoft SQL Server databases with Veeam Plug-in using the
MSSQLRecoveryManager .exe command-line tool.

To perform restore with the command-Lline interface, do the following:

1. On the Microsoft SQL Server machine, navigate to the $PROGRAMFILES%\Veeam\Plugins\Microsoft
sQL\ folder.

2. Runthe MSSQLRecoveryManager.exe command with the required parameters. For more information,
see Configuration Parameters.

For example, to restore a Microsoft SQL Server database, use the following command:

MSSQLRecoveryManager.exe --restore --src _server="srv1l6" --src instance="MS
SQLSERVER" --src_database="IT" --src backup "srvl6 SQL Backup (Backup Vol
01)" --date="2022-08-17 09:03:49" --dst instance="MSSQLSERVER" --dst datab
ase="IT restored" --recovery state="recovery" --f="'IT'::'DC:\Program File
s\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\DATA\IT.mdf'" —--f=""' IT lo
g'::C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\DATA\I
T log.ldf'""

Restore Parameters

You can specify the following parameters for database restore with the MSSQLRecoveryManager.exe
command:
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--help Shows the list of parameters for the
MSSQLRecoveryManager.exe command.

--restore Defines the restore operation.

--src_server Specifies the name of the original server that contained the
backed-up database.

--src_instance Specifies the name of the original Microsoft SQL Server instance
that contained the backed-up database.

--src_cluster Specifies the name of the original Microsoft SQL Server cluster
that contained the backed-up database.

--src_aon Specifies the name of the original Always On availability group
that contained the backed-up database.

--src_database Specifies the name of the database that you want to restore.
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--src_backup Specifies the name of the Veeam Backup & Replication job in
that created the backup of the database you want to restore.

--date Specifies the point in time to which you want to restore the
database.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will restore the database to the time when the
latest restore point was created.

--dst_instance Specifies the name of the target Microsoft SQL Server instance.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will restore the database to the original
Microsoft SQL Server instance.

--dst_database Specifies the name of the restored database.

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will restore the database with its original name.

If you restore the database with its original name to the original
location, the original database will be overwritten.

--recovery_state Specifies the recovery state. Possible values:

e recovery. Rolls back (undo) any uncommitted changes.

e norecovery. Skips the undo phase so that uncommitted or
incomplete transactions are held open. This allows
further restore stages to carry on from the restore point.
When applying this option, the database will be in the
norecovery state and inaccessible to users.

e standby. The database will be in the standby state and
therefore available for read operations. You can also
provide a standby file with uncommitted transactions.

--standby file_path Specifies the path to a standby file with uncommitted
transactions.
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--f Specifies the rules for database file mapping. Provide mapping
rules in the following format: --
f="'<DisplayName>"'::'<TargetFileLocation>"".

For example: --
f="'DB'::'D:\SQLServer\Data\DB.mdf"'".

This parameter is optional. If you do not use this parameter,
Veeam Plug-in will place database files to the same location as
for the original database or the default location.
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Backup Copy for Microsoft SQL Server
Backups

Having just one backup does not provide the necessary level of safety. The primary backup may get destroyed
together with production data, and you will have no backups from which you can restore data.

To build a successful data protection and disaster recovery plan, it is recommended that you follow the 3-2-1
rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store the copies of your data, for example, local
disk and cloud.

e 1: You must keep at least one backup offsite, for example, in the cloud or in a remote site.

Thus, you must have at least two backups and they must be in different locations. If a disaster takes out your
production data and local backup, you can still recover from your offsite backup.

To help you adopt the 3-2-1 rule, Veeam Backup & Replication offers the backup copy functionality that allows
you to create several instances of the same backup in different locations, whether onsite or offsite. Backup
copies have the same format as those created by backup jobs and you can recover your data from them when
you need it.

Veeam Backup & Replication fully automates the backup copy process and lets you specify retention settings to
maintain the desired number of restore points, as well as full backups for archival purposes. Backup copy is a
job-driven process. When enabled, the backup copy job for Veeam Plug-in backups runs continuously.
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Creating Backup Copy Job

To copy backups to a secondary location, you must configure a backup copy job. The backup copy job defines
how, where and when to copy backups. One job can be used to process backups of one or more machines.

You can configure a job and start it immediately or save the job to start it later.

Before creating a job, check prerequisites. Then use the New Backup Copy Job wizard to configure a backup
copy job.

—_

Launch Backup Copy Job wizard.
Specify a job name and description.

Select backups to process.

2

3

4. Define backup copy target.

5. Specify advanced settings.

6. Define backup copy schedule.
7

Finish working with the wizard.

Before You Begin

Before you create a backup copy job, check the prerequisites and limitations:

e Backup infrastructure components that will take part in the backup copy process must be added to the
backup infrastructure and properly configured. These include source and target backup repositories
between which backups must be copied.

e The target backup repository must have enough free space to store copied backups. To receive alerts
about low space on the backup repository, configure global notification settings. For more information,
see Specifying Other Notification Settings.

e For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a backup
copy target.
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Step 1. Launch Backup Copy Job Wizard

To create a backup copy job, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Click Backup Copy on the ribbon and select Application-level backup.

Veeam Backup and Replication

v 2T ¥ 2 @

[Ex] [E=| == -

Backup Replication CDP Backup  Import Best Practices
Job~  Job- Policy~  Copyr  Backup Analyzer
Primary Jobs SeC @ |mage-level backup...
Home 9 Application-level backup... [y tname tosearch for Al jobs
New Application Backup Copy Job
4 g Jobs Name Creates a new job for copying Oracle RMAN and S&P BACKINT plug-ins backups on-site for redundancy ar off-site for disaster recovery. Description
[&] Applications Plug-ins 46} DLSQLD1 Microsomsoe——ieroserrSor SeTver setkup—— TOppE——SF TS ——uTeE: TIOTSCTETTTET—DErEuT mETkUp.., Microsoft SQL Server

> = Backups
> [ Last 24 Hours

A Home
E@ Inventory
(363 Beckup Infrastructure

@ Files
[ oy

Connected to: localhast Juild: 02 Enterprise PlusEdition License expires: 115 days remaining
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Step 2. Specify Job Name and Description

At the Job step of the wizard, specify a name and description for the backup copy job.

1. In the Name field, enter a name for the job.

2. Inthe Description field, enter a description for the job. The default description contains information about
the user who created the job, date and time when the job was created.

Mew Backup Copy Job

Job

I—-——II Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
I:l data to achieve compliance with the 3-2-1 backup rule,

| Database Backup Copy

Objects
Description:
Target Backup copy job for Microsoft SQL Server backup
Schedule
Summary

< Previous Mext = Finish
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Step 3. Select Backups to Process

At the Object step of the wizard, select machines whose backups you want to copy to the target repository.
1. Click the Add button and select from which entity you want to process the machines.

o From jobs: You can select Veeam Plug-in backup jobs. When a backup copy job runs, Veeam Backup &
Replication will search for backup files created by selected jobs.

o From repositories: You can select repositories where Veeam Plug-in backups are stored. When a
backup copy job runs, Veeam Backup & Replication will search for backup files created by Veeam
Plug-in in selected repositories.

2. Use the Remove button if you want to remove selected jobs or repositories from processing.

3. If you have added jobs from a repository and want to exclude from processing some of the backup jobs on
the selected repository, click Exclusions and select the jobs that you want to exclude.

Mew Backup Copy Job X
w Objects
I—-——I Add cbjects to process with this job, You can add individual plug-in jobs, or entire backup repositories as the source,
Tob Ohjects to process:
Marme Type | Add.. |
_ -E}} DLSQL0T Microsoft SQL backup (Default B...  Microsoft SOL Remave
Target
Schedule
Exclusions..
Summary
< Previous Mext = Finish Cancel
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Step 4. Define Backup Copy Target

At the Target step of the wizard, configure the target repository settings.

1.

From the Backup repository list, select a backup repository in the target site where copied backups must
be stored. When you select a target backup repository, Veeam Backup & Replication automatically checks
how much free space is available on it. Make sure that you have enough free space to store copied
backups.

IMPORTANT

For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a
backup copy target.

If the target repository contains a Veeam Plug-in backup that was excluded from the backup copy job, and
if you don't want to transfer duplicate data, you can use the mapping feature.

After you configure mapping, if some of backup files (VAB) of the source backup are missing in the target
backup copy, these files are uploaded to the target backup copy.

NOTE

Veeam Plug-in backup copy jobs do not use WAN accelerators.

To map a backup copy job to the backup:
a. Click the Map backup link.

b. Point the backup copy job to the backup in the target backup repository. Backups in the target backup
repository can be easily identified by backup job names. To facilitate search, you can use the search
field at the bottom of the window.

IMPORTANT
e Used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.
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3. You can specify the number of days after which the backup copy will be deleted from the repository. Note
that the countdown starts from the moment when source backup has been created.

Mew Backup Copy Job X
w Target
I—-——I Specify the target backup repasitory and number of days to keep application backups for.
Tob Backup repository:
| Off-Site Backup Repository (Created by SRV16\Administrator) v
RoESE £ 57.GB free of 199 GB Map backup
Schedule
Summary
Click Advanced to specify notifications settings.
< Previous | | Mext = Finish
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Step 5. Specify Advanced Settings

At the Target step of the wizard, click Advanced to configure compression, RPO and notifications settings.
e Compression and Deduplication
e RPO

e Notifications

Compression and Deduplication

At the Storage tab, define compression and deduplication settings.

By default, Veeam Backup & Replication performs deduplication before storing copied data on the target backup
repository. Deduplication provides a smaller size of the resulting backup file but may reduce the job
performance.

1. You can disable data deduplication. To do this, clear the Enable inline data deduplication check box.

2. From the Compression level list, choose a compression level to be used: Auto, None, Dedupe-friendly,
Optimal, High or Extreme. The recommended level of compression for backup copy jobs is Auto. In this
case, Veeam Backup & Replication uses compression settings of the copied backup files. For more
information, see Compression and Deduplication.

Adwvanced Settings X
Mew Backup Cepy Jo Storage | RPO Monitor | Motifications | x
—_w— Target Data reduction
Specify th
= pecify Enable inline data deduplication (recommended)
Compression level:
o |.Auto (recommended) v |
of
Use this option to keep the existing compression level. /2023 6:22 PM) v
Objects Map backup
Schedule
Summary

Advanced...

-

Cancel

][ |
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RPO Monitor

At the RPO Monitor tab, specify RPO warning settings.

Enable the Warn me if backup is not copied within check box and specify the time period in minutes, hours, or
days.

If the backup copy is not created within the specified time period, the backup copy job will finish with the
Warning status. The countdown starts from the moment when the required backup is finished and ready to be
copied.

Advanced Settings X
Hew Backup Copy o Tgiorage | RPO Monitor | Notifications ~
_w Target Alert me:
I———I Specify th
I:I pecify When new backup is not copied within | 24 c | ‘ haurs v ‘

Monitors compliance with your offsite RPO by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over

ob to the target repository within the specified time.
2023 6:22 PM.)

Objects Map backup

Schedule

Summary

:

][ e |
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Notifications

At the Notifications tab, to specify notification settings for the backup copy job:

1.
2.
3.

At the Target step of the wizard, click Advanced.
Click the Notifications tab.

Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully. SNMP traps will be sent if you specify global SNMP settings in Veeam Backup &
Replication and configure software on recipient's machine to receive SNMP traps. For more information,
see Specifying SNMP Settings.

Select the Send email notifications to the following recipients check box if you want to receive
notifications by email in case of job failure or success. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.

Veeam Backup & Replication sends a consolidated email notification once for the specified backup copy
interval. Even if the synchronization process is started several times within the interval, for example, due
to job retries, only one email notification will be sent.

Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see Configuring Global Email Notification Settings.

At the Send at field, specify the time when you want to receive notifications. Note that you will receive a
notification on the job status once a day.
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8. You can choose to use global notification settings or specify custom notification settings.

o To receive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup
server. For more information, see Configuring Global Email Notification Settings.

o To configure a custom notification for a job, select Use custom notification settings specified below.
You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %VmCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

ii. Select the Notify on success, Notify on warning and Notify on error check boxes to receive email
notification if data processing within the backup copy interval completes successfully, fails or
completes with a warning.

Advanced Settings X
New Backup Capy Ja | Storage | RPO Menitor | Notifications | X
—_w— Target Send SNMP natifications for this job
= Specify th Send e-mail notifications to the following recipients:

| administrator@tech.local |

Job Send daily summary at: | 10:00 PM : (1]
(®) Use global notification settings /2023 8:22 PM)

Objects Map backup

(O Use custom netification settings specified below:

Schedule

Summary

Advanced...

h Cancel

][ |
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Step 6. Define Backup Copy Schedule

At the Schedule step of the wizard, define a time span in which the backup copy job must not transport data
between source and target backup repositories. For more information, see Backup Copy Window.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. Inthe schedule box, select the desired time area.

3. Use the Enable and Disable options to mark the selected area as allowed or prohibited for the backup copy
job.

Mew Backup Copy Job X

Schedule

I—-——II Specify the backup copy job schedule,

Job This job can transfer data:
Objects (O Any time (continuously)
(® During the following time periods only:
Target ( A o (
_A”Nme 2 2 4 6 8 10 12 2 4 6 8 10 12
1 El 5 T 9 11 1 El 5 T 9 11
o e | || [ ]
Monday lll .l. .
Tuesday
Wednesday
Thursday

Friday llll .l.l.l
o

B Enabled Disabled

< Previous Apply Finish Cancel
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Step 7. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of backup copy job configuration.

1. Review details of the backup copy job.

2. Select the Enable the job when | click Finish check box if you want to start the job right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Backup Copy Job

_W Summary
= You can copy the configuration information below for future reference.

Job Surmmary

Mame: Database Backup Copy
Objects Target Path: E\Backups

Type: Backup Copy
Target Source items:

DLSQLOT Microsoft SOL backup (Default Backup Repository)
Schedule

Enable the job when | click Finish

Next > Finish | | Cancel
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Converting Backup Copy to Backup

If you have imported Veeam Plug-in backup copies from another server, you can convert them into regular
backup files. When you convert a backup copy to a backup, Veeam Plug-in creates a backup job with the
converted backup. You can use this backup job to continue a backup chain and use the converted backup as a
restore point.

You can convert and unbind Veeam Plug-in backups into regular Veeam Plug-in backup files in the following
cases:

e If you have deleted a backup copy job which created the backup copy.
e If you have excluded a backup job from a backup copy job that used multiple backup jobs as a source.
e |f you imported a Veeam Plug-in backup copy from another host.

NOTE

If you want to restore from a backup copy, you do not need to convert the backup copy to the backup.

Procedure

To convert a backup copy to a primary backup, do the following:

1. RuntheMSsQLConfigTool.exe command-line tool with the --promote-backup-copy-to-
primary parameter:

MSSQLConfigTool.exe —--promote-backup-copy-to-primary

2. Veeam Plug-in will display the list of available backup copies. Type the necessary backup copy number
and press [ENTER]. Then follow instructions in the command prompt.

Backup copies available for promotion to the primary backup target:

1. Backup Copy Job 1\SERVO1l Microsoft SQL backup (Default Backup Repositor
Y)

Select a backup copy: 1

Proceed with the action?

1. Promote backup copy destination to the primary backup target

2. Cancel

Enter selection: 1

Promoting backup copy destination

Done
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Logs and Support

If you have any questions or issues with Veeam Plug-in for Microsoft SQL Server or Veeam Backup & Replication,
you can search for a resolution on Veeam R&D Forums or submit a support case on the Veeam Customer Support

Portal.
When you submit a support case, we recommend that you attach logs files related to Veeam Plug-in operations.
To export Veeam Plug-in logs, do the following:

1. On the Microsoft SQL Server machine, navigate to the
$PROGRAMDATAS%\Veeam\Backup\MSSQLPluginLogs directory and copy the contents of the directory.

2. On the Veeam Backup & Replication server, navigate to the $PROGRAMDATA%\Veeam\Backup\Plugin
directory and copy logs of the required backup or restore process.
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Veeam Plug-in Management

Veeam Backup & Replication lets you deploy and manage the following Veeam Plug-ins on computers in your
infrastructure:

e Veeam Plug-in for SAP HANA
e Veeam Plug-in for Oracle RMAN
e Veeam Plug-in for SAP on Oracle

IMPORTANT

Veeam Backup & Replication does not support management of computers whose databases are protected
with Veeam Plug-in for Microsoft SQL Server.

You do not need to install, set up and operate Veeam Plug-in on every computer whose databases you want to
protect. Instead, you can perform the whole set of deployment, administration, data protection, and disaster
recovery tasks on computers remotely from the Veeam Backup & Replication console.

Veeam Backup & Replication offers the following Veeam Agent management capabilities:

e Automated deployment and management of Veeam Plug-ins. You can set up Veeam Backup & Replication
to automatically discover computers that you want to protect with Veeam Plug-in for SAP HANA, Veeam
Plug-in for Oracle RMAN, and Veeam Plug-in for SAP on Oracle and deploy Veeam Plug-ins on these
computers. Once Veeam Plug-ins are deployed on protected computers, you can use the Veeam Backup &
Replication console to administrate Veeam Plug-ins on multiple computers.

o Centralized configuration and management of backup policies on protected computers. You can use the
Veeam Backup & Replication console to create and manage backup policies on computers in your
infrastructure whose databases you want to protect. You can configure backup policies to apply settings
on the computer, database system, or database level.

e Centralized backup jobs statistics and monitoring. You can use the Veeam Backup & Replication console to
review reports about backup policies performance on computers in your infrastructure whose databases
you want to protect.

e Centralized management of backups created by backup policies. If you choose to create backups on a
backup repository managed by the Veeam backup server, you can use the Veeam Backup & Replication
console to restore data from these backups.

e Secure database restore with recovery tokens. If you want to restore database from the backup and you
are not the owner of this backup, you can ask your Backup Administratorto generate a recovery token.
Using this recovery token, you can get access to a certain backup on the Veeam backup repository and
restore database from this backup.
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Veeam Plug-in Management Infrastructure

The Veeam Plug-in management infrastructure comprises the following components:
e Veeam backup server
e Computers with Veeam Plug-ins
e Distribution server

Backup
server

N
ES

—— Database server
KA with Veeam Plug-in
K X
Distribution E Backup
server storage

Veeam Backup Server

The Veeam backup server is the core component in the backup infrastructure that fills the role of the
"configuration and control center”. To use the Veeam Plug-in management functionality offered by Veeam
Backup & Replication, you can use the backup server that is already running in your backup infrastructure or
deploy a separate backup server.

To learn more, see the Deployment section in the Veeam Backup & Replication User Guide.

Computers with Veeam Plug-ins

To manage Veeam Plug-ins on computers in your infrastructure, you must add computers that you want to
protect to the inventory in the Veeam Backup & Replication console and deploy Veeam Plug-ins. In Veeam
Backup & Replication, protected computers are organized into protection groups. To learn more, see Protection
Groups.

Veeam Backup & Replication lets you manage Veeam Plug-in on computers of the following types:
e Workstations, servers, and failover clusters running a Microsoft Windows OS
e Workstations and servers running a Linux OS

To learn more, see System Requirements.

If you want to manage Veeam Plug-ins installed on protected computers in Veeam Backup & Replication, you
must set Veeam Plug-ins in the managed mode. In this mode, all data protection and administration tasks are
performed by a backup administrator in Veeam Backup & Replication. In some scenarios, a user can also perform
a limited set of backup and disaster recovery tasks directly on a protected computer.
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Veeam Backup & Replication is set up to automatically discover computers added to the inventory and deploy
Veeam Plug-in and Veeam Plug-in on these computers. To learn more, see Computer Discovery and Veeam
Plug-in Deployment.

On every computer added to the inventory, Veeam Backup & Replication installs the Veeam Installer Service.
The service performs the following tasks:

e Collects information about the computer and sends it to Veeam Backup & Replication. The collected data
includes details on the computer (platform, host name, guest OS, IP address, BIOS UUID), databases
(database system name, database hierarchy, names of databases) and Veeam Plug-in (product presence on
the computer and version).

e Downloads Veeam Plug-in setup files from the distribution server and installs Veeam Plug-in on the
protected computer.

On Microsoft Windows computers, Veeam Backup & Replication connects to a computer using the administrative
share (admin$) of the target computer. An account that you plan to use to connect to a computer included in
the protection group must have access to the administrative share.

On Linux computers, Veeam Backup & Replication also installs Veeam Deployer Service. For the first time,
Veeam Backup & Replication connects to a computer using SSH. Alter the first connection, Veeam Backup &
Replication can continue using SSH or start using Veeam Installer Service and Veeam Deployer Service.

Keep in mind that to connect to Linux computer via SSH, this Linux computer must be added to the list of
trusted hosts. To learn more, see Configuring Security Settings.

Distribution Server

The distribution server is an architecture component in the Veeam Plug-in management infrastructure used for
automated deployment of Veeam Agent setup files to protected computers. When you instruct Veeam Backup &
Replication to install Veeam Plug-in on a protected computer, the Veeam backup server communicates to the
distribution server, and Veeam Backup & Replication uploads Veeam Plug-in setup files from the distribution
server to the target computer.

By default, the role of the distribution server is assigned to the backup server. However, you can deploy a
dedicated distribution server to reduce workload on the backup server. To deploy a distribution server, you need
to add a Windows-based server to Veeam Backup & Replication. To learn more, see the Adding Microsoft
Windows Servers section in the Veeam Backup & Replication User Guide. After you assigned the role of
distribution server, you need to select this server in the properties of a protection group. To learn more, see
Specify Discovery and Deployment Options.

A machine performing the role of the distribution server must meet the following requirements:
e Therole of the distribution server can be assigned to a physical or virtual machine.
e The machine must run a 64-bit Microsoft Windows OS.

e You must add the machine to the Veeam Backup & Replication console as a managed server.
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The distribution server comprises the following services and components:
e Veeam Distribution Service
e Veeam Plug-in for SAP HANA Redistributable
e Veeam Plug-in for Oracle RMAN Redistributable

e Veeam Plug-in for SAP on Oracle Redistributable

Backup Backup
server storage
n] —
L2RN |
= =
Database server
& with Veeam Plug-in
Components:  «  Veeam Distribution Service
+  Veeam Plug-in for SAP HANA Redistributable
K A +  Veeam Plug-in for Oracle RMAN Redistributable
e +  Veeam Plug-in for SAP on Oracle Redistributable
o Requirements: «  Physicalfvirtual
Distribution + 64-bit Microsoft Windows OS
server
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Computer Discovery and Veeam Plug-in
Deployment

Veeam Backup & Replication supports automated and manual deployment of Veeam Plug-ins on computers in
your infrastructure.

You can deploy Veeam Plug-in for Oracle RMAN, Veeam Plug-in for SAP HANA, and Veeam Plug-in for SAP on
Oracle from the Veeam Backup & Replication console. To deploy Veeam Plug-ins, Veeam Backup & Replication
needs to discover computers whose data you want to back up. To enable discovery, you organize your
computers into one or more protection groups. Protection group settings define what computers Veeam Backup
& Replication will discover and how the discovery process will run. To learn more, see Protection Groups.

You can also disable automated Veeam Plug-in installation when configuring a protection group. In this case,
you will need to use the Veeam Backup & Replication console to install Veeam Plug-in on every computer
included in the protection group. To learn more, see Installing Veeam Plug-in.
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Protection Groups

In Veeam Backup & Replication, computers that you want to protect with Veeam Plug-ins are organized into
protection groups. A protection group is a container in the Veeam Backup & Replication inventory aimed to
combine protected computers of a specific type. For example, you can use a dedicated protection group for
computers of the same type or computers running the same OS type to simplify management of such
computers. You can also use a separate protection group for computers that you want to manage in a different
way from other computers in your infrastructure.

To start managing Veeam Plug-ins in Veeam Backup & Replication, you need to create a protection group in the
inventory and specify computers that you want to protect with Veeam Plug-ins in the protection group settings.
You can create one or more protection groups depending on the size and complexity of your infrastructure.
Protection groups appear under the Physical Infrastructure node in the Inventory view of the Veeam Backup &
Replication console. To learn more, see Working with Protection Groups.

Protection groups allow you to automate deployment and management of Veeam Plug-ins on computers in your
infrastructure. When you configure a protection group, you can specify scheduling options for protected
computers discovery and Veeam Plug-in deployment. You do not need to perform administrative tasks
individually for every computer that you want to protect with Veeam Plug-in — Veeam Backup & Replication will
perform the specified operations automatically upon the defined schedule.

Veeam Backup & Replication connects to discovered computers using credentials of the account specified in the
protection group settings. You can specify a master account that Veeam Backup & Replication will use to
connect to all computers added to the protection group or specify separate accounts to connect to specific
computers in the protection group.

After you create a protection group, Veeam Backup & Replication starts the rescan job to connect to computers
added to the protection group and perform the required operations on these computers. To learn more, see
Rescan Job.

Protection Group Types

Veeam Backup & Replication offers several methods to specify computers on which you want to install and
manage Veeam Plug-ins. You can create protection groups that include the following types of objects:

e Individual computers

You can organize individual computers into a protection group by specifying the necessary computers in
the protection group settings. This option is recommended for smaller environments that do not have
Microsoft Active Directory deployed.

e Microsoft Active Directory objects

You can create protection groups that include one or more Microsoft Active Directory objects: entire
domain, container, organization unit, group, computer or cluster. This allows you to manage Veeam Plug-
ins on computers being part of an Active Directory domain. Protection groups that include Active Directory
domain, containers, groups and/or organization units are dynamic in their nature. For example, if a new
computer is added to a container, Veeam Backup & Replication will automatically discover this computer
and start managing this computer as specified in the protection group settings.

You can specify a protection scope based on Active Directory objects in one of the following ways:

o You can select individual Active Directory objects that you want to include in a protection group, for
example, selected organization units and/or computers.

o You can include in the protection group an entire domain or other Active Directory object (such as a
container or organization unit) and exclude specific child objects being part of this object, for
example, selected organization units and/or computers.
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e Computers listed in a CSV file

You can add multiple computers to a protection group by importing a list of computers from a CSV file.
Protection groups that include computers listed in a CSV file are also dynamic. If a new computer appears
in a CSV file after the protection group is created, during the next protection group rescan session, Veeam
Backup & Replication will automatically update the protection group settings to include the added
computer.
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Predefined Protection Groups

In addition to protection groups created by a user, the Veeam Backup & Replication inventory may contain one
or more predefined protection groups.

Unmanaged

The Unmanaged protection group acts as a filter to display computers with unmanaged Veeam Plug-ins, that is,
computers that meet the following conditions:

1. Have Veeam Plug-in deployed and configured directly from a computer side.
2. Run a backup job targeted at a backup repository managed by Veeam Backup & Replication.

You cannot perform any operations with the Unmanaged protection group, as well as add computers included in
this group to an application backup policy. However, you can move such computers to a protection group that
you created. To learn more, see Moving Unmanaged Computer to Protection Group.

After you move an unmanaged computer to a protection group, Veeam Backup & Replication will start managing
Veeam Plug-in running on this computer according to discovery settings specified in the properties of the
protection group. If the protection group is added to an application backup policy, Veeam Backup & Replication
will add the new computer to the policy too. You will no longer be able to manage Veeam Plug-in directly on
the computer.
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Out of Date

The Out of Date protection group is displayed when Veeam Backup & Replication discovers protected computers
on which an outdated version of Veeam Plug-in is installed. For example, this may happen in a situation where
you configure a protection group with Veeam Plug-in deployment options disabled, and Veeam Backup &
Replication detects a newer version of Veeam Plug-in on the distribution server during discovery.

The Out of Date protection group lets you update Veeam Plug-in on multiple computers at once. To learn more,
see Upgrading Plug-in.

Offline

The Offline protection group acts as a filter to display computers to which Veeam Backup & Replication could
not connect during the latest rescan session.

Untrusted

The Untrusted protection group acts as a filter to display Linux-based computers whose fingerprints were not
verified in Veeam Backup & Replication. For computers included in this protection group, you need to check and
validate SSH fingerprints. To learn more, see Validating SSH Fingerprints.
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Rescan Job

For automated discovery of protected computers, Veeam Backup & Replication uses the rescan job that runs on
the backup server. Veeam Backup & Replication automatically creates this job once you create the first
protection group in the inventory. The rescan job runs upon schedule defined individually for every protection
group in the protection group settings. By default, Veeam Backup & Replication is set up to perform discovery at
9:00 PM daily. You can adjust daily schedule in the protection group settings or define periodic schedule.

The rescan job itself is not displayed in the Veeam Backup & Replication console. However, you can start and
stop rescan job sessions manually for a specific protection group or individual computer in the inventory. This
may be helpful, for example, if new computers appeared in your infrastructure, and you want to discover these
computers without waiting for the next scheduled rescan job session start. To learn more, see Rescanning
Protection Group and Rescanning Protected Computer.

You can view statistics for currently running and already performed rescan job sessions. To learn more, see
Viewing Rescan Job Statistics.

How It Works
When the rescan job is started — either automatically upon schedule or manually — Veeam Backup & Replication

performs the following operations:

1. Obtains settings specified for the protection group from the configuration database. The settings include a
list of computers to scan, an account for connecting to these computers, and so on.

2. Connects to each computer in the list under the specified account:

o On Microsoft Windows computers, Veeam Backup & Replication connects to a computer using the
administrative share (admin$) of the target computer. An account that you plan to use to connect to a
computer included in the protection group must have access to the administrative share.

o On Linux computers, Veeam Backup & Replication connects to a computer using SSH.

Keep in mind that to connect to Linux computer via SSH, this Linux computer must be added to the
list of trusted hosts. To learn more, see Configuring Security Settings.

3. Deploys Veeam Installer Service on each newly discovered computer.

In case of Linux-based computers, Veeam Backup & Replication also deploys Veeam Deployer Service.

4. If the automatic Veeam Plug-in deployment option is enabled in the protection group settings, Veeam
Backup & Replication deploys Veeam Plug-in on discovered computers. As a part of this process, Veeam
Backup & Replication performs the following operations:

a. Veeam Installer Service running on the computer collects information about the computer and sends
it to Veeam Backup & Replication. The collected data includes details on the computer (platform, host
name, guest OS, IP address, BIOS UUID) and Veeam Plug-in (product presence on the computer and
version).

b. Veeam Backup & Replication uploads the Veeam Plug-in setup file from the distribution server to the
discovered computer.

c. Veeam Installer Service deploys Veeam Plug-in and accompanying product components (for example,
Plug-in Manager and Data Mover) on the target computer.

If Veeam Installer Service detects that Veeam Plug-in is already deployed on the target computer,
Veeam Backup & Replication becomes the owner of this Veeam Plug-in. To learn more, see Plug-in
Ownership.
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d. Veeam Installer Service retrieves the TLS certificate with a public key from the backup server and
saves a TLS certificate with a public key in the Veeam Plug-in configuration database on the target
computer. Veeam Plug-in will use this certificate to connect to Veeam Backup & Replication.

e. Plug-in Manager running on the target computer collects information about databases available on
the target computer. To learn more, see Database Detection.
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Plug-in Ownership

To manage Veeam Plug-ins on target computers, you must make Veeam Backup & Replication the owner of
these Veeam Plug-ins. To do this, perform one of the following operations from Veeam Backup & Replication
console:

e Using protection group, deploy Veeam Plug-ins remotely.

e Add computers with standalone Veeam Plug-ins to a protection group that is configured to deploy Veeam
Plug-ins.

If you add a computer with standalone Veeam Plug-in to a protection group that does not deploy Veeam
Plug-ins, Veeam Backup & Replication will not be the owner of this Veeam Plug-in. In this case, you
cannot perform any operations with Veeam Plug-in from the Veeam Backup & Replication console. To
learn more, see Discovery and Deployment Options.

If Veeam Backup & Replication becomes the owner of Veeam Plug-in, this Veeam Plug-in switches to the
managed mode. In the managed mode, a limited set of tasks can be done from the computer side.

You can perform the following tasks from the computer side:
e Create the backup using the backup policy configured in the Veeam Backup & Replication console.

e Restore data from backup to the original and new location.
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IMPORTANT

You cannot perform the following tasks from the computer side:

Create backup of a database that is not added to the backup policy on the Veeam Backup &
Replication server. You can still create backup of such database on other targets. For example, local
storage or shared folder.

Edit backup policy settings.

You can run the following commands from the computer side:

--showconfig

--help

--set-force-delete

--set-clustername

[For Veeam Plug-in for SAP HANA and Veeam Plug-in for SAP on Oracle] --set-backup-for-restore
[For Veeam Plug-in for Oracle RMAN] --set-auth-data-for-restore

[For Veeam Plug-in for Oracle RMAN] --get-backup-id

On the computer, you can check the current owner of Veeam Plug-in. If Veeam Plug-in is managed by Veeam
Backup & Replication, the following Veeam Backup & Replication connection parameters will be available in the
config.xml file:

<VBRConnectionParams vbrHostName=<hostname> vbrPort=<port number> vbrUser=<user
name> vbrDomain=<domain> vbrPassword=<password> vbrName=<name> vbrId=<ID> />

where:

<hostname> — IP address or hostname of the Veeam Backup & Replication server.

<port number> — port over which Veeam Plug-in must communicate with Veeam Backup & Replication.
The default port used for communication with the Veeam Backup & Replication server is 10006.
<username> — a name of the account that has access to the Veeam Backup & Replication server.
<domain> — a name of the domain in which the account that has access to the Veeam Backup &
Replication server is registered.

<password> — password of the account that has access to the Veeam Backup & Replication server.
<name> — name of the Veeam Backup & Replication server.

<ID> — ID of the Veeam Backup & Replication server.

IMPORTANT

A plug-in can be managed by one Veeam Backup & Replication server only. If Veeam Backup & Replication
tries to become the owner of Veeam Plug-in that is already managed by another Veeam Backup &
Replication, Veeam Backup & Replication will not change the owner and you will get a warning message.
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Database Detection

After Veeam Plug-in is installed, Plug-in Manager running on the computer collects information about
databases on this computer. Plug-in Manager saves collected information to the XML file and sends to Veeam
Backup & Replication. The way Plug-in Manager collects information differs depending on the system installed
on the computer:

e Oracle
e SAP HANA

e SAPon Oracle

Oracle
On the Oracle server, Plug-in Manager collects information differently depending on the Oracle deployment
way:

e If you install Veeam Plug-in on the standalone Oracle server, the rescan process differs depending on the
OS running on the target computer:

o In case of Oracle server deployed on the Linux computer, Plug-in Manager scans the oratab or
orainventoryfile. If you use Oracle ASM, Plug-in Manager rescans both files (oratab and
orainventory).

o In case of Oracle server deployed on the Microsoft Windows computer, Plug-in Manager checks
Windows Registry and parses services that are running on the computer.

As a result, Veeam Backup & Replication gets 3 levels of the database hierarchy (from top to bottom):
hostname, Oracle home, Oracle system identifier (SID).

e If you install Veeam Plug-in on Oracle RAC, Plug-in Manager uses the srvct/ utility. With this utility, Plug-
in Manager collects information using the srvctl config scanand srvctl config database
commands.

As a result, Veeam Backup & Replication gets 3 levels of the database hierarchy (from top to bottom):
scanname, Oracle home, Oracle system identifier (SID).

After rescan completes, you can create an application policy and add any level of the database hierarchy to the
scope of this policy. For example, you can add a certain Oracle database or Oracle home that contains several
databases.

SAP HANA

On the SAP HANA server, Plug-in Manager collects information depending on the SAP HANA deployment way:

e If you install Veeam Plug-in on the standalone SAP HANA server, Plug-in Manager gets path to the
saphostcrl (SAP Host Agent) utility. With this utility, Plug-in Manager gets the list of database instances.

As a result, Veeam Backup & Replication gets 3 levels of the database hierarchy (from top to bottom):
hostname, SAP system name, database name.

e If youinstall Plug-in Manager on the SAP HANA scale-out system, Plug-in Manager collects information
from the config.xmlfile.

As a result, Veeam Backup & Replication gets 3 levels of the database hierarchy (from top to bottom):
scale-out system name, SAP system name, SAP name.

353 | Veeam Plug-ins for Enterprise Applications | User Guide



TIP

During the Veeam Plug-in deployment on the scale-out system nodes, Veeam Backup & Replication
sets the scale-out system name using domain name and SAP system name. If you want to set a
custom name, use the set-clustername command on the computer side. This custom name will
be saved in the config.xml! file.

After rescan completes, you can create an application policy and add any level of the database hierarchy to the
scope of this policy. For example, you can add a certain SAP HANA database or a host that contains several SAP
HANA databases.

SAP on Oracle

On the SAP on Oracle server, Plug-in Manager gets path to the saphostcrl (SAP Host Agent) utility. With this
utility, Plug-in Manager gets the list of database instances.

As a result, Veeam Backup & Replication gets 2 levels of the database hierarchy (from top to bottom):
hostname, Oracle system identifier (SID).

IMPORTANT

Veeam Backup & Replication does not support cluster deployment of SAP on Oracle.

After rescan completes, you can create an application policy and add any level of the database hierarchy to the
scope of this policy. For example, you can add a certain Oracle database or a host that contains several Oracle
databases.
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Application Backup Policies

To back up databases on your computers with Veeam Plug-ins, you must configure an application backup policy.
An application backup policy is a task that defines what data to back up, how, where and when to back up data.

After you configure the application backup policy on the Veeam Backup & Replication server side, Veeam Plug-
ins create transport jobs on your computers. Using these transport jobs, Veeam Backup & Replication
orchestrates the backup operations. Transport jobs collect backed-up data and send it from your computers to
the backup repository. Each transport job creates an independent backup. For example, if the application
backup policy orchestrates 3 transport jobs, a backup repository will store 3 backup files, one file per each
transport job.

Backing Up One Computer with Multiple Policies

You can add a database only to one application backup policy. But, you can still configure several application
backup policies to back up different databases on the same computer. For example, if you want to back up a
staging database and a production database according to different schedules, you must create two application
backup policies. In this case, each of these policies will orchestrate its transport job that will produce a backup
and send it to a backup repository.

How It Works

After you configure an application backup policy, this backup policy functions in the following way:
1. The backup policy is waiting for the next backup run.

The backup policy is running continuously. When there is no active backup activities, the backup policy is
set to an idle state. This state allows the backup policy to catch warnings and display them in the backup
policy statistics.

2. Before starting the next backup run, Veeam Backup & Replication finishes the active session. The backup
policy sends a report to Veeam Backup & Replication. The finished session becomes available in the
History view of the Veeam backup console. To learn more, see Viewing Backup Policy Report and Viewing
Backup Policy Statistics.

3. If database log processing is enabled, the backup policy restarts the database log backup run. Database
log backup is a separate task that runs in parallel with the database backup.

4. The backup policy creates a list of backup tasks, detects and configure Veeam Plug-ins. Veeam Plug-ins
run the backup operations on computers.

5. Transport jobs on computers send backed-up data from computers to the backup repository.

An application backup policy may consist of several activities. For example, database backup according to
the policy schedule, database logs backup according to a separate schedule, and manual database backup.
In this case, Veeam Plug-in will store the backed-up data for all activities in the same backup.

6. The backup policy sends a report to Veeam Backup & Replication about backed-up and transported data.

After all backup activities are finished, the backup policy returns to the idle state and waits for the next backup
run.
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Planning and Preparation

Before you start using the Veeam Plug-in management functionality in Veeam Backup & Replication, make sure
that the Veeam backup server and computers that you plan to protect with Veeam Plug-ins meet the system
requirements and all required ports are open.
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System Requirements

Make sure that components in the plug-in management infrastructure meet system requirements listed below.

Veeam Backup Server

To learn about system requirements for the Veeam backup server and other Veeam Backup & Replication
components, see the System Requirements section in the Veeam Backup & Replication User Guide.

Computer with Veeam Plug-in for Oracle RMAN

A computer with databases you want to protect using Veeam Plug-in for Oracle RMAN must meet the following
requirements:

(0N The following operating systems are supported:

e Microsoft Windows:

o Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012/2012 R2
Microsoft Windows Server 2016
Microsoft Windows Server 2019
Microsoft Windows Server 2022

o O O O

e Linux:

SUSE Linux Enterprise Server 11, 12, 15 (x86 and x86_64)

o Red Hat Enterprise Linux 6.4-8.x (x86 and x86_64)

o Oracle Linux 6.4-8.x (x86 and x86_64)

o CentOS 6.4-8.x (x86 and x86_64): For non-production
environments, as it is not officially supported by Oracle for
their databases.

O

Software [For Microsoft Windows computers] Microsoft .NET Framework 4.6 is included
in the Veeam Plug-in for Oracle RMAN Redistributable. During the deployment
process, Veeam Backup & Replication checks whether Microsoft .NET
Framework 4.6 is available on the target computer. If Microsoft .NET
Framework 4.6 is missing, Veeam Backup & Replication will install missing
software automatically.

Database Oracle database 11gR2, 12¢, 18c, 19¢, 21c: Standard and Enterprise Edition.

Express Edition is not supported.
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Oracle RMAN features The following Oracle RMAN features are supported:

e Veeam Plug-in for Oracle RMAN will be registered as an SBT_TAPE
device. All Oracle RMAN functionality that is supported with the
SBT_TAPE device type will work. For example, Oracle ASM and
Container DBs (CDBs).

e Veeam Plug-in for Oracle RMAN supports Oracle Real Application
Clusters (Oracle RAC). Other cluster databases are not supported.

Keep in mind that multiple Oracle homes on Microsoft Windows computers
are not supported.

Computer with Veeam Plug-in for SAP HANA

A computer with databases you want to protect using Veeam Plug-in for SAP HANA must meet the following
requirements:

(0N The following operating systems are supported:

e SLES for SAP Applications 15 (x86_64): GA, SP1, SP2, SP3.

e SLES for SAP Applications 12 (x86_64): GA, SP1, SP2, SP3, SP4, SP5.
e RHEL for SAP Solutions 8 (x86_64): 8.0, 8.1, 8.2, 8.4, 8.4.

e RHEL for SAP Solutions 7 (x86_64):7.2,7.3,7.4,7.5,7.6,7.7,7.9

Database SAP HANA 2.0: SPS 02, SPS 03, SPS 04, SPS 05 (only with Backint version
1.0), SPSO6.

Express Edition is not supported.

Computer with Veeam Plug-in for SAP on Oracle

A computer with databases you want to protect using Veeam Plug-in for SAP on Oracle must meet the following
requirements:

0S The following operating systems are supported:

e SUSE Linux Enterprise Server 11, 12, 15 (x86_64)
e Red Hat Enterprise Linux for SAP Applications 6, 7 (x86_64)

BR*Tools BR*Tools 7.20 Patch 42 or later.
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Database Oracle Database 11gR2, 12¢, 18¢, 19c: Standard and Enterprise Edition.

Express Edition is not supported.

Network

Veeam Plug-in should be able to establish a direct IP connection to the Veeam Backup & Replication server.
Thus, Veeam Plug-in cannot work with the Veeam Backup & Replication server that is located behind the NAT

gateway.
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Licensing Requirements

The Veeam Plug-in management functionality is licensed by the number of instances. Instances are units (or
tokens) that you can use to protect your computers with Veeam Plug-ins. If the license is not valid or out of
resources, Veeam Plug-in backup jobs fail.

The number of instances that you can use depends on the type of license installed in Veeam Backup &
Replication:

e For Veeam Universal Licensing (VUL)

You can use Veeam Plug-ins with all license packages (Veeam Backup Essentials, Veeam Backup &
Replication, Veeam Availability Suite).

Keep in mind that if you use the Rental license type, functionality of Veeam Plug-ins is supported only for
the Enterprise Plus edition of Veeam Backup & Replication.

e For Perpetual Socket license

Functionality of Veeam Plug-ins is supported only for the £nterprise Plus edition of Veeam Backup &
Replication.

For the full list of license packages, see Pricing and Packaging.
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Ports

The following links lead to tables that list network ports that must be opened to ensure proper communication
of components in the Veeam Plug-in management infrastructure.

For information about network ports that must be opened to ensure proper communication of the backup server
with backup infrastructure components, see the Ports section in the Veeam Backup & Replication User Guide.

In addition to general port requirements applicable to a Veeam backup server, the backup server used in the
Veeam Plug-in management scenario must have the following ports opened:

e Veeam Plug-in for Oracle RMAN
e Veeam Plug-in for SAP HANA

e Veeam Plug-in for SAP on Oracle
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Getting Started

To start using the Veeam Plug-in management functionality in Veeam Backup & Replication, you must perform
the following operations:

1.

Deploy Veeam Backup & Replication.

To learn more, see the Deployment section in the Veeam Backup & Replication User Guide.

Configure security settings.

By default, Veeam Backup & Replication offers the following settings to establish a secure connection
between the backup server and protected computers:

o To establish a secure connection between parties, Veeam Backup & Replication uses the default self-
signed certificate.

o Veeam Backup & Replication allows all new Linux hosts to establish a connection to the backup
server.

You can use the default security settings or change them if needed. To learn more, see Configuring
Security Settings.

Add computers with databases that you want to protect to the Veeam Backup & Replication inventory.

In Veeam Backup & Replication, computers with databases that you want to protect are organized into
protection groups. You can use the Veeam Backup & Replication console to create one or more protection
groups that include individual computers, Microsoft Active Directory objects, or list of computers
imported from a CSV file. To learn more, see Creating Protection Groups.

Discover computers and deploy Veeam Plug-ins.

During protection group configuration, you can set Veeam Backup & Replication to automatically discover
computers and install Veeam Plug-ins on discovered computers. In this case, these operations are
performed immediately after you create a protection group. To learn more, see Discovery and Deployment
Options.

You can also run discovery and deployment operations manually for an individual computer in a protection
group. To learn more, see Rescanning Protected Computer.

Configure an application backup policy.

You can configure one or more application backup policies and add to these policies one or more
protection groups, Active Directory objects and/or individual computers. In Veeam Backup & Replication,
you can configure application backup policies for the following Veeam Plug-ins:

o Veeam Plug-in for Oracle RMAN
o Veeam Plug-in for SAP HANA
o Veeam Plug-in for SAP on Oracle

Manage application backup policies.

You can start, stop, enable and disable application backup policies to administer data protection
operations on protected computers. To learn more, see Managing Application Backup Policy.

In case of a disaster, you can use created application backups to restore database data.

To learn more, see Managing Application Backups.
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Configuring Security Settings

When you configure the Veeam Plug-in management infrastructure in Veeam Backup & Replication, you can
specify what security settings Veeam Backup & Replication will use to establish a secure connection between
the backup server and protected computers. By default, Veeam Backup & Replication offers the following
security settings:

e To establish a secure connection between parties, Veeam Backup & Replication uses the default self-
signed TLS certificate.

e Veeam Backup & Replication allows all computers that run a Linux OS to establish a connection to the
backup server using the SSH fingerprint.

Keep in mind that default security settings are only for testing and evaluation purposes. To prevent potential
security issues, you can change security settings. For example, you can use a custom TLS certificate and
verification of Linux host SSH fingerprints.

To specify the security settings, do the following:
1. From the main menu, select General Options.
2. Click the Security tab.

3. Inthe Certificate section, check information about the currently used certificate. By default, Veeam
Backup & Replication uses a self-signed TLS certificate generated during the Veeam Backup & Replication
installation process. If you want to use a custom certificate, click Install and specify a new certificate. To
learn more, see Managing TLS Certificates.

4. In the Linux hosts authentication section, specify how Veeam Backup & Replication will add Linux-based
protected computers to the list of trusted hosts. You can select one of the following options:

o Add all discovered hosts to the list automatically — with this option enabled, Veeam Backup &
Replication allows all discovered computers that run a Linux OS to connect to the backup server. This
scenario is recommended for demo environments only.

o Add unknown hosts to the list manually (more secure) — with this option enabled, only the following
Linux-based computers can connect to the backup server:

= Protected computers that have already established a connection to the backup server and have
their fingerprints stored in the Veeam Backup & Replication database. Veeam Backup &
Replication displays the number of such computers in the Trusted hosts field. You can export
the list of trusted Linux computers to a known_hosts file. To do this, click Export and specify a
path to the folder to save the file.

= Protected computers specified in the known_hosts file imported to Veeam Backup & Replication.
To import a known_hosts file, click Import and specify a path to the folder where the file resides.

= Protected computers added to the list of trusted hosts in the Veeam Backup & Replication
console. To learn more, see Adding Computers to Trusted Hosts List.

The computers that are not in the list of trusted hosts cannot connect to the Veeam backup server and
download Veeam Plug-in installation packages during discovery.

5. Click OK.

363 | Veeam Plug-ins for Enterprise Applications | User Guide



TIP

To learn more about other security settings available on the Security tab, see the Configuring Security
Settings section in the Veeam Backup & Replication User Guide.

Optians X

I/0 Control | Security | E-mail Settings | SNMP Settings | Motifications | History

Backup server
Certificate:
Self-signed

!_Q CN=Veeam Backup Server Certificate Install...

Linux haosts authentication

Trusted hosts: 3 Export...
Trusted hosts list:

® Add all discovered hosts to the list automatically

() Add unknown hosts to the list manually (more secure) Import...

FIPS compliance
[] Use FIPS-certified encryption modules

Selecting this option may reduce performance due to additional real-time
validation of the encryption module integrity and lack of optimizations,

Audit logs location
Folder:
| CAProgramDatat\Veeam'\Backup\Audit Browse...

Compress older audit logs automatically (saves disk space)
Consider disakling this option when using a WORM storage for audit logs.
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Managing TLS Certificates

When you configure the Veeam Plug-in management infrastructure, you can specify what TLS certificate must
be used to establish a secure connection between the backup server and protected computers. Veeam Backup &
Replication offers the following options for TLS certificates:

e You can choose to keep the default self-signed TLS certificate generated by Veeam Backup & Replication.

e You can use Veeam Backup & Replication to generate a new self-signed TLS certificate. To learn more, see
Generating Self-Signed Certificates.

e You can select an existing TLS certificate from the certificates store. To learn more, see Importing
Certificates from Certificate Store.

e You canimport a TLS certificate from a file in the PFX format. To learn more, see Importing Certificates
from PFX Files.

NOTE

If you plan to use a certificate issued by your own Certificate Authority (CA), make sure that the certificate
meets the requirements. To learn more, see Using Certificate Signed by Internal CA.

Generating Self-Signed Certificates

You can use Veeam Backup & Replication to generate a self-signed certificate for authenticating parties in the
Veeam Plug-in management infrastructure.

To generate TLS certificates, Veeam Backup & Replication employs the RSA Full cryptographic service provider
by Microsoft Windows installed on the Veeam backup server. The created TLS certificate is saved to the Shared
certificate store. The following types of users can access the generated TLS certificate:

e User who created the TLS certificate
e LocalSystem user account
e Local Administrators group

If you use a self-signed TLS certificate generated by Veeam Backup & Replication, you do not need to take any
additional actions to deploy the TLS certificate on a protected computer. When Veeam Backup & Replication
discovers a protected computer, a matching TLS certificate with a public key is installed on the protected
computer automatically. During discovery, Veeam Installer Service deployed on the protected computer
retrieves the TLS certificate with a public key from the backup server and installs a TLS certificate with a public
key on the protected computer.

NOTE

When you generate a self-signed TLS certificate with Veeam Backup & Replication, you cannot include
several aliases to the certificate and specify a custom value in the Subject field. The Subject field value is
taken from the Veeam Backup & Replication license installed on the Veeam backup server.
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To generate a self-signed TLS certificate:
1. From the main menu, select General Options.
2. Click the Security tab.

3. In the Security tab, click Install.

4. At the Certificate Type step of the wizard, select Generate new certificate.

Manage Certificate

Corioae Certificate Type

= Choose certificate to be used for encrypted S50 connection,

Certificate Tpe (O Keep existing certificate

Keep the current cerificate intact,
Generate Certificate

(® Generate new certificate

Surnrma
v Generate a new self-signed certificate that is verifiable with the thumbprint,

() Select certificate from the Certificate Store

Use an existing certificate already present in the local Certificate Store of this server,

() Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this senver.

i Changing the certificate may require additional manual steps to finalize the configuration,
Please referto docurmentation for more details,
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5. At the Generate Certificate step of the wizard, specify a friendly name for the created self-signed TLS
certificate.

Manage Certificate X

- Generate Certificate
Cerfificate K i X .
= Type in a friendly name for the self-signed certificate,

-8

Certificate Type Friendly name:
_ |‘u’eeam Backup Server Certificate
Summary The certificate created by this feature will not originate from a trusted certification authority (CA).

< Previous Mext > Finish Cancel

6. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the generated TLS certificate. You will be able to use the copied
information to verify the TLS certificate with the certificate thumbprint.
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7. Click Finish. Veeam Backup & Replication will save the generated certificate in the Shared certificate store
on the Veeam backup server.

Manage Certificate

X
Cerfificate Summary
= Review the results, and click Finish to exit the wizard.
Certificate Type Summary:
Mame: Yeeam Backup Server Certificate
Generate Certificate

Issued to: CN=Veeam Backup Server Certificate

Issued by: CN=Veeamn Backup Server Certificate
_ Expiration date: 1/31/2033 12:31 PM

Thumbprint: 22412F0EAAGTIBAEICFB2CDTR032911081209952
Serial number: 65FACBSDEDGC489048280956039F67DB

Copy to clipboard

Next > Finish | | Cancel
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Importing Certificates from Certificate Store

If your organization has a TLS certificate signed by a CA and the TLS certificate is located in the Microsoft
Windows Certificate store, you can use this certificate for authenticating parties in the Veeam Plug-in
management infrastructure.

To select a certificate from the Microsoft Windows Certificate store:

1. From the main menu, select General Options.

2. Click the Security tab.
3. Inthe Security tab, click Install.
4. At the Certificate Type step of the wizard, choose Select certificate from the Certificate Store.
Manage Certificate X
Certificate Type

Ceﬂoabe
T e —

Keep the current certificate intact.

Choose certificate to be used for encrypted 551 connection.

Pick Certificate
() Generate new certificate

Summa
. Generate a new self-signed certificate that is verifiable with the thumbprint.

@ Select certificate from the Certificate Store

Use an existing certificate already present in the local Certificate Store of this server.
() Import certificate from a file

Select this option to impert certificate from PFX file. The certificate will be automatically imported
into the local Certificate Store of this server.

Changing the certificate may require additional manual steps to finalize the configuration,
Please refer to documentation for more details,

< Previous Mext > Finish Cancel
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5. At the Pick Certificate step of the wizard, select a TLS certificate that you want to use. You can select only
certificates that contain both a public key and a private key. Certificates without private keys are not

displayed in the list.

Manage Certificate X
- Pick Certificate
Cerificate i Lo - - .
= Pick the existing certificate from local Certificate Store of this server.
Certificate Type Certificates:
.
_ lssued to Friendly Mame Issued by
’_-;glbackupserv... Yeeam Backup Server Certificate CM=backupserverl01.tech.local
Summary ’_-?glbackupserv... Yeeam self-signed certificate for Kasten ...  CM=backupserverd0l.tech.local, ...
L-;g'\."ee,am Back.. ABC Backup Server Certificate CM=Veeam Backup Server Certific..,
ﬁ' Type in an object name to search for Q|
| < Previous | | MNext > | Finish

6. At the Summary step of the wizard, review the certificate properties.

7. Click Finish to apply the certificate.
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Importing Certificates from PFX Files

You can import a TLS certificate in the following situations:

Your organization uses a TLS certificate signed by a CA and you have a copy of this certificate in a file of
PFX format.

You have generated a self-signed TLS certificate in the PFX format with a third-party tool and you want to
import it to Veeam Backup & Replication.

IMPORTANT

The TLS certificate must pass validation on the Veeam backup server. In the opposite case, you will not be
able to import the TLS certificate.

To import a TLS certificate from a PFX file:

1.

AW

From the main menu, select General Options.
Click the Security tab.
In the Security tab, click Install.

At the Certificate Type step of the wizard, choose Import certificate from a file.

Manage Certificate X

Certificate Type

Cerfificate o .
= Choose certificate to be used for encrypted 551 connection.

S Y —

Keep the current certificate intact.
Import Certificate

5 (C) Generate new certificate
umma
. Generate a new self-signed certificate that is verifiable with the thumbprint.
() Select certificate from the Certificate Store

Use an existing certificate already present in the local Certificate Store of this server,
® Import certificate from a file

Select this option to import certificate from PFX file, The certificate will be automatically imported
into the local Certificate Store of this server.

Changing the certificate may require additional manual steps to finalize the configuration.
1 : .
Please referto documentation for more details.

< Previous Mext > Finish Cancel
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5. At the Import Certificate step of the wizard, specify a path to the PXF file.

6. If the PFX file is protected with a password, specify the password in the field below.

Manage Certificate X

o e— Import Certificate
EFIRCE
= Specify the PFX file to import certificate from. The certificate will be automatically imported into the local Certificate Store of

_g this server,
Certificate Type Certificate: | C:\Certificates\ABC_cert.pfx Browse...

Password is required only if this certificate was exported with the password
protection enabled.

Summary

< Previous Mext = Finish Cancel

7. At the Summary step of the wizard, review the certificate properties. Use the Copy to clipboard link to
copy and save information about the TLS certificate. You can use the copied information on a protected
computer to verify the TLS certificate with the certificate thumbprint.

8. Click Finish to apply the certificate.
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Using Certificate Signed by Internal CA

To establish a secure connection between the backup server and protected computers, Veeam Backup &
Replication uses a TLS certificate. By default, Veeam Backup & Replication uses a self-signed certificate. Veeam
Backup & Replication generates this certificate when you install the product on the Veeam backup server.

If you want to use a certificate signed by your internal Certification Authority (CA), make sure that the following
requirements are met:

e Veeam Plug-ins and Veeam Backup & Replication must trust the CA. That is, the Certification Authority
certificate must be added to the Trusted Root Certification Authority store on the Veeam backup server
and computers with Veeam Plug-ins.

e Certificate Revocation List (CRL) must be accessible from the Veeam backup server and computers with
Veeam Plug-ins.

e [For Linux-based computers] OpenSSL version 1.0 or later must be installed on the computer with Veeam
Plug-in.

A certificate signed by a CA must meet the following requirements:

1. The certificate subject must be equal to the fully qualified domain name of the Veeam backup server. For
example: vbrserver.tech.local.

n | Certificate Information =

General Detaills  Certification Path

Show: | <all= o
Field Value 2
B'\Jalid from Tuesday, January 31, 2023 1:...
B'\Jalid to Monday, January 31, 2033 1:...
51 Subject vhrsreertech.ocal

=] Public key RSA (2048 Bits)
EIPuinc key parameters 0500
Eﬁasic Constraints Subject Type=CA, Path Lenat...

BThumbprint 48d54a497c3ee7106d9a171d. ..
CM =wvhrsreertech.local
Edit Properties... Copy to File...
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2. The following key usage extensions must be enabled in the certificate to sign and deploy child certificates
for computers with Veeam Plug-ins:

o Digital Signature

o Certificate Signing
o Off-line CRL Signing
o CRL Signing (86)

If you use Windows Server Certification Authority, it is recommended that you issue a Veeam Backup &
Replication certificate based on the built-in "Subordinate Certification Authority" template or templates
similar to it.

3. Itis highly recommended to add "pathLen=0" to Basic Constraints.

If you use Windows Server Certification Authority, to do this, enable the Do not allow subject to issue
certificates to other CAs option in the certificate template.

4. The key type in the certificate must be set to £xchange.

If you create a certificate request using the Windows MMC console, to specify the key type, do the
following:

a. At the Request Certificates step of the Certificate Enrollment wizard, select a check box next to the
necessary certificate template and click Properties.
b. In the Certificate Properties window, click the Private Key tab.
c. Inthe Key Type section, select Exchange.
To start using the signed certificate, you must select it from the certificates store on the Veeam backup server.
To learn more, see Importing Certificates from Certificate Store.

After you specify the signed certificate in Veeam Backup & Replication, during the next application backup
policy session Veeam Plug-ins will receive child certificates from the Veeam backup server.
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Adding Computers to Trusted Hosts List

After you enable the Add unknown hosts to the list manually (more secure) option in Veeam Backup &
Replication settings, Linux-based computers whose SSH fingerprints are not stored in the Veeam Backup &
Replication database become unable to communicate to the Veeam backup server. During discovery, Veeam
Backup & Replication puts such computers to the Untrusted protection group. To start managing an untrusted
computer, you must manually validate the SSH fingerprint and add the computer to the list of trusted hosts in
the Veeam Backup & Replication console.

To add a computer to the list of trusted hosts:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and click Untrusted.

3. Inthe working area, Veeam Backup & Replication will display discovered computers that you can add to
the list of trusted hosts. Check SSH fingerprints of the computers and add them to the list of trusted hosts
in one of the following ways:

o To add all computers at once to the list of trusted hosts, select the Untrusted node in the inventory
pane and click Trust All on the ribbon or right-click the Untrusted node and select Trust all.

Veeam Backup and Replication

R
Trust
Al
Trust
Inventory Q Type in an object name to search for
(B Virtual Infrastructure Name T Fingerprint Key Algorit...
4 Physical Infrastructure EA 172.24.28.222 42:99:f8:52:17:94:8:15:e7:b5:Fb:9: 7737436 SSH-RSA
ga Database Servers EA 172.24.200 Tb9edelc45eT7:06:82b8:e6:20:79:105620 SSH-RSA

Ba Linux Servers

g2l macOS Workstations

B2 Windows Servers

B2 Windows Workstations

g2/ Manually Added

{1 Unmanaged

&5 Untrusted (2)

[Edl File Shares

4 [F Last 24 Hours

[*} Running (1}

[ Success

[ Wamning

[% Failed

A Home

Eﬁ_\ Inventory

@E'g Backup Infrastructure
(& storage infrastructure
Tape Infrastructure

9 Fie

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 120 days remaining
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o To add a specific computer to the list of trusted hosts, select the necessary computer in the working
area and click Trust on the ribbon or right-click the computer and select Trust.

Inventory

Veeam Backup and Replication

Ex

=[]

Actions

Manage Host

Inventory

(B Virtual Infrastructure
4 (% Physical Infrastructure
57 Database Servers
| Linux Servers
1| macOS Workstations
| Windows Servers
7| Windows Workstations
7| Manuzlly Added
{7 Unmanaged
£57 Untrusted )
[Edl File Shares
4 [F Last 24 Hours
[% Success
[%) Waming
[% Failed

A Home

%@ Inventory

(?E'g Backup Infrastructure
&
Tape Infrastructure

[0 Files

Storage Infrastructure

Trust Details Remove from
Configuration

Q) Type in an object name to search

for

Name T Fingerprint
En 172.24.28.222 420042521 7:04:£8:15:27:b5 fbic0:Th73743b
EA 172.24.200 Tbi0eide0ci14:5e77:06:8a:b8:e6:2c 79805620
77 Trust N
Ex  Remove from configuration
] Details...
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Working with Protection Groups

In Veeam Backup & Replication, computers with Veeam Plug-ins are organized into protection groups. You can
perform the following operations with protection groups:

o Create a protection group.

e Edit protection group settings.

e Rescan a protection group.

e Assign location to a protection group.
e Disable a protection group.

e Remove a protection group.
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Creating Protection Groups

You must add computers that you plan to protect with Veeam Plug-ins to the inventory in the Veeam Backup &
Replication console. In Veeam Backup & Replication, protected computers are organized into protection groups.
You can create one or more protection groups that contain computers of different types or offer different
discovery and deployment options.

Before You Begin

Before creating a protection group, consider the following prerequisites and limitations:

1.

When Veeam Backup & Replication performs discovery of protected computers, Veeam Backup &
Replication connects to every computer added to the protection group. If you instruct Veeam Backup &
Replication to perform discovery immediately after the protection group is created, make sure that all
computers added to the protection group are powered on and may be accessed over the network.
Otherwise, Veeam Backup & Replication will be unable to connect to a protected computer and perform
the required operations on this computer.

A protection group that includes Microsoft Active Directory objects can include objects from one domain
only. To add to the inventory computers that reside in another domain, you need to create a separate
protection group and include in this protection group the necessary objects from that domain.

Veeam Backup & Replication automatically excludes from the protection scope Active Directory objects of
the Group type that exist in a parent Active Directory object (organization unit, container or entire domain)
specified in the protection group settings. To instruct Veeam Backup & Replication to process a group, you
must select this group explicitly in the protection group settings.

You cannot add and/or exclude universal and domain local groups to/from protection groups that include
Microsoft Active Directory objects. Only global groups are supported.

Do not add a computer to a protection group by specifying a dynamic IP address assigned to this
computer. If such computer receives another IP address from a DHCP server, Veeam Backup & Replication
will be unable to discover the computer and perform on this computer operations defined in the
protection group settings.

We recommend that you include each object you want to protect in one protection group only. For
example, if you have added an Active Directory container to a protection group, it is not recommended to
add a computer that exists in this container to another protection group. Adding computers to multiple
protection groups with different computer discovery and Veeam Plug-in deployment settings will result in
additional load on the backup server.

You can add a cluster only to a protection group that includes Microsoft Active Directory objects. You
cannot add clusters to protection groups that include individual computers or computers specified in a
CSV file.

When you configure a protection group for a cluster, do not exclude nodes of this cluster from a
protection scope. Otherwise, Veeam Backup & Replication will not have complete information about all
clustered servers.
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9. Todeploy Veeam Installer Service and Veeam Plug-in on a protected computer running Microsoft
Windows OS, Veeam Backup & Replication uses the administrative share (admin$) of the target computer.
An account that you plan to use to connect to a computer included in the protection group must have
access to the administrative share.

Note that in client Microsoft Windows OSes access to the administrative share is forbidden by default for
local accounts. You can enable this option with a registry key. For details, see this Microsoft KB article.

10. Veeam Backup & Replication does not support usage of a Linux account for which system settings modify
shell output results to connect to a computer included in the protection group. For example, this includes
Linux accounts with the modified PS7shell variable.
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Step 1. Launch New Protection Group Wizard

To launch the New Protection Group wizard, open the Inventory view. Right-click the Physical Infrastructure
node in the inventory pane and select Add protection group.

Veeam Backup and Replication

Home View

Protection Group

*
i

Add  Edit le Remove | Rescan Addto | Statistics Report
Group Group Group Backup

Manage Protection Group Adtions Details
Inventory

# Create Protection Group

@V‘nua‘ Infrastructure ﬁ!l Protection group defines a set of computers (physical server, workstations or cloud instances) to be protected with agent-based backup

4 (* Physical Infrastructure
&2 Manually Added
Unmanaged

jobs. Protection groups can be populated with individual computers, Active Directory containers or a dynamic CSV file exported from an

= Add protection grou 5 ent system.

Create Job or Policy

5| File Shares
4 [3 Last 24 Hours
[ Success

Agent-based protection provides additional flexibility with two deployment approaches. For 24/7 workloads such as servers and failover
clusters, we recommend that you create backup jobs managed by the backup server, which controls scheduling and executes backup
remotely. For any workloads which may remain offline or unreachable for extended and/or unpredictable time periods (such as
workstations, laptops or remote office servers), we recommend that you create backup policy that configures backup agents to schedule
and execute backup independently.

P Perform Restore
To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery Media that can be created directly
from the backup file of the corresponding computer. Other entire computer restore options include direct restore to Microsoft Azure, or
instant recovery into a Microsoft Hyper-V VM. To perform granular recovery such as file or application item restore, simply select the
desired backup under the Backups tree of the Home tab, and select one of many restore options provided.

A Home
%ﬂ Inventory
(?E‘g Backup Infrastructure

[‘3@ History

Build
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Step 2. Specify Job Name and Description

At the Name step of the wizard, specify a name and description for the protection group.
1. In the Name field, specify a name for the protection group.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who added the protection group, date and time when the protection group
was created.

Mew Pratection Group X

MName

EE Type in a name and description for this protection group,

|Database Sersers

Type
Description:

Aictive Directory Protection group for database servers
Exclusions

Credentials

Options

Reni e

Lpply

Surmrmary

% Previous Finish Cancel
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Step 3. Select Protection Group Type

At the Type step of the wizard, select the type of the protection group.

IMPORTANT

Veeam Backup & Replication cannot install Veeam Plug-ins on computers added to the protection groups
of the following types:

Computers with pre-installed agents
Cloud machines

You can select one of the following types:

Individual computers — select this option if you want to define a static protection scope by adding specific
computers to the protection group. This option is recommended for smaller environments that do not
have Microsoft Active Directory deployed.

With this option selected, you will pass to the Computers step of the wizard.

Microsoft Active Directory objects — select this option if you want to add to the protection group one or
several Active Directory objects: entire domain, container, organization unit, group, computer or cluster.
Protection groups that include Active Directory containers and/or organization units are dynamic in their
nature. If a new computer is added to a container or organization unit that you have specified in the
protection group settings, during the next rescan session, Veeam Backup & Replication will discover this
computer and (optionally) deploy Veeam Plug-in on this computer.

With this option selected, you will pass to the Active Directory step of the wizard.
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e Computers from CSV file — select this option if you want to add to the protection scope computers listed
in a CSV file that resides in a local folder on the backup server or in a network shared folder. As well as
protection groups that include Active Directory containers, protection groups of this type are also
dynamic. If a new computer appears in a CSV file after the protection job is created, within the next rescan
session, Veeam Backup & Replication will automatically update the protection group settings to include
the added computer.

With this option selected, you will pass to the CSV File step of the wizard.

Mew Pratection Group X

Type
EE Choose how you wwant to populate this protection group with computers,

Marne This protection group will contain:

® Individual computers
Type Static protection scope with one or more individual computers via 1P address or DNS name,
Recommended for smaller environrments without an Active Directony,

Computers () Microsoft Active Directory objects
Ot Dynarmic protection scope defined by Active Directory containers such as organizational units ar
prons security groups, and exclusion rules,
Flenwiews (O Computers from CSY file
Dynamic protection scope defined by the content of a comma-separated values (s file with
Apply cormputer narmes that is hosted on a file share, Recommended for larger environments without
Suctive Directory, or for CMODB integration,
Surnrnary (O Computers with pre-installed backup agents

This protection group will catch all cormputers with 2 backup agent deployed frorm a custom
installation package specific to this group, Cormputers will appear in the protection group upon
establishing their first connection to the backup sercer,

(O Cloud machines
Dynarmic protection scope for Amazon EC2 instances and Microsoft Szure Whis, Discovery and
backup agents deployrment is performed using cloud-native &P1s without requiring a direct
netwaork connection,

< Previaus Cancel
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Step 4. Specify Protection Scope

Specify protection scope for the created protection group:

Specify computers — if you have selected the Individual computers option at the Type step of the wizard.

Specify Microsoft Active Directory objects — if you have selected the Microsoft Active Directory objects
option at the Type step of the wizard.

Specify a CSV file — if you have selected the Computers from CSV file option at the Type step of the
wizard.

Specifying Computers

The Computers step of the wizard is available if you have chosen the Individual computers option at the Type
step of the wizard.

At this step of the wizard, specify computers that you want to add to the protection group.

To add a computer to a protection group:

1.
2.

Click Add.

In the Add Computer window, in the Host name or IP address field, enter a full DNS name, NetBIOS name
or IP address of the computer that you want to add to the protection group.

From the Credentials list, select a user account that has administrative permissions on the computer that
you want to add to the protection group. Veeam Backup & Replication will use this account to connect to
the protected computer and perform the necessary operations on the computer: upload and install Veeam
Plug-in, and so on.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to
add credentials. You can select one of the following credentials type:

o Stored credentials. Select stored credentials if you want Veeam Backup & Replication to use the
specified user name and password for each connection to Veeam Agent.

o [For Linux computers] Single-use credentials. Select single-use credentials if you do not want Veeam
Backup & Replication to store credentials in the configuration database. With this option selected,
Veeam Backup & Replication will use the specified user name and password only for the first
connection to Veeam Plug-in. After that, Veeam Backup & Replication will use Veeam Installer Service
and Veeam Deployer Service to communicate with the Veeam Plug-in.

Keep in mind that the username must be specified in the down-level logon name format. For example,
DOMAIN\UserName or HOSTNAME\UserName. Use the full domain or hostname name. Do not replace
them with a dot.

For more information, see the Credentials Manager section in the Veeam Backup & Replication User Guide.
Repeat steps 1-3 for every computer that you want to add to the protection group.

To check if Veeam Backup & Replication can communicate with computers added to the protection group,
click Test Now. Veeam Backup & Replication will use the specified credentials to connect to all computers
in the list.
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NOTE

If you chose to manually add Linux-based computers to the list of trusted hosts in Veeam Backup &
Replication, when you test credentials for an unknown Linux-based computer in the protection group
settings, the test operation will complete with the Failed status. This happens because Veeam Backup &
Replication cannot connect to the untrusted computer before you add this computer to the list of trusted
hosts. To learn more, see Adding Computers to Trusted Hosts List.

Mews Pratection Group X
Computers
Specify cormputers to include in this protection group,
iz
Marme Computers:
Computer Account Add..
Type
Set User...
Rermowe
Oiptions Hast name or IP address:
|Iinuxsw001.tech.|0cal
Rewiewr
Apply Credentials:
|1:) administrator (administrator, last edited: les V| Add...
Summary fanage accounts
Click Test Mow to walidate the specified credentials, Test Mo
% Previous Mext = Finish Cancel

Specifying Active Directory Objects
The Active Directory step of the wizard is available if you have chosen the Microsoft Active Directory objects
option at the Type step of the wizard.

At this step of the wizard, select Active Directory objects that you want to add to the protection group. You can
add to a protection group the following types of Active Directory objects: domain, organization unit, container,
computer, cluster, or group.

To add Active Directory objects to a protection group:
1. In the Search for objects in this domain field, click Change.

2. In the Specify Domain window, specify settings of the domain whose objects you want to include in the
protection group:

a. In the Domain controller or domain DNS name field, type a hame of the domain controller or domain
whose objects you want to include in the protection group.

b. In the Port field, specify a port number over which Veeam Backup & Replication must communicate
with the domain controller. By default, Veeam Backup & Replication uses port 389.
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c. From the Account list, select a user account that is a member of the DOMAIMAdministrators group. If
you have not set up credentials beforehand, click the Manage accounts link or click Add on the right
to add credentials. For more information, see the Credentials Manager section in the Veeam Backup &
Replication User Guide.

d. Click OK to close the Specify Domain window.

NOTE

If you want to include a large number of computers in the protection group but do not want to use
an account with domain administrator permissions in the protection group settings, consider
configuring a protection group based on a list of computers imported from a CSV file. To learn more,
see Select Protection Group Type.

3. Inthe Selected objects field, click Add.

4. Inthe Add Objects window, select the necessary Active Directory object in the tree and click OK. You can
press and hold [CTRL] to select multiple objects at once.

To quickly find the necessary object, you can use the search field at the bottom of the Add Objects
window.

a. Click the button to the left of the search field and select the necessary type of object to search for:
Everything, Computer, Cluster, Organization Unit, Containeror Group.

b. Enter the object name or a part of it in the search field.

c. Click the Start search button on the right or press [ENTER].

Mew Protection Group X

Active Directory
EE Specify Microsoft Active Directory containers and objects to include in this protection group,

Marne Search for objects in this domain:

|tech.|cn:a| Change...

Type
Selected objects:
e I [ Tope Add.

Exclusions Computers Container

Remowve

Credentials
Options
Rewiews
Apply

Sumrmary

< Previous Finizh Cancel
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Specifying CSV File

The CSV File step of the wizard is available if you have chosen the Computers from CSV file option at the Type
step of the wizard.

At this step of the wizard, specify a file that defines a list of computers that you want to add to the protection
group. You must specify a list of computers in a file of the CSV or TXT format. The file must be created
beforehand. To learn more, see Preparing CSV File.

To specify a CSV file:

1. In the Path to file field, click Browse and specify a path to a CSV file that contains a list of IP addresses or
domain names of computers that you want to add to the protection group. The CSV file can reside in a
folder on the local drive of the Veeam backup server or in a network shared folder accessible from the
backup server.

2. Inthe Computers field, review the list of IP addresses or domain names imported from the CSV file.

NOTE

After you finish configuring the protection group, Veeam Backup & Replication will perform discovery of
computers listed in the CSV file upon schedule defined in the protection group settings. If Veeam Backup &
Replication is unable to read the CSV file (for example, after the file was moved or deleted from the
specified location), the rescan job will use the list of computers imported from the CSV file during the
previous rescan job session.

Mew Protection Group X

CSY File

Specify the path to a comma-separated walues {csv) file with the narnes of computers to include in this protection group, We
EE recormimend thatyou host the T2 file on a file share,

Mame Path ta file:
|C:\database_sewers.csv Browse...
Type
Computers:
ewRe
Credentials linwsesre001 tech.local
linuxs 002 tech.local
Options
Rensiems
Apply
Surmrmary

< Previous Finizh Cancel
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Preparing CSV File

To define a dynamic protection scope based on a list of computers, you must create a CSV file with a list of IP
addresses or domain names to scan during discovery. Veeam Backup & Replication supports IP addresses of IPv4
and IPv6 formats.

Delimit IP addresses or domain names in the list with commas (',") or semicolons (',"). For example:

172.17.53.16,172.17.53.19,172.17.53.31,172.17.53.40

Alternatively, you can delimit IP addresses or domain names in the list with the newline character:

172.
172.
172.
172.

17.
17.
17.
17.

53
53
53
53

.16
.19
.31
.40
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Step 5. Exclude Objects from Protection Group

The Exclusions step of the wizard is available if you have chosen to define a protection scope that includes
Microsoft Active Directory objects.

At this step of the wizard, you can specify which objects you want to exclude from the protection group. You
can exclude the following types of objects:

e All virtual machines — all VMs residing in the domain. You can select this option, for example, if you do not
want to protect VMs with Veeam Plug-ins and want to back up VM data with Veeam Backup & Replication
instead.

e All computers that have been offline for over 30 days — all computers in the domain that have not logged
on to Active Directory for more than 30 days.

e Individual objects: computers, clusters, groups, organization units and/or containers.

Excluding Individual Active Directory Objects

To exclude Active Directory objects:
1. In the Exclude section, select the The following objects check box.
2. Click Add.

3. Inthe Add Objects window, select the necessary Active Directory object in the tree and click OK. You can
press and hold [CTRL] to select multiple objects at once.
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To quickly find the necessary Active Directory object, you can use the search field at the bottom of the Add
Objects window.

1. Click the button to the left of the search field and select the necessary type of object to search for:
Everything, Computer, Cluster, Group, Organization Unit or Container.

2. Enter the object name or a part of it in the search field.

3. Click the Start search button on the right or press [ENTER].

Mews Pratection Group X

Exclusions
EE Specify objects to be excluded frorm this protection group,

Marne Exclude:
Allirtual rmachines

Type

S All cormputers that khave been offline for over 30 days
Active Directony The following objects:

ﬁgbackupm.tech.local Computer FamREE

Credentials Fibackup0ztech.lacal Cornputer
- ﬁgbackupUE.tech.local Computer

K Eflbackupd.tech.local Cornputer
Rewi e
Apply
Surmrmary

< Previaus Finish Cancel
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Step 6. Specify Credentials

The Credentials step of the wizard is available if you have chosen to define a protection scope that includes
Microsoft Active Directory objects or computers specified in a CSV file.

At this step of the wizard, specify credentials to connect to computers included in the protection group:

1. If you want to use the same credentials for all computers in the protection group, select the necessary
user account from the Master account list. The account must have local administrator permissions on all
computers that you have added to the protection group.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to
add credentials. For more information, see the Credentials Manager section in the Veeam Backup &
Replication User Guide.

2. By default, Veeam Backup & Replication uses credentials specified in the Master account field for all
computers in the protection group. If some computer requires a different user account, do the following:

a. Select the Use custom credentials for the following objects check box,
b. Click Add next to the list of objects and select the necessary object in the Add Objects window:

= |f you configure a protection group that includes Active Directory objects, objects that you have
added to the protection group at the Active Directory step or the wizard are already displayed in
the Use custom credentials for the following objects list. In the Add Objects window, you can
also select child objects for which you want to specify custom credentials. For example, you may
want to specify separate credentials for different organization units, containers, groups or
individual computers within the entire domain added to the protection group.

= |f you configure a protection group that includes computers specified in a CSV file, you can
select in the Add Objects window one or more computers listed in a CSV file and add them to the
Use custom credentials for the following objects list.

c. Inthe Use custom credentials for the following objects list, select the necessary object, click Edit and
select custom credentials for the object. Credentials must be specified in the following format:

= For Active Directory accounts — DOMAIM Username

= For local accounts — Username or HOST\Username

NOTE
Consider the following:

e Veeam Backup & Replication supports user account names in the SAM-Account-Name format
(DOMAIM Username). The User-Principal-Name (UPN) format (vsername@domain) is not supported.
If you specify credentials in the UPN format, Veeam Backup & Replication will successfully connect
to computers added to the protection group during the 7est Now operation. However, the
subsequent protection group rescan operations will fail.

e The account that you use to connect to a Linux computer must have a home directory on this
computer.

e If you configure a protection group that includes dynamic Active Directory objects, such as domain,
organization unit, container or group, the master account or custom account specified for an object
must be a member of the DOMAIN\Administrators group.

e If you plan to back up Oracle databases that run on Linux computers, the OS account used to
connect to the computer must be a member of the group that owns configuration files of the Oracle
database (for example, the oinstall group).

391| Veeam Plug-ins for Enterprise Applications | User Guide


https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=120

To check if Veeam Backup & Replication can connect to computers added to the protection group, click Test
Now. Veeam Backup & Replication will form a list of computers to connect and use the specified credentials to
connect to computers in the list.

Mew Pratection Group X

Credentials
Specify the master account for all hosts in this protection group, Wou can also customize credentials for individual computers,
EE The specified account st have Local 2drministrator privileges on the protected cormputers,

Master account:
| 4, techywilliarn.fox (techilliam. fox, last edited: less than a day agao) w Add...
Type hdanage accounts

Marne

Active Directory Use custorn credentials for the following objects:

. Ohject Account Add..,
Exclusions
Computers <kdaster accounts Edit
_ ﬁ;l desktop03tech.local desctop0Phadministrator

Rernowve

Options
Default

Rewiewr

Apply

Surmrmary

Click Test Mows to walidate the specified credentials, Test Moy

£ Previous Finish Cancel
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Step 7. Specify Discovery and Deployment Options

At the Options step of the wizard, specify settings for protected computers discovery and Veeam Agent
deployment.

Veeam Backup & Replication regularly connects to protected computers according to the schedule defined in
the protection group settings. At this step of the wizard, you can define the discovery schedule and specify
operations that Veeam Backup & Replication must perform on discovered computers. You can also select which
server in your backup infrastructure should act as a distribution server for Veeam Plug-ins.

To specify discovery and deployment options:

1. In the Discovery section, define schedule for automatic computer discovery within the scope of the
protection group:

o Torun the rescan job at specific time daily, on defined week days or with specific periodicity, select
Daily at this time. Use the fields on the right to configure the necessary schedule.

o Torun the rescan job repeatedly throughout a day with a specific time interval, select Periodically
every. In the field on the right, select the necessary time unit: Hours or Minutes. Click Schedule and
use the time table to define the permitted time window for the rescan job. In the Start time within an
hour field, specify the exact time when the job must start.

o Torun the rescan job continuously, select the Periodically every option and choose Continuously from
the list on the right. A new rescan job session will start as soon as the previous rescan job session
finishes.

NOTE

You cannot create a protection group without defining schedule for automatic discovery. However,
you can disable automatic discovery for a specific protection group, if needed. To learn more, see
Disabling Protection Group.

2. Inthe Deployment section, select the object that will be responsible for the Veeam Plug-ins distribution,
select a Microsoft Windows server that you plan to use as a distribution server. Veeam Backup &
Replication will use the distribution server to upload Veeam Plug-in setup files to computers added to the
protection group. By default, Veeam Backup & Replication assigns the distribution server role to the
backup server. To learn more, see Distribution Server.

4. Make sure that the Install backup agent check box is clear. Otherwise, Veeam Backup & Replication will
install Veeam Agent on the target computer.

TIP

To learn how to use protection groups to automatically deploy Veeam Agents, see Veeam Agent
Management Guide.

3. If you want to instruct Veeam Backup & Replication to automatically deploy Veeam Plug-ins on all
discovered computers in the protection group, in the Deployment section, make sure that the Install
application plug-ins: configure plug-ins to be installed check box is selected and click Configure. In the
Application Plug-ins window, select the check boxes next to the plug-ins that you want to install.
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NOTE

[For Veeam Plug-in for SAP on Oracle] if you plan to use the rman_util parameter, you must install
2 plug-ins on the Oracle server:

e Veeam Plug-in for Oracle RMAN
e Veeam Plug-in for SAP on Oracle

You can also choose to disable automated Veeam Plug-in installation. To do this, in the Application Plug-
ins window, clear the check boxes next to the plug-ins that you do not want Veeam Backup & Replication
toinstall. In this case, you will need to install Veeam Plug-in on every computer included in the
protection group and discovered by Veeam Backup & Replication. To learn more, see Installing Veeam
Plug-in.

If you want to instruct Veeam Backup & Replication to automatically upgrade Veeam Plug-ins on
discovered computers when a new version of the product appears on the distribution server, in the
Deployment section, make sure that the Auto-update backup agents and plug-ins check box is selected.

Select the Perform reboot automatically if required check box to allow Veeam Backup & Replication to
reboot a protected computer.

Click Advanced to specify advanced settings for the protection group. To learn more, see Specify
Advanced Protection Group Settings.

ews Protection Group
Options
Specify a machine discovery schedule and agent deployment options,
i
Marne Discovery
Rescan protection group every
Type (®) Daily at this time: 2:00 Fha | | Bveryday Diays.,
Computers (O Periodically every: 1 Hours Schedule,,
Distribution serser:
Rewiews backupserserddtechlocal Add..,
Al Protected machines will download backup agents from this sercer,
ppty
[ Install backup agent
SUFRIRELRY Install changed block tracking driver (for Windows machines anly)
Install application plug-ins: 38P HANA Configure..,
Byto-update backup agents and plug-ins
Perform reboot autormatically if required
Custornize advanced protection group settings such as e-mail notifications, Advanced..
< Previous Finish Cancel
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Step 8. Specify Advanced Protection Group Settings

You can specify email notification settings for the protection group. If you enable notification settings, Veeam
Backup & Replication will send a daily email report with protection group statistics to a specified email address.
The report contains cumulative statistics for rescan job sessions performed for the protection group within the
last 24-hour period.

NOTE

Email reports with protection group statistics will be sent only if you configure global email notification
settings in Veeam Backup & Replication. For more information, see the Configuring Global Email
Notification Settings section in the Veeam Backup & Replication User Guide.

After you enable notification settings for the protection group, in addition to reports sent according to the
global email notification settings, Veeam Backup & Replication will send reports with the protection group
statistics to email addresses specified in the protection group settings. This allows you to fine-tune email
notifications in Veeam Backup & Replication: while one or more backup administrators receive email
notifications according to the global settings, other backup administrators can receive reports for specific
protection groups only.

If you do not enable global email notification settings in Veeam Backup & Replication, notification settings

for the protection group will not be sent even if you enable them in the protection group settings.

To specify notification settings for the protection group:

1.
2.
3.

At the Options step of the wizard, click Advanced.
Click the Notifications tab.

Select the Send daily agent status report e-mail to the following recipients check box and specify a
recipient's email address. You can enter several addresses separated by a semicolon.

In the Send daily summary at field, specify the time when Veeam Backup & Replication must send the daily
email report for the protection group.

You can choose to use global notification settings or specify custom notification settings.

To receive a typical notification for the protection group, select Use global notification settings. In this
case, Veeam Backup & Replication will apply to the protection group global email notification settings
specified for the backup server.
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To configure a custom notification for the protection group, select Use custom notification settings
specified below. You can specify the following notification settings:

o Inthe Subject field, specify a notification subject. You can use the following variables in the subject:

%JobResult% — rescan job result.

= %PGName% — protection group name.

*  %FoundCount% — number of new computers discovered within the last 24-hour period.
= %TotalCount% — total number of computers in the protection group.

= %SeenCount% — number of computers in the protection group that were online for the last 24
hours. A computer is considered to be online if Veeam Backup & Replication successfully
connected to this computer during the last rescan session.

o Select the Notify on success, Notify on warning and/or Notify on error check boxes to receive email
notification if the protection group rescan job completes successfully, completes with a warning or
fails.

Mews Protection Group
Advanced Settings hd
Options

EE Specify amach  gsut forwindows  Notifications

Send daily agent status report e-mail to the following recipients:

Marne |administrator@tech.local
Type Send daily surnrary at: 1000 PR 5 - Days..
Computers (O Use global notification settings Schedule..

(@ Use custorm notification settings specified below:

|FoundCount% newy hosts found (2TotalCount® total, 263eenCounts seen)

Renwiemr
Motify on success

Apply Maotify on warning
Motify on errar

Sumrmary

Cancel

Save As Default Cancel
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Step 9. Review Components

At the Review step of the wizard, review what Veeam Backup & Replication components are already installed on
the distribution server specified for the protection group and what components will be installed.

1. Review the components.
2. Click Apply to add the configured protection group to the inventory.
NOTE

Veeam Plug-in and Veeam Agent components are installed on the distribution server even if the Install
application plug-ins and Install backup agent check boxes are clear at the Options step of the wizard.

Mew Pratection Group X

Review
EE Rewien the settings, and click &pply to continue,

Marne The following cormponents will be processed on backupserserd0otech.local
Component name Shatus
Type
Transport already exists
Cormputers YWeearn Distribution Service will be installed
Weearn Sgent for Microsoft Windows Redistributable will be installed
Optians Weearm Sgent for Linws Redistributable will be installed
_ Weearn Spplication Plug-ins Redistributable will be installed
Apply
Sumrmary

< Previous Apply Finish Cancel
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Step 10. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will create the configured protection group. Wait
for the operation to complete and click Next to continue.

Mew Pratection Group X
Apply
EE Please wait while wee are installing and configuring required cormponents, this may take a few minutes,
Mame Message Duration (]
Type [backupserserd0s] Connecting to Weearn Installer service
[backupserserdds] Discovering installed packages
Camputers [backupserserd0] Creating temporary folder
Package WeeamDistributionSwc.msi has been uploaded 0:00:03
Options [backupserserd0s] Installing package Veearn Distribution Service 0:00:39
Reviews Package WALRedistmsi has been uploaded 0:01:09
[backupsenserdls] Installing package Veearn &gent for Linux Redistributable 0:03:25
Bpply Package DbPluginRedistmsi has been uploaded 20010
[backupserserd0] Installing package Veeam Application Plug-ins Redistribut,,  0.00:29
Surmmary [backupserserdds] Deleting termporary folder
[backupserser00a] Registering client backupserserd0a for package Transport
[backupserserdds] Registering client backupserserdda for package Weeamn Dis..,
[backupserser00a] Registering client backupserserdla for package Yeearmn 2&g..
[backupserserdda] Registering client backupserserdda for package Weeamn &p..
[backupserserd0a] Discovering installed packages
All required packages have been successfully installed
Creating configuration database records for installed packages
Creating database records for protection group 0:00:01 W
< Prewious Finish
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Ste

p 11. Finish Working with Wizard

At the Summary step of the wizard, complete the protection group configuration process.

1. Review information about the created protection group.

2. To start the rescan job after you close the wizard, make sure that the Run discovery when | click Finish
option is selected.
If you want to perform computer discovery later, you can clear the Run discovery when | click Finish check
box. In this case, the rescan job will start automatically upon the defined schedule. You can also start the
rescan job manually at any time you need. To learn more, see Starting Protection Group Discovery.

3. Click Finish to close the wizard.

Mew Protection Group X

iz

MNarne

Type

Apply

Computers
Options

Renviems

Summary
Frotection group settings hawve been saved successfully, Click Finish to exit the wizard,

Sumrnary:

Database Servers was successfully saved,

Run discovery when | click Finish

< Previous Mext = Cancel

Wh

at You Do Next

After you create a protection group, Veeam Backup & Replication automatically rescans computers that you
added to the created protection group and deploys Veeam Plug-ins on these computers. To learn more, see

Resca

n Job.

After the rescan process completes and Veeam Plug-ins are successfully deployed on target computers, you can
create the application backup policy. Application backup policies allow you to protect computers in the
protection group. To learn more, see Working with Application Policies.
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Editing Protection Group Settings

You can edit settings of a protection group. This operation may be required, for example, if you want to
add/remove computers to/from a protection group or change settings for protected computers discovery and
Veeam Plug-in deployment defined in the properties of the protection group.

NOTE
Consider the following:

e You cannot change the type of a protection group when editing protection group settings.

e For the Manually Added protection group, you can change only a limited number of settings. In
particular, you can edit protected computers discovery and Veeam Plug-in deployment options
(except for changing the distribution server for the protection group). You can also remove from this
protection group computers that are no longer included in an application backup policy.

e You cannot edit settings of default protection groups that act as filters used to display protected
computers of a specific type: Unmanaged, Out of Date, Offline and Untrusted.

To edit protection group settings:

—_

Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node.

3. Intheinventory pane, select the protection group that you want to edit and click Edit Group on the ribbon
or right-click the protection group that you want to edit and select Properties.

4. Edit protection group settings as required.

Veeam Backup and Replication

Protection Group
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@ Files.
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Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 118 days remaining
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Rescanning Protection Group

You can rescan a protection group configured in the inventory. When you perform protection group rescan, you
manually start the discovery process for the protection group. This operation may be required, for example, if
you want to discover new computers added to the protection group without waiting for the next scheduled start
of the rescan job.

During the rescan operation, Veeam Backup & Replication starts the rescan job in the same way as in case of
scheduled discovery. The rescan job connects to computers included in the protection group and performs on
these computers operations specified in the protection group settings. For example, if Veeam Backup &
Replication is set up to automatically install Veeam Plug-in on protected computers during discovery, you can
use the rescan operation to deploy Veeam Plug-in to computers that have appeared in the protection group
after the previous scheduled rescan job session finished.

To rescan a protection group:
1. Open the Inventory view.

2. Intheinventory pane, expand the Physical Infrastructure node.

3. Intheinventory pane, select the necessary protection group and click Rescan on the ribbon or right-click
the protection group and select Rescan.

Veeam Backup and Replication

Protection Group
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Assigning Location to Protection Group

You can assign a location to a protection group configured in Veeam Backup & Replication. To assign a location:

1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node.

3. Intheinventory pane, select the necessary protection group and click Location > <Location name> on the
ribbon or right-click the necessary protection group and select Location > <Location name>.

To learn more about locations, see the Locations section in the Veeam Backup & Replication User Guide.

Veeam Backup and Replication
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Disabling Protection Group

You can temporary disable a protection group configured in the inventory. When you disable a protection group,
you disable scheduled discovery of protected computers added to this protection group. This may be required,
for example, if a new version of Veeam Plug-in appears on a distribution server, and you do not want to deploy
Veeam Plug-in to all protected computers at once. Instead, you can disable the protection group, test the
deployment process on a specific computer in this group, and then enable the protection group to let Veeam
Backup & Replication deploy Veeam Agent to remaining computers.

When you disable a protection group, Veeam Backup & Replication does not start the rescan job upon schedule
defined in the protection group settings. However, you can start the discovery process manually if needed. To
learn more, see Rescanning Protection Group.

Disabling a protection group does not affect processing of computers included in this protection group. If a
protected computer is added to an application policy, and the application policy is scheduled to start at the time
when the protection group is in the disabled state, the policy will run as usual.

NOTE
You cannot disable default protection groups that act as filters used to display protected computers of a
specific type: Unmanaged, Out of Date, Offline and Untrusted.
To disable automatic discovery for the protection group:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node.

3. Intheinventory pane, select the necessary protection group and click Disable on the ribbon or right-click
the necessary protection group and select Disable.
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To enable automatic discovery for the protection group:
1. Open the Inventory view.

2. Intheinventory pane, expand the Physical Infrastructure node.

3. Intheinventory pane, select the necessary protection group and click Disable on the ribbon or right-click
the necessary protection group and select Disable.
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Removing Protection Group

You can remove a protection group that you configured.

When you remove a protection group, you can instruct Veeam Backup & Replication to remove Veeam Plug-ins
from all protected computers included in this protection group, too. The protection group is removed
permanently. You cannot undo this operation.

Backups created for computers that were included in the removed protection group remain intact in the backup
location. You can delete this backup data manually later if needed.

NOTE
Consider the following:

e You cannot remove a protection group if the entire protection group or a separate computer
included in this protection group is added to an application backup policy.
e You cannot remove default protection groups, such as Unmanaged, Out of Date and so on.

TIP

You can also remove individual computers from protection groups. To learn more, see Removing Computer
from Protection Group.
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To remove a protection group:
1. Open the Inventory view.

2. Intheinventory pane, expand the Physical Infrastructure node.

the ribbon or right-click the protection group and select Remove.

Veeam Agents from every computer in the deleted protection group.

In the displayed window, click Yes.

Veeam Backup and Replication

In the inventory pane, select the protection group that you want to remove and click Remove Group on

If you want to remove Veeam Plug-in deployed on protected computers, in the displayed window, select
the Uninstall Everything check box. With this option selected, Veeam Backup & Replication will remove
the protection group from the configuration database and, in addition, uninstall Veeam Plug-ins and
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Working with Application Policies

Veeam Backup & Replication allows you to create application backup policies for the following Veeam Plug-ins:
e Creating Oracle RMAN Backup Policy
e Creating SAP HANA Backup Policy
e Creating SAP on Oracle Backup Policy

After you configured an application backup policy in Veeam Backup & Replication, you can manage it in Veeam
Backup & Replication as well. To learn more, see Managing Application Backup Policy.
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Creating Oracle RMAN Backup Policy

To back up databases protected with Veeam Plug-in for Oracle RMAN, you must configure an application backup
policy in Veeam Backup & Replication.

Before You Begin

Before you create an application backup policy in the Veeam Backup & Replication console, check the following
prerequisites:

The Veeam Backup & Replication license must have a sufficient number of instances to process computers
that you plan to add to the application backup policy.

The target location where you plan to store backup files must have enough free space.

Protection groups that you want to add to the policy must be configured in advance.

Application backup policies have the following limitations:

One backup object (computer, database system, or database) can be added only to one application backup
policy. Otherwise, the application backup policy will fail.

You can create application backups in a Veeam backup repository. If you want to save backups in other
target locations, you must configure backup job on the computer side.

After you start managing a Veeam Plug-in with Veeam Backup & Replication, data backup for the
computer is performed by a backup policy configured in Veeam Backup & Replication. Veeam Plug-in
running on the computer starts a new backup chain on a target location specified in the backup policy
settings. You cannot continue the existing backup chain that was created by Veeam Plug-in operating in
the standalone mode.
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Step 1. Launch New Backup Job Wizard

To create an application backup policy for Veeam Plug-in for Oracle RMAN, you must launch the New
Application Backup Policy wizard. To do this, on the Home tab, click Backup Job > Application > Oracle RMAN.
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Step 2. Specify Policy Name

At the Name step of the wizard, specify a name and description for the application backup policy.
1. In the Name field, enter a name for the application backup policy.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created the policy, date and time when the policy was created.

Mew Application Backup Policy X
— Name
—

= Type in a name and a description for this application backup policy.

| Application Backup Job for Cracle RMAN

Databases
Description:

Storage Application backup job for database servers protected with Vieeam Plug-in for Cracle RMAN
Database processing

Schedule

Summary

< Previous Mext = Finish
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Step 3. Specify Databases

At the Databases step of the wizard, select protection groups, computers, database systems or individual
databases whose data you want to back up.

You can add to the backup scope one or more objects added to inventory in the Veeam Backup & Replication
console.

Application policies with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers
a new computer in a protection group after the policy is created, Veeam Backup & Replication will automatically
update the policy settings to include the added computer.

Adding Objects from Inventory

To add protection groups, individual computers or databases to the application backup policy:
1. Click Add.

2. In the Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.

NOTE

In the Select Objects window, Veeam Backup & Replication shows only those computers on which Veeam
Backup & Replication have detected Oracle database systems during the rescan job. To learn more, see
Rescan Job.

411 | Veeam Plug-ins for Enterprise Applications | User Guide



To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X

— Databases

—

= Select objects to process via container, or granularly. Container provides dynamic selection that automatically changes as you

E add new database into container.
MNarne
MNarne Type Add...

_ E’} linuxsnd02 tech.local Server Remave

Storage

Database processing Exclusions..

Schedule

Summary

< Previous Mext > Finish Cancel

Excluding Objects

You can exclude protection groups, individual computers or databases from the backup scope of the application
backup policy. This may be useful if you want to back up a certain database with another application backup

policy.
To exclude protection groups, individual computers or databases from the backup scope:

3. Click Exclusions.

4. In the In the Exclusions window, select one or more objects in the list and click OK. You can select any of
the following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.

412 | Veeam Plug-ins for Enterprise Applications | User Guide



NOTE

In the Exclusions window, Veeam Backup & Replication shows only those objects which were already added
to the backup scope. To learn more, see Adding Objects from Inventory.

Mew Application Backup Palicy x
— Databases
—
= Select objects to process via container, or granularly. Container provides dynamic selection that automatically changes as you
E add new database into container.
Exclusions X
Mame -
_ MName Type Add... |
i orcl Database Remave Remove
Storage
Database processing
Schedule
Summary
[ o ]| canca | |
| <Previous || Net> | Foh
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Step 4. Specify Storage Settings

At the Storage step of the wizard, specify settings for the target backup repository:

1. From the Backup repository list, select a backup repository where you want to store backups. You can
select from the Veeam backup repositories configured on the backup server that will manage the created

backup policy.

When you select a backup repository, Veeam Backup & Replication automatically checks how much free

space is available on the backup repository.

2. In the Retention Policy field, specify the number of days for which you want to store backup files in the
target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is
over, Veeam Backup & Replication will remove the earliest restore points from the backup chain.

3. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced

Backup Settings.

Mew Application Backup Policy

— Storage

—
= Specify backup repository to store the backup files produced by this pelicy and customize advanced job settings if requried.

e Backup repository:

| Default Backup Repository (Created by Veeam Backup) hd

Databases
Database processing
Schedule

Summary

Advanced job settings include backup mode, compression, notifications and other

. Advanced...
settings.

< Previous Mext = Finish Cancel
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Step 5. Specify Advanced Backup Settings

In the Advanced Settings window, specify advanced settings for the application backup policy:
e Backup settings
e Storage settings
e Notification settings

e Oracle settings

TIP

After you specify necessary settings for the application backup policy, you can save them as default
settings. To do this, click Save as Default at the bottom left corner of the Advanced Settings window.

When you create a new backup job, Veeam Backup & Replication will automatically apply the default
settings to the new job.

Backup Settings

To specify settings for a backup chain created with the backup policy:
1. At the Storage step of the wizard, click Advanced.
2. Click the Backup tab.
3. Inthe Backup mode, select one of the following modes for incremental backups:

o Differential backup. In this mode, Veeam Backup & Replication will create a backup of data changed
since the last incremental data backup.

o Cumulative backup. In this mode, Veeam Backup & Replication will create a backup of data changed
since the last full data backup.
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4. To define the schedule for full backups, click Configure and define the schedule in the Schedule Settings
window:

o Torun the full backup once a month on specific days, select Monthly on. Use the fields on the right to
configure the necessary schedule.

o To run the full backup once a week on specific week days, select Weekly. Use the fields on the right to
select the necessary week days.

Advanced Settings x
Mew Application Ba x
Backup | Storage | MNotifications | Cracle |
— Storage
—
= Specify Backup mode pb settings if requried.
(® Differential backup
Backup contains only blocks modified since the last incremental backup.
Narne () Cumulative backup
Backup contains only blocks modified since the last full backup. >
Databases

_ Create level 0 backups pericdically

Saturday Configure...
Database processi

Schedule

Summary

ish Cancel

Save As Default OK | | Cancel |
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Storage Settings

To specify compression settings for the backup job:
1. At the Storage step of the wizard, click Advanced.
2. Click the Storage tab.
3. Select the Compress data during backup check box and select the way compression is performed:

o Select Veeam compression if you want to perform default data compression with Data Mover by
Veeam Software. If this option selected, Data Mover will use the LZ4 compression algorithm.

o Select RMAN compression if you want to perform data compression with Oracle RMAN.

If you selected the RMAN compression option, you can also select the compression level.

Advanced Settings >

Mew Spplication Ba x
Backup | Storage | Notifications | Oracle
— Storagq
— Data reduction

=- Specify pb settings if requried.

Compress data during backup

(O Veeam compression

Mame Compression is performed by Veeam Data Mover on the database
server. Provides best compression to performance ratio and lowest CPU -
Databases usage.
EE—— T
Compression level:
Database processi Compression is performed by RMAN on the database server,
Compression level might be reduced at processing based on Oracle
Schedule license type,
Summary

Advanced...

sh Cancel

Save As Default Cancel

Notification Settings

To specify notification settings for the backup policy:
1. At the Storage step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully.

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and configure
software on recipient's machine to receive SNMP traps. For more information, see the Specifying SNMP
Settings section in the Veeam Backup & Replication User Guide.
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4.

Select the Send email notifications to the following recipients check box if you want to receive
notifications about the job completion status by email. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.

Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see the Configuring Global Email Notification Settings section in Veeam
Backup & Replication User Guide.

5. You can choose to use global notification settings or specify custom notification settings.

o Toreceive a typical notification for the policy, select Use global notification settings. In this case,
Veeam Backup & Replication will apply to the job global email notification settings specified for the
backup server.

o To configure a custom notification for the policy, select Use custom notification settings specified
below. You can specify the following notification settings:

= In the Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %0ObjectCount% (number of
computers in the policy) and %/ssues% (number of computers in the policy that have been
processed with the Warning or Failed status).

= Select the Notify on success, Notify on warning and/or Notify on error check boxes to receive
email notification if the policy completes successfully, completes with a warning or fails.

= Select the Suppress notifications until the last retry check box to receive a notification about the
final policy status. If you do not enable this option, Veeam Backup & Replication will send one
notification per every retry.

Advanced Settings x
Mew Spplication Ba x
Backup | Storage | Motifications | Oracle
— Storage
= Specify Send SNMP notifications for this job bb settings if requried.
E Send e-mail notifications to the following recipients:

MName

Databases

Database processi Notify on warning
Motify on error

Schedule b4

Summary

| administrator@tech.local |

(O Use global notification settings

(® Use custom notification settings specified below:
Subject:

[ZaJobResult¥] %eJobName (320bjectCount?: objects) ¥lssues |

Motify on success

Advanced...

sh Cancel

Save As Default Cancel
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Oracle Settings

To specify Oracle settings for the backup policy:
1. At the Storage step of the wizard, click Advanced.

2. Click the Oracle tab.

3. Inthe RMAN channels field, specify the number of data channels that Veeam Plug-in will use in parallel to
back up databases.

Advanced Settings X

Mew Application Ba

X
| Backup | Stamgel Natiﬁcations| Oracle |

— Storage
— R N ~ .
= Specify Parallel processing pb settings if requried.

RMAM channels: III
Mame Defines how many channels are to be used in parallel per database during

backup. More channels increase backup performance and database server load, -
Databases

Database processi
Schedule

Summary

ish Cancel

][ ot |
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Step 6. Specify Database Processing Settings

At the Settings step of the wizard, specify database credentials and log processing settings:
1. In the Credentials list, select the object and click Edit.
2. Specify database credentials and log processing settings for the objects in the list:
o Processing settings
o [Only for databases] Pluggable database settings

In the Credentials list, Veeam Backup & Replication shows only those objects that you added to the backup
scope at the Databases step of the wizard. If you added a protection group, but need to specify settings for an
individual computer or database in this protection group, you can add such objects to the list. To learn more, see
Adding Objects from Backup Scope.

Adding Objects from Backup Scope

To add protection groups, individual computers or databases to the Credentials list:
1. Click Add.

2. In the Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.
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To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X
— Database processing
—
= Specify credentials and log processing options for every database or container.
Name Narne Type Account Add..
Eﬂ- fullfapp/oracle/product/19.0...  Oracle Home hxeadm (hxeadm, L.
Databases —
B o Database roct (root, last edit... Edit.
it...
Storage
| Databsseprocessing o
Schedule
Summary
< Previous Mext > Finish Cancel

Processing Settings

To specify processing settings:
1. At the Database step of the wizard, select the object in the Credentials list and click Edit.
2. In the Processing Settings window, click the Processing tab.

3. To specify a user account that Veeam Plug-in will use to connect to the Oracle database, select from the
Specify Oracle account with SYSDBA privileges list a user account that has SYSDBA rights on the database.
If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to
add credentials.
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4. In the Archived logs section, specify if Veeam Plug-in must delete archived logs for the Oracle database:

(o]

Select Do not delete archived redo logs if you want Veeam Plug-in to preserve archived logs. When
the backup job completes, Veeam Plug-in will not delete archived logs.

It is recommended that you select this option for databases for which the ARCHIVELOG mode is
turned off. If the ARCHIVELOG mode is turned on, archived logs may grow large and consume all disk
space. In this case, the database administrator must take care of archived logs him-/herself.

Select Delete archived redo logs that were backed up if you want Veeam Plug-in back up logs and
delete logs from the database after the backup operation. Veeam Plug-in will wait for the backup job
to complete successfully and then trigger archived logs truncation via Oracle Call Interface (OCI). If
the backup job fails, the logs will remain untouched until the next successful backup job session.

In the Backup archived redo logs every <N> minutes field, specify the frequency for archived logs
backup. By default, archived logs are backed up every 15 minutes. The minimum log backup interval is
5 minutes. The maximum log backup interval is 480 minutes.

5. In the Parallel processing section, specify the number of data channels that Veeam Plug-in will use in
parallel to back up logs.

Processing settings *
Mew Spplication Backuy - x
Processing | Pluggable Databases
— Database p . . . .
. Specify credentials of OF userwith SYSDBA privileges:
Specify cred

| {} administrator (administrator, last edited: less than a... ~ Add...

Manage accounts
Archived logs: —

N Addl..
ame (®) Do not delete archived redo logs
Databases (O Delete archived redo logs that were backed up
Backup archived redo logs eveny minutes Edit...
Storage
_ Parallel processing: =
RRAMN channels:
Schedule . .
Defines how many channels are to be used in parallel for achived logs backup.
Maore channels increase backup performance and database server load.
Summary
Cancel

o
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Pluggable Database Settings

The Pluggable Databases tab is available if you selected an individual database in the Credentials list at the
Settings step of the wizard.

To specify settings for pluggable database (PDB) processing:
1. At the Database step of the wizard, select the object in the Credentials list and click Edit.
2. Inthe Processing Settings window, click the Pluggable Databases tab.
3. Select which pluggable databases you want to process:
o All PDBs — select this option if you want to process all detected pluggable databases.

o All PDBs except — select this option if you want to process all detected pluggable databases
excluding the databases that you specify. Click Add to add the necessary databases or wildcards to
the list.

o Only the following PDBs — select this option if you want to process only those pluggable databases
that you specify. Click Add to add the necessary databases or wildcards to the list.

Processing settings X

Mew Application Backu Pluggable Databases x

— Database Select PDBs to process:

= Specify creq
- pecily () All PDBEs

(O All PDBs except:

Remaowve
Databases
Storage

® Only the following PDBs:
Schedule PDB Mame

Add...

Cancel

oK || et |
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Step 7. Specify Policy Schedule

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.
To specify the job schedule:

1. Select the Run the job automatically check box. If this check box is not selected, you will have to start the
backup job manually to create backup.

2. Define scheduling settings for the job:

o Torun the job at specific time daily, on defined week days or with specific periodicity, select Daily at
this time. Use the fields on the right to configure the necessary schedule.

o Torun the job once a month on specific days, select Monthly at this time. Use the fields on the right
to configure the necessary schedule.

o Torun the job repeatedly throughout a day with a specific time interval, select Periodically every. In
the field on the right, select the necessary time unit: Hours or Minutes.

o [For backup job managed by backup server] To define the permitted time window for the job, click
Schedule and use the time table. In the Start time within an hour field, specify the exact time when
the job must start.

A repeatedly run job is started by the following rules:

= The defined interval always starts at 12:00 AM. For example, if you configure to run a job with a
4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM, 4:00 PM and so
on.

= |f you define permitted hours for the job, after the denied interval is over, the job will start
immediately and then run by the defined schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours
from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the
denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

o To run the job continuously, select the Periodically every option and choose Continuously from the
list on the right. A new backup job session will start as soon as the previous backup job session
finishes.

o [For backup job managed by backup server] To chain jobs, use the After this job field. In the common
practice, jobs start one after another: when job A finishes, job B starts and so on. If you want to create
a chain of jobs, you must define the time schedule for the first job in the chain. For the rest of the jobs
in the chain, select the After this job option and choose the preceding job from the list.

NOTE
Mind the following:

e The After this job option is not available if you have selected the Managed by agent option at the
Job Mode step of the wizard.

e The After this job function will automatically start a job if the first job in the chain is started
automatically by schedule. If you start the first job manually, Veeam Backup & Replication will
display a notification. You will be able to choose whether Veeam Backup & Replication must start
the chained job as well.
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3. Inthe Automatic retry section, define whether Veeam Backup & Replication or Veeam Plug-in (depending
on the selected job mode) must attempt to run the backup job again if the job fails for some reason. Enter
the number of attempts to run the job and define time intervals between them. If you select continuous
backup, Veeam Backup & Replication or Veeam Plug-in will retry the job for the defined number of times
without any time intervals between the job runs.

4. [For backup job managed by backup server] In the Backup window section, define the time interval within
which the backup job must complete. The backup window prevents the job from overlapping with
production hours and ensures that the job does not impact performance of your server. To set up a backup
window for the job:

a. Select the Terminate job if it exceeds allowed backup window check box and click Window.

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the job
exceeds the allowed window, it will be automatically terminated.

NOTE

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup &
Replication will immediately apply the backup policy to protected computers.

Mew Application Backup Palicy X

— Schedule
—
- Specify the job scheduling cptions, If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
®) Daily at this time: 10:00 PM : || Everyday w Days..
Databases
(O Monthly at this time: Months..
Storage
= O Periodically every: Schedule..,

Database processing

Retry failed items processing: times

Summary
Wait before each retry attempt for: | 10 | minutes

Backup window

Terminate the job outside of the allowed backup window Window...

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous Apply Finish Cancel

425 | Veeam Plug-ins for Enterprise Applications | User Guide



Step 8. Review Policy Settings

At the Summary step of the wizard, complete the configuration process for the application backup policy.
1. Review settings of the configured backup policy.

2. Select the Run the job when | click Finish check box if you want to start the policy right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Application Backup Policy X

— Summary
= You have successfully created the new application backup policy.

Meme Surmmary
Marme: Application Backup Job for Oracle RMAN

Databases Description: Application Backup lob for database servers protected wih Veeam Plug-in for Oracle
RMAN

Storage Objects:

full/app/oracle/product/19.0.0/dbhome_1
Database processing Destination: Default Backup Repository
Backup is scheduled to run automatically

Schedule

Enable the backup policy when | click Finish

< Previous Next > Cancel
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Creating SAP HANA Backup Policy

To back up databases protected with Veeam Plug-in for SAP HANA, you must configure an application backup
policy in Veeam Backup & Replication.

Before You Begin

Before you create an application backup policy in the Veeam Backup & Replication console, check the following
prerequisites:

The Veeam Backup & Replication license must have a sufficient number of instances to process computers
that you plan to add to the application backup policy.

The target location where you plan to store backup files must have enough free space.

Protection groups that you want to add to the policy must be configured in advance.

Application backup policies have the following limitations:

One backup object (computer, database system, or database) can be added only to one application backup
policy. Otherwise, the application backup policy will fail.

You can create application backups on a Veeam backup repository. If you want to save backups in other
target locations, you must configure backup job on the computer side.

After you start managing a Veeam Plug-in with Veeam Backup & Replication, data backup for the
computer is performed by a backup policy configured in Veeam Backup & Replication. Veeam Plug-in
running on the computer starts a new backup chain on a target location specified in the backup policy
settings. You cannot continue the existing backup chain that was created by Veeam Plug-in operating in
the standalone mode.
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Step 1. Launch New Backup Job Wizard

To create an application policy for Veeam Plug-in for SAP HANA, you must launch the New Application Backup
Policy wizard. To do this, on the Home tab, click Backup Job > Application > SAP HANA.

Veeam Backup and Replication

View

(=) &)
& = e 2 @

-
Backup Replication CDP Backup  Import Best Practices
Job~  Job~  Policy - Copy Backup  Analyzer
Primary Jobs Secondary Jobs Actions
Home Q) Type in an object name to search for All jobs
hlama * Tune Objects  Status Last Run Last Result Next Run Target
o [ lezdHous | Backsp v [ virtual machine..
32 Replication v L Windows computer...
0 CDP policy ¥ |[A  Linux computer.
B Backup copy... 7, Mac computer...
[ File copy... L Unix computer...
£ Addview.. @ Application * | @ Oracle RMAN...
fiil Fileshare... =7 SAP HANA..
EZ  SAP on Oracle...

A Home
5@ Inventory
(?E‘q Backup Infrastructure

@ Files
[‘3@ History

Connected to: localhost uild: 120.0.1402  Enterprise Plus Edition  License expires: 119 days remaining
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Step 2. Specify Policy Name

At the Name step of the wizard, specify a name and description for the application backup policy.
1. In the Name field, enter a name for the application backup policy.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created the job, date and time when the job was created.

Mew Application Backup Policy X
e Name
—

= Type in a name and a description for this application backup policy.

| Application Backup Job for SAP HANA

Databases
Description:

Storage Application backup job for database servers protected with Veeam Plug-in for SAP HANA
Credentials

Log backup

Schedule

Summary

< Previous Mext = Finish
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Step 3. Specify Databases

At the Databases step of the wizard, select protection groups, computers, database systems or individual
databases whose data you want to back up.

You can add to the backup scope one or more objects added to inventory in the Veeam Backup & Replication
console.

Application policies with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers
a new computer in a protection group after the policy is created, Veeam Backup & Replication will automatically
update the policy settings to include the added computer.

Adding Objects from Inventory

To add protection groups, individual computers or databases to the application backup policy:
1. Click Add.

2. In the Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o SAP system

o SAP database

You can press and hold [CTRL] to select multiple objects at once.

NOTE

In the Select Objects window, Veeam Backup & Replication shows only those computers on which Veeam
Backup & Replication have detected SAP systems during the rescan job. To learn more, see Rescan Job.
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To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X
— Databases
—
= Select objects to process via container, or granularly. Container provides dynamic selection that automatically changes as you
E add new database into container.
MNarne
MNarne Type Add...
_ E’} linuxsnd02 tech.local Server Remave
Storage
Database processing Exclusions..
Schedule
Summary
< Previous Mext > Finish Cancel

Excluding Objects

You can exclude protection groups, individual computers or databases from the backup scope of the application
backup policy. This may be useful if you want to back up a certain database with another application backup
policy.

To exclude protection groups, individual computers or databases from the backup scope:

3. Click Exclusions.

4. In the In the Exclusions window, select one or more objects in the list and click OK. You can select any of
the following objects:

o Protection group
o Computer
o SAP system

o SAP database

You can press and hold [CTRL] to select multiple objects at once.
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NOTE

In the Exclusions window, Veeam Backup & Replication shows only those objects which were already added
to the backup scope. To learn more, see Adding Objects from Inventory.

Mew Application Backup Palicy x
— Databases
—
= Select objects to process via container, or granularly. Container provides dynamic selection that automatically changes as you
E add new database into container.
Exclusions X
Mame -
_ MName Type Add... |
i orcl Database Remave Remove
Storage
Database processing
Schedule
Summary
[ o ]| canca | |
| <Previous || Net> | Foh
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Step 4. Specify Storage Settings

At the Storage step of the wizard, specify settings for the target backup repository:

1. From the Backup repository list, select a backup repository where you want to store backups. You can
select from the Veeam backup repositories configured on the backup server that will manage the created

backup policy.

When you select a backup repository, Veeam Backup & Replication automatically checks how much free

space is available on the backup repository.

2. In the Retention Policy field, specify the number of days for which you want to store backup files in the
target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is
over, Veeam Backup & Replication will remove the earliest restore points from the backup chain.

3. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced

Backup Settings.

Mew Application Backup Policy

— Storage

—
= Specify backup repository to store the backup files produced by this pelicy and customize advanced job settings if requried.

e Backup repository:

| Default Backup Repository (Created by Veeam Backup) hd

Databases
Credentials

Log backup

Schedule

Summary

Advanced job settings include backup mode, compression, notifications and other

. Advanced...
settings.

< Previous Mext = Finish Cancel
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Step 5. Specify Advanced Backup Settings

In the Advanced Settings window, specify advanced settings for the application backup policy:
e Backup settings
e Notification settings

e SAP HANA settings

TIP

After you specify necessary settings for the application backup policy, you can save them as default
settings. To do this, click Save as Default at the bottom left corner of the Advanced Settings window.

When you create a new backup policy, Veeam Backup & Replication will automatically apply the default
settings to the new policy.

Backup Settings

To specify settings for a backup chain created with the backup policy:
1. At the Storage step of the wizard, click Advanced.
2. Click the Backup tab.
3. Inthe Backup mode, select one of the following modes for incremental backups:

o Incremental backup. In this mode, Veeam Backup & Replication will create a backup of data changed
since the last incremental data backup.

o Differential backup. In this mode, Veeam Backup & Replication will create a backup of data changed
since the last full data backup.
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4. To define the schedule for complete backups, click Configure and define the schedule in the Schedule
Settings window:

o To run the complete backup once a month on specific days, select Monthly on. Use the fields on the
right to configure the necessary schedule.

o Torun the complete backup once a week on specific week days, select Weekly. Use the fields on the
right to select the necessary week days.

Advanced Settings *
Mew Application Back Backup | Notifications | SAP HANA X
— Storage Backup mode
— R N ~ .
= Specify ba @ Incremental backup settings if requried.

Backup contains enly blocks modified since the last incremental backup.

() Differential backup

Backup contains only blocks modified since the last full backup. :l
W

Create complete backups periodically

Credentials

Marme

Databases

Log backup
Schedule

Summary

Advanced...

Cancel

Save As Default OK Cancel

Notification Settings

To specify notification settings for the backup policy:
1. At the Storage step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the
policy completes successfully.

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and configure
software on recipient's machine to receive SNMP traps. For more information, see the Specifying SNMP
Settings section in the Veeam Backup & Replication User Guide.

4. Select the Send email notifications to the following recipients check box if you want to receive
notifications about the policy completion status by email. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.

Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see the Configuring Global Email Notification Settings section in Veeam
Backup & Replication User Guide.
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5. You can choose to use global notification settings or specify custom notification settings.

o Toreceive a typical notification for the policy, select Use global notification settings. In this case,
Veeam Backup & Replication will apply to the policy global email notification settings specified for
the backup server.

o To configure a custom notification for the policy, select Use custom notification settings specified
below. You can specify the following notification settings:

= In the Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %0ObjectCount% (number of
computers in the policy) and %/ssues% (number of computers in the policy that have been
processed with the Warning or Failed status).

= Select the Notify on success, Notify on warning and/or Notify on error check boxes to receive
email notification if the policy completes successfully, completes with a warning or fails.

= Select the Suppress notifications until the last retry check box to receive a notification about the
final policy status. If you do not enable this option, Veeam Backup & Replication will send one
notification per every retry.

Advanced Settings >
[Mews Spplication Back Backup | Motifications [ sap HANA x
— Storage Send SMMP notifications for this job
= Specify ba Send e-mail notifications to the following recipients: settings if requried,

| administrator@tech.local |

(O Use global notification settings

®) Use custom notification settings specified below: :l
W
Subject:
[3JobResult?] 3JobMNamedt (3:0bjectCount3: objects) ¥lssuesi |

_ Motify on success

Motify on warning
Maotify on error

Marne

Databases

Credentials
Log backup
Schedule

Summary

Advanced...

Cancel

Save As Default Cancel
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SAP HANA Settings

To specify Oracle settings for the backup policy:
1. At the Storage step of the wizard, click Advanced.

2. Click the SAP HANA tab.

3. Inthe Channels field, specify the number of data channels that Veeam Plug-in will use in parallel to back
up databases.

Advanced Settings X
Mews Spplication Back | Backupl Natiﬁcations| SAP HAMA | *
— Storage
—_— . Parallel processing: . B .
_ Specify ba P 9 settings if requried.

~
W

Channels: | 1

Defines how many channels are to be used in parallel per database during
Mame backup. More channels increase backup performance and database server load,

]
Databases

Credentials
Log backup
Schedule

Summary

f
Save As Default

oK || Earesd |

437 | Veeam Plug-ins for Enterprise Applications | User Guide



Ste

p 6. Specify Credentials

At the Credentials step of the wizard, specify credentials that Veeam Plug-in will use to connect to the

datab
1.

dase:

To specify credentials for the OS user, select the database and click OS user. In the OS user credentials
window, select credentials in the list. If you have not set up credentials beforehand, click Add on the right
to add credentials.

2. To specify credentials for the database user, select the database and click Database user. In the Database
user credentials window, select credentials in the list. If you have not set up credentials beforehand, click
Add on the right to add credentials.

Mew Application Backup Palicy X

MName

Datab

Sched

= Specify credentials of the 05 user (e.g. <sid»>adm) and of the database user with backup privileges for every SAP System

Storage

Log backup

Summary

Credentials

protected.

SAP HAMA System 05 User Database User QS user...
ces HXE hxeadm (hxeadm, ... SYSTEM (SYSTEM....

ule

< Previous | | MNext > Finish
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Step 7. Specify Log Backup Settings

At the Log Backup step of the wizard, specify database credentials and log processing settings:
1. In the Credentials list, select the object and click Edit.

2. Specify database credentials and log processing settings for the objects in the list. To learn more, see
Processing settings

In the Credentials list, Veeam Backup & Replication shows only those objects that you added to the backup
scope at the Databases step of the wizard. If you added a protection group, but need to specify settings for an
individual computer or database in this protection group, you can add such objects to the list. To learn more, see
Adding Objects from Backup Scope.

Adding Objects from Backup Scope

To add protection groups, individual computers or databases to the Credentials list:

1. Click Add.

2. Inthe Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.
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To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X

— Log backup
—
=- Specify log processing options for every database or container,

Name Narme Type Log backup interval Add...

HXE SAP HANA System 15 min
Databases

F&) linuxsni002.tech.local Server Managed by SAP HANA

i,
Storage
Remove

Credentials
Schedule
Summary

< Previous | | MNext > Finish
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Processing Settings

To specify processing settings for the object:
1. At the Log Backup step of the wizard, select the object and click Edit.
2. Inthe Processing tab, select the way you want to back up logs:
o Select Let SAP HANA manage log backup if you want to back up logs with SAP HANA tools.
In this case Veeam Plug-in will not back up logs.
o Select Perform log backup with this policy if you want to back up logs with Veeam Plug-in.

In the Backup logs every <N> minutes field, specify the frequency for logs backup. By default,
archived logs are backed up every 15 minutes. The minimum log backup interval is 5 minutes. The
maximum log backup interval is 480 minutes.

Processing settings bt

>
Processing
— Log backup

- ; Log backup mode
Specify log prg 9 P
(O Let SAP HANA manage log backup

Redo log backup will be managed by the SAP HANA systems included in this
policy. H

Mew Application Backup P

N
ame (® Perform log backup with this policy

policy and monitors backup execution.

Edit..
Storage Backup logs ewvery: minutes

Remaowe
Credentials

Schedule

Databases Applies redo log backup settings to the SAP HAMA systems included in the

Summary

Cancel

oK || T |
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Step 8. Specify Policy Schedule

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.
To specify the job schedule:

1. Select the Run the job automatically check box. If this check box is not selected, you will have to start the
backup job manually to create backup.

2. Define scheduling settings for the job:

o Torun the job at specific time daily, on defined week days or with specific periodicity, select Daily at
this time. Use the fields on the right to configure the necessary schedule.

o Torun the job once a month on specific days, select Monthly at this time. Use the fields on the right
to configure the necessary schedule.

o Torun the job repeatedly throughout a day with a specific time interval, select Periodically every. In the
field on the right, select the necessary time unit: Hours or Minutes.

o [For backup job managed by backup server] To define the permitted time window for the job, click
Schedule and use the time table. In the Start time within an hour field, specify the exact time when
the job must start.

A repeatedly run job is started by the following rules:

= The defined interval always starts at 12:00 AM. For example, if you configure to run a job with a
4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM, 4:00 PM and so
on.

= |f you define permitted hours for the job, after the denied interval is over, the job will start
immediately and then run by the defined schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours
from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the
denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

o To run the job continuously, select the Periodically every option and choose Continuously from the
list on the right. A new backup job session will start as soon as the previous backup job session
finishes.

o [For backup job managed by backup server] To chain jobs, use the After this job field. In the common
practice, jobs start one after another: when job A finishes, job B starts and so on. If you want to create
a chain of jobs, you must define the time schedule for the first job in the chain. For the rest of the jobs
in the chain, select the After this job option and choose the preceding job from the list.

NOTE
Mind the following:

e The After this job option is not available if you have selected the Managed by agent option at the
Job Mode step of the wizard.

e The After this job function will automatically start a job if the first job in the chain is started
automatically by schedule. If you start the first job manually, Veeam Backup & Replication will
display a notification. You will be able to choose whether Veeam Backup & Replication must start
the chained job as well.
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3. Inthe Automatic retry section, define whether Veeam Backup & Replication or Veeam Plug-in (depending
on the selected job mode) must attempt to run the backup job again if the job fails for some reason. Enter
the number of attempts to run the job and define time intervals between them. If you select continuous
backup, Veeam Backup & Replication or Veeam Plug-in will retry the job for the defined number of times
without any time intervals between the job runs.

4. [For backup job managed by backup server] In the Backup window section, define the time interval within
which the backup job must complete. The backup window prevents the job from overlapping with
production hours and ensures that the job does not impact performance of your server. To set up a backup
window for the job:

a. Select the Terminate job if it exceeds allowed backup window check box and click Window.

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the job
exceeds the allowed window, it will be automatically terminated.

NOTE

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup &
Replication will immediately apply the backup policy to protected computers.

Mew Application Backup Palicy X

— Schedule
—
- Specify the job scheduling cptions, If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
®) Daily at this time: 10:00 PM : || Everyday w Days..
Databases
(O Monthly at this time: Months..
Storage
= O Periodically every: Schedule..,

Database processing

Retry failed items processing: times

Summary
Wait before each retry attempt for: | 10 | minutes

Backup window

Terminate the job outside of the allowed backup window Window...

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous Apply Finish Cancel
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Step 9. Review Policy Settings

At the Summary step of the wizard, complete the configuration process for the application backup policy.
1. Review settings of the configured backup policy.

2. Select the Run the job when | click Finish check box if you want to start the policy right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Application Backup Policy X

— Summary
= You have successfully created the new application backup policy.

Meme Surmmary
Mame: Application Backup Job for SAP HANA
Databases Description: Application backup job for database servers protected with Veeam Plug-in for SAP
HANA
Storage Objects:
HXE
Credentials linuxsmv002.tech.local
Destination: Default Backup Repository
Log backup Backup is scheduled to run automatically
Schedule

Enable the backup policy when | click Finish

< Previous Next > Finish Cancel

444 | Veeam Plug-ins for Enterprise Applications | User Guide



Creating SAP on Oracle Backup Policy

To back up databases protected with Veeam Plug-in for SAP on Oracle, you must configure an application
backup policy in Veeam Backup & Replication.

Before You Begin

Before you create an application backup policy in the Veeam Backup & Replication console, check the following
prerequisites:

The Veeam Backup & Replication license must have a sufficient number of instances to process computers
that you plan to add to the application backup policy.

The target location where you plan to store backup files must have enough free space.

Protection groups that you want to add to the policy must be configured in advance.

Application backup policies have the following limitations:

One backup object (computer, database system, or database) can be added only to one application backup
policy. Otherwise, the application backup policy will fail.

You can create application backups on a Veeam backup repository. If you want to save backups in other
target locations, you must configure backup job on the computer side.

After you start managing a Veeam Plug-in with Veeam Backup & Replication, data backup for the
computer is performed by a backup policy configured in Veeam Backup & Replication. Veeam Plug-in
running on the computer starts a new backup chain on a target location specified in the backup policy
settings. You cannot continue the existing backup chain that was created by Veeam Plug-in operating in
the standalone mode.
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Step 1. Launch New Backup Job Wizard

To create an application policy for Veeam Plug-in for SAP on Oracle, you must launch the New Application
Backup Policy wizard. To do this, on the Home tab, click Backup Job > Application > SAP on Oracle.

Veeam Backup and Replication

View

=

[ B = &
Backup Replication CDP Backup  Import Best Practices
Job~  Jobr  Policy Copy Backup  Analyzer
Primary Jobs Secondary Jobs Adtions
Home Q) Type in an object name to search for All jobs
hame T Tupe Objects  Status Last Run Last Result Mext Run Torget
> [ Lest 24 Hours | Backup v | virtual machine...
42 Replication v [ Windows computer..
%0 COPpolicy ¢ |4 Linux computer..
B4 Backup copy.. 4 Mac computer..
[ File copy.. [, Unix computer...
G| Application b |
& Addview PP & Oracle AMAN..
Vil File share... 7 GAP HANA...
& SAP on Oracle...

A Home
5@ Inventory
(?E‘q Backup Infrastructure

@ Files
[‘3@ History

Connected to: localhost uild: 120.0.1402  Enterprise Plus Edition  License expires: 119 days remaining
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Step 2. Specify Policy Name

At the Name step of the wizard, specify a name and description for the application backup policy.
1. In the Name field, enter a name for the application backup policy.

2. Inthe Description field, provide a description for future reference. The default description contains
information about the user who created the job, date and time when the job was created.

3. In the Policy mode field, select the job mode. You can select one of the following modes:
o Use BR*Tools with RMAN (rman_uril mode)

o Use BR*Tools with BACKINT (util_file_online mode)

Mew Application Backup Policy X

— Name

: Type in a name and a description for this application backup policy.

| Application Backup Job for SAP on Cracle

Databases

Description:
Storage Application backup job for database servers protected with Veeam Plug-in for SAP on Cracle
Database processing
Schedule
Summary
Policy mode:

(@) Use BR*Tools with RMAN (rman_util mode)
() Use BR*Tools with BACKINT (util_file_online mode)

< Previous Mext = Finish
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Step 3. Specify Databases

At the Databases step of the wizard, select protection groups, computers, database systems or individual
databases whose data you want to back up.

You can add to the backup scope one or more objects added to inventory in the Veeam Backup & Replication
console.

Application policies with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers
a new computer in a protection group after the policy is created, Veeam Backup & Replication will automatically
update the policy settings to include the added computer.

Adding Objects from Inventory

To add protection groups, individual computers or databases to the application backup policy:
1. Click Add.

2. Inthe Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.

NOTE

In the Select Objects window, Veeam Backup & Replication shows only those computers on which Veeam
Backup & Replication have detected Oracle database systems during the rescan job. To learn more, see
Rescan Job.
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To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X

— Databases

—

= Select objects to process via container, or granularly. Container provides dynamic selection that automatically changes as you

E add new database into container.
MNarne
MNarne Type Add...

_ E’} linuxsnd02 tech.local Server Remave

Storage

Database processing Exclusions..

Schedule

Summary

< Previous Mext > Finish Cancel

Excluding Objects

You can exclude protection groups, individual computers or databases from the backup scope of the application
backup policy. This may be useful if you want to back up a certain database with another application backup

policy.
To exclude protection groups, individual computers or databases from the backup scope:

3. Click Exclusions.

4. In the In the Exclusions window, select one or more objects in the list and click OK. You can select any of
the following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.
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NOTE

In the Exclusions window, Veeam Backup & Replication shows only those objects which were already added
to the backup scope. To learn more, see Adding Objects from Inventory.
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Step 4. Specify Storage Settings

At the Storage step of the wizard, specify settings for the target backup repository:

1. From the Backup repository list, select a backup repository where you want to store backups. You can
select from the Veeam backup repositories configured on the backup server that will manage the created

backup policy.

When you select a backup repository, Veeam Backup & Replication automatically checks how much free

space is available on the backup repository.

2. In the Retention Policy field, specify the number of days for which you want to store backup files in the
target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is
over, Veeam Backup & Replication will remove the earliest restore points from the backup chain.

3. Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced

Backup Settings.

Mew Application Backup Policy

— Storage

—
= Specify backup repository to store the backup files produced by this pelicy and customize advanced job settings if requried.

e Backup repository:

| Default Backup Repository (Created by Veeam Backup) hd

Databases
Database processing
Schedule

Summary

Advanced job settings include backup mode, compression, notifications and other

. Advanced...
settings.

< Previous Mext = Finish Cancel
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Step 5. Specify Advanced Backup Settings

In the Advanced Settings window, specify advanced settings for the application backup policy:

e Backup settings
e Storage settings
e Notification settings

e Oracle settings

TIP

After you specify necessary settings for the application backup policy, you can save them as default
settings. To do this, click Save as Default at the bottom left corner of the Advanced Settings window.

When you create a new backup policy, Veeam Backup & Replication will automatically apply the default
settings to the new policy.
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Backup Settings

To specify settings for a backup chain created with the backup policy:
1. At the Storage step of the wizard, click Advanced.
2. Click the Backup tab.

3. To define the schedule for full backups, click Configure and define the schedule in the Schedule Settings
window:

o To run the job once a month on specific days, select Monthly on. Use the fields on the right to
configure the necessary schedule.

o Torun the job once a week on specific week days, select Weekly. Use the fields on the right to select
the necessary week days.

Advanced Settings X
Mew Application Backl | gaciyp |Starage | Motifications | Oracle | -
—_— Storage Create full backups periodically
= Specify bi ettings if ied.
- pecify Saturday Configure... FEngsrEaE
MNarne

]
Databases

Database processing
Schedule

Summary

i Advanced...

h

Save As Default OK | | Cancel |
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Storage Settings

To specify compression settings for the backup job:
1. At the Storage step of the wizard, click Advanced.
2. Click the Storage tab.
3. Select the Compress data during backup check box and select the way compression is performed:

o Select Veeam compression if you want to perform data compression with Data Mover by Veeam
Software.

o Select RMAN compression if you want to perform data compression with Oracle.

Advanced Settings X

Mews Bpplication Back Backup | Storage | Notifications | Oracle .

St :
—_— orage Data reduction

- = Specify bg settings if requried.
Compress data during backup

(O Veeam compression

Compression is performed by Veeam Data Mover on the database
MName server. Provides best compression to performance ratio and lowest CPU

usage, ~
Databases

(® RMAN compression

_ Compression is performed by RMAN on the database server.

Compression level might be reduced at processing based on Oracle
Database processing license type.

Schedule

Summary

Advanced...

h Cancel

Save As Default Cancel

Notification Settings

To specify notification settings for the backup job:
1. At the Storage step of the wizard, click Advanced.

2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully.

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and configure
software on recipient's machine to receive SNMP traps. For more information, see the Specifying SNMP
Settings section in the Veeam Backup & Replication User Guide.
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4. Select the Send email notifications to the following recipients check box if you want to receive
notifications about the job completion status by email. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.

Email not

ifications will be sent if you configure global email notification settings in Veeam Backup &

Replication. For more information, see the Configuring Global Email Notification Settings section in Veeam

Backup &

Replication User Guide.

5. You can choose to use global notification settings or specify custom notification settings.

o Toreceive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup

serve

o Toco

r.

nfigure a custom notification for the job, select Use custom notification settings specified

below. You can specify the following notification settings:

In the Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %0ObjectCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

Select the Notify on success, Notify on warning and/or Notify on error check boxes to receive
email notification if the job completes successfully, completes with a warning or fails.

Select the Suppress notifications until the last retry check box to receive a notification about the
final job status. If you do not enable this option, Veeam Backup & Replication will send one
notification per every job retry.

Mews Application Back]

— Storage
- Specify be
MName

Databases

Database processing]
Schedule

Summary

Advanced Settings X

Backup | Storage | Motifications | Oracle *

Send SNMP notifications for this job

e . - ettings if ied.
Send e-mail notifications to the following recipients: seHings 1 requne

| administrator@tech.local |

(O Use global notification settings

® Use custom notification settings specified below: -
Subject:

[?6JobResult?] SelobMame® (3:0bjectCount?t objects) %lssuest |

Motify on success
Motify on warning
Maotify on error

Advanced...

h Cancel

Save As Default Cancel
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Oracle Settings

To specify Oracle settings for the backup policy:
1. At the Storage step of the wizard, click Advanced.

2. Click the Oracle tab.

3. Inthe RMAN channels field, specify the number of data channels that Veeam Plug-in will use to back up
databases in parallel.

Advanced Settings X

Mews Application Back | Backup | Storage | Natiﬁcations| Oracle | x

— Storage

— -

= Specify bz Parallel processing settings if requried,
RIAM channels:| 1 :
Defines how many channels are to be used in parallel per database during

MNarne

backup. More channels increase backup performance and database server load,

]
Databases

Database processing
Schedule

Summary

h Cancel

[
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Step 6. Specify Database Processing Settings

At the Database Processing step of the wizard, specify database credentials and log processing settings:
1. Select the object and click Edit.
2. Specify log processing settings for the objects in the list. To learn more, see Processing settings

In the list, Veeam Backup & Replication shows only those objects that you added to the backup scope at the
Databases step of the wizard. If you added a protection group, but need to specify settings for an individual
computer or database in this protection group, you can add such objects to the list. To learn more, see Adding
Objects from Backup Scope.

Adding Objects from Backup Scope

To add protection groups, individual computers or databases to the Credentials list:

1. Click Add.

2. Inthe Select Objects window, select one or more objects in the list and click OK. You can select any of the
following objects:

o Protection group
o Computer
o Oracle home

o Oracle database

You can press and hold [CTRL] to select multiple objects at once.
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To quickly find the necessary object, use the search field at the bottom of the Select Objects window.
1. Enter the object name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Mew Application Backup Palicy X

— Database processing
—
=- Specify credentials and log processing options for every database or container.

Name Narne Type Account Add..
E’} linuxsn002.tech.local Server hxeadm (hxeadm, L.
Databases

Storage

Schedule

Summary

< Previous MNext > Finish Cancel

Processing Settings

To specify processing settings:
1. At the Database Processing step of the wizard, select the object and click Edit.
2. In the Processing Settings window, click the Processing tab.

3. To specify a user account that Veeam Plug-in will use to connect to the Oracle database, select from the
Specify OS user (e.g. ora<dbsid>) who owns data files of the database list a user account that has SYSDBA
rights on the database. If you have not set up credentials beforehand, click the Manage accounts link or
click Add on the right to add credentials.

4. In the Backup archived redo logs every <N> minutes field, specify the frequency for archived logs backup.
By default, archived logs are backed up every 15 minutes. The minimum log backup interval is 5 minutes.
The maximum log backup interval is 480 minutes.
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5. Specify if Veeam Plug-in must delete archived logs for the Oracle database:

o Select Do not delete offline redo logs if you want Veeam Plug-in to preserve archived logs. When the
backup job completes, Veeam Plug-in will not delete archived logs.

It is recommended that you select this option for databases for which the ARCHIVELOG mode is
turned off. If the ARCHIVELOG mode is turned on, archived logs may grow large and consume all disk
space. In this case, the database administrator must take care of archived logs him-/herself.

o Select Delete offline redo logs that were backed up if you want Veeam Plug-in back up logs and
delete logs from the database after the backup operation. Veeam Plug-in will wait for the backup job
to complete successfully and then trigger archived logs truncation via Oracle Call Interface (OCI). If
the backup job fails, the logs will remain untouched until the next successful backup job session.

Processing settings >

Mew Spplication Backup x
Processing

— Database pri

= = Specify crede Specify an O3 user (e.g, ora<dbsid ») that owns database data files:
E | G hxeadm (hxeadm, last edited: less than a day ago) v | | Add... |

Manage accounts
Offline redo logs processing: =

Nome 5
Backup offline redo logs every: minutes
Databases ® Do not delete backed up logs

(O Delete logs that were backed up successfully Edit...
Storage
 Database processing | o
Schedule
Summary

Cancel

oK || T |

459 | Veeam Plug-ins for Enterprise Applications | User Guide



Step 7. Specify Policy Schedule

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.
To specify the job schedule:

1. Select the Run the job automatically check box. If this check box is not selected, you will have to start the
backup job manually to create backup.

2. Define scheduling settings for the job:

o Torun the job at specific time daily, on defined week days or with specific periodicity, select Daily at
this time. Use the fields on the right to configure the necessary schedule.

o Torun the job once a month on specific days, select Monthly at this time. Use the fields on the right
to configure the necessary schedule.

o Torun the job repeatedly throughout a day with a specific time interval, select Periodically every. In the
field on the right, select the necessary time unit: Hours or Minutes.

o [For backup job managed by backup server] To define the permitted time window for the job, click
Schedule and use the time table. In the Start time within an hour field, specify the exact time when
the job must start.

A repeatedly run job is started by the following rules:

= The defined interval always starts at 12:00 AM. For example, if you configure to run a job with a
4-hour interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM, 4:00 PM and so
on.

= |f you define permitted hours for the job, after the denied interval is over, the job will start
immediately and then run by the defined schedule.

For example, you have configured a job to run with a 2-hour interval and defined permitted hours
from 9:00 AM to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the
denied period is over. After that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

o To run the job continuously, select the Periodically every option and choose Continuously from the
list on the right. A new backup job session will start as soon as the previous backup job session
finishes.

o [For backup job managed by backup server] To chain jobs, use the After this job field. In the common
practice, jobs start one after another: when job A finishes, job B starts and so on. If you want to create
a chain of jobs, you must define the time schedule for the first job in the chain. For the rest of the jobs
in the chain, select the After this job option and choose the preceding job from the list.

NOTE
Mind the following:

e The After this job option is not available if you have selected the Managed by agent option at the
Job Mode step of the wizard.

e The After this job function will automatically start a job if the first job in the chain is started
automatically by schedule. If you start the first job manually, Veeam Backup & Replication will
display a notification. You will be able to choose whether Veeam Backup & Replication must start
the chained job as well.
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3. In the Automatic retry section, define whether Veeam Backup & Replication or Veeam Plug-in (depending
on the selected job mode) must attempt to run the backup job again if the job fails for some reason. Enter
the number of attempts to run the job and define time intervals between them. If you select continuous
backup, Veeam Backup & Replication or Veeam Plug-in will retry the job for the defined number of times
without any time intervals between the job runs.

4. [For backup job managed by backup server] In the Backup window section, define the time interval within
which the backup job must complete. The backup window prevents the job from overlapping with
production hours and ensures that the job does not impact performance of your server. To set up a backup
window for the job:

a. Select the Terminate job if it exceeds allowed backup window check box and click Window.

b. In the Time Periods window, define the allowed hours and prohibited hours for backup. If the job
exceeds the allowed window, it will be automatically terminated.

NOTE

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup &
Replication will immediately apply the backup policy to protected computers.

Mew Application Backup Palicy X

— Schedule
—
- Specify the job scheduling cptions, If you do not set the schedule, the job will need to be controlled manually.

Name Run the job automatically
®) Daily at this time: 10:00 PM : || Everyday w Days..
Databases
(O Monthly at this time: Months..
Storage
= O Periodically every: Schedule..,

Database processing

Retry failed items processing: times

Summary
Wait before each retry attempt for: | 10 | minutes

Backup window

Terminate the job outside of the allowed backup window Window...

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous Apply Finish Cancel
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Step 8. Review Policy Settings

At the Summary step of the wizard, complete the configuration process for the application backup policy.
1. Review settings of the configured backup policy.

2. Select the Run the job when | click Finish check box if you want to start the policy right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Application Backup Policy X

— Summary
= You have successfully created the new application backup policy.

Meme Surmmary
Mamme: Application Backup Job for SAP on Oracle

Databases Description: Application backup job for database servers protected with Veeam Plug-in for SAP on
Oracle

Storage Objects:

linuxsrv002.tech.local
Database processing Destination: Default Backup Repository
Backup is scheduled to run automatically

Schedule

Enable the backup policy when | click Finish

< Previous Next > Cancel
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Managing Application Backup Policy

You can use the Veeam Backup & Replication console to perform the following operations with an application
backup policy:

e Start and stop backup operations on computers added to the backup policy.
e Perform active full backup on computers added to the backup policy.

e Edit backup policy settings.

e Enable and disable a backup policy.

e Clone a backup policy.

e Delete a backup policy.

Starting and Stopping Backup Policy

You can manually start an application backup policy on computers added to this backup policy. For example, if
you want to create an additional restore point in the backup chain and do not want to change the backup
schedule. You can also stop the backup process, for example, if processing of a computer is about to take long,
and you do not want the backup process to produce workload on the production environment during business
hours.

Veeam Backup & Replication does not check whether connection to computers is active at the time when the
command is sent. Keep in mind that the start or stop operation will be performed only on those computers that
received the command from the backup server.

Starting Backup

To start an application backup policy on computers added to this backup policy:
1. Open the Home view.
2. Intheinventory pane, select Jobs.

3. Inthe working area, select the backup policy and click Backup Now on the ribbon or right-click the job and
select Backup Now.

TIP

You can also start an application backup policy directly on a computer from the computer side.
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Stopping Backup

To stop application backup policy on computers added to this backup policy:
1. Open the Home view.

2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the backup policy and click Stop on the ribbon or right-click the job and select
Stop. In the displayed window, click Yes.

Veeam Backup and Replication
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Performing Active Full Backup

You can create an ad-hoc full backup — active full backup, and add it to the backup chain on the backup
repository. The active full backup resets the backup chain. All subsequent incremental backups use the active
full backup as a starting point. The previously used full backup will remain on the backup repository until it is
removed from the backup chain according to the retention policy.

When you start active full backup for a backup policy, Veeam Backup & Replication does not check whether
connection to computers is active at the time when the command is sent. Keep in mind that the active full
backup operation will be performed only on those computers that received the command from the backup
server.

To perform active full backup on computers added to the backup policy:
1. Open the Home view.

2. Intheinventory pane, select Jobs.

3. Inthe working area, select the backup policy and click Full on the ribbon or right-click the job and select
Full.

Veeam Backup and Replication

1 job selected

Connected to: o Enterprise Plus Edition  License expires:
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Editing Backup Policy Settings

You can edit settings of an application backup policy at any time. For example, you may want to change the
backup scope, target location or scheduling settings for application backup policies running on protected
computers.

NOTE

e You cannot rename an application backup policy.

e If you want to change a backup repository, you must disable a policy. To learn more, see Enabling
and Disabling Backup Policy. In this case during the next run the policy will produce a full backup.

To edit backup policy settings:

1. Open the Home view.

2.

In the inventory pane, select Jobs.

In the working area, select the backup policy and click Edit on the ribbon or right-click the policy and
select Edit.

Complete the steps of the Edit Application Backup Policy wizard to change the job settings as required.
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Enabling and Disabling Backup Policy

You can temporary disable application backup policies configured in Veeam Backup & Replication. While a
backup policy is in the disabled state, the following operations are not performed in the Veeam Plug-in
management infrastructure:

e Veeam Backup & Replication does not apply backup policy settings to computers.

e Veeam Plug-in running on a protected computer does not create backups on the backup repository.

If a user of a protected computer starts the backup policy manually or if the policy starts by schedule, the
job session will fail and report the “7he job has been disabled by the Veeam Backup & Replication
administrator"error.

To disable an application backup policy:
1. Open the Home view.
2. Intheinventory pane, select Jobs.

3. Inthe working area, select the application backup policy and click Disable on the ribbon or right-click the
policy and select Disable.

If you disabled a backup policy in the Veeam Backup & Replication console and this backup policy starts a
new backup session, this backup session and all automatic retries of this session will fail.

To enable a disabled policy, select it in the list and click Disable on the ribbon once again.

Veeam Backup and Replication

TR
s
4 2 h 0} i 1
Backup Stop FRetry Full | Statistics Report  Edit Clone Disable Delete
Now - -
Job Contral Details Manage Job
Home Q Type in an cbject name to search for Al jobs
4 % Jobs Name T Type Objects  Status Last Run Last Result Next Run Target
[&] Applications Plug-ins [=F Backup Policy for SAP... SAP H. b SsckupN Idle 19 hours ago 2/3/2023 10:00 PM Default Backup Repository
4 [k Backups i
& Disk Stop
> [ Last 24 Hours Eetty
B Fun
illi  Statistics >
Report »
Dissble . |
¥+ Clone
Delete
SUMMARY £ Edi. STATUS THROUGHPUT (LAST 5 MIN)
Duration: 19:28:22 Processed: 965 MB Success: 3
Processing rate: 353 KB/s Read: 965 MB Wamnings: 0
Bottleneck: Source Transferred: 1.1 MB (85.7%) Errors: 0 Spsed: D KB/s
A Home Name Status Action Duration
= SYSTEMDB@HXE Success New backup policy interval has been started at 2/2/2023 10:00:20 PM
@E Inventery X i
TENANTI@HXE Success Building the list of databases to process 00:00
@E? Backup Infrastructure TENANT2@HXE Success Validating plug-in cenfiguration 00:01
Processing database SYSTEMDB@HXE 00:40
@ Files Processing database TENANTI@HXE 00:50
DGy o Processing database TENANT2@HXE 00:50
istory
& ’ Wiaiting for the next backup run 19:27:19

1 job selected Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 118 days remaining

467 | Veeam Plug-ins for Enterprise Applications | User Guide



Cloning Backup Policy

You can clone application backup policies configured in Veeam Backup & Replication. For example, you may
want to configure a backup policy that will be used as a 'policy template’, and use this policy to create multiple
policies with similar settings.

To clone a backup policy:
1. Open the Home view.
2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the backup policy and click Clone on the ribbon or right-click the backup policy
and select Clone.

4. After a backup policy is cloned, you can edit all its settings, including the job name.

The backup policy cloning functionality is available only in the Enterprise and Enterprise Plus editions of
Veeam Backup & Replication.
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Deleting Backup Policy

You can permanently remove a disabled application backup policy from Veeam Backup & Replication. Backups
created by this backup policy remain on the target location.

To remove an application backup policy:
1. Open the Home view.
2. Inthe inventory pane, select Jobs.

3. Inthe working area, select the application backup policy and click Disable on the ribbon or right-click the
policy and select Disable.

4. Wait for Veeam Backup & Replication to disable the application backup policy, then select the backup
policy and click Delete on the ribbon or right-click the policy and select Delete.
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Managing Protected Computers

You can perform the following operations with computers added to the inventory in Veeam Backup &
Replication:

e Rescan a protected computer.

e View properties of a protected computer.

e Manage Veeam Plug-in installed on a protected computer:
o Install Veeam Plug-in on a protected computer.
o Upgrade Veeam Plug-in on a protected computer.
o Uninstall Veeam Plug-in on a protected computer.

e Uninstall all Veeam components from a computer.

e Remove a protected computer from a protection group.
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Moving Unmanaged Computer to Protection
Group

You can quickly move an unmanaged computer to a protection group in the Veeam Backup & Replication
inventory. This allows you to start using Veeam Backup & Replication to manage Veeam Plug-in that is already
set up to create backups in the Veeam backup repository.

Keep in mind, that you can move an unmanaged computer only to a protection group that includes individual
computers.

You can move a computer from the Unmanaged protection group to a new protection group or protection group
that you have already created.

e When you move an unmanaged computer to a new protection group, Veeam Backup & Replication creates
the protection group and adds the computer to this group. In the protection group settings, you can
define discovery and deployment options according to which Veeam Backup & Replication will process the
added computer.

e When you move an unmanaged computer to an already existing protection group, Veeam Backup &
Replication adds this computer to the protection group and starts processing the computer according to
discovery and deployment settings defined in the properties of the protection group. Veeam Backup &
Replication discovers the added computer, checks whether Veeam Plug-in running on the computer needs
upgrade and upgrades Veeam Plug-in if needed.

NOTE

e After you move a computer to a protection group, data backup for this computer will be performed
by a backup job configured in Veeam Backup & Replication. Veeam Plug-in running on the computer
will start a new backup chain on a target location specified in the backup job settings. The original
backup job configured on the computer will be removed in Veeam Plug-in, and you will not be able
to continue the backup chain created with this job.

e You cannot map an application backup policy configured in Veeam Backup & Replication to a backup
chain that was created on a backup repository by Veeam Plug-in operating in the standalone mode.

To move an unmanaged computer to a new protection group:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and select the Unmanaged node.

3. Inthe working area, select the necessary computer and click Move to > New protection group on the
ribbon or right click the computer and select Move to > New protection group.

To move an unmanaged computer to a protection group that is already created in the inventory:
1. Open the Inventory view.
2. Inthe inventory pane, expand the Physical Infrastructure node and select the Unmanaged node.

3. Inthe working area, select the necessary computer and click Move to > name of the protection group on
the ribbon or right click the computer and select Move to > name of the protection group.
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Rescanning Protected Computer

You can rescan protected computers added to the inventory. The rescan operation may be required, for
example, if you want to refresh information about the protected computer in the Veeam Backup & Replication
database. During the rescan operation, Veeam Backup & Replication communicates to Veeam Installer Service

running on the protected computer, retrieves information about the computer and stores this information to the
configuration database.

To rescan a protected computer:

1. Open the Inventory view.

2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the computer and click Rescan on the ribbon or right-click the computer and

select Rescan.
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Viewing Properties
You can view detailed information about protected computers. The detailed information provides the following
data:
e Host name
e |Paddress
e Fingerprint (for computers running a Linux OS)
e Key algorithm (for computers running a Linux OS)
e Operating system
e Veeam Plug-in version
To view detailed information about a protected computer:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node.

3. Inthe working area, select the computer and click Details on the ribbon or right-click the computer and
select Details.
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Managing Plug-in
You can use the backup console to manage the following Veeam Plug-ins on a specific computer in the
inventory:

e Veeam Plug-in for Oracle RMAN

e Veeam Plug-in for SAP HANA

e Veeam Plug-in for SAP on Oracle

Installing Plug-in

You can install Veeam Plug-in on a specific protected computer in the inventory. This operation may be
required, for example, if you want to test the installation process before allowing Veeam Backup & Replication
to deploy Veeam Plug-in to all computers included in the protection group.

Before you install Veeam Plug-in, check the following prerequisites:
e The protected computer must be powered on and able to be connected over the network.
e The required version of Veeam Plug-in must be available on the distribution server.

To install Veeam Plug-in on a protected computer:
1. Open the Inventory view.

2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the necessary computer and click Install Plug-in on the ribbon or right-click the
computer and select Plug-in > Install and select the plug-in you want to install.
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Upgrading Plug-in

You can upgrade Veeam Plug-in running on a specific protected computer. This operation may be required, for
example, if you did not allow Veeam Backup & Replication to automatically upgrade Veeam Plug-in on
computers included in the protection group and want to test the upgrade process on a selected computer first.

Before you upgrade Veeam Plug-in, check the following prerequisites:
e The protected computer must be powered on and able to be connected over the network.
e The required version of Veeam Plug-in must be available on the distribution server.
e There are no running jobs.

We recommend that you do not stop running jobs and let them complete successfully. Disable any
periodic jobs temporarily to prevent them from starting during the upgrade.

TIP

During the protected computers discovery process, Veeam Backup & Replication checks the version of
Veeam Plug-in running on a protected computer and the version of Veeam Plug-in available on the
distribution server. If a newer version of Veeam Plug-in becomes available on the distribution server, and
automatic upgrade of Veeam Plug-in is disabled for a protection group, Veeam Backup & Replication puts a
computer to the Upgrade required state.

In addition, Veeam Backup & Replication includes computers that require upgrade of Veeam Plug-in in the
Out of Date protection group. You can upgrade Veeam Plug-in on all computers that require upgrade at
once. To learn more, see Upgrading Veeam Plug-in on Multiple Computers.
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To upgrade Veeam Plug-in on a protected computer:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the necessary computer and click Upgrade Plug-in on the ribbon or right-click
the computer and select Plug-in > Upgrade.

NOTE

In some cases, upgrade to the new version of Veeam Plug-in may require computer reboot.
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Upgrading Veeam Plug-in on Multiple Computers

You can upgrade Veeam Plug-in on all computers that require upgrade at once. To upgrade Veeam Plug-in on
protected computers:

1. Open the Inventory view.

2. Intheinventory pane, in the Physical Infrastructure node, select the Out of Date protection group and
click Upgrade on the ribbon or right-click the Out of Date protection group and select Upgrade.

NOTE

In some cases, upgrade to the new version of Veeam Plug-in may require computer reboot.
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Upgrading from Veeam Plug-in Side

You can also upgrade Veeam Plug-in from the computer side. The process of upgrading differs depending on the
Veeam Plug-in:

e Upgrading Veeam Plug-in for Oracle RMAN
e Upgrading Veeam Plug-in for SAP HANA

e Upgrading Veeam Plug-in for SAP on Oracle
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Uninstalling Plug-in

You can remove Veeam Plug-in from a specific protected computer, for example, if you want to reinstall Veeam
Plug-in running on the protected computer. When you remove Veeam Plug-in from a protected computer,
Veeam Backup & Replication also removes the Veeam Installer Service from this computer.

To uninstall Veeam Plug-in:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the necessary computer and click Uninstall Plug-in on the ribbon or right-click
the computer and select Plug-in > Uninstall and select Veeam Plug-in you want to uninstall.

4. In the displayed notification window, click Yes.

NOTE
Mind the following:

e If automatic installation of Veeam Plug-in is enabled in the protection group settings, after you
remove Veeam Plug-in from a selected computer, Veeam Backup & Replication will install Veeam
Plug-in on this computer during the next rescan job session started by schedule.

e Prerequisite components installed and used by Veeam Plug-in are not removed during the uninstall
process. To remove the remaining components, use the built-in tools directly on this computer (for
example, Microsoft Windows Control Panel on the Microsoft Windows computer).
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Uninstalling All Veeam Products

You can remove all Veeam components from a specific protected computer, for example, if you want to reinstall
Veeam Plug-in running on the protected computer. When you remove Veeam Plug-in from a protected
computer, Veeam Backup & Replication also removes the Veeam Installer Service from this computer.

To uninstall Veeam Plug-in:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the necessary computer and click Uninstall Everything on the ribbon or right-
click the computer and select Uninstall everything.

4. In the displayed notification window, click Yes.

NOTE
Mind the following:

e If automatic installation of Veeam Plug-in is enabled in the protection group settings, after you
remove Veeam Plug-in from a selected computer, Veeam Backup & Replication will install Veeam
Plug-in on this computer during the next rescan job session started by schedule.

e Prerequisite components installed and used by Veeam Plug-in are not removed during the uninstall
process. To remove the remaining components, use the built-in tools directly on this computer (for
example, Microsoft Windows Control Panel on the Microsoft Windows computer).
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Removing Computer from Protection Group

You can remove one or more computers from a protection group, for example, if you do not want to protect
these computers with Veeam Plug-in any longer but want to back up data of other computers in the protection
group.

When you remove a computer from a protection group, Veeam Backup & Replication removes records about the
computer from the Veeam backup console and configuration database but does not uninstall Veeam Plug-in
from the computer. You can remove Veeam Plug-in from the computer in advance, before you remove the
computer from the protection group. To learn more, see Uninstalling Veeam Plug-in.

Alternatively, you can remove a computer from a protection group, and then uninstall Veeam Plug-in from this
computer side. Keep in mind that in this case you will have to uninstall Veeam Plug-in using the built-in tools
directly on this computer (for example, Microsoft Windows Control Panel on the Microsoft Windows computer).

TIP

You can also remove entire protection groups from the Veeam Backup & Replication inventory. When you
remove a protection group, you can instruct Veeam Backup & Replication to uninstall Veeam Plug-ins from
all protected computers included in this protection group. To learn more, see Removing Protection Group.

To remove a computer from a protection group:
1. Open the Inventory view.
2. Intheinventory pane, expand the Physical Infrastructure node and select the necessary protection group.

3. Inthe working area, select the necessary computer and click Remove from configuration on the ribbon or
right-click the computer and select Remove from configuration.

Backups created for computers that were removed from a protection group remain intact in the backup location.
You can delete this backup data manually later if needed.
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NOTE

You cannot remove a computer from the protection group if this computer is a failover cluster node.
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Alternative Ways to Remove Computer from Protection Group

There are alternative ways to remove computer from protection group that may be suitable for specific
situations. Alternative ways of removing computer from protection group differ depending on the type of the
protection group that contains the computer you want to remove.

e For a protection group that contains individual computers, edit the protection group and remove the
necessary computer at the Computers step of the Edit Protection Group wizard. To learn more, see Editing
Protection Group Settings.

You can also use this option to remove a computer from the Manually Added protection group. This
protection group contains computers that you add directly to an application policy. To learn more, see
Removing Computer from "Manually Added" Protection Group.

e For a protection group that contains Active Directory objects, edit the protection group and remove the
necessary computer account at the Active Directory step of the Edit Protection Group wizard.

Alternatively, if the protection group contains a container, organization unit, group or entire domain, you
can exclude the computer at the Exclusions step of the wizard. To learn more, see Exclude Objects from
Protection Group.

e For a protection group that contains computers listed in a CSV file, remove the record about the necessary
computer from the CSV file. During subsequent rescan of the protection group, Veeam Backup &
Replication will remove the computer from the protection group.
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Removing Computer from "Manually Added" Protection Group

Individual computers that you add directly to an application policy are included in the Manually Added
protection group. When you remove such a computer from the application policy, Veeam Backup & Replication
does not remove the computer from the Manually Added protection group as well. The computer remains in the
Manually Added protection group until you remove the computer from this protection group.

To remove a computer from the Manually Added protection group, you must edit this protection group and
remove the computer at the Computers step of the Edit Protection Group wizard. To learn more, see Editing
Protection Group Settings.

NOTE

You cannot remove a computer from the Manually Added protection group if this computer is added to an
application policy.
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Managing Application Backups

You can perform administration tasks with backups created on a Veeam backup repository by application backup
policies configured in Veeam Backup & Replication. For such backups, Veeam Backup & Replication allows you to
perform the same set of operations as for backups created with application policies configured directly on a
protected computer. You can perform the following tasks:

e Create a recovery token for a computer.

e Repair a backup.

e Delete an application backup from configuration.
e Delete an application backup from disk.

e Create a backup copy.
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Creating Recovery Token

If you want to recover database, you can use the Create recovery token operation.

You can generate the recovery token on the Veeam Backup & Replication side. Then, on the computer side, with
this recovery token get access to the backup and recover the database that is stored in the backup.

TIP

If you created recovery token for Veeam Agent

To create a recovery token on the Veeam Backup & Replication side:
1. Open the Home view.

2. Intheinventory pane, click Backups.

3. Inthe working area, right-click the backup and select Create recovery token.
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To access backup using a recovery token on the Veeam Plug-in side:
1. Set authentication to use the recovery token and enter the token using one of the following commands:

o [For Veeam Plug-in for SAP HANA and Veeam Plug-in for SAP on Oracle] --set-backup-for-
restore

o [For Veeam Plug-in for Oracle RMAN] --set-auth-data-for-restore
TIP

Alternatively, you can get access to the backup using user credentials.

2. Select the backup.

If you plan to recover database with Veeam Plug-in for Oracle RMAN, use the following command to get
the list of backups: --get-backup-id.

3. Recover database from the selected backup.

Limitations

Database recovery with recovery token has the following limitations:
e Recovery tokens stay valid for 24 hours.
e You can recover database from the selected backup only.
e Parallel restore from several backups is supported only by Veeam Plug-in for Oracle RMAN.

e During recovery, Veeam Backup & Replication does not stop backup operations.
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Repairing Backup

If you want to restore data from an immutable backup that resides in a hardened repository, you can use the
Repair operation. During this operation, Veeam Backup & Replication will generate a new backup job metadata
(VACM) file using information from the backup metadata (VASM) files.

IMPORTANT

This operation is intended only for a situation where the backup job metadata file has been lost as a result
of malware activity or unplanned actions. Re-creation of the backup job metadata file for other purposes is

not supported.

Before you start the repair operation, you must disable the backup job that created the backup. Otherwise,
Veeam Backup & Replication will display a message notifying that the job must be disabled.

To repair a backup:
1. Inthe Veeam Backup & Replication console, open the Home view.
2. Intheinventory pane, select Backups.
3. Inthe working area, select the necessary backup.

4. Press and hold the [CTRL] key, right-click the backup and select Repair.
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[ Files
[ istory

Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 118 days remaining

1 backup selected

486 | Veeam Plug-ins for Enterprise Applications | User Guide



Removing Backup from Configuration

If you want to remove records about Veeam Plug-in backups from the Veeam Backup & Replication console and
configuration database, you can use the Remove from configuration operation. When you remove a Veeam Plug-
in backup from configuration, the actual backup files remain on the backup repository. You can import the
backup to the Veeam Backup & Replication at any time later and restore data from it.

NOTE
Mind the following:

e You can use the Veeam Backup & Replication console to remove backups created by application
backup policies in the Veeam backup repository. Backups created on a local drive of a protected
computer or in a network shared folder are not displayed in the Veeam backup console.

e If you remove from configuration a backup of a failover cluster node, all backups of this failover
cluster will be removed.

You can remove an entire backup related to an application backup policy or remove specific child backups —
backups related to individual computers in the backup.

To remove a Veeam Plug-in backup from configuration:
1. Open the Home view.
2. Intheinventory pane, click Backups.
3. Inthe working area select and remove the necessary backup:

o To remove the entire backup related to the application backup policy, select the backup, press and
hold the [CTRL] key, right-click the backup and select Remove from configuration.

o Toremove a backup of a specific computer in the application backup policy, expand the parent
backup, select the necessary computer, press and hold the [CTRL] key, right-click the backup and
select Remove from configuration.

Veeam Backup and Replication

IIX

Creste  Delete
Recovery Token from ~
Actions
Home Q Type in an objiect name to search for
4 Jobs Job Mame T Creation Time Restore Points Repository Platform
[&] Applications Plug-ins - ﬁ?_f;"" HANA

. & Backup Policy for - 7 PM Default Backup Repositor HANA Linux

4 £ Backups = Rl Create recovery token... Rt

¥, Disk

N Repair
> [ Last 24 Hours

Remeve from configuration

Delete from disk

o [§ > &

A Home
%ﬂ Inventory
(?E‘q Backup Infrastructure

[0 Fies
[‘3@ History

1 backup selected Connected to: localhost Build: 12.0.0.1402 Enterprise Plus Edition License expires: 118 days remaining
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Deleting Backup from Disk

If you want to delete records about backups from the Veeam Backup & Replication console and configuration
database and, additionally, delete backup files from the backup repository, you can use the Delete from disk

operation.

NOTE

You can use the Veeam Backup & Replication console to remove backups created by application policies on
the Veeam backup repository. Backups created on a local drive of a protected computer or in a network
shared folder are not displayed in the Veeam Backup & Replication console.

You can remove an entire backup related to an application policy or remove specific child backups — backups
related to individual computers in the backup.

To remove an application backup from the backup repository:
1. Open the Home view.
2. Intheinventory pane, click Backups.

3. Inthe working area, select the backup and click Delete from > Disk on the ribbon or right-click the backup
and select Delete from disk.

Veeam Backup and Replication

Creste  Delete
Recovery Token from ~
Actions
Home Q) Type in an object name to search for

Job Name 1 Creation Time Restore Points Repesitory Platform

a4 ¥ SAPHANA

4 ¥ Jobs

[@] Applications Plug-ins

4 Bl Backups 7 Backup Policy for SAP HANA - linuxsn003  2/3/2022-5:47.00 Default Backup Repository HANA Linux
" & Disk I Create recovery token... |
s
T [F2 Delete from disk N |
>[5 Lest 24 Hours
A Home

%ﬂ Inventory
(?E‘q Backup Infrastructure

@ Files
[‘3@ History

Connected to: localhost uild: 402 Enterprise PlusEdition License expir remaining

1 backup selected
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Creating Backup Copy Job

Veeam Backup & Replication offers the backup copy functionality that allows you to create several instances of
the same backup in different locations, whether onsite or offsite. Backup copies have the same format as those
created by backup jobs and you can recover your data from them when you need it.

Veeam Backup & Replication fully automates the backup copy process and lets you specify retention settings to
maintain the desired number of restore points, as well as full backups for archival purposes. Backup copy is a
job-driven process. When enabled, the backup copy job for Veeam Plug-in backups runs continuously. For more
details on how it works, see the Backup Copy section of the Veeam Backup & Replication User Guide.

To copy backups to a secondary location, you must configure a backup copy job. The backup copy job defines
how, where and when to copy backups. One job can be used to process backups of one or more machines.

You can configure a job and start it immediately or save the job to start it later.

Before creating a job, check prerequisites. Then use the New Backup Copy Job wizard to configure a backup
copy job.

—_

Launch Backup Copy Job wizard.
Specify a job name and description.
Select backups to process.

Define backup copy target.

Specify advanced settings.

Define backup copy schedule.

N o v AW N

Finish working with the wizard.

Before You Begin

Before you create a backup copy job, check the prerequisites and limitations:

e Backup infrastructure components that will take part in the backup copy process must be added to the
backup infrastructure and properly configured. These include source and target backup repositories
between which backups must be copied.

e The target backup repository must have enough free space to store copied backups. To receive alerts
about low space on the backup repository, configure global notification settings. For more information,
see Specifying Other Notification Settings.

e For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a backup
copy target.

e If you have upgraded the backup files, make sure that you have upgraded Veeam Plug-in on the source
server. If the plug-in is not upgraded to version 12 and you convert backup copy files to backup files, then
the next backup job runs will fail.
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Step 1. Launch Backup Copy Job Wizard

To create a backup copy job, do the following:
1. In the Veeam Backup & Replication console, open the Home view.

2. Click the Backup Copy tab and select Application-level backup.

Veeam Backup and Replication

View

co
& B 2 ¢

L
Backup Replication CDP Backup  Import Best Practices
Job~  Job- Policyr  Copyr  Backup Analyzer

Primary Jobs SeC @ |mage-level backup...
Home 3] Application-level backup... s e to search for
4 Ty Jobs Name t Type Objects Status Last Run Last Result Next Run Target

[] Applications Plug-ins [E" Backup Policy for SAP...  SAP HANA Backup 4 dle 31 minutes ago 2/3/2023 10:00PM  Default Backup Repository
4 E5 Backups

¥, Disk

> [ Lest 24 Hours

A Home
E@ Inventory

(33 Beckup Infastructure

@ Files
[ oy

Connectedto: localhost ~ Build: 12001402 Enterprise Plus Edition  License expires: 118 days remaining
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Step 2. Specify Job Name and Description

At the Job step of the wizard, specify a name and description for the backup copy job.

1. In the Name field, enter a name for the job.

2. Inthe Description field, enter a description for the job. The default description contains information about
the user who created the job, date and time when the job was created.

Mew Backup Copy Job

X
w Job
I—-——I Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
I:l data to achieve compliance with the 3-2-1 backup rule.

| Backup Copy Job for Database Servers with SAP HANA

Objects
Description:
Target Backup Copy Job for an application backup policy for database servers protected with Veeam Plug-
ins for SAP HANA
Schedule
Summary

< Previous Mext = Finish

491 | Veeam Plug-ins for Enterprise Applications | User Guide



Step 3. Select Backups to Process

At the Object step of the wizard, select machines whose backups you want to copy to the target repository.
1. Click the Add button and select from which entity you want to process the machines.

o From jobs: You can select Veeam Plug-in backup jobs. When a backup copy job runs, Veeam Backup &
Replication will search for backup files created by selected jobs.

o From repositories: You can select repositories where Veeam Plug-in backups are stored. When a
backup copy job runs, Veeam Backup & Replication will search for backup files created by Veeam
Plug-in in selected repositories.

2. Use the Remove button if you want to remove selected jobs or repositories from processing.

3. If you have added jobs from a repository and want to exclude from processing some of the backup jobs on
the selected repository, click Exclusions and select the jobs that you want to exclude.

Mew Backup Copy Job

w Objects
I—-——I Add cbjects to process with this job. You can add individual plug-in jobs, or entire backup repositories as the source,

Objects to process:

Narme Type T | Add...
_ @ Backup Policy for SAP HANAMinuxsrv003 5. SAP HANA P
ne e

Job

Target

o Exclsions..
Exclusions...

Summary

< Previous | | Mext = Finish
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Step 4. Define Backup Copy Target

At the Target step of the wizard, configure the target repository settings.

1.

From the Backup repository list, select a backup repository in the target site where copied backups must
be stored. When you select a target backup repository, Veeam Backup & Replication automatically checks
how much free space is available on it. Make sure that you have enough free space to store copied
backups.

IMPORTANT

For Veeam Plug-in backup copy jobs, you cannot select a Veeam Cloud Connect repository as a
backup copy target.

If the target repository contains a Veeam Plug-in backup that was excluded from the backup copy job, and
if you don't want to transfer duplicate data, you can use the mapping feature.

After you configure mapping, if some of backup files (VAB) of the source backup are missing in the target
backup copy, these files are uploaded to the target backup copy.

NOTE

Veeam Plug-in backup copy jobs do not use WAN accelerators.

To map a backup copy job to the backup:
a. Click the Map backup link.

b. Point the backup copy job to the backup in the target backup repository. Backups in the target backup
repository can be easily identified by backup job names. To facilitate search, you can use the search
field at the bottom of the window.

IMPORTANT
e Used account must have access to Veeam backup repositories that you plan to use.
e Encryption must be disabled on the repository.

Otherwise, the repositories will not be listed as available. To learn how to configure access
permissions and encryption settings on repositories, see Access and Encryption Settings on
Repositories.
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3. You can specify the number of days after which the backup copy will be deleted from the repository. Note
that the countdown starts from the moment when source backup has been created.

Mew Backup Copy Job

w Target
I—-——I Specify the target backup repository and number of days to keep application backups for.

Job Backup repository:

| Off-Site backup Repository (Created by BACKUPSERVERDOT\Administrator at 2/3/2023 6:22 PM.) ~
R £ 81.0 GB free of 129 GB Map backup
Schedule
Summary

Click Advanced to specify notifications settings.
< Previous | | Mext = Finish
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Step 5. Specify Advanced Settings

At the Target step of the wizard, click Advanced to configure storage, RPO warning, and notifications settings.
e Storage settings
e RPO warning settings

e Notification settings

Storage Settings

At the Storage tab, define compression and deduplication settings.

By default, Veeam Backup & Replication performs deduplication before storing copied data on the target backup
repository. Deduplication provides a smaller size of the resulting backup file but may reduce the job
performance.

1. You can disable data deduplication. To do this, clear the Enable inline data deduplication check box.

2. From the Compression level list, choose a compression level to be used: Auto, None, Dedupe-friendly,
Optimal, High or Extreme. The recommended level of compression for backup copy jobs is Auto. In this
case, Veeam Backup & Replication uses compression settings of the copied backup files. For more
information, see Compression and Deduplication.

Advanced Settings X
Mew Backup Copy Jo Storage | RPO Monitor | Notifications | X
—_w— Target Data reduction
Specify th
= pecify Enable inline data deduplication (recommended)
Compression level:
o |.Auto (recommended) v |
of
Use this option to keep the existing compression level. /2023 6:22 PM) v
Objects Map backup
Schedule
Summary

Advanced...

h Cancel

][ |
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RPO Warning Settings

At the RPO Monitor tab, specify RPO warning settings.

Enable the Warn me if backup is not copied within check box and specify the time period in minutes, hours, or
days.

If the backup copy is not created within the specified time period, the backup copy job will finish with the
Warning status. The countdown starts from the moment when the required backup is finished and ready to be
copied.

Adwvanced Settings X
New Backup Copy Joll [ gtorage | RPO Monitor | Notifications ~
_w Target Alert me:
I———I Specify th
I:l pecify When new backup is not copied within | 24 C | ‘ hours  ~ ‘
Monitors compliance with your offsite RPO by changing the backup copy job
status to a warning whenever the newly created restore point is not copied over
o to the target repository within the specified time,
/2023 6:22 PM)  ~
e Map backup
Schedule
Summary

-

Cancel

][ |

Notification Settings

At the Notifications tab, to specify notification settings for the backup copy job:
1. At the Target step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job
completes successfully. SNMP traps will be sent if you specify global SNMP settings in Veeam Backup &
Replication and configure software on recipient's machine to receive SNMP traps. For more information,
see Specifying SNMP Settings.

4. Select the Send email notifications to the following recipients check box if you want to receive
notifications by email in case of job failure or success. In the field below, specify a recipient's email
address. You can enter several addresses separated by a semicolon.
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5. Veeam Backup & Replication sends a consolidated email notification once for the specified backup copy
interval. Even if the synchronization process is started several times within the interval, for example, due
to job retries, only one email notification will be sent.

6. Email notifications will be sent if you configure global email notification settings in Veeam Backup &
Replication. For more information, see Configuring Global Email Notification Settings.

7. Atthe Send at field, specify the time when you want to receive notifications. Note that you will receive a
notification on the job status once a day.

8. You can choose to use global notification settings or specify custom notification settings.

o To receive a typical notification for the job, select Use global notification settings. In this case, Veeam
Backup & Replication will apply to the job global email notification settings specified for the backup
server. For more information, see Configuring Global Email Notification Settings.

o To configure a custom notification for a job, select Use custom notification settings specified below.
You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use the following variables in the
subject: %Time% (completion time), %JobName %, %JobResult%, %VmCount% (number of
machines in the job) and %/ssues% (number of machines in the job that have been processed
with the Warning or Failed status).

ii. Select the Notify on success, Notify on warning and Notify on error check boxes to receive email
notification if data processing within the backup copy interval completes successfully, fails or
completes with a warning.

Advanced Settings X

MNew Backup Copy Jo | Storage | RPO Monitor | Motifications

[—W] Target Send SNMP natifications for this job
Specify th

Send e-mail notifications to the following recipients:

| administrator@tech.local |

Job Send daily summary at: | 10:00 PM : o
(® Use global notification settings /2023 522 FM) v

Map backup

Objects

Schedule

(O Use custom netification settings specified below:

Summary

Advanced...

:

][ |
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Step 6. Define Backup Copy Schedule

At the Schedule step of the wizard, define a time span in which the backup copy job must not transport data
between source and target backup repositories. For more information, see Backup Copy Window.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. Inthe schedule box, select the desired time area.

3. Use the Enable and Disable options to mark the selected area as allowed or prohibited for the backup copy
job.

Mew Backup Copy Job X

Schedule

I—-——II Specify the backup copy job schedule,

Job This job can transfer data:
i (@) Any time (continuously)
S (® During the following time periods only:
Target ( A - (
_ Al None 12 2 4 6 8 0 12 2 4 6 8 10 12
1 E 5 T L] 11 1 E 5 T L] 11
S
o o || [ ]
Mondsy ] HENEN
Tuesday
Wednesday
Thursday

Friday llll .l.l.l
socy [ HHTHEHIEEENEEENEEREREE

B Enabled Disabled

< Previous Apply Finish Cancel
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Step 7. Review Backup Copy Job Settings

At the Summary step of the wizard, complete the procedure of backup copy job configuration.

1. Review details of the backup copy job.

2. Select the Enable the job when I click Finish check box if you want to start the job right after you finish
working with the wizard.

3. Click Finish to close the wizard.

Mew Backup Copy Job

_W Summary
= You can copy the configuration information below for future reference.

Job Summary:

Marne: Backup Copy Job for Database Servers with SAP HANA
Objects Target Path: C:\Backups

Type: Backup Copy
Target Source items:

Backup Policy for SAP HANAnuxsrv003 SAP backint backup (Default Backup Repositary)
Schedule

Enable the job when | click Finish

Next > B || Tares

499 | Veeam Plug-ins for Enterprise Applications | User Guide



Reporting

You can view real-time statistics for rescan jobs, as well as application backup policies configured in Veeam
Backup & Replication. You can also generate reports with statistics data for performed rescan job or backup job
sessions. You can generate reports manually in the Veeam Backup & Replication console or set up Veeam Backup
& Replication to send reports automatically by email.
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Viewing Rescan Job Statistics

You can view statistics about performed rescan job sessions. When you create a protection group or manually
start the discovery process for a protection group or individual protected computer, Veeam Backup &
Replication displays statistics for the currently running rescan job session. In the statistics window, Veeam
Backup & Replication displays session duration details and a list of operations performed during the job.

In addition to overall rescan job statistics, the statistics window provides information on each protected
computer processed within the rescan job session. To view the processing progress for a specific computer,
select it in the list on the left.

You can also view statistics for any performed rescan job session. To view rescan job statistics, do one of the
following:

e Open the Inventory view. In the inventory pane, select the necessary protection group and click Statistics
on the ribbon or right-click the protection group and select Statistics.

e Open the History view. In the inventory pane, select the System node. In the working area, select the
necessary rescan job session and click Statistics on the ribbon or right-click the rescan job session and
select Statistics.

Machine rescan x

Marme: Rescan of Database Servers Status: Success

Action type: Rescan Start time: 2/6/2023 12:00:25 PM

Initiated by: BACKUPSERVEROO1\Administrator End time:  2/6/2023 12:01:06 PM
Mame T Status Message Duration
E‘) linuxsrv002.tech.local Success Processing linwxsn002.tech.local
E’_\ linuxsreldi3.tech.local Success linuxsrel2.tech.local state updated

Backup agent installation is not required: automatic deployment is d...
SAP HAMA Linux plug-in upgrade is not required because it is up to..
Processing finished at 2/6/2023 12:00:33 M

Close
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Viewing Rescan Job Report

You can generate reports with details about rescan job sessions performed for a specific protection group. The
report contains data on the latest rescan job session initiated for the job upon schedule. To generate a report:

1. Open the Inventory view.

2. Intheinventory pane, select the necessary protection group and click Report on the ribbon or right-click

the protection group and select Report.

The report contains the following data:

e Cumulative session statistics: details of the session performance, including the number of protected

computers in the protection group and the number of newly discovered computers.

o Detailed statistics for every protected computer processed within the session: DNS name, IP address and

operating system of the protected computer, list of warnings and errors (if any).

TIP

You can also set up Veeam Backup & Replication to send reports automatically by email. To learn more, see
Enabling Email Reporting.

Database Servers Success

Assigned 2 Success 2 Mo new hosts found.
Seen 2 Warnings 0

Updated 0 Errors 1]

Name IP address Status Operating System Details

linuxsrv003.tech.local

fd00:ac18:0:1810:0:a07a:d60d:2d70, 172.24.28.222

Success

Backup agent installation is not

SUSE Linux Enterprise Server 12 SP4 | required

All application plug-ins are up to date

linuxsrv002.tech.local

172.24.29.0

Success

Oradle Linux Server 7.9

Backup agent installation is not
required
All application plug-ins are up to date
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Viewing Backup Policy Statistics

You can view statistics about application backup policies configured in Veeam Backup & Replication. Veeam
Backup & Replication displays statistics in the following way:

After the application backup policy session statistics becomes available in Veeam Backup & Replication, this
statistics appears in the policy statistics window. The job session statistics becomes available in Veeam Backup &
Replication at a different time depending on what target for backup files is selected in the backup policy
settings:

e If an application backup policy whose settings are defined by the backup policy creates backup files on a
Veeam backup repository, backup job session statistics is available in Veeam Backup & Replication on real-
time basis.

o If an application backup policy creates backup files on a local drive of a computer, in a network shared
folder or in a Veeam Cloud Connect repository, backup job session results are not passed to Veeam Backup
& Replication in real time. Statistics for such backup sessions becomes available in Veeam Backup &
Replication later, after rescan of a protection group that contains computers added to the backup policy.
This process happens regularly upon the discovery schedule defined in the protection group settings.

TIP

In addition to backup policy statistics, Veeam Backup & Replication displays individual backup session
statistics for each computer in the backup policy. You can view these statistics in the Last 24 Hours node of
the Home view and in the History view of the Veeam backup console.

To view application backup policy statistics:
1. Open the Home view.
2. Intheinventory pane, click the Jobs node.
3. Inthe working area, select the necessary statistics:

o To get statistics for database data backup, double-click the necessary application backup policy.
Alternatively, you can select the necessary application backup policy and click Statistics > Instance
backup on the ribbon or right-click the backup policy and select Statistics > Instance backup.

o To get statistics for database logs backup, select the necessary application backup policy and click
Statistics > Database logs backup on the ribbon or right-click the backup policy and select Statistics >
Database logs backup.

E_f::. Backup Policy for SAP HANA

SUMMARY DATA STATUS

Duration: 14:23 Processed: 96.5 MB Success: 3
Processing rate: 884 KB/s Read: 96.5 MB Warnings: 0
Bottleneck: Source Transferred: 1.8 MB (55%) Errors: 0

THROUGHPUT (LAST 5 MIN)

A Speed: 0 KB/s

Show Details oK
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Viewing Backup Policy Report

You can generate a report with details about application backup job sessions performed on protected computers
added to a backup policy. The report contains data on the latest backup job session initiated for the backup
policy. To generate a report:

1. Open the Home view.
2. Intheinventory pane, click the Jobs node.
3. Inthe working area, select the necessary report:

o Toget report for database data backup, click Report > Instance backup on the ribbon or right-click the
backup policy and select Report > Instance backup.

o To get report for database logs backup, click Report > Database logs backup on the ribbon or right-
click the backup policy and select Report > Database logs backup.

The report contains data on the latest job session:

e Cumulative session statistics: details on the number of protected computers specified in the backup policy
settings, the number of computers to which settings of the backup policy are applied, and the number of
disconnected computes, details of the session performance, amount of read, processed and transferred
data.

e Detailed statistics for every protected computer processed within the session: processing duration details,
backup data size, amount of read and transferred data, list of warnings and errors (if any).

TIP

You can also set up Veeam Backup & Replication to send reports automatically by email. To learn more, see
Enabling Email Reporting.

Application Backup Policy job: Backup Policy for SAP HANA g::fc : :’:m —
Monday, February 6, 2023 12:01:43 PM
Success 3 Starttime | 12:01:43PM | Total size 96.5 MB
Warning 0 End time Data read 96.5 MB
Error ] Duration Transferred | 1.8 MB
Details
Name Status Start time End time Size Read Transferred Duration Details
SYSTEMDB@HXE | Success 12:01:48PM  |[12:02:20PM 322 MB 32.2 MB 5483 KB | 0:00:41
TENANTI@HXE | Success 12:01:48PM  |[12:02:49PM 322 MB 32.2 MB 625 KB 0:01:01
TENANT2@HXE | Success 12:01:48 M |[12:02:49PM 322 MB 32.2MB 6229KB | 0:01:01
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Enabling Email Reporting

You can set up Veeam Backup & Replication to send reports automatically by email. To do this, you must enable
and configure global email notification settings in Veeam Backup & Replication. To learn more, see the
Configuring Global Email Notification Settings section in the Veeam Backup & Replication User Guide.

In addition, you can enable and configure custom notification settings for a specific protection group,
application backup policy. This may be useful if you want to change subject, notification rules or list of
recipients for some reports.

Rescan Job Report

By default, after you enable and configure global email notification settings in Veeam Backup & Replication,
Veeam Backup & Replication sends rescan job reports at 10:00 PM daily. Veeam Backup & Replication sends a
separate report for every protection group that you configured. The report contains cumulative statistics for
rescan job sessions performed within the last 24-hour period.

You can specify custom notification settings for a specific protection group. To learn more, see Advanced
Settings.

Backup Policy Report

By default, after you enable and configure global email notification settings in Veeam Backup & Replication,
Veeam Backup & Replication sends backup policy reports at 10:00 AM daily. Veeam Backup & Replication sends
a separate report for every backup policy that you configured. The report contains cumulative statistics for
backup job sessions performed for the last 24-hour period on computers to which the backup policy is applied.

You can specify custom notification settings for a specific backup policy. To learn more, see the following
sections:

e Notification Settings for Veeam Plug-in for Oracle RMAN
e Notification Settings for Veeam Plug-in for SAP HANA

e Notification Settings for Veeam Plug-in for SAP on Oracle
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