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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Getting Started

Document Structure

The guide contains instructions on the following:

e Veeam Backup & Replication functionality: how to deploy Veeam Backup & Replication, perform backup,
replication, and restore operations.

e Integration with Veeam Backup Enterprise Manager: a free tool for managing distributed infrastructure.

e Agent management: built-in Veeam Backup & Replication feature to back up physical machines using
Veeam Agents.

Help and Support

This guide provides a high-level overview of Veeam Backup & Replication primary features and should be
regarded as a supplement to existing technical documentation. The complete set of documentation can be
found on the Veeam Technical Documentation page.

For technical support and assistance, use the following resources:
e Veeam R&D Forums

e Customer Support Portal
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About Veeam Backup & Replication

What is Veeam Backup & Replication?

Veeam Backup & Replication is a data protection and disaster recovery solution for virtual, physical and cloud
environments. With Veeam Backup & Replication you can:

Create crash-consistent and application-consistent backups of virtual and physical machines.

Quickly restore physical machines, EC2 instances, Microsoft Azure VMs, Google VM instances, VMs, VM
disks, guest OS files and application items.

Perform backup health check to verify that backups are not corrupted and are ready for restoring.
Create VM replicas and switch to them in case of a disaster.

Automate transferring of backups to tapes and other external repositories.

Note that in this guide, we will not overview all the Veeam Backup & Replication capabilities. You can find them
in the Veeam Backup & Replication User Guide.

What Else Can | Do?

Veeam Backup & Replication provides utilities not mentioned in this guide that can help you secure and manage
your data:

Veeam Backup for Microsoft 365: backup and restore solution for Microsoft 365 data.
Veeam Backup for Nutanix AHV: backup and restore solution for Nutanix AHV VMs.
Plug-in for Veeam Backup for AWS: extension for integration with Veeam Backup for AWS.

Plug-in for Veeam Backup for Microsoft Azure: extension for integration with Veeam Backup for Microsoft
Azure.

Plug-in for Veeam Backup for Google Cloud: extension for integration with Veeam Backup for Google
Cloud.

Veeam Backup & Replication also provides the following tools for monitoring and management:

Veeam ONE: real-time monitoring, reporting, alerting and managing tool for virtual and physical
environments.

Veeam Management Pack for Microsoft System Center: Microsoft System Center extension for managing
and monitoring VMware vSphere, Microsoft Hyper-V, and Veeam Backup & Replication.

Veeam Availability Orchestrator: a tool for automated creation and testing of DR plans that comply
regulatory requirements.
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Veeam Backup & Replication Ul

The user interface of Veeam Backup & Replication is designed to let you quickly find commands that you need
and perform data protection and disaster recovery tasks.

Tabs Ribbon Working area

Veeam Backup and Replication

Main menu
o =
R RN
) =] = ) z (| -
Backup Replication CDP  Backup Copy Restore Failover Import Export BestPractices
Job~  Job~ Policy~ Copy~ Job~ - Plan- | Backup Backup Analyzer
Primary Jobs Secondary Jobs Restare Actions
Navigation Home Q Type in an object name to search for
pane =
4y lobs Job name * Repository Platform
2 Backup > % Backup Job 1 Default Backup Repository  Whiware
4 E& Backups
Tnventory Snapshots
pane — T chDisk
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%, External Repository (Encrypted)
4[5 Last 24 Hours

[% Failed

& Home

S nento
iy
Buttons 4@

switching Tz Backup nfrestucture
between views
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(51 Files
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1 backup

TIP:

To open online help, press[F1] in any Veeam Backup & Replication wizard or window. You will be
redirected to the corresponding section of the Veeam Backup & Replication User Guide.

Reference

For details, see Veeam Backup & Replication Ul section in the Veeam Backup & Replication User Guide.
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Backup Infrastructure

This section describes main Veeam Backup & Replication infrastructure components and deployment scenarios.
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Backup Infrastructure Components

To start working with Veeam Backup & Replication, you must set up the backup infrastructure. The basic Veeam
Backup & Replication infrastructure consists of the following core components:

e Backup server

A Microsoft Windows-based machine on which Veeam Backup & Replication is installed. The backup server
performs main management operations: coordinates backup, replication and restore tasks, controls job
scheduling and resource allocation.

e Backup repository

A server where Veeam Backup & Replication keeps backup files, backup copies and metadata of replicated
VMs.

e Backup proxy (on-host or off-host)
A component that retrieves data from the source host, processes it and transfers to the backup repository.

e |nfrastructure servers and hosts

Microsoft Hyper-V servers that you planto use as source and target for backup, replication and other
activities. Microsoft Windows and Linux servers for which you plan to assign roles of a backup proxy or
backup repository.

Reference

For details on all backup infrastructure components, see the Backup Infrastructure Components section in the
Veeam Backup & Replication User Guide.
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Deployment Scenarios

You can use Veeam Backup & Replication in virtual environments of any size and complexity. The architecture of
the solution supports onsite and offsite data protection, operations across remote sites and geographically
dispersed locations. Veeam Backup & Replication provides flexible scalability and easily adapts to the needs of
your virtual environment.

Veeam Backup & Replication supports several deployment scenarios, and each one includes the core
infrastructure components: backup server, backup proxy and backup repository. Depending on the size of your
virtual environment, you can use one of the following scenarios:

e Simple deployment

For small virtual environments. In this scenario, the roles of all components required for data protection
tasks are assigned to one machine.

e Advanced deployment

For medium-sized and large-scale virtual environments. In this scenario, the roles of components required
for data protection tasks are assigned to dedicated machines.

Veeam Backup & Replication also supports the distributed deployment scenario for large geographically
dispersed environments with multiple backup servers. We omit detailed description of this scenario because this
guide is aimed for quick overview of basic features. For details on the distributed scenario, see the Distributed
Deployment section in the Veeam Backup & Replication User Guide.

Simple Deployment

In the simple deployment scenario, the roles of the backup server, backup proxy and backup repository are
assigned to a single machine. These roles are assigned automatically to the machine where you install Veeam
Backup & Replication.

Nl = =
l—s Backup Backup Backup
SEFVEr repository proxy

[« — |

Backup Server

Backup

BEEE [ e )

Replication
(o — | g ——

Source host Target host

The drawback of the simple deployment scenario is that only the backup server handles and stores all data. For
medium-sized or large-scale environments, the capacity of a single backup server may not be enough. To take
the load off the backup server and balance it throughout your backup infrastructure, it is recommended to use
the advanced deployment scenario.
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Advanced Deployment

In the advanced deployment scenario, the roles of the backup server, backup proxy and backup repository are
assigned to different machines. This gives the following advantages:

e The processing load is moved from backup server to backup proxy.

e Increased fault tolerance: you can store dataon a separate machine (the backup repository).

Note that this scenario requires that you assign the roles of the proxy and repository manually.
Aln]
(BN
[« — |

Backup Server

Eaepucauon
Proey

Source hiost Target host

)
]|
Backup repositary

Depending on production environment and backup and replication scenarios you planto use, the advanced

deployment scenario may include multiple backup proxies and backup repositories, both on-site and off-site,
controlled by a single backup server.
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Planning and Preparation

Before you install Veeam Backup & Replication, you must make sure that the virtual environment and machines
that you plan to use as backup infrastructure components meet product hardware recommendations and system
requirements.
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System Requirements

Make sure that servers that you plan to use as backup infrastructure components meet the system requirements
listed in the following sections of the Veeam Backup & Replication User Guide:

e System Requirements for Backup Server

e System Requirements for Backup Repository Server

e System Requirements for Enterprise Manager

e System Requirements for Supported Applications

e System Requirements for Veeam Explorer for Microsoft Active Directory
e System Requirements for Veeam Explorer for Microsoft Exchange

e System Requirements for Veeam Explorer for Microsoft SharePoint

e System Requirements for Veeam Explorer for Microsoft SQL Server

e System Requirements for Veeam Explorer for Oracle

Reference

For the full list of system requirements, see the System Requirements section in the Veeam Backup &
Replication User Guide.
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Used Ports

On backup infrastructure components, Veeam Backup & Replication automatically creates firewall rules for the
required ports. These rules allow communication between the components.

You can find the lists of the ports in the following sections of the Veeam Backup & Replication User Guide:
e Backup Server Connections
e Microsoft Windows Server Connections
e Linux Server Connections
e Backup Proxy Connections
e Backup Repository Connections
e Mount Server Connections
e VM Guest OS Connections
e Veeam Backup Enterprise Manager Connections
e Veeam Explorer for Microsoft Active Directory Connections
e Veeam Explorer for Microsoft Exchange Connections
e Veeam Explorer for Microsoft SharePoint Connections
e Veeam Explorer for Microsoft SQL Server Connections
e Veeam Explorer for Oracle Connections
e Veeam Agent for Microsoft Windows Connections

e Veeam Agent for Linux Connections

Reference

For the full list of ports, see the Used Ports section in the Veeam Backup & Replication User Guide.
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Deployment

To start using Veeam Backup & Replication, do the following:
1. Install Veeam Backup & Replication
2. Add virtual infrastructure servers
3. Configure backup proxy
4. Configure backup repository
5. Configure object storage repository (optional)
6. Configure scale-out backup repository (optional)

NOTE:

In the simple deployment scenario, Veeam Backup & Replication uses the backup server also as the backup
proxy and backup repository. For this reason, you can skip the third and fourth steps.
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Step 1. Installing Veeam Backup &
Replication

Install Veeam Backup & Replication on a Microsoft Windows-based physical or virtual machine.

Before You Begin

Before you install Veeam Backup & Replication, check the following prerequisites:

e The machine on which you plan to install Veeam Backup & Replication must meet the system requirements
for the backup server. For details, see System Requirements.

e A user account that you plan to use for installation must have local Administrator permissions.

Installing Veeam Backup & Replication

To install Veeam Backup & Replication, do the following:

1. Download the latest version of the Veeam Backup & Replication installation image from the Download
Veeam products page.

You must sign in with your Veeam account. If you do not have the account, register with your business
email address.

2. Mount the installation image to the machine on which you plan to install Veeam Backup & Replication or
burn the image file to a flash drive or other removable storage device.

If you plan to install Veeam Backup & Replication on a VM, use built-in tools of the virtualization
management software to mount the installation image to the VM.

3. Run the setup.exe file from the image or disk to open the splash screen.
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4. Inthe Veeam Backup & Replication section of the splash screen, click Install.

Veearm Backup & Replication 12

Standalone components:

A Sl Yeeam Backup & Replication
1ON e

MM Veeam Backup Enterprise Manager
EEE' Install

A Veeam Backup & Replication Console
LEN nstall

Enterprise Applications Plug-ins
Cipen

Documentation Training

2022 Veeam Software Group GrmbH, All rights resersed,

5. At the License Agreement step of the wizard, read the license agreements and click | Accept.
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6. At the Licensestep of the wizard, specify the path to the license key.

If you skip this step, Veeam Backup & Replication will operate in the Community edition mode. You can
switch to the full version of the product if you install the license. For more information, see Veeam Backup

& Replication Community Edition.

E-”] Veeam Backup & Replication — >

License

Provide license file for Veeam Backup & Replication.

License file:
M Browse...

Update license automatically (enables usage reporting)

Download and install new licenses automatically when you renew or expand your contract. This requires
sending the license ID, the installation |D, and workload usage counters to the Veeam licensing servers
periodically. Successful usage reporting doubles the number of workloads you can exceed your installed

license by.

If you don't have a license simply click Mext to install Community Edition.

ﬂ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a

consultant or an M5P.
Back Cancel

7. At the System Configuration Check step of the wizard, install missing software components, if any.

NOTE:

If all required components are already installed on the machine, the System Configuration Check
step is skipped.

8. At the Ready toInstall step of the wizard, click Install to begin the installation.

Starting Veeam Backup & Replication

To start Veeam Backup & Replication, do the following:

1. In the Microsoft Windows Startmenu, select Apps > Veeam > Veeam Backup & Replication Console.
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2. In the authentication window, click Connect.

5] Veeam
=KN} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
TECH\madison.gray
Password

V| Use Windows session authentication

Save shortcut Connect Close
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Step 2. Adding Virtual Infrastructure
Servers

To protect virtual machines with Veeam Backup & Replication, you must add the virtual infrastructure servers
hosting these machines to the backup infrastructure.

You can add standalone Hyper-V hosts, Hyper-V clusters or SCVMM servers. If a Hyper-V host is a partof a
cluster, it is recommended that you add the cluster, not a standalone Hyper-V host, to the backup
infrastructure.

Before You Begin

Check the following prerequisites:

e The version of your Microsoft Hyper-V platform must be supported. For details, see Platform Support in
the Veeam Backup & Replication User Guide.

e You must enable file and printer sharing in the network connection settings of the host. Without sharing
enabled, Veeam Backup & Replication fails to deploy the required components.

Adding Infrastructure Server

To add the server, do the following:

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

Veeam Backup and Replication

Home Server

L o -

é 5=

[ —]

Add Edit Remove | Rescan
Server Server Server

Manage Server Tools

Backup Infrastructure
W Add Server
Before using hypervisor file management functionality, you must register your virtual infrastructure. To
start this process, click the Add Server button in the ribbon (or just click this text).
For VMware vSphere, add one or more vCenter Servers. You can also add ESXi hosts individually.
Adding vCenter Server is preferred, because it makes Veeam Backup & Replication vMotion-aware.
? RLatiscceleraton For Microsoft Hyper-V, add one or more System Center Virtual Machine Manager (SCVMM) Servers,
~’_§ Service Providers Hyper-V clusters, or standalone Hyper-V hosts.
4 (ZiManaged Servers ed on your needs, also consider adding Microsoft Windows and Linux servers to use for hosting
E- Micrasoft Windaws lous backup infrastructure roles.

g Backup Proxies

Backup Repositories

I-;—Erl;j' Scale-out Repositories

5" Add server..

1y

=
= Rescan

Upgrade servers.,

Missing updates...

/h\ Horme
E'I
@3 Irvventary

ffg’i Backup Infrastructure

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 9 days remaining

2. Inthe Add Server window, click Microsoft Hyper-V > Hyper-V tolaunch the New Hyper-V Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server.

MName

Specify DMS name or [P address of Microsoft Hyper-V server,

DMS narne or [P address:
clusterQl.tech.local

Type
A Description:

Erediamifels Microsoft Hyper-\ Cluste

Spply

Results

Surnrmary

| % Previous | | Mext = | | Finish | | Cancel

4. At the Type step of the wizard, select the server type that you want to add.

Type
Select the type of server you want to add,

) Microsoft System Center Yirtual Machine Manager (SCYMM)
If wou are using SCWhRA to manage your Hyper-W infrastructure, we can pull all Hyper-\f hosts and
clusters information fram SCWM, and add thern to managed senvers automatically,

Credentials
(®) Microsoft Hyper-¥ cluster

Apply Use this option to register Hyper-Y cluster that is not managed by SCWIM, Registering Hyper-y
cluster instead of individual cluster nodes provides for Live Migration awareness,
Results

Summary ) Microsoft Hyper-¥ server [standalone)

Use thiz option to register standalone Hyper-Y server that is not a part of 2 cluster, and not managed
by SCYRAM.,

£ Previous | | Mext = | | Finish | | Cancel
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5. At the Credentials step of the wizard, specify credentials for the user account with Administrator
permissions on the added server.

To add the account, do the following:
a. Click Add.

b. In the Credentials window, specify the username and password used to connect to the added server.

c. Click OK.
New Hyper-¥ Server £
Credentials
= Select server administrator credentials,
L]
Mame Select an account with local administrator privileges on the server you are adding. Use
% DOMAINYUSER format for domain accounts, or HOSTYUSER for local accounts,
Type
Credentials: v| | Add...
Crdemts ——
Apply
Results
Usernarme: |tech\J0hn smith | | Browse...
Surnrmary k
Password ..........| @|

Description:

techyjohn.smith

| | Cancel |

| < Previous | | Mext = | | Finish | | Cancel |

6. Follow the next steps of the wizard. At the Summary step, click Finish.

7. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.

Reference

For details on adding virtual infrastructure servers, see the Virtualization Servers and Hosts section in the Veeam
Backup & Replication User Guide.
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Step 3. Configuring Backup Proxy

The backup proxy compresses, deduplicates and sends data to the backup repository. By default, the role of the
backup proxy is assigned to the host. The on-host backup proxy does not need any manual configuration.

You can deploy an off-host backup proxy to remove unwanted overhead on the production Hyper-V host. The
off-host backup proxy is used in complicated scenarios, that is why we omit its configuration in this guide. For
more information, see the Off-Host Backup Proxy section in the Veeam Backup & Replication User Guide.
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Step 4. Configuring Backup Repository

The backup repository is a storage where Veeam Backup & Replication keeps backup files and, in case of
replication, metadata for replicated VMs. You can use different types of storage as the backup repository. The
full list of storage types is available in the Backup Repository section in the Veeam Backup & Replication User
Guide.

In this section, you will learn how to use a Microsoft Windows server as the backup repository. To configure the
backup repository, you must add the server to the backup infrastructure and assign the role of the backup
repository to it.

Before You Begin

Check the following prerequisites:

e The Microsoft Windows machine that you planto use as a backup repository must meet system
requirements. For details, see System Requirements in the Veeam Backup & Replication User Guide.

e File and printer sharing must be enabled in network connection settings of the added Microsoft Windows
machine. On this machine, Veeam Backup & Replication deploys the required components. Without
sharing enabled, Veeam Backup & Replication fails to deploy these components.

Adding a Server

To add a server to the Veeam Backup & Replication infrastructure, do the following.

1. In the inventory pane of the Backup Infrastructure view, right-click the Managed Servers node and select
Add Server.

Veeam Backup and Replication

Home Server

+ -
é =
—

Add Edit Remove | Rescan

Server Server Server

Manage Server Tools

Backup Infrastructure
= Add Server

E Backup Praxies Before using hypervisor file management functionality, you must register your virtual infrastructure. To

= start this process, click the Add Server button in the ribbon {or just click this text).
For VMware vSphere, add one or more vCenter Servers. You can also add ESXi hosts individually.
Adding vCenter Server is preferred, because it makes Veeam Backup & Replication vMotion-aware.
For Microsoft Hyper-V, add one or more System Center Virtual Machine Manager (SCVMM) Servers,
Hyper-V clusters, or standalone Hyper-V hosts.

Im

Backup Repositaries
;_.—Edg Scale-out Repositories
£ WAN Accelerators

7B Servi 3
75 Service Providers

4 (Z1Managed Servers E* Add server ed on your needs, also consider adding Microsoft Windows and Linux servers to use for hosting
[F= Microsaft Windows L__;—[}s—‘\uus backup infrastructure roles.

Rescan

Upgrade servers..,

Iissing updates..,

/h\ Harme
E
E|:| Inwentary

tfg’g Backup Infrastructure

Connected tc lhost Build: 1 ] Enterprise Plus Edition License expires: 9 days remaining

2. In the Add Server window, select Microsoft Windows to launch the New Windows Server wizard.
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3. At the Name step of the wizard, specify the DNS name or IP address of the server that will perform the
role of the backup repository.

MName

E-- Specify DMS name or IP address of Microsoft Windows server,
==

DMS narme or [P address:

fileserserll tech.lacal

Credentials

Description:

Windows-based backup repositony

Ry

Apply

Surnrmary

| < Previous | | Mext = | | Finish | | Cancel |

4. At the Credentials step of the wizard, enter credentials for the user account with local Administrator
permissions to the added server.

To add the account, do the following:
a. Click Add.

b. Specify the username and password used to connect to the added server.
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c. Click OK.

Credentials

Specify server credentials
— | |
=

Marne Select an account with local administrator privileges on the server you are adding, Use

_ % DOMAINYUSER farmat for domain accounts, or HOSTYWUSER. for local accounts,

MNews Windows Server B

Credentials: v| | Add..,
Rewigm
Manage accounts
Apply
Sumrmary

E Usernarne: |f||eserverm\.ﬂ\dmmlstrator || Browvse...
?& Passward: o.o.oo.o.ol f;\|

Description:

fileserverhAdministrator

| £ Previous | | Mext = | | Finish | | Cancel |

5. Follow the next steps of the wizard. At the last step of the wizard, click Finish to add the server.

6. Open the Backup Infrastructure view and click the Managed Servers node. The added server must be
availablein the working area.
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Assigning Backup Repository Role to Added Server

To assign the role of the backup repository:

1. In the inventory pane, right-click the Backup Repositories node and select Add Backup Repository to
launch the New Backup Repository wizard.

Veeam Backup and Replication

Backup Repository

=
=
Rescan
Tools
Backup Infrastructure Q Type in an objsct name to search for
E Backup Proxies Marne Type Path T
% Backup Repositories i Default Backup Reposita Windors CitBackup

;_.—Edg Scale-out Repositories Add backup repositary..,
£ WAM Accelerators
‘:_} Service Providers

4 (‘E’! Managed Servers

[F= Micrasaft Windows

I]\'_I'\} m

Rescan

/h\ Harme
E
E|:| Inwentary

tfg’g Backup Infrastructure

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 9 days remaining

2. Inthe Add Backup Repository window, click Direct attached storage >Microsoft Windows.

3. At the Name step of the wizard, specify the name for the added backup repository.

MNew Backup Repository -

HName
Type in a name and description for this backup repository,

MNarne:

Backup Wolurme M

Sepver

Description:

Repository Ohisite backup repository

Mount Server

Reniewm

Spply

Surnrmary
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4. At the Server step of the wizard, select the machine that you have added.

Server
Choose repository server, You can select server from the list of managed servers added to the console,

Repositony server:

fileserverdl tech.local [File Server 01) V| | Add Meww,., |

Path - Capacity Free Papulate

Repositary @, 1205 GB 34,958

Mount Server
Reniewm
Apply

Surnrary

| £ Previous | | Mext = | | Finish | | Cancel |

5. At the Repository step of the wizard, specify a path to the folder where backup files will be stored. In
addition to them, auxiliary replica files will be placed in this folder.

Repository
Type in path to the folder where backup files should be stored, and set repository load contral options,

Location
Path ta folder
ChBackups || Browse... |

= conary

W Free space:

[
—
—
Matre
Server

faount Serser
Load control

Running too rmany concurrent tasks against the sarme repository may reduce overall performance,
and cause L0 operations to timeout, Control storage dewice saturation with the following settings:

Apply [ Litnit maxirurn concurrent tasks to:

Sumrary [] Limit read and write data rates to: MBS s

Reigm

Click &dvanced to customize repository settings

| < Previous | | Mext = | | Finish | | Cancel |

6. At the Mount Server step of the wizard, keep the default settings.
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7. Follow the next steps of the wizard. At the Summary step, click Finish.

8. Open the Backup Infrastructure view and click the Backup Repositories node. The added backup repository
must be available in the working area.

Reference

For details on the backup repository, see the Backup Repository section in the Veeam Backup & Replication User
Guide.
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Step 5. Configuring Object Storage
Repositories

An object storage repository is a repository intended for long-term datastorage. It can be based on either a
cloud solution or an S3 compatible storage solution. Configuring an object storage repositories is an optional

step.

Veeam Backup & Replication supports the following types of object storage repositories:

S3 compatible

Amazon S3, Amazon S3 Glacier and Amazon Snowball Edge
Google Cloud

IBM Cloud

Microsoft Azure Blob, Azure Archive Storage and Azure Data Box

In this section, you will learn how to configure Amazon S3 Compatible storage system asa backup repository.

Before You Begin

Before you add an object storage repository, check limitations. To learn about limitations for different storage
repositories, see Considerations and Limitations in the Veeam Backup & Replication User Guide.
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Configuring Object Storage Repository

To add an object storage repository to the Veeam Backup & Replication infrastructure, do the following:

1. Open the Backup Infrastructure view. In the inventory pane, right-click the Backup Repositories node and
select Add Backup Repository. Inthe Add Backup Repository dialog, select Object Storage.

Add Backup Repository X

Select the type of backup repositony you want to add,

== Direct attached storage
= Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
) rnoeeers to run directly on the server, allowing for fastest performance.

Network attached storage

Meturark share on a file server or a MAS device, When backing up to a rernote share, we recommend that you

select a gateway server located inthe sarme site with the share,

=\lf Deduplicating storage appliance

am Dell EMC Data Domain, ExaGrid, HPE StoreCnce or Quantum DXL If wou are unable to meet the requirerments of
achvanced integration via native appliance &P, use the network attached storage option instead,

iae, Objectstorage

h.“" On-prer object storage systern or a cloud object storage provider, Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to ohject storage is not currently supported.

Cancel
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2. Inthe Object Storagedialog, select Amazon S3.

@ Object Storage

Select the type of object storage you want to use as a backup repository,

|EEI‘ 53 Compatible
# Adds an on-premises object storage systern or a cloud object storage prowvider,

aws  Amazon 53
Adds Armazon cloud object storage, &mazon 53, Smazon 33 Glacier {including Deep Archive) and Amazon

Showeball Edge are supported,

3 Google Cloud Storage
Adds Google Cloud storage, Both Standard and Meatline storage classes are supported.

(‘\I IBM Cloud Chject Storage
Q’, Adds 1BM Cloud object storage, 53 compatible wersions of both on-premizes and IBM Cloud storage offerings are

supported,

IA Microsoft Azure Blob Storage
Adds Microsoft £zure blob storage, &1 tiers of Azure Blob Storage and &zure Data Box are supported,

Cancel

3. At the Name step of the wizard, specify the name and description for the object storage repository.

MNew Qbject Storage Repository -

Name
Type in a name and description for this object storage repository,

Marme Marne:
Ohiject starage repository 1
Account o
Description:
Bucket Created by SERV204M Administrator at 7/29/2022 12:15 P,

hount Server

Reigm

Spply

Sumrnaty

Limit concurrent tasks to: |2 =

Use this setting to lirmit the maximum number of tasks that can be processed concurrently in cases
wihen your object storage is overloaded or cannot keep up with the number of 2P1 requests issued by

rultiple object storage offload tasks,
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4. At the Account step of the wizard, specify the connection settings:

a. [For AWS Snowball Edge, Azure Data Box, S3 Compatible, IBM Cloud] In the Service point/ Service
endpoint field, specify a service point address of your object storage.

b. From the Credentials drop-down list, select user credentials to access your object storage. If you
already have a credentials record that was configured in advance, select such a record from the drop-
down list. Otherwise, click Add and provide your access and secret keys. For more information, see
Cloud Credentials Manager in the Veeam Backup & Replication User Guide.

c. Inthe Region/ Data center region drop-down list, select a region type.

If your organization has NAT or different types of firewalls and your access to the internet is limited, you
may want to use a gateway server. To do so, select the Use the following gateway server check box and
choose a server from the list.

MNew Object Storage Repository -
Account
i%_.'i_ Specify accountto wse for connecting to 53 compatible storage system,
Marme Service point:

|1?2.24.1?4.2?:443| |

Dheeant I won

Bucket |us—east—1 |
Credentials:
Mount Server
|74, 500000000000000000000G000000000 v Add. |
Rewigw fanage cloud accounts
Apply
Surnrary

Connection type:
|Direct || Choose.. |

Specify whether object storage should be accessed directly orvia selected gateway servers,

| £ Previous | | Mext = | Finish

5. At the Bucket step of the wizard, specify how your data will be stored.
a. [For Amazon S3] From the Data center region drop-down list, select a region.

b. From the Bucketdrop-down list, select a bucket. Make sure that the bucket you want to use to store
your backup data was created in advance.

[For Azure Blob, Azure Data Box] From the Container drop-down list, select a container. Make sure
that the container you want to use to store your backup data was created in advance.

c. Inthe Folder /Select Folder field, select a cloud folder to which you want to map your object storage
repository. To doit, click Browse and either select an existing folder or create a new one by clicking
New Folder.

To define a soft limit for your object storage consumption that can be exceeded temporarily, select the
Limit object storage consumption to check box and provide the value in TB or PB.

[For Amazon S3, S3 Compatible] To prohibit deletion of blocks of data from object storage, select the
Make recent backupsimmutable for check box and specify the immutability period.
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[For Amazon S3] If you plan to access your backup datararely, select the Use infrequent access storage
class check box. To enable Amazon S3 One Zone-Infrequent Access, select the Store backupsina single
availability zone only check box. For more information, see this Amazon article.

Bucket
i Specify object storage systern bucket to use,

Marne Bucket:

|default‘| || Browse.,, |

Account
Folder:
|tW || Browse.,, |

Mount Server
[#] Limit object storage consumption to: |10 . TE ]

Fesdiey This is a soft limit to help control your object starage spend. If the specified limitis exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started,

ity [#] Make recent backups immutable for: days

Surmmary Protects recent backups from modification or deletion by ransornware, malicious insiders and
hackers using native object storage capabilities, Object storage must support 33 Object Lock
feature,

| < Prewvious | | MNext = | | Finish | | Cancel

6. At the Mount Serverstep, leave the default settings.
7. At the Summary step of the wizard, review the settings and click Finish.

8. Open the Backup Infrastructure view and click the Backup Repositories node. The added object storage
repository must be availablein the working area.

Reference

For details on adding object storage repositories, see the Adding Object Storage Repositories section in the
Veeam Backup & Replication User Guide.
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Step 6. Configuring Scale-Out Backup
Repositories

A scale-out backup repository is a repository system for multi-tier storage of data, where the capacities of all
the added storage devices and systems are summarized. A scale-out backup repository consists of one or more
backup repositories called performance extents, and can be expanded with an object repository called capacity
extent.

Configuring a scale-out backup repository is an optional step. For more information on scale-out backup
repositories, see the Scale-Out Backup Repository section in the Veeam Backup & Replication User Guide.

Before You Begin

Before you add a scale-out backup repository to the backup infrastructure, check the following prerequisites:

e Backup repositories that you plan to add as performance extents to the scale-out backup repository must
be added to the backup infrastructure. For more information, see Configuring Backup Repository.

e If you wish to use the capacity tier option of the scale-out backup repository, an object storage repository
that you plan to add as a capacity extent to the scale-out backup repository must be added to the backup
infrastructure. For more information, see Configuring Object Storage Repository.

e Check limitations for scale-out backup repositories. For more information, see Limitations for Scale-Out
Backup Repositories in the Veeam Backup & Replication User Guide.
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Configuring Scale-Out Backup Repository

To add a scale-out backup repository to the Veeam Backup & Replication infrastructure, do the following:

1. 1

n the inventory pane, right-click Scale-out Repositories and select Add Scale-out Backup Repository.

N

up plication -

Scale-out Repository

="
—
=
5

Add Scale-out Ed|

Repository sitory | P Repositor
Manage Scale-out Repository Manage Settings  Tools
Backup Infrastructure Q| Type in an object neme to search for
H Backup Praxies Mame Type Hostt Path Capacity Free Description

£ Backup Repositaries

External Repositories

=*

54 Scale-out
Jg,:, Add scale-out backup repasitory..

£ WAN Ace
/7 Service Providers
1 SureBackup

(Z1 Managed Servers

A Home

E@ Inventary

(?E"g Backup Infrastructure
ﬂfg Starage Infrastructure
Tape Infrastructure

[ Fies

Connected to: | ot E .0.817 Enterprise Plus Edition Support expires: 26 days remaining

2. At the Name step of the wizard, specify a name and an optional description for the scale-out backup
repository.

Mew Scale-out Backup Repository -

MName
Type in a name and description for this scale-out backup repository,

|Sca|e—0ut Backup Repository

Performance Tier o
Description:

Placernent Policy Extensible Backup Repository

Capacity Tier

Sumrnaty
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3. At the Performance Tier step of the wizard, specify which backup repositories you want to add as
performance extents, and configure options for the scale-out backup repository. To do it, on the right side
of the Extents list, click Add. Inthe Extents window, select check boxes next to backup repositories that
you want to add as performance extents. Afterwards, click OK.

Mew Scale-out Backup Repository |L1

Performance Tier
Select backup repositories to use as the landing zone and for the shor-term retention,

Marme Extents:

MNarme Add..,

Extents - Rermove

Select backup repositories to include in this scale-out backup
repOsitony.

Placernent Palicy

Capacity Tier

Surnmary Backup repositories:

Marne Select Al

Backup Repositone 1

| Default Backup Repositony Clear All

014 | | Cancel

Click Scbvanced to specify additional scale-out backup repository options,
| < Prewious | | Mext > | Finish

4. At the Policy step of the wizard, specify how you want to store backup files at the performance extents of
the scale-out backup repository:

o Select Data locality if you want to store backup files that belong to the same backup chain at the
same performance extent.
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o Select Performance if you want to store full and incremental backup files at different performance

extents of the scale-out backup repository.

— Placement Policy

Marne O Data locality

Performance Tier

Placerment Palicy

Capacity Tier Incremental backup files are placed on a different extent from the corresponding full backup file,
provdiding for better backup file transformation performance with raw storage desices, Mote that
Archive Tier losing an extentwith a full backup rakes restoring from increrments impossible,

Mew Scale-out Backup Repository -

Choose a backup files placerment policy for this performance tier, When rmore than one extent matches the placement policy,
backup job will chose extent with the most free disk space available,

All dependent backup files are placed on the same extent, For example, incrermental backup files will
be stored together with the corresponding full backup file, Howeser, the next full backup file can be
created on another extent (except extents backed by a deduplicating storage),

(® Performance

Specify the placement policy for full and incrernental backup files, Custornize..,

< Prewviaus Finish Cancel

5. At the Capacity Tier step of the wizard, select an object storage repository that you want to add as a
capacity extent and specify when to move and/or copy data. This is an optional step.

To configure the capacity tier, do the following:

d.

b.

Select the Extend scale-out backup repository capacity with object storage check box.
From the drop-down list, select an object storage repository to which you want to offload your data.

Click Window and specify when it is allowed or prohibited to move or copy data to object storage.

. Select the Copy backups to object storage as soon as they are created check box to copy new backups

as soon as they are created.

Select the Move backups to object storage as they age out of the operational restores window check
box to move inactive backup chains to the capacity extent.
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f. To offload data encrypted, select the Encrypt data uploaded to object storage check box and provide
a strong password. If you have not created the password beforehand, click Add or use the Manage
passwords link to specify a new password.

— Capacity Tier
G Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
E:Iﬁ completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MName [#] Extend scale-out backup repository capacity with object storage:

Performance Tier |Amazon 3

Placement Policy Define time windows when uploading to object storage is allowed

[+ Copy backups to object storage as soen as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the perfomance tier.

[#] Move backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to ohject storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than days (your operational restore window) Ower

[#] Encrypt data uploaded to object storage
Password:

|Administrator (Last edited: less than a day age) V| | Add...

Manage passwords

| < Previous | | Apply | | Finish | | Cancel |

6. At the Summary step of the wizard, review the settings and click Finish.

7. Open the Backup Infrastructure view and click the Scale-Out Repositories node. The added scale-out
backup repository must be availablein the working area.

Reference

For details on adding scale-out backup repositories, see the Adding Scale-Out Backup Repositories section in the
Veeam Backup & Replication User Guide.
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VM Backup

When you perform a backup, Veeam Backup & Replication retrieves VM data from the source storage,
compresses and deduplicates it. After that, Veeam Backup & Replication writes datato the backup repository in
Veeam proprietary format.

In Veeam Backup & Replication, backup is a job-driven process. To perform the backup, you need to configure a
backup job. For details, see Creating Backup Job.

During runs of backup jobs, Veeam Backup & Replication creates backup chains. The chain consists of the
following backup files:

e  Full backup file (.VBK) that contains a copy of the entire VM.

e Incremental backup file (.VIB or .VRB) that contains only those data blocks that have changed since the
last backup job session.

e Metadata file (.VBM) that contains information on the backup job, VMs in the backup, number and
structure of backup files, restore points and so on.

The amount of these files and how Veeam Backup & Replication places them depend on the chosen backup
method. For details, see Backup Methods.

After you performed backups, you can use them to restore the following instances: entire VM, VM files, guest
OS files and application items. For details on restore, see Data Restore.

Reference

For details, see the About Backup section in the Veeam Backup & Replication User Guide.
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Backup Methods

Veeam Backup & Replication provides three methods for creating backup chains:

e Forever forward incremental backup
e Forward incremental backup

e Reverse incremental backup

Forever Forward Incremental Backup Method

The forever forward incremental backup method produces a backup chain that consists of the first full backup
file (.VBK) and a set of forward incremental backup files (.VIB) following it.

During the first session of a backup job, Veeam Backup & Replication creates a full backup file on the backup
repository. During subsequent backup job sessions, Veeam Backup & Replication copies only VM data blocks
that have changed since the last backup job session and saves these blocks asan incremental backup file in the
backup chain.

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
for the job and deletes outdated restore points. For details, see Forever Forward Incremental Backup Retention
Policy in the Veeam Backup & Replication User Guide.
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Incremental backups
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Forward Incremental Backup Method

The forward incremental backup method produces a backup chain that consists of the first full backup file
(.VBK) and a set of forward incremental backup files (.VIB) following it.

Additionally, the forward incremental backup chain contains full backup files that “split" the backup chain into
shorter series. The subsequent full backup files can be the following:

e Active

The active full backup contains the copy of a VM. This backup is similar to the full backup created when
you run a job for the first time. Veeam Backup & Replication retrieves data for the whole VM from the
source, compresses and deduplicates it and stores it to the active full backup file.

e Synthetic

The synthetic full backup also contains the copy of a VM. However, this copy is created from the backup
files that you already have on the backup repository. Veeam Backup & Replication does not retrieve VM
data from the source datastore.

During the first backup job session, Veeam Backup & Replication creates a full backup file. During subsequent
backup job sessions, Veeam Backup & Replication copies only VM data blocks that have changed since the last
backup job session and saves these blocks as an incremental backup file in the backup chain. On a day when the
synthetic or active full backup is scheduled, Veeam Backup & Replication creates a full backup file and addsit to
the backup chain.
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After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
and deletes outdated restore points. For details, see Forward Incremental Backup Retention Policy in the Veeam
Backup & Replication User Guide.
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Reverse Incremental Backup Method

The reverse incremental backup method produces a backup chain that consists of the last full backup file (.VBK)
and a set of reverse incremental backup files (.VRB) preceding it.

During the first backup job session, Veeam Backup & Replication creates a full backup file on the backup
repository. During subsequent backup job sessions, Veeam Backup & Replication copies only VM data blocks
that have changed since the last backup job session. Veeam Backup & Replication “injects" copied data blocks
into the full backup file to rebuild it to the most recent state of the VM. Additionally, Veeam Backup &
Replication saves the changed block in the reverse incremental backup file and places this file before the full
backup file.

After adding a new restore point to the backup chain, Veeam Backup & Replication checks the retention policy
and deletes outdated restore points. For details, see Reverse Incremental Backup Retention Policy in the Veeam
Backup & Replication User Guide.
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Reverse incrermental backups

b urb b b b rb
Sun Mon Tue  wied  Thu Fri Sat
Reference

For details, see the following section in the Veeam Backup & Replication User Guide:
e Retention Policy
e Active Full Backup
e Synthetic Full Backup

e Backup Methods
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Creating Backup Job

Before You Begin

Make sure that all backup infrastructure components that take partin the backup process are added to the
backup infrastructure. These components include Microsoft Hyper-V hosts on which VMs are registered, backup
proxy and backup repository.

Creating Backup Job

To backup VMs, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine > Microsoft
Hyper-Vto launch the New Backup Job wizard.

Veeam Backup and Replication

v BT EH AR LY @
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Home Q Type in an object nowme to search for T ¥MBackup Jobs (1 out of 30 jobs shown)
>
B Back LI%I Backup 4 ||;é| “irtual machine 3 ” B VMuare viphere..,
> E= Backups
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>[5 Last 24 Hours | Bolicy 4 Linwccomputer..
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2. At the Name step of the wizard, specify a name and description for the backup job.

Mame

Type in a name and description for this backup job,

= m ¥P P Pl
L

Mame:
DBs Backup

Wirtual hachines
Description:

Storage

Daily Backup Job|

Guest Processing

Schedule

Surnrmary

| % Previous || Mext » || Einish || Cancel |

3. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to back up.

You can also back up VM containers: Hyper-V hosts, clusters, SCYMM and soon. If you add a new VM to
the container after the backup job is created, Veeam Backup & Replication automatically updates the job
to include the new VM.

[x]

¥ Down

Yirtual Machines
Select virtual machi rutornatically changes
= mm as you add new Wi Select objects: =K Y 3
L L
MNarme Type
Matre E‘p sglsmed3 WP
[] sqlsra1a Wk Add,
Storage
Guest Processing
Schedule
.

Recalculate

Total size:
70.7GB

cdd || Cancel | [ el
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4. At the Storagestep of the wizard, do the following:

o From the Backup repository list, select the backup repository that you configured in the Configure
Backup Repository section.

o In the Restore points to keep on disk, define the number of restore points to keep.

When the number of restore points exceeds the allowed value, Veeam Backup & Replication
automatically removes the earliest restore point from the backup chain. For more information, see
Retention Policy in the Veeam Backup & Replication User Guide.

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= == job and customize advanced job settings if required,

MName

Wirtual Machines

Guest Frocessing
Schedule

Surmmary

Backup prosy:

|Of‘f-host backup {autormatic proxy selection) | | Choose..,

Backup repository:

|Backup Wolurme 01 v|
= 0GB free of 1.24 TB hap backup

Retention policy: |14 E restare points W o
[] Keep some periadic full backups longer for archival purposes

GF5 retention policy is not configured

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape, Best practices
recornmmend rmaintaining at least 2 backups of production data, with one of thern being off-site,

;ﬂ}duanceldljobl settings include backup moc.le, compressian and dedu.phcatlon, block % Advanced
size, notification settings, automated post-job activity and other settings, -

< Prewvious | | Hext » | | Finish | | Cancel |
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o Click the Advanced button and, in the Backup tab, specify the backup method or leave the default
settings. For details, see Backup Methods.

[x]

Storage Backup |Maintenance I Storage I Motifications I Hyper—\-"l scripts |
Specify pr iles produced by this
= =- job and ¢ Backup mode
) Reverse incremental (slower)
M Increrments are injected into the full backup file, so that the latest backup
arme L
file iz always a full backup of the most recent Wh state, .
0038,
Yirtual Machines ® Incremental [recom mended)
Increrments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random 17O performance,
[#] Create synthetic full backups periodically
. e
Guest Processing Create on: Saturday
Schedule Auctive full backup
[] Create active full backups periodically
Surmmary

) Monthly on: | First ||M0nday || Marnths.. |

(®) Wieekly on selected days:

Saturday

g backups to tape,

k =
;?:' Advanced

Cancel
Save As Default | | Cancel | .

5. At the Guest Processing step of the wizard, leave the default settings.
The settings of this step are detailed in the Creating Application-Aware Backup Job section.
6. At the Schedule step of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to
launch the job manually. For details, see Start Backup Job Manually.

b. Select the schedule type: daily, monthly or periodically.

c. Make sure the Retry failed VM processing check box is selected.
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d. Click Apply.

Schedule
A Specify the job scheduling options, If you do not set the schedule, the job will need to be contralled manually,
L

Marne [#] Run the job automatically

Wirtual Machines ©! Byt s |10.00PM |Everyday V| | Days..,

O Monthly atthis time: [10.00FM 5| | Fourth | | saturday | | Manths..
Storage

) Perindically every: |1 ||Hours | | Schedule...

Secondary Target

O After this job: |Apache Backup (fpache Backup Job)

Guest Processing
Sutomatic retry

[w] Retry failed Whis processing: tirmes
Wait before each retry atternpt for: rrinutes

Backup window

[[] Terrinate job if it exceeds allowed backup windouw

If the job does not complete within allocated backup window, it will be
tertminated to prevent snapshot commit during production hours,

| % Previous | | Apply | | Einish | | Cancel |

7. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

8. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on backup creation, see Creating Backup Jobs in the Veeam Backup & Replication User
Guide.
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Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,

processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs node.
2. In the working area, right-click a running job and click Statistics.

3. In the opened window, select a VM to view its statistics.

E’j;;:. CBs Backup (Incrermental)

Job progress: 8% 0of 2 Whis
______________________________________________________________________________________|

SUMRARY DATA, STATUS

Duration: 0251 Processed: 20,2 GB {32%) Success: 0
Processing rate: 182 ME/fs Read: 202 GE Warnings: a
Bottleneck: Source Transferred: T.0GE (2.%) Errors: 0

THROUGHPUT (LAST 5 hIN)
Speed: 188.6 MB/s

Read speed: 196 ME/s

Transfer speed: 75 ME/s

Time: Wednesday, Februarne 20, 2019 712110 40
Click to switch to all time view

Marne Status Action Duration Al
|:| sqlsnedd 57 Queued for pracessing at 27207019 71223 AM
|:| sglsrel? 6E% Required backup infrastructure resources hawve been assigned

Wi processing started at 2202019 71334 AM
Wh size: 12000 GB (10,3 GB used)
W is now i the required state for processing Q0:00

Preparing to create snapshot Q0:00
Creating shap shot Microsoft Software Shadow Copy provider 1.0 (., 0011
Using saurce proxy hyperel2 techlocal (onhost)

Saving 16991243-C036-4928-4088- CEDS2 27043800 m | o0
() Updating auxiliary data backup_dac Q0:00
(2 Updating auxiliary data writer_doc 0000 L
Hard disk 1 {120.0 GE) 10.3 GB read at 103 ME/s 01:44 h
Hide Details QK

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create the backup file is not able to perform restore operations.

You can configure email notifications to get job results. For details, see Configuring Global Email Notification
Settings in the Veeam Backup & Replication User Guide.
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Start Backup Job Manually

If you do not schedule a backup job, you must start it manually. To start the job, do the following:
1. Open the Home view.

2. Inthe inventory pane, select the Jobsnode.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

Veeam Backup and Replication

Home View

Job
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Locating Backup Files

When a backup job finishes, Veeam Backup & Replication saves backup files in the backup repository that you
specified asa backup target.

To locate backup files using the Veeam Backup & Replication console, do the following:
1. Open the Filesview.
2. Inthe inventory pane, expand the backup repository file tree and open the Backup folder.

3. Inthe Backup folder, find the subfolder with the backup job name and open it. It must contain a .VBK and
.VBM files. If the job was run several times, the subfolder also contains .VIB or .VRB files.

Veeam Backup and Replication

[
[} X il
Copy Paste | Rename Delete | Open Edit Add to File
Copy Job ~
Clipboard File Edit Jobs
Files
Marrme Type Size
a [ B Microsoft Windows ~ @ Backup Job Dailywb.,  vbm 224 KB
4 [ backupsrv3ttech.local - {2 Backup Job DailyD2..  wbk 94 GB
PE= = [F Backup Job DailyDZ.. wib T.AMB

> $Recycle.Bin
» 9432eei00ab162ed e del
Pl Backup

> Backup lob Daily v

/ﬂ\ Horme
=5
@:‘ Inventory

ifg’g Backup Infrastructure

@ Files

Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition Support expires: 108 days remaining
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Creating Application-Aware Backup Job

Application-aware processing allows you to create transactionally consistent backups. These backups allow you
to further restore application items: emails for mail agents, tables for DB servers, accounts for domain
controllers.

Veeam Backup & Replication can create transactionally consistent backups of VMs that run the following
applications:

e Microsoft Exchange
e Active Directory

e SharePoint

e SQL Server

e Oracle Database

In this section, you will learn how to create the application-aware backup job for a Microsoft SQL Server.

IMPORTANT!

Application-aware processing is supported only for VSS-aware applications and applications listed above. If
an application that you want to back up is not supported, you can use Microsoft Hyper-V guest quiescence
with pre-freeze and post-thaw scripts. For more information, see Microsoft Hyper-V Guest Quiescence and
Pre-Freeze and Post-Thaw Scripts in the Veeam Backup & Replication User Guide.

Before You Begin

Make sure that the version of your Microsoft SQL Server is supported. For details, see the System Requirements
section in the Veeam Backup & Replication User Guide.

Creating Application-Aware Backup

To create the application-aware backup job for the Microsoft SQL Server, do the following:

1. In the inventory pane of the Home view, right-click Jobsand select Backup > Virtual Machine > Microsoft
Hyper-Vto launch the New Backup Job wizard.

2. At the Name step of the wizard, specify a name and description for the backup job.

3. At the Virtual Machines step of the wizard, select the VM.
4. At the Storagestep of the wizard, select a backup repository or keep the default settings.
5. At the Guest Processing step of the wizard, do the following:

o Select the Enable application-aware processing check box.

o Select the Enable guest file system indexing check box.

VM guest OS file indexing allows you to search for VM guest OS files inside VM backups and perform
1-click restore in Veeam Backup Enterprise Manager. For details, see VM Guest OS File Indexing in the
Veeam Backup & Replication User Guide.
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o Inthe Guest OS credentials section, specify credentials of a user account to connect to the VM guest
0S. The user account must have Administrator permissions on the Microsoft SQL Server.

o Click the Applications button at the top of the window.

Meww Backup Job -

Guest Processing
Choose guest 0% processing options available for running Whs,
= ml

|
Matre Enable application-aware processing
) } Detects and prepares applications for consistent backup, performs transaction logs processing, and
Wirtual Machines configures the 0% to perform required application restore steps upon first boot,
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Enable guest file system indexing
Secondary Target

Creates catalog of guest files to enable browwsing, searching and 1-click restores of individual files,

] Indexing is optional, and is not required to perform instant file lewel recoveries,
Guest Processing

Custornize advanced guest file systern indexing options for individual WhAs
Schedule Guest 05 credentials
Surnrnary | 4 TECH W drministrator (TECHWAdministrator, last edited: 2 days ago) V| | Add.., |
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Guest interaction proxy:
Autormatic selection | | Choose.., |
| < Previous | | Mext » |

6. In the opened window, select the Microsoft SQL Server from the list and click Edit.
7. Inthe Processing Settings windows, do the following:

o In the Transaction logs section of the Generaltab, check that the Process transaction logs with this
job option is selected.
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o On the SQL tab, select Backup log periodically option.

Veeam Backup & Replication will create an auxiliary job that runs continuously and ships database
transaction logs. Transaction logs are shipped to the backup repository and savedin .VLB files next to
other backup job files. Thus, you have a chain of restore points and a set of transaction logs that cover
intervals between these restore points.

B
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Guest Pro al files.
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Schedule Retain log backups: sz
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dd...
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ntials...
038,
Cancel
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Cancel

8. At the Schedulestep of the wizard, define scheduling settings for the job.

9. At the Summary step of the wizard, select the Run the job when | click Finish check box and click the
Finish button.
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10. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created jobs. You must
see two jobs: one that processes the Microsoft SQL Server and the other one that ships transaction logs.

Veeam Backup and Replication
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Connected to: localhost Build: 11.0.0.819 Enterprise Plus Edition License expires: 101 days remaining

Reference

For more information on application-aware backups, see the Application-Aware Processing section in the Veeam
Backup & Replication User Guide.
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Data Recovery

Veeam Backup & Replication allows you to restore the following instances:
e Entire VM
e Guest OS files
e VM files

e Application items

56 | Veeam Backup & Replication | Quick Start Guide for Microsoft Hy per-V



Restoring Entire VM

If a VM fails, you can restore it from a backup file. You can restore a single VM or multiple VMs to the original or
new location.

In this section, you will learn how to restore a VM to the original location. For more information on how to
restore the VM to another location, see Restoring Entire VM in the Veeam Backup & Replication User Guide.

Before You Begin

Before you restore a VM from a backup, consider the following:

e You can restore the VM from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e When you restore the VM to its original location, and the original VM is still running, Veeam Backup &
Replication powers off the original VM and deletes it before the restore.

Restoring Entire VM

To restore an entire VM to its original location, do the following.
1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand the backup job in the working area, right-
click a VM in a backup job and select Restore entire VM to launch the Full VM Restore wizard.
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3. At the Virtual Machines step of the wizard, select the VM from the list, click the Point button and choose a
restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Full ¥M Restore i
Yirtual Machines
& Restore Points -
Available restare points for sqlsrvld
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4. At the Restore mode step of the wizard, do the following:
o Select the Restore to the original Location option.

o Select the Quick rollback check box.

Veeam Backup & Replication will get data blocks that are necessary to revert the VM to an earlier
point in time and will restore only these data blocks from the backup. Quick rollback significantly
reduces the restore time.
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IMPORTANT!

Do not enable the Quick rollback option if the problem occurred at the VM hardware level,
storage level or due to a power loss.

Full ¥ Restore -
Restore Mode

Specify whether selected Whis should be restored back to the ariginal location, orto a new location or with different settings,

Wirtual bachines ®) Restore to the original location

Quickly initiate the restore of selected Wh to its original location, with the ariginal name and
Restore Mode settings, This option minimizes the chance of user input error,
Teee FesiEm ) Restore to a new location, or with different settings

Custarmize the restored Wh location, and change its settings. The wizard will automatically populate
FRasEn all contrals with the original Wk settings as the defaults,

() Staged restore
Fur the selected Wha directly from backup files in the isolated Datalab to make changes to the
guest O5 or applications prior to placing the W into production environment,

Surnrmary

Pick prowxy to use

Quick rollback (restare changed blacks anly)

Allowws for quick WhA recovery in case of guest OF software problem, or user errar, Do not use this
option when recovering from disaster caused by hardware or storage issue, or pouwer loss,

< Previous | | Mext =
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5. At the Secure Restore step of the wizard, enable scanning of the machine or leave the default settings.

If secure restore is enabled, Veeam Backup & Replication uses antivirus software to scan machine data
before restoring the machine to the production environment. For details, see Secure Restore in the Veeam
Backup & Replication User Guide.

Secure Restore

Scan the selected backup for makware, such as computer viruses or ransormweare, prior to performing the restore, This requires a
cormpatible antivirus installed on the mount server specified for the corresponding backup repository

Wirtual bachines [] Scan the restored machine for rmalware prior to performing the recovery

The rnachine you are about to restare will be scanned by antivirus software installed on the mount
Restore Mode server to prevent a risk of bringing rmalware into your ervironment,

If rakware is found:
®) Proceed with recovery but disable network adapters
O Abort Wi recovery

[] Scar the entire image
Continue scanning remaining files after the first mahware has been found,

| < Previous | | Mext = | | Finish | | Cancel

6. At the Reason step of the wizard, specify the reason for restoring the VM.

7. At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.
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Restoring VM Files

Veeam Backup & Replication can help you restore VM files: XML, VMCX, VMRS, VMGS, VHD and VHDX. For
example, your VM configuration file is missing and you need to restore it. Instead of restoring the entire VM
image, you can restore a single VM file.

You can restore VM files to the latest state or any valid point in time. You can also restore them to the original
or new location.

Before You Begin

Before you restore VM files from a backup, consider the following:

e You can restore VM files a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home view and select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e The server on which you plan to save the restored VM files must be added to the backup infrastructure.

Restoring VM Files

To recover VM files, do the following.
1. Open the Home view.

2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and choose Restore VM files tolaunch the Hyper-V Restore wizard.
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3. At the Restore Point step of the wizard, select a restore point.

If you select an incremental restore point, Veeam Backup & Replication automatically restores data blocks
from the full backup file and the chain of incremental backup files.

Restore Point
|} Select the restore point to restore Wh from,

Wirtual Machine Wh name: sqlsry03 Original host: hypery2
Wh size:  119.2 GB

Ausailable restore points:

Created

Restore Destination Type Location

Restore Reason |G§ less than a day ago (401 PR Wednesda.,  Increment Default Backup Repository
G—ﬁ less than a day ago (3:01 PM Wednesda,,  Increment Default Backup Repositony
Surnrnany Gﬁ less than a day ago (2:46 PM Wednesda..  Full Default Backup Repository

| £ Previous || Mext » || Einish || Cancel

4. At the Restore Destination step of the wizard, do the following:
a. In the Server list, select the server to which you want to restore VM files.

b. In the Pathtofolder field, specify the path to the folder where you want to restore files.
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c. Inthe VM files torestore section, select the required files.

Restore Destination
& Choose server and folder where WA files should be restored, and pick files to restore,

Virtual Machine Server:

|hypew01 V| | Details |

Restare Point
Path to folder:

|D:\St0rage | Browvse.., |

Wha files to restore:

Marme Size Select Al

Surrmary [w] 7E0S8BAD-0ACE-4FB9-8007-A8080... 158 KE

[ sqlsred3amhd: 119.2 GB Clear All

Restore Reason

| £ Previous | | Mext = | | Finish | | Cancel

5. At the Reason step of the wizard, specify the reason for restoring files.

6. At the Summary step of the wizard, click Finish torestore the VM files.

Reference

For more information on restoring VM files, see VM Files Restore in the Veeam Backup & Replication User Guide.
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Restoring Guest OS Files

Veeam Backup & Replication allows you to recover individual guest OS files and folders. You can restore files
and folders directly from a backup. This makes the restore process fast and does not require additional storage
resources.

Veeam Backup & Replication supports recovering files for the following file systems:
e Microsoft Windows file systems (FAT, NTFS and ReFS)
e File systems of Linux-based OSes

e Other file systems

In this guide, we omit restoring files from other file systems. This is an advanced scenario that requires
additional actions. For details, see the Restore from Other File Systems section in the Veeam Backup &

Replication User Guide.
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Restoring VM Guest OS

Files (FAT, NTFS, ReFS)

You can restore individual files from the backup of a Microsoft Windows VM. For this purpose, Veeam Backup &

Replication provides the File-Level Restore wizard.

Before You Begin

Consider the following:

You can restore guest OS files from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the

Backups node. Then, expand the backup job and verify that there is at least one restore point available for

the VM.

e You cannot restore files from a backup created in the reverse incremental mode if the backup job is being
performed. If the backup is created in the incremental backup mode and the backup job is being
performed, you can restore files from any available restore point.

e You cannot restore VM guest OS files from a running replica or if the replication job with the necessary VM

is being performed.

Restoring Guest OS Files

To restore guest OS files from a Microsoft Windows VM:

1. Open the Home view.

2.
a VM and choose Restore guest files > Microsoft Windows to launch the File Level Restore wizard.

Backup
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g cop B il Ey  Instant recovery..
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_é. Disk > 2 Cloud Director Backup Jab Bl Instant disk recovery..
4 [ Replicas [ Restore entire YM...
B Ready 2L Restore virwal disks..
b [ Last 24 Hours B Restors WM files..
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Restore guestfiles

27 Micrasoft Windows.. %J
Restore to Amazon ECZ.. A Linucand other..

Restare ta Microsoft Azure..,
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Capy backup...

Expart content as virtual disks...
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o Do cfl [ Ge

& Home

E'I
@:\ Inventary
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M e »

In the inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click

1 backup selected
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3. At the Restore Point step of the wizard, select the necessary restore point.

Restore Point
Select the restore point to restore guest O files fram,

Machine

Reazon

Surnrary

WA name:  filesery06
WhA size: 93.3 GB

Ausailable restore points:

Original host:

hyperv(2.tech.ocal

Created

Gﬁ less than a day ago (4:02 &bd Sat..,

Type
Increment

Backup
Fileserser Backup lob

Location
Skorage 01

|('_Lﬁ less than a day ago (2:07 &k Sat..,

Incrernent

Fileserver Backup lob

Skorage 01

Gﬁ less than a day ago (12:02 Ak 5.,
(_Lﬁ less than a day ago (10:00 PR Fr..,
Gﬁ less than a day ago (8:02 PR Fri...
(—5 less than a day ago (607 P Fri..,
(5 less than a day ago (&:02 PM Fri..,
(—5 less than a day ago (3:56 P Fri..,

Full
Incrernent
Increment
Incrernent
Increment
Full

Fileserser Backup lob
Fileserver Backup lob
Fileserser Backup lob
Fileserver Backup lob
Fileserser Backup lob

Fileserver Backup lob

Skorage 01
Skorage 01
Skorage 01
Skorage 01
Storage 01
Skorage 01

| £ Previous ||

Net> | Fiish

| | Cancel

4. At the Reason step of the wizard, specify the reason for restoring VM guest OS files.

5. At the last step of the wizard, click Finish.

6. Veeam Backup & Replication will display the Backup Browser window with the file system tree of the VM.

Right-click the necessary file or folder, select Copy To.

7. Inthe opened window, specify the location to which you want to restore files or folders. This location is a

network shared folder or folder on the backup server.

Reference

For more information on restoring guest OS files, see Restore from FAT, NTFS or ReFS in the Veeam Backup &

Replication User Guide.
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Restoring VM Guest OS Files (Linux, Unix, etc)

You can restore individual files and folders from file systems of Linux-based OSes. For this purpose, Veeam
Backup & Replication provides the multi-OS File-Level Restore wizard. The multi-OS restore wizard allows you
to restore guest OS files for such OSes as Linux, Unix, BSD, macOS and others.

To restore files from VM guest OS, Veeam Backup & Replication uses a helper appliance. The helper appliance is
a helper VM running a stripped-down Linux kernel that has a minimal set of components. When you perform
file-level restore, Veeam Backup & Replication automatically starts the appliance and mounts VM disks to the
helper appliance as virtual hard drives. Virtual disks are mounted directly from backup files, without prior
extraction of the backup content. This makes the restore process much faster.

Before You Begin

Consider the following:

e Check the supported file systems. For details, see the File-Level Restore section in the Veeam Backup &
Replication User Guide.

e You can restore guest OS files from a backup that has at least one successfully created restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available for
the VM.

e You cannot restore files from reverse incremental backups.

e You cannot restore files from a VM being currently backed up or replicated.

Restoring Guest OS Files

To restore guest OS files from a Linux-based VM, do the following.

1. Open the Home view.
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2. Inthe inventory pane, select the Backups > Disk node. Expand a backup job in the working area, right-click
a VM and select Restore guest files > Linux and other tolaunch the Guest File Restore wizard.

Veeam Backup and Replication
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1 backup selected

3. At the Restore Point step of the wizard, select a restore point.

Gl Guest File Restore Wizard -

- Restore Point
¢ \ Choose the restore pointywou would like to restare files from,
(]
irtual Machine Wh name:  serv6l Original host:  hyperyD2

: Wi size: 21.3GB
Restore Point

Fusailable restore points:

Helper Host Created Type Backup
L5 "
e e (_; less than a day ago (1:07 &8 Thursday.. Increrment ubuntu®_backup
(%) less than a day ago (1146 AM Wednes.., Increment ubuntul_backup
Reason (_LT less than a day ago (11:21 AM YWednes.. Full ubuntud_backup
Sumrnaty

< Prewvious | | MNext =

4. At the Helper Host leave the default settings.
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5. At the Helper Appliance step of the wizard, click Customize tospecify settings for the helper appliance.
Select the Hyper-V host and network on which the helper appliance will run.

] Guest File Restore Wizard 5
A Helper Appliance FLR Appliance Configuration -
* We have gathered
= Specify the Hyper-W serser and network settings for FLR helper appliance.

Be sure to choose the same network where backup server located, If the
guest Wi is not accessible from the selected network, restore to the

. . : . fticall d ill b
original location will not be available, 1eally, ant you il be

systerm of the selected

Restare Point

oy . Host:
elper Host |hypew01.tech.local| | | Choose.., |
Helper Appliance [] 84Ms running of 16 tatal
Reasan Metwark:
|InteI(R)IESOGigabitNetworkConnection—VirtuaISwitch || Choose... |
Surnrmary

WLAN ID; |0 =

(®) Obtain an IP address autoratically

() Use the fallowing IP address:
IP address:
Submet mask:

Default gateuvay:

[] Enable FTP server on appliance (advanced)

| Ok | | Cancel |
| < Previous | | Mext = | Cancel

6. At the Reason step of the wizard, specify the reason for restoring.
7. At the last step of the wizard, click Finish. Note that the helper appliance can boot about 20 seconds.

8. Veeam Backup & Replication will display the Backup Browser withthe file system tree of the VM. Right-
click a file or folder, select Copy To.

9. In the Select Destination window, do the following:
a. In the Server field, select the server to which you want to restore files.
b. In the Pathtofolder field, specify a destination folder.

10. Click Restore.

Reference

For more information on restoring guest OS files, see Restore from Linux, Unix and Other File Systems in the
Veeam Backup & Replication User Guide.
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Restoring Application Items

If you have an application-aware backup, you can restore application items for Microsoft SQL Server, Microsoft
Active Directory, Microsoft Exchange, Microsoft SharePoint, and Oracle Database. To restore application items,
Veeam Backup & Replication uses special built-in tools — Veeam Explorers.

Veeam Explorers mount the file system of the backed up VM, detect available applications and display their
content in the convenient interface. You can then browse for necessary application items and restore them to
the original or new location. For details, see Veeam Backup Explorers User Guide.

In this section, you will learn how to restore application items for the Microsoft SQL Server. For this purpose,
you will use the backup created in the Creating Application-Aware Backup Job section.

1.
2.

In the inventory pane of the Home view, click the Backups node.

In the working area, expand the backup job that processes the VM with Microsoft SQL Server. Select the
VM and click Restore application items > Microsoft SQL Server databases on the ribbon to open the

Microsoft SQL Server Database Restore wizard.

backupsrv52.tech.local - Veeam Backup and Replication
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At the Restore Point step of the wizard, select the required restore point.
At the Reason step of the wizard, specify the reason for restoring.
At the last step of the wizard, click Finish tostart the recovery process.

Veeam Backup & Replication will display the Veeam Explorer for Microsoft SQL Server window with
available databases.
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7. In the Databases pane of the window, right-click a database and select Restore point-in-time state to
<Microsoft SQL Server\Instance Name>.

Explarer for Mic
Horne Datahase
4 AL A B
Instant Publish Restore Restore Export  Export  Export
Recovery Database *  Database * Scherna > Backup* Files Schemaw
Instant Recowvery  Publish Restore Export
Dritlieezs Database Info
4 = A pHA, Mame: AccountSystern
Pl E‘ Default Instance Backup created: 271472021 10:02 Ph
AccountSystem Recovery model; Full

4
b Instantrecovery Read-anly: Mo

7 Publish dstabase  »
Restore database b | 4 hestore latest state to ALPHA

: Restore scherma b | 4m Pestore point-in-time state to ALPHA.. % ud
% Export backup y | mE Restore to another server.,
2 Export files 4 Primary database file

b 25 Other | A Expart scherma N cihdatahaccountsysterndat] mdf

Secondary database and log files
chdatahaccountsysternlogl.ldf
BLOB stores

cihdatatfilestreami

8. At the Specify restore point step of the wizard:
a. Select the Restore to a specific point in time option.
b. Use the slider to define the exact point in time to which you want to restore the database.

c. Select the Perform restore to the specific transaction check box and click Next.

Specify restore point

Specify pointin tirne wou want to restore the database to!

Restore to the pointin tirme of the selected image-level backup

@) Restore to a specific pointin time {requires transaction log backups)
741 AM U T:54 Ahd
4162018 4/16/2013

Tuesday, April 16, 2019 747 AhA

Ferform restare to the specific transaction

Enables you to review major database transactions around the selected time, and restore =
the database to the morment in tirme right before the unwanted change,

Back Mext Cancel

9. At the Fine-tune the restore point step of the wizard, select the transaction to which you want to restore
the databaseand click Restore.

Veeam Backup & Replication will start restoring the databaseto the selected transaction. When the
restore process is complete, Veeam Explorer for Microsoft SQL Server will display a popup message with
the results of the restore operation.
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Reference

For more information on restoring application items, see Application Items Restore in the Veeam Backup &
Replication User Guide.
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Backup Copy

Backup copy allows you to create several instances of the same backup data in different locations. This is the
mechanism that Veeam Backup & Replication provides to help you follow the the 3-2-1 rule:

e 3: You must have at least three copies of your data: the original production data and two backups.

e 2: You must use at least two different types of media to store copies of your data, for example, local disk
and cloud.

e 1: You must keep at least one backup offsite (for example, in the cloud or in a remote site).

In Veeam Backup & Replication, backup copy is a job-driven process. When the backup copying job starts, Veeam
Backup & Replication accesses backup files on the source backup repository, retrieves data blocks for a specific
machine from the backup file, copies them to the target backup repository, and composes copied blocks into a
backup file on the target backup repository. This backup file has the same format as the primary backup file.

Before You Begin

Before you create a backup copy job, consider the following:

e The source and target backup repositories that take partin the backup copy process must be added to the
backup infrastructure.

e You must have a backup that has been successfully run at least once.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Backups node. Then, expand the backup job and verify that there is at least one restore point available.

Creating Backup Copy Job

To create a backup copy job, do the following:

1. Open the Home view.
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2.

In the inventory pane, right-click Jobsand select Backup Copy > Image-level backup tolaunch the New
Backup Copy Job wizard.
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At the Job step of the wizard, do the following:

o Specify a name and description for the backup copy job.
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o In the Copy modefield, check that the Immediate copy is selected.

In the immediate copy mode, Veeam Backup & Replication copies new data as soon as it appearson
the source repository. For more information, see Backup Copy Modes in the Veeam Backup &
Replication User Guide.

Job
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Surnrary
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Marre!
DB Backup Copy lob
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Copry mode:
® Imrmediate copy {mirraring)
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() Periodic copy (pruning)

Periodically copies the latest available restore point anly. This mode also allows for selecting wehich
backups to process, enabling you to further reduce bandwidth usage.
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4. At the Objects step of the wizard, click Add and select backup jobs that you want to copy.
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5. At the Target step of the wizard, select the backup repository where you want to store the backup copy.
For other settings, keep the default values.

Target
_-w_ Specify the target backup repository, number of recent restare points to keep, and the retention policy for full backups, You can
= use map backup functionality to seed backup files,

lob Backup repository:

Backup Repositony 01 0 W
= 45.0GE free of 249 GB Map backup

Data Transfer
[] Keep certain full backups longer for archival purposes

Schedule GF3 retention policy is not configured

Ohjects

Surnrary

Advanced settings include health check and compact schedule, notifications settings,

1ot
and automated post-job activity options, 19F Advanced

| < Previous | | Mext = | | Finish | | Cancel |

6. At the Data Transfer step of the wizard, keep the default settings.

7. At the Schedulestep of the wizard, define the period of time when the backup copy job is allowed to
transport data over the network.

8. At the last step of the wizard, select the Enable the job when | click Finish check box and click Finish. The
job will start running in the continuous mode.

Reference

For more information on the backup copy, see the Backup Copy section in the Veeam Backup & Replication User
Guide.
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VM Replication

When you replicate a VM, Veeam Backup & Replication creates the exact copy of the VM in the native
Microsoft Hyper-V format on a spare Hyper-V host and keeps this copy synchronized with the original VM.

Replication provides the best recovery time objective (RTO) values. You actually have the copy of a VM in the
ready-to-start state. That is why replication is recommended for VMs running most critical applications.

Replication is a job-driven process. During the first run of a replication job, Veeam Backup & Replication copies
data of the original VM running on the source host and creates its full replica on the target host. During next job
runs, Veeam Backup & Replication copies only those data blocks that have changed since the last replication job
session. Veeam Backup & Replication writes these changes to restore points, so that you can further publish this
replica in the required state.

Veeam Backup & Replication supports several replication scenarios. Depending on the location of the host
where you plan to store replicas, you can choose the following scenarios:

e Onsite replication

The target host is located in the same site as the source host.

e Offsite replication

The target host is located on another site.

In this section, you will learn how to work with onsite replicas. For more information on offsite replication, see
Replication Scenarios in the Veeam Backup & Replication User Guide.

Reference

For more information on replication, see Replication in the Veeam Backup & Replication User Guide.
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Creating Replication Job

Before You Begin

Before you replicate a VM, consider the following:

e You must add all components needed for the replication process to the backup infrastructure. These
components are source and target Microsoft Hyper-V hosts, backup proxy and backup repository.

e You cannot replicate VMs with shared VHDX and VHDS disks.

Creating Replication Job

To replicate a VM, do the following:

1. Open the Home view.

2. Inthe inventory pane of the Home view, right-click the Jobsnode and select Replication > Virtual machine
> Microsoft Hyper-V tolaunch the New Replication Job wizard.

Veeam Backup and Replication
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Connected to: localhost Build: 11.0.0.825 Enterprise Plus Edition License expires: 116 days remaining
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3. At the Name step of the wizard, specify a name and description for the replication job. For other settings,
leave the default values.

Job

Specify the narne and description for this job, and provide information on your DR site,

Marne:

Replication Jab

Wirtual Machines

Description:

Bestnation Daily Replication Job|

lob Settings

Data Transfer Describe your DR site:
[] Low connection bandwidth (enable replica seeding)
Guest Processing . i
[] Separate virtual networks fenable netwark rermapping)

Schedule [C] Different IP addressing scherne (enable re-1F)

Surnrmary

< Previous | | Mext = | | Finish | | Cancel
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4. At the Virtual Machines step of the wizard, click Add. Fromthe list, select VMs that you want to replicate.

You can also replicate VM containers: Hyper-V hosts, clusters, SCVMM and so on. If you add a new VM to
the container after the replication job is created, Veeam Backup & Replication automatically updates the
job to include the new VM.

E

,_— Yirtual Machi
= Select one or Select objects: |§ | prm replication.
i" Marne Type
|:| oracle(? Wi
lah D
oracled3 W
Add
Remuowe
Destination
lob Settings Exclusians...

Source..
Data Transfer

i)

Guest Processing + Up
Schedule ¥ Down
Sumrnaty

Recalculate

Total size:

0B

|| Cancel i || Cancel

5. At the Destination step of the wizard, do the following:

o Click Choose nextto the Host or cluster field and select a host on which the VM replica must be
registered.

80 | VeeamBackup & Replication | Quick Start Guide for Microsoft Hyper-V



o Click Choose nextto the Path field and specify a path to a location where VM replica files should be
stored.

,_— Destination
{‘ Specify where replicas should be created in the DR site,
L]

lab Host or cluster:

|hyper\-02|

Wirtual Machines

Path:
|D:\Rep|icas [1.7 T free]

lob Settings
Fick path for selected virtual disks

Data Transfer

Guest Processing

Schedule

Surnrary

| < Previous || HMext » || Finish || Cancel

6. At the Job Settings step of the wizard, do the following:

o Inthe Repository for replica metadata list, select the backup repository where you want to store the
metadata file.

o In the Replica name suffix field, specify the suffix that will be appended to the name of the original
VM.
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o In the Restore points to keep field, define the number of restore points to keep.

When this number is exceeded, the earliest restore point is removed. Due to Microsoft Hyper-V
restrictions, the maximum number of restore points for snapshot replicas is limited to 47.

,_— Job Settings
— Specify backup repository located in the source site to host metadata in, replica suffi and retention policy, and customize
{‘ advanced job settings if required,

lob Repository for replica metadata:

Default Backup Repositary (Created by Weeam Backup)
= 100GE free of 119 GE

Wirtual bachines

Destination

Replica settings

Data Transfer

. Retention policy
Guest Processing

Festore points:
Schedule

Surnrary

To wiew or edit additional backup job settings, click Advanced, ':@E Sdvanced

| £ Previous || Mext » || Einish || Cancel |

7. At the Data Transfer step of the wizard, leave the default settings.

8. At the Guest Processing step of the wizard, leave the default settings if you do not need transactionally
consistent replicas. Otherwise, select the Enable application-aware processing check box and specify
credentials of a user account to connect to the VM guest OS. The user account must have Administrator
permissions.

To specify advanced options for VSS processing, click Applications. Selecta VM in the list and click Edit. In
the opened window on the General tab, dothe following:

o Inthe Applications section, select Try application processing, but ignore failures to continue the
replication job even if VSS errors occur. If VSS processing fails, the created replica will not be
transactionally consistent but crash consistent.
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o In the Transaction logs section, check that the Process transaction logs with this job option is
selected.

Mew Beanlication lnb x

= Guest Processing oracleld Processing Settings -

= Choose guest 0%
{‘ General |SOL | Crracle I File Exclusions | Scripts |

Applications
x
lab u

Application-aware processing detects and prepares applications for

. consistent backup using application-specific methods, and configures @)
Virtual Machiy  SPecify 3p the 05 to perforrm required application restore steps upon first boot.
o Object ® Require successful processing (recornrmended) Add... s
Destination |:| aracle -
D aracle () Try application pracessing, but ignare failures Edit...
etk () Disable application pracessing :I
Re-IP
Transaction logs :l
lob Zettings Choose whether this job should process transaction logs upon Sl
successful backup, Logs pruning is supported for Microsoft Exchange,
Data Transfer tdicrosoft SOL Server and Cracle,
. ® Process transaction logs with this job (recommended)
Seeding e

() Perform copy only {lets another application use logs)
Guest Process

Schedule

Surnrmary Cancel

| Ok | | Cancel |

Cancel

9. At the Schedulestep of the wizard, do the following:

a. Select the Run the job automatically check box. If you do not select this check box, you will have to
launch the job manually. For details, see Start Replication Job Manually.

b. Select the schedule type: daily, monthly or periodically.

In the Periodically every field, you can select Continiously torun the job in a non-stop manner. A new
session of the job will start as soon as the previous job session completes.
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c. Make sure the Retry failed VM processing check box is selected.

Schedule
Specify the job scheduling options, If you do not set the schedule, the job will need to be contralled manually,

[#] Run the job automatically

®) Daily at this time: |1g:ggpM

Virtual Machines |Ever¥da>’ v| | Days...

o O Monthly atthis time: [10.00FM 5| | Fourth | | saturday | | Manths..
Destination

. ) Perindically every: |1 ||Hours | | Schedule...
lob Settings

O After this job: | Apache Backup (Daily Backup Jot)

Data Transfer
Sutomatic retry

Buect Proeesing [w] Retry failed Whis processing: tirmes
Wait before each retry atternpt for: rrinutes

Backup window

[[] Terrinate job if it exceeds allowed backup windouw

If the job does not complete within allocated backup window, it will be
tertminated to prevent snapshot commit during production hours,

| % Previous | | Apply | | Einish | | Cancel |

10. At the Summary step of the wizard, select the Run the job when I click Finish check box and click the
Finish button.

11. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

12. Open Hyper-V Manager and make sure that the replica appeared on the target host.

Reference

For more information on replica creation, see Creating Replication Jobs in the Veeam Backup & Replication User
Guide.
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Monitoring Job Performancein Real Time

When the job is running, you can view job statistics in real time. Statistics include job progress, duration,
processing rate, performance bottlenecks, the amount of read and transferred data, and other details of the job
performance.

To view the job statistics, do the following:
1. In the inventory pane of the Home view, select the Jobs > Replication node.
2. Inthe working area, right-click a job and click Statistics.

3. In the opened window, select a VM to view its statistics.

Replication {Incrermental)

lob progress: 3 0of 1Whis
I ——

SUMRARY DATA STATUS

Duration: 03:02 Processed: 6.1 GB (38%) Success 0
Pracessing rate: A MBS s Read: 6.1GE Warnings: 0
Bottleneck: Source Transferred: 576.4 MB (10,8 Errars: 0

THROUGHPUT (LAST 5 MIN)
Speed: 76 MB/s

Marme Status Action Duration
|:| ubuntusre20 I lob started at 27202021 5:13:20 A
Building list of machines to process 00:04
Wh size: 16 GB
Changed block tracking is enabled
Processing ubuntusrs20 02:36
AllVs have been queued for processing 00:00
Hide Details Ok

Note that the job must complete with the Success or Warning status. If the job completes with the Failed status,
Veeam Backup & Replication does not create a replica and is not able to perform failover and failback
operations.

You can configure email notifications to get job results. For details, see Configuring Global Email Notification
Settings in the Veeam Backup & Replication User Guide.
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Start Replication Job Manually

If you do not schedule a replication job, you must start it manually. To start the job, do the following:

—_

Open the Home view.
2. Inthe inventory pane, select Jobs > Replication.

3. Inthe working area, right-click the job and select Start. Wait for the job to complete. Note that the job
must complete with the Success or Warning status.

4. Open Hyper-V Manager and make sure that a VM replica is created.

Veeam Backup and Replication

Home = Job
ik X
»
b uh = &
Start Stop Retry | Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
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48 Backup 1} Replication DR Stopped P s
{@ Replication [
@ Backup Copy S0P,
(@ File Copy bty
4 % Backups hili  Statistics
a EE Replicas Repnrt
@ Ready
@ Failower Plans Risklc
» [ Last 24 Hours g Clone
x Delete
5 Edit,
P SURARARY DAT STATUS THROLUGH
[ 7 WA A 173MB/s
5 Duration: 11:35 Processed: 37.5 GB (100%) Success 1
@E Inwentany
Processing rate: 124 MEB/s Read: 13.6GB Warnings: 0
1 Backup Infrastruct
ifai ackUp Infrastructure Bottleneck: Source Transferred: 13 GB (1) Errars: [u}
3 Low
1 job selected Connected to: localhost Build: 11.0.0.819 Enterprise Plus Edition License expires: 101 days remaining

86 | Veeam Backup & Replication | Quick Start Guide for Microsoft Hyper-V



Replica Failover and Failback

If the original VM in the production site becomes unavailable, you can quickly restore services by failing over to
its replica. When you perform failover, the VM replica takes the role of the original VM. All processes shift from
the original VM on the production host to the VM replica on the secondary host. You can fail over to the latest
state of a replica or to any of its restore points.

When you fail over to the VM replica, Veeam Backup & Replication changes the replica state from Normal to
Failover.

Failover is anintermediate step that needs to be finalized. Depending on a disaster recovery scenario, you can
do one of the following:

Undo failover

When you undo failover, you switch back to the original VM and discard all changes made to the VM
replica while it was running. The state of the VM replica gets back to Mormal. You can use the undo
failover scenario if you have failed over to the VM replica for testing and troubleshooting purposes and
you do not need the changes made to the VM replica.

Perform failback

When you perform failback, you switch back to the original VM and transfer all changes that took place
while the VM replica was running to the original VM. If the source host is not available, you can restore the
original VM to a new location and switch back to it.

When you perform failback, changes are only transferred but not published. You must test whether the
original VM works with these changes. Depending on the test results, you can do the following:

o Commit failback. Whenyou commit failback, you confirm that the original VM works as expected and
you want to get back to it. The state of the VM replica gets back to Normal.

o Undo failback. If the original VM is not working as expected, you can undo failback and get back to
the VM replica. In this case, the state of the VM replica returns to Failover.
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e Perform permanent failover

When you perform failover, you permanently switch from the original VM to a VM replica and use this
replica as the original VM. This scenario is acceptable if the original VM and VM replica are located in the
same site and are nearly equal in terms of resources.

Failower

b4

Permanent failowver
MNa

Transfer changes

Undo failower Failback

h 4

Undao failback Commitfailback

Veeam Backup & Replication supports failover and failback operations for several VMs simultaneously. In case
one or several hosts fail, you can use batch processing to restore operations with minimum downtime.
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Performing Replica Failover

Before You Begin

Before you perform failover, consider the following:

e For original VMs and replica VMs located in the same network. If you plan to perform replica failover while
the original VM is running, consider temporarily disconnecting the original VM from the network to avoid

IP addresses and/or machine names conflicts.

e To successfully fail over to a VM replica, make sure that this replica has at least one successfully created

restore point.

To check whether restore points are created, open the inventory pane of the Home viewand select the
Replicas node. Then, select the VM and verify that there is at least one restore point available for the VM.

Performing Failover

To fail over to a VM replica, do the following.

1. In the inventory pane of the Home view, select the Replicas node.

2. Right-click the replicated VM and select Failover Now tolaunch the Hyper-V Failover Wizard.

Veeam Backup and Replication
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3. At the Virtual Machines step of the wizard, select the VM from the list, click Point and choose the restore
point to which you want to fail over.

Hyper-¥ Faillover Wizard £

Available restare points for aracled3:

lab

) %Oracle Replication
|8 Iess than a day ago [10:02 PM Monday 1/9/2017)  Snapshot
(_‘-7 less than a day ago [6:47 AM Monday 1,/9/2017) thapshot
(_LT‘I day ago (10:05 PM Sunday 1872017 Shapshot

Type

4. At the Reason step of the wizard, specify the reason for failover.

5. At the Summary step of the wizard, click Finish tofail over to the VM replica.

Reference

For more information on failover, see the Replica Failover section in the Veeam Backup & Replication User
Guide.
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Performing Permanent Failover

To perform permanent failover, do the following:
1. In the inventory pane of the Home view, click the Replicas node.
2. In the working area, right-click the VM replica and select Permanent Failover.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on permanent failover, see the Permanent Failover section in the Veeam Backup &
Replication User Guide.
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Undoing Failover

To undo failover, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Undo Failover.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on undoing failover, see the Undo Failover section in the Veeam Backup & Replication
User Guide.
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Performing Failback

You can fail back to a VM in the original or new location. In this section, you will learn how to fail back to the
original VM on the source host. For more information on how to do this on another host, see the Performing
Failback section in the Veeam Backup & Replication User Guide.

Before You Begin

Make sure that the VM replica for which you want to perform failback is in the Failover state. The replica gets
into this state after you perform replica failover.

Performing Failback

To fail back from VM replica to the original VM on the source host, do the following:
1. In the inventory pane of the Home view, select the Replicas node.

2. In the working area, right-click the VM replica and select Failback to production tolaunch the Failback
Wizard.
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3. At the Replicasstep of the wizard, click Next.
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4. At the Destination step of the wizard, select Failback to the original VM.

Faillbzack -

Destination

@ I Choose the destination for failback operation,

Replica ® Failback to the original ¥YM
Use if wour production site is restored without amy infrastucture changes, and the ariginal W is still
Destination present atthe same location, Only differences between existing wirtual disks and their actual state

on replica will be transfered over the netwark,

Summary () Failback to the original ¥M restored in a different location

Use if wou have restored the ariginal Whd from backup to a location that is different from ariginal.
Only differences between existing virtual disks and their actual state on replica will be transfered
over the netuvark,

_) Failback to the specified location (advanced)

Use if wou do not kiave ariginal WhA rermains available ampahere in the failback destination site.
Actual state of entire replica’s wirtual disks will be transferred to the destination site, resulting in
significant netweark traffic,

Pick backup proxies for data transfer

[[] Quick rollback (sync changed blocks onky

Accelerates failback frorm failowvers triggered by a software problem or a user error, Do not use this
option if the disaster weas caused by a hardweare or storage issue, or by a power loss,

[ ] [

5. At the Summary step of the wizard, select the Power on VM after restoring check box and click Finish.

Reference

For more information on failback, see the Replica Failback section in the Veeam Backup & Replication User
Guide.
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Committing Failback

To commit a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Commit Failback.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on committing failback, see the Commit Failback section in the Veeam Backup &
Replication User Guide.
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Undoing Failback

To undo a failback, do the following:
1. In the inventory pane of the Home view, select the Replicas node.
2. In the working area, right-click the VM replica and select Undo Failback.

3. Inthe opened window, click Yes toconfirm the operation.
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Reference

For more information on undoing failback, see the Undo Failback section in the Veeam Backup & Replication
User Guide.
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Enterprise Manager

If you have a geographically dispersed virtual environment with multiple Veeam Backup & Replication servers,
you can use Veeam Backup Enterprise Manager. Veeam Backup Enterprise Manager is a solution that helps
manage multiple backup servers from a single web Ul.

You can use Veeam Backup Enterprise Manager to perform the following tasks:
e Manage jobs configured on different backup servers from a single web console
e Editand clone jobs
e Monitor the state of jobs
e Generate reports on jobs and backup servers

e Search for guest OS files in all backups and restore these files in one click

For the full list of the Veeam Backup Enterprise Manager capabilities, see About Veeam Backup Enterprise
Manager in the Enterprise Manager User Guide.

| notE:

Veeam Backup Enterprise Manager is not shipped with the Community edition. For more information, see
Editions Comparison.
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Installing Veeam Backup Enterprise
Manager

Before You Begin

Consider the following:

The machine on which you planto install Veeam Backup Enterprise Manager must meet the system
requirements. For details, see System Requirements in the Enterprise Manager User Guide.

Itis recommended to install the same product version on the Veeam Backup Enterprise Manager server
and Veeam Backup & Replication backup servers.

If you plan to install Veeam Backup Enterprise Manager on the same machine where the backup server
runs, you must disableall backup and replication jobs and close the Veeam Backup & Replication console.

Make sure that all necessary ports are opened. For details, see Used Ports in the Enterprise Manager User
Guide.

Installing Enterprise Manager

To install Veeam Backup Enterprise Manager, perform the following:

1.

Download the latest version of Veeam Backup & Replication installation image from the Download Veeam
products page.

Mount the installation image to the machine on which you plan to installVeeam Backup Enterprise
Manager or burn the image file to a flash drive or other removable storage device.

Run the setup.exe file from the image or disk to open the splash screen.
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4. On the splashscreen, click the Veeam Backup Enterprise Manager tile in the Standalone components
section to launch the Veeam Backup Enterprise Manager Setup wizard.

Veeam Backup & Replication 12

Standalone components:

ARSI Veeam Backup & Replication
(AN | stal

A1 Veeam Backup Enterprise Manager
Egél Install

Ml Veeam Backup & Replication Console
LEN st

Enterprise Applications Plug-ins
Cpen

Documentation Training

2022 Veeam Software Group GmbH, &l rights reserved,

5. At the License Agreement step of the wizard, read the license agreements and select check boxes to
accept the terms.
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6. At the Provide License step of the wizard, specify the path to the license key.

If you install Veeam Backup Enterprise Manager on the backup server, you can proceed without providing
a license file. In this case, Veeam Backup Enterprise Manager will use the license that is already installed
on the backup server.

E!E Veeam Backup Enterprise Manager — "

License

Provide license file for Veeam Backup Enterprise Manager.

License file:

M Browse...

Update license automatically (enables usage reporting)

Download and install new licenses automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to the WVeeam licensing servers
periodically. Successful usage reporting doubles the number of workloads you can exceed your installed
license by.

Back Cancel

7. At the System Configuration Check step of the wizard, install missing software components and enable
missing features, if any.
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8. At the Ready to Install step of the wizard, click Installto begin installation.

EE Veeam Backup Enterprise Manager

Ready to Install

Installation folder:
Guest catalog folder:
Service account:
Database engine:
Database name:

5QL server:

Catalog service port:
Service port:

Web Ul ports:

REST API service ports:
Certificate:

Check for product updates:

£+ Customize Settings

Installation will begin with the following settings.

C\Program Files\Veeam\Backup and Replication
CA\VBRCatalog

LOCAL SYSTEM

Postgre5SQL

VeeamBackupReporting

winsrvB88:5432

9393

9394

9080 (HTTP), 9443 (HTTPS)

9399 (HTTP), 9398 (HTTPS)

Self-signed certificate will be generated automatically
Automatically

Back

Install

Cancel

9. When the installation process completes, click Finish toclose the wizard.
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Adding Backup Servers

To manage backup servers from a single web console, you must add them to Veeam Backup Enterprise Manager.

To add a backup server to Veeam Backup Enterprise Manager, do the following:

1.

From the Microsoft Windows Start menu, select Programs >Veeam >Veeam Backup Enterprise Manager
to launchVeeam Backup Enterprise Manager.

To access Veeam Backup Enterprise Manager remotely, use the following address:
https://enterprise manager server address:9443

In the Username and Password fields, specify credentials of the user with local Administrator rights or the
user who installed Veeam Backup Enterprise Manager.

Click Login.
At the top right corner of the opened window, click Configuration toopen the Configuration view.

Select the Backup Servers tab. In the working area, click Add to open the Backup Server Settings window.

E@ Cashbaard Reparts Jobs File Shares Machines Files Items Requests @ VEMUS\Administrator v @

@ (Bt (o el P start Collecting E* add... Edit... Remowe [ Schedule.. @A Export 00 Refrash

Name t Login Version Server Description

4
i

Backup Servers

wCenter Servers

self-service

Search Servers

Sessions

kb O F « B

Roles

pS

Settings

E=]

Licensing

Matifications

Key Management

@ % »

About
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6. Inthe opened window, specify the DNS name or IP address of the backup server you want to add. Provide
the name and password of the user account with local Administrator rights on the added backup server.

Backup Server Settings

DMS name or IP address of the Weeam Backup server:

hackupl.tech.local

Server description:

Backup server

Username: | backupOTadministrator

Password: | sessssssss
Paort: q392
7. Click OK.

Veeam Backup Enterprise Manager will start collecting data about all backup and replication jobs on the
added backup server.

Reference

For more information on adding backup servers, see Managing Veeam Backup Servers in the Enterprise Manager
User Guide.
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Managing Jobs

Veeam Backup Enterprise Manager allows you to manage jobs that were configured on backup servers: start,
stop, retry, edit and clone jobs.

In this section, you will learn how to clone and then edit jobs. When you clone a job, you create its exact copy.
Configuration details of the created job copy are written to the same Microsoft SQL database where details of

the original job are stored. You can work with the created job both in Veeam Backup Enterprise Manager and in
the Veeam Backup & Replication console on the backup server.

Before You Begin

Consider the following:

e Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

e You have created jobs on the backup server.

Cloning and Editing Job

To clone a job, perform the following.
1. In Veeam Backup Enterprise Manager, click the Jobs tab.

2. Select the required job from the list, click Job atthe top of the working area and click Clone.

The cloned job has the same name as the original job plus the cloned suffix.

b . -
@ Dashboard Reports File Shares Machines Files Items Reguests VEMUA\Administrator v ‘%:‘:}} Configuratior
Backup server: | backup0i.tech.local A T status (Al
search by joh name Q P starc W Stwop Retry & Joh ~ 08 Export @ Refresh
4 Edic
Name Type Flatform Status Run Description
B Active Full
Replication Jok Replica VMWare @ succe Disable cheduled Created by Administrator,
Weekly Backup Job Backup VMWare @ succe & clone {b cheduled Created by Administrator,
Backup ok Backup VMWare © succe ¢ Delers chiedulec Created by Administrator,
Daily Backup Jok Backup Hyperyv © Failed Mot scheduled Creatad by Administrator,

3. Select the cloned job from the list.
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4. At the top of the working area, click Job and select Edit.

N — ‘ : oy —
@@ Dashboard Reparts File Shares Machines Files Items Reguests (*) VEMU4\Administrator v 5’3? Cenfiguratior ( ? )
S "/
Backup server; | barkup01.tech.local ~ | Y status (All)
| Search by job name Q b start M Stop Retry ) Joh v @3 Export | T) Refresh
# Edic
Name Type Platform Nesxt Run Description
B Active Full
Replication Jok Replica VIIWare & Disable Mot scheduled Created by Administrator,
Weekly Backup Joh Backup VIWare & Clone Mot scheduled Created by Administrator.
Backup Job Backup VIWare ¥ Delate Mot scheduled Created by Administrator,
Duaily Backup Jok Backup Hyper-v & Failed Mot scheduled Created by Administrator,
Backup Job_clane Backup WhvWare »? Mever started Not scheduled Created by Administrator,

5. Follow the steps of the wizard and edit the job settings as required.

Edit Backup Job

Job Settings Specify the job scheduling options

¥irtual Machines
Run the job automatically:

Guest Processing @ Daily at this time: 1000 pm W | | Eweryday Days...

Job Schedule O Manthly at: 1000 pm  + Fourth v Saturday Months...
O Periodicalty every: 1 b Hours # schedule..,

O After this jobk: Backup Job for smb3 (off-host prosy) v

Automatic retry

Retry failed machine processing: Times

~
Wait hefore each attempt for: W | minutes
Backup window

l:‘ Terminate job if it gets out of allowed backup window 7 Window...

Previous

6. At the last step of the wizard, click Finish.

Reference

For more information on managing jobs, see Managing Backup Jobs in Veeam Enterprise Manager in the
Enterprise Manager User Guide.
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Performing 1-Click File Restore

Veeam Backup Enterprise Manager allows you to search through Microsoft Windows and Linux guest files in
backed up VMs. Once you find the required file, you can immediately restore it using 1-Click file restore
capability. The file can be restored to its original location or saved to a local machine.

Before You Begin

Consider the following:

The Enterprise or Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server.

Make sure that you have successfully connected backup servers to Veeam Backup Enterprise Manager and
collected data from them. For details, see Adding Veeam Backup Server.

You can search files on machines that have at least one successfully created backup with guest file
indexing enabled. For details, see Creating Application-Aware Backup Job.

Performing 1-Click Restore

To restore a guest OS file, perform the following:

1.

2.

In the main view of Veeam Backup Enterprise Manager, click the Filestab.

In the Type in machine name field, specify the name of the backed up VM whose file system you want to
browse.

In the field with the calendar icon, enter or choose a date and time of a restore point from which you want
to restore files.

Click the Mount link and wait for Veeam Backup & Replication to mount the content of the backup file to
the backup server.

After the backup is mounted, you can browse the guest OS files.

Select the necessary file from the list.
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6. At the top of the working area, click Restore > Keep.

The original and restored files will be kept. The restored file will have the Restored prefix.

E@ Dashboard Reports Jobs

Search backups of: | winsrvas

2/8/2021 09:33:09 pm X @ o

[ sheila.d.cory -

-+ AppData
-+ Application Data
+ Contacts
+ I Cookies
=6 Desktop
Projects
I Reports
5 Documents
59 Downloads
+ Favorites
4 Links
+ 9 Local Settings
B Music
I My Documents
I NetHood
4 pictures
“ 4 printHood
9 Recent
+ 9 saved Games
I Searches
“ sendTo

%I Start Menu

https://enterprise0S techlocal:9443/indexaspx

Policies File Shares

x Pick from List...
Type in a file name to search for

Name

[ Drafto1.decx
[ Drafto2.docx
Project0.pdf
[ Projecto2.pdf

[ Projecto3.pdf

Requests

siz

3879 KB

41.8KB

610.2 KB

2146 KB

1.2 MB

4] Restore v ¥ Download

™ Overwrite

w Keep

TECH\sheila.d.cory
TECH\sheila.d.cory
TECH\sheila.d.cory
TECH\sheila.d.cory

TECH\sheila.d.cory

@ TECHsheila.d.cory v {:8} Configuration

& AddtoRestorelist 4D History

Modified

1/28/2021 12:20:56 am
1/27/2021 01:46:57 am
11/17/2020 04:37:24 pm
8/26/2020 04:44:40 pm

1/18/2021 12:57:02 pm

7. Click Yes toconfirm the operation.

Reference

For more information on 1-click file restore, see Performing 1-Click File Restore in the Enterprise Manager User

Guide.
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Performing Self-Restore of VM Guest OS
Files

Self-restore allows you to delegate guest OS file restore from backup administrators to users with local
Administrator privileges on VMs. Users do not have to wait for backup administrators to recover deleted or
modified files and folders.

For self-restore, Veeam Backup Enterprise Manager provides the Self Service File Restore portal. When users log

on to the portal, they see only those VMs where they are members of local Administrators group. Other VMs are
not visible to the users.

Before You Begin

Consider the following:

e The Enterprise Plus license is installed on the Veeam Backup Enterprise Manager server. You can use a
valid trial license or paid license.

e The user account under which you plan to perform self-service restore belongs to a trusted domain or the
same domain as the Veeam Backup Enterprise Manager server. Users from untrusted domains cannot use
the self-restore capability.

e The user must be a member of local Administrators group on the VM whose guest OS files you plan to
restore.

The user has access to restore points created after this user gets local Administrator privileges.

e You have successfully connected backup servers to Veeam Backup Enterprise Manager and collected data
from them. For details, see Adding Veeam Backup Server.

e You have at least one successfully created backup with guest file indexing enabled. For details, see
Creating Application-Aware Backup Job.
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Performing Self-Restore

To restore VM guest OS files using the Veeam Self-Service File Restore portal:

1. Log in to the VM whose guest OS files you plan to restore. Make sure that the user account under which
you plan to perform self-service restore is added to the local Administrators group on this VM.

& Computer Management = [ B =

File  Action Wiew Help

e #E XE = @B=

;a-_l Computer Management {Local) Marme Description Actions
A Systern Tools . .
[?S é Tk Sehedduler gi; Administrators Properties _ Groups -
2] Ewent Viewer @Ba —lﬁeneral More Actions b
b @l Shared Folders Hice Administrators -
a & Local Users and Groups &c | Admivistrat
7 Users %‘D' i ministrators Mare Actions 4
i
|| Groups By
b @ Performance ;-E'G Drezcription: Administrators have complete and unrestricted access
=% Device Manager Bh ta the computer/damain
4 23 Storage
bl Windows Server Backup &g Members:
=1 Disk Management %‘Ne &Administrator
[ f{; Services and Applications %’PE %TECH\DomainAdmins
pe & TECHjohn.amith
Pipo
M pr
E Sy
BRD
BRD
PR
‘%‘ Re Changes to a uger's group membership
?-'E‘ Re Add... Remave are niot effective until the nest time the
;-E'Us uger logs an.
PelHe
ok Cancel Appl Hel
e | | | [ ] [
@Wim... TWEFMIBEFS OF ThIs Qroup Can acCes..,

2. Log in to Veeam Backup Enterprise Manager using the user account under which you installed the
program.

3. Open the Jobs taband run the job with guest file indexing enabled. You can run the job several times to
produce several restore points.

4. At the top right corner, click Configuration toopen the Configuration view.
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5. Select the Backup Servers tab. In the working area, click Start Collecting.

Veeam Backup Enterprise Manager will collect data about jobs from the backup server. To check whether
collecting data finished, click the Sessions tab. Make sure that the data collection session has completed
with the Success status.

Reparts Jobs File Shares Machines Files Items Requests @VEMU&\Adm'lnistrator v @

@ [ @i g el P start Collecting E* Add. B Edit., B Remove B schedule.. 03 Export ) Refresh

il Backup Servers Name t Login Version Server Description
£l

backupi.tech.local backup01iadministrator [YEEY Backup server
[ wCenter Servers
self-service

Search Servers

Sessions

b © F

Roles

%

Settings

k=

Licensing

Motifications

Key Management

@ % »

About

6. On another machine, open a browser and use the following addressto access Veeam Self-Service File
Restore portal remotely:https: //enterprise manager server IP address:9443/selfrestore

7. Log in to the portal. Specify the user account with local Administrators privileges on the machine for
which you plan to restore files. See the first step.

8. The portal will display only one tab — Files. Atthe top of the working area, click the pick different machine
link. Select the required VM.

9. Click the field with the calendar icon and choose the restore point from which you want to restore data.

10. At the top of the working area, click Mount.
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11. Find the necessary file or folder, select it. At the top-right corner, click Other Actions > Restore >
Overwrite.

The original file will be overwritten.

Eﬂ Files @ VEMUAAdministrator v
Typein machine name: | serv2s x Pick from List...
22.04.2019 12:49:25 X B e Enter file name Q No Filter Search Other Actions « £5) History
& o 41 Restore [ @ Overwrite
: Name Size Owner {1
e . ¥ Download ]
C: 4 P
& sRecycle.2in [ expenses_febxlsx 104KB BUILTINVWAdm) =¥ add to Restore List 7152147
D expenses_jan.xlsx 104KB BUILTINVAdministrators 20.10.2017 15:21:47
ki Documents and Settings
: D expenses_mar.xlsx 104KB BUILTINVAdministrators 20.10.2017 15:21:47
= Monthly Reports
t +-[J Reports 2017
+-| Reports 2018
Reports 2019
+-[ PerfLogs
+ Program Files
+ Program Files (x26)
+[ ProgrambData
- System Volume Information
+ Users
+-10 Windows
(& Page | 1 of 1 Displaying 1-20of 3

Reference

For more information on self restore, see Using Self-Service File Restore Portal to Restore Machine Guest Files
in the Enterprise Manager User Guide.
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Backing Up Physical Machines

To back up physical machines, Veeam Backup & Replication uses Veeam Agents: Veeam Agent for Microsoft
Windows and Veeam Agent for Linux.

You do not need to install, set up and operate Veeam Agent on every machine whose data you want to protect.
Instead, you can perform the whole set of deployment, administration, data protection and disaster recovery
tasks on computers remotely from the Veeam Backup & Replication console.

How to back up physical machines

To back up physical machines using Veeam Backup & Replication, you must do the following:
1. Create a protection group

When you create a protection group, you addindividual machines or Active Directory containers to the
protection group. Veeam Backup & Replication automatically installs agents and other required
components on the machines included in the protection group.

2. Create an Agent backup job

In the Veeam Backup & Replication console, create anagent job that will back up machines included in the
protection group.

Reference

For more information on agents, see the following topics:
e Licensing Requirements
e Veeam Agent Management User Guide
e Veeam Agent for Linux 3.0 User Guide

e Veeam Agent for Microsoft Windows User Guide

112 | Veeam Backup & Replication | Quick Start Guide for Microsoft Hyper-V


https://helpcenter.veeam.com/docs/backup/agents/licensing_requirements.html?ver=120
https://helpcenter.veeam.com/docs/backup/agents/introduction.html?ver=120
https://helpcenter.veeam.com/docs/agentforlinux/userguide/overview.html?ver=60
https://helpcenter.veeam.com/docs/agentforwindows/userguide/overview.html?ver=60

Creating Protection Group

In Veeam Backup & Replication, protection groups are logical containers that pool protected computers of a

specific type into groups. For example, you can create a protection group for computers of the same type
(laptops, workstations or servers) or computers running the same OS type to simplify their management.

You can add individual machines or Active Directory objects that include several machines to the protection

group. Inthis section. you will learn how to create the protection group with Active Directory objects.

TIP:

a Veeam Agent backup job. Veeam Backup & Replication will automatically add such computers to the
Manually Added protection group. For details, see Protection Groups in the Veeam Agent Management
Guide.

Before You Begin

Consider the following:

If you plan to manage only a small number of computers, you can add the necessary computers directly to

e Make sure that all computers added to the protection group are powered on and can be accessed over the

network.

e If you add an Active Directory container to a protection group, it is not recommended to add a computer

that exists in this container to another protection group.

Creating Protection Group

To create a protection group, do the following:

1. In the inventory pane of the Inventory view, right-click the Physical & Cloud Infrastructure node and select

Add protection group tolaunch the New Protection Group wizard.

Veeam Backup and Replication

@ Home View Protection Group

]
)
Add Edit Disable Remove Rescan Addto
Group Group Group Backup

Manage Protection Group Actions Details
Inventory

# Create Protection Group

b \"'Ei\hrtual Infrastructure EE' Protection group defines a set of computers (physical server, workstations or cloud instances) to be

nrotactad with agent-based backup jobs. Protection groups can be populated with individual computers,

> (a Physical Infrastructure N
. v g Add protection group.. ctory containers or a dynamic CSV file exported from an asset management system.
4 H File Shares

SMB Shares
4 f;' Last 24 Hours

@ Success

[ Failed

Create Job or Policy

Agent-based protection provides additional flexibility with two deployment approaches. For 24/7
workloads such as servers and failover clusters, we recommend that you create backup jobs managed
by the backup server, which controls scheduling and executes backup remotely. For any workloads which
may remain offline or unreachable for extended and/or unpredictable time periods (such as
workstations, laptops or remote office servers), we recommend that you create backup policy that
configures backup agents to schedule and execute backup independently.

* Perform Restore
/n\ Harne To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery
Media that can be created directly from the backup file of the corresponding computer. Other entire
computer restore options include direct restore to Microsoft Azure, or instant recovery into a Microsoft
Hyper-V VM. To perform granular recovery such as file or application item restore, simply select the
desired backup under the Backups tree of the Home tab, and select one of many restore options
provided.

=]
l!l:| Ineventory

‘?E? Backup Infrastructure

&

Connected to: localhost Build: 11.0.0.819 Enterprise Plus Edition License expires: 101 days remaining
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2. At the Name step of the wizard, specify a name and description for the protection group.

Mame
EE Type in a narme and description for this protection group,

Type

Active Directory
Exclusions
Credentials
Options

Fewiew

Apphy

Surnrmary

MNarne:

Windows Servers

Description:

Protection group for Windous based servers

| % Previous | | Mext = | | Finish | | Cancel

3. At the Type step of the wizard, select Microsoft Active Directory objects.

Active Directory objects can be the following: entire domain, container, organization unit, group,
computer or cluster. Protection groups that include Active Directory objects are dynamic. Veeam Backup &
Replication discovers these computers and deploy Veeam Agent on them during the next rescan session.

4. At the Active Directory step of the wizard, click Change near the Search for objects in this domain field. In
the opened window, do the following:

o Inthe Domain controller or domain DNS name field, type a name of the domain controller or domain
whose objects you want to include in the protection group.

o Inthe Portfield, leave the default value.

o Near the Account field, click Add and specify user credentials. This user must ba a member of the
DOMAIN|Administrators group. Click OK.
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o Click OK.

MNew Protection Group |L1

Active Directory

EEJI Specify Microsoft Active Directory containers and objects to include in this protection group,

Marre Search for objects in this domain:

|< Ciichk Change to select domroin = | | Change |

Type

B
Object Add..

Type

Exclusions
Credentials Domain controller ar domain DMNS name: Part:
_ [techlocal REES
Options
Account:
Resiemy
|ﬁ'&tech\william.fox (tech'williarm fox, last edited: less than & v| | Add...
Apply Manage accounts
Surmmary 014 | | Cancel |

| £ Previous | | Mext = | | Finish | | Cancel |

5. Click Add near the Selected objects field. In the Add Objects window, select the necessary Active Directory
object and click OK.

6. At the Exclusions step of the wizard, leave the default settings.

7. At the Credentials step of the wizard, specify credentials to connect to computers included in the
protection group.

If you want to use the same credentials for all computers in the protection group, select the necessary
user account from the Master accountlist. The account must have administrative permissions on all
computers that you have added to the protection group.
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You can also specify credentials for individual computes. For details, see Specify Credentials in the Veeam
Agent Management Guide.

Credentials

Specify the master account for all hosts in this protection group, You can also customize credentials for individual computers,
The specified account must have Local &dministrator privileges on the protected computers,

Master account:

W&tech\william.fox {techtuwilliam. fox, last edited: less than a day ago) v| | Add..,

Manage accounts
Active Directory [] Use custorn credentials for the following objects:

Ohject Account Add...

Exclusions
I__E|Computers <Master accounts

Edit
Remuowe
Options

Default
Reniewm

Spply

Surnrary

Click Test Mow to walidate the specified credentials. Test Mo

| < Previous | | Mext = | | Finish | Cancel

8. At the Optionsstep of the wizard, leave the default settings.
9. At the Review step of the wizard, review the components that will be installed. Click Apply.

10. At the Apply step of the wizard, Veeam Backup & Replication creates the configured protection group.
Wait for the operation to complete and click Next.

11. At the Summary step of the wizard, select the Run discovery when | click Finish check box and click Finish.

Reference

For more information on creating protection groups, see Creating Protection Groups in the Veeam Agent
Management Guide.
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Creating Veeam Agent Backup Job

To back up physical machines, you must configure a Veeam Agent backup job in the Veeam Backup & Replication
console. In Veeam Backup & Replication, you can create Veeam Agent backup jobs of the following types:

e Backupjob

The backup job runs on the backup server, like VM backup jobs. The backup job is intended for computers
that are connected to the backup server. This connection must not be interrupted.

e Backup policy

The backup policy describes configuration of individual Veeam Agent backup jobs that run on protected
computers. The backup policy is intended for computers that are connected to the backup server. The
connection may be interrupted for short periods of time. For example, when you move your laptop from
one location to another. Veeam Backup & Replication uses the backup policy as a template and applies
settings from the backup policy to Veeam Agents that run on computers specified in the backup policy.

In this guide, we do not detail backup policy. For more information, see Creating Veeam Agent Backup
Policy.

Veeam Backup & Replication lets you create backup jobs for Microsoft Windows and Linux computers. In this
section, you will learn how to create a Veeam Agent backup job for Microsoft Windows computes. For details on
how to create back jobs for Linux computes, see Creating Agent Backup Job for Linux Computers in the Veeam
Agent Management Guide.

Before You Begin

Consider the following:

e You must have at least one protection group. For details, see Creating Protection Group.

e You can create Veeam Agent backups on a Veeam backup repository only. Other types of target locations
are not supported.

e Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only
backs up the path information that the symbolic links contain. After restore, identical symbolic links are
created in the restore destination.
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Creating Veeam Agent Backup Job

1.

On the Home tab, click Backup Job > Windows computer toopen the New Agent Backup Job wizard.
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At the Job Mode step of the wizard, specify protection settings for the backup job:

o Inthe Type list, select Server toadd to the backup job standalone servers that have permanent
connection to the backup server.
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o Inthe Mode list, select Managed by backup server.

When you create a Veeam Agent backup job managed by the backup server, Veeam Backup &
Replication saves the job settings in its database. Veeam Backup & Replication performs all
management tasks for the Veeam Agent backup job: starts a job upon the defined schedule, allocates
backup infrastructure resources and so on.
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3. At the Name step of the wizard, specify a name and description for the backup job.
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4. At the Computers step of the wizard, click Add and select one or several protection groups and/or
computers in the list. Click OK.
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5. At the Backup Mode step of the wizard, select Entire computer.

When you restore data from such a backup, you are able to recover the entire computer image as well as
data on specific computer volumes: files, folders and application data.
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6. At the Storagestep of the wizard, select the backup repository where you want to store your backups. For
other settings, leave the default values.

7. At the Guest Processing step of the wizard, leave the default settings.
8. At the Schedulestep of the wizard, define scheduling settings for the job.

9. At the Summary step of the wizard, select the Run the job when | click Finish check box and click the
Finish button.

10. In the inventory pane of the Home view, expand the Last 24 Hours node to see the created job.

Reference

For more information on creating Veeam Agent backup jobs for Microsoft Windows computers, see Creating
Agent Backup Job for Windows Computers in the Veeam Agent Management Guide.
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Restoring Data of Physical Machines

Veeam Backup & Replication allows you to restore data of physical machines. You can perform the following
data restore tasks with Veeam Agent backups:

e Restoring Veeam Agent Backup to vSphere VM

e Restoring Veeam Agent Backup to Hyper-V VM

e Restoring to Microsoft Azure

e Restoring to Amazon EC2

e Restoring to Google Cloud Platform

e Restoring Volumes

e Restoring Files and Folders

e Restoring Application Items

In this section, you will learn how to restore computer files and folders. For more information on other restore
processes, follow the links in the list.

Restoring Files and Folders

The procedure of file-level restore from a Veeam Agent backup is similar to the same procedure for a VM
backup. The difference is that you select a Veeam Agent backup instead of a VM backup in the File Level Restore
wizard. To learn more, see Restoring VM Files.

Veeam Backup and Replication

Home

1 backup selected

Connected to: localhost

Build: 11.0.0.825

Enterprise Plus Edition
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