Veeam Backup & Replication

Version 12

Tape Devices Support Guide
August, 2023



© 2023 Veeam Software.
All rights reserved. All trademarks are the property of their respective owners.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language in any form by any means, without written permission from Veeam Software
(Veeam). The information contained in this document represents the current view of Veeam on the issue
discussed as of the date of publication and is subject to change without notice. Veeam shall not be liable for
technical or editorial errors or omissions contained herein. Veeam makes no warranties, express or implied, in
this document. Veeam may have patents, patent applications, trademark, copyright, or other intelle ctual
property rights covering the subject matter of this document. All other trademarks mentioned herein are the
property of their respective owners. Except as expressly provided in any written license agreement from Veeam,
the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

NOTE

Read the End User Software License Agreement before using the accompanying software programs. Using
any part of the software indicates that you accept the terms of the End User Software License Agreement.

2| VeeamBackup & Replication | Tape Devices Support Guide



Contents

CONTACTING VEEAM SOFTWARE ...ttt ittt et e e et r e st st e e e s e san e sameann e sameannsanens 6
TAPE DEVICES SUPPORT. ... ettt iieite ittt st e tee et et e st e e e e s e e s s a e s e s et am e aa e s sam e s s e sameannsam e snnenn 7
Supported Devices and ConfigUration ... ......ui i e e e e e e e e e e e e e e e e eaaans 8
LI o L= =X 0 VAT (01 =Y o PP 1
LYo BN A o=t =T o Uo) V21 <1 o | PSP 13
(@]l aT=Tara T a o TN =Y 0 T=I8 T= ol 14
LYY au aTo Iy = [ =T IV I o L= PSP 16
L] 5 =TT =T V7= 17
FYa [ 1] a1 R =Y o TS V7= PP 18
REMOVING TAP8 SEIVETS . tiiieee ettt et e ettt et e et e e e e e e e e e e et e ea e ea e ea e e een s eaneeaneenneanannnns 25
UPAting TADE@ SEIVETS . .eeiueieeiiiie e et e e e et e e et e e e e et e e e eeaa e e e e asa e e eesaa e e easan e eeeasanaeesesnn e eannneaeennnns 26

=T or= T T I == Y= U 27
MOAIfYING TAPE SEIVETS «..evuiieeitie e e et e e et e e et e e e eaa e et eeeeaa e e eeaa e eeeaaneeeesaneeennnnns 28
REPLACING TAPE SEIVETS .ttt ettt e e et e e et e e et e e ea e e e ea e e e e et e e e e ean e e eean e eeennnes 29

= L X o = [ =T R 30
RESCANNING TAP@ DBVICES ... eeeee ettt ettt ettt e et et e et e e et e e e e e e eea e e en e eean e e e aennnaeenn 31
RENAMING TAPE DBVICES .. ettt et ettt ettt et e et e et e e et e e ea e e ea e e eea e een e eenneaeeneeennaennnnns 32
REMOVING TAPE DVICES ... ettt ettt ettt ettt ettt e ettt e et e et e e et e e ea e e ea e e e e e een e e eaaeaeeneennnaennnnns 33
REPLACING TAPE DBVICES .. evtteieeiiie ettt ettt e e e et e e et e e e et e e eaa e e eeaa e e e ean e e e e eaneeeeanneeeeennnes 34
(oY= T 1 a o B - T 1= PP 35

LA VZ=T a i o] YA o I I o =P UPPRRN 39

(@ L= Lo Te T Ta o I =Y o =TT PTRRR 41
Automated Drive CLEANIMG ... i iiiieeeiiie ettt e e e ettt e e e e e e et eee it e e e e eeeeeensa e e e aeaeeenssnnnaeaaaanes 43
Switching Libraries to Maintenance MOAe ..........uuuiiiiiiiiiiiiiee e e e e e 45

T Ll B YL PP PP PP 46
L= L PP 47
ViIiEWING TaP@ PrOPEITIES ...ttt ettt et e e e et e e et e e e e e e e e e ean e e e e ena e e eenaeeeneen 48
ViIEWING DAtA ON TAPES ..nieiitieeeitt e et et e et e e et e e ettt e e e et e e e e e ea et e e eea e e e enaa e e eennn e eeennanaaeee 50
Removing Tapes from Catalog «..... oottt e e e e et e e e e e eeeeaaaas 51
= 1] [o T =Y 1= PSPPI 52
MaArKiNG TAPES @S FTEE ...ttt ettt oottt e e e e e e et ettt e e e e e e e et eaba e e e e aaeeeeabn e e eaaaaeeenes 53
Y=t nTe B I T 1= PP UPPPPR 54

9 q o] T I =T o 1= PP PPPPR 56

RV 1 AT T I o1 USSP 57
(@00] 0} V71 1 I o 1= PPN 59
I o g Lo TN = L] =T - o L= PP 67

3| VeeamBackup & Replication | Tape Devices Support Guide



Tapes Availability and Write-ProteCtion .......cceuui i e e e e e e e e eeas 68

LT 2 - o = 69
Tape Barcode LabDeLs ....cuun e 70
RELADELING TAPES . eeieiiuiie e e ettt e et ettt e e e e et e e et e e e e e e e e e e b s e e e e e e eeeensa e e e eeeeennan e eaaaaannnnns 72
Y T=Ta L= TN =T KPR PPTPRRSPRRIN 73
Y TTa L BT TSP PRRRPPPRPRIN 74
2T ol o T =1 P 76
SErVICE MEAIA POOLS .. .iieiitiiee e e e e ettt oottt e e e e e e e e et e s e e e e e e e s e e e e e e e eeennnn e e e e e e ennnnn e eeeeas 77
IMEAIA POOLS ...ttt ettt ettt e oo e e e et eet e e e e e e e e ee et ta e e e e et eeeenn e eeaeeneernnnaaeaeanennes 78
GFS MEAIA POOLS ...ttt e e ettt e e e e e et e et e e e e e e e eeerann e e e aeeeernnn e e aaas 90
Moving Tapes to ANother Media POOL .......cuuuuuiiiiiie et e e e e aeeeees 101
MOdifying MEdIa POOLS ...ttt e ettt e e e e e e e e e ata e e e e e e e e enenn e e e aeaeeenes 102
REMOVING MEIA POOLS ...ttt ettt e e e e e e e et et s e e e e e e e e e eeenn e aeaaaeeenes 103
RV L1 SRRSO 104
CrEATING VAULES .ttt e e e e e ettt e e e e e et e ee et e e e e e e eeeeen e e e eaeeeennnnn e eaas 105
1Y ToTa 1y Ao T Y 2= LU PP RRPPPPRPRPN 109
REMOVING VA ULES .ttt ettt e e e e e ettt e e e e e e e e e eaeaaa e e e e e eeeeasan e e eeaaeeees 10
MOVING TAPES 1O VAULL ...ttt e ettt s e e e e e e e e eeba e e e e e e e e eetbna e e e eeaeeeenes m
Managing Tapes iN VAULL ....cciiiiiiiiiee ettt e e ettt e e e e e e et et e e e e e e e e e eetba e aeaeeeens N4
BT oL o e =Tt f o [PPSR 15
g ol u =Tt AT I =T L PSP 116
LT oLl B = I 2 o= o o o PP n7
ViFTUAL FULL BACKUP ettt ettt e e ettt e e e e e et ettt e e e e e e e e e tbba e e e e e e eeeaasnneeeas 19
How Virtual FULL BAaCKUP WOTKS ....eeeie e ettt e e e e e e e e e e e e e e e e e e e eaaaes 121
VIrtUaL FULLINEEIVALS ettt e e e e aansnnannnnnnees 123
Tape Parallel PrOCESSING ..cuuuiiieiiiee et ee ettt e et e e e et e e e et e e e e e e e e eeaa e e e eesa e eeeesaneeeesanaeeensnnaeeeenan 125
Media Sets Created with Parallel ProCessing ........ceeeeuuiiiiiiiie e 128
ST ol U o T o T = o 1SS 130
Backup t0 Tape fOr NAS BaCKUPS...cciuuuieieiiiie it e et e e e e e e e et e e e e e e e e e e e eaaeeeeennneeeenan 133
HoW Backup t0 TAP@ WOKKS . ..eeee e et e et e e et e e e e e e e e e e e e eanaeeenaan 135
STl ol I Ao U I =T o I ST PPPN 136
Creating Backup t0 TAP@ JODS ... i aaa s 137
Linking Backup Jobs to Backup to TAP@ JODS ..eeuueiiiiiiii e e 158
(Y Ry 2 F el [T o T (o T I o LI URPPSURPN 160
How GFS Backup t0 TaP@ WOTKS ..ceueeii et e e et e e e e e e e e e ean e eaans 162
Creating GFS Tape JODS ... ittt e et e e e et e e e et e e e e e e e e e e 164
L= L= et SN o T (o T I [ o YN 165
ViIEWING BaCK UPS O TaD 8 cuiiieiiiii it ettt ettt e e et e e et e e et e e e e et e e eeea e e e eaa e e e eananeeeeannnes 166
1IN ST Tl LN o T o T =Y 1 167

4 | Veeam Backup & Replication | Tape Devices Support Guide



How File Backup t0 TaP@ WOIKS .. cvuuieie e et et e et e e e e et e e e e e e e e e e e e e e e e e ean e e enneeeanns 168

213 o) I o T = 1= o 11 o PN 170
NDMP Servers BaCkUpP £0 Ta D@ cuuuu i iiiiuii ettt e et e et e et e e ettt e e e e e e e eaa e e e eaa e e eeanneeeeean 172
Creating File 10 TaP@ JODS ... ettt e et e e e e e e e e et e e e e e e e eeenra e eaas 177
VAR T TN 1 =30 I = o =SSN 190
VM Restore from Tape 10 INfraStrUCTUME ..oeuuuee e ee et e et e e e et e e e e e e e e e e e e e e e e e e e sananeeeas 191
How Restoring VM from Tape to INfrastructure WOrks ..........cccoooooer s 192
21 Lol I o TU I =T a IR 194
Restoring VM from Tape t0 INFrastrUCTUIE ........ueeeeiiiiii e 195
Backup Restore from Tape tO REPOSIEONY ....iiieeiieiiiiiiie e e e e e e et e e e e e et e e e e e e e e e et e e e e e e e eeeeaaaaeeeeeaeeees 201
How Restoring Backups from Tape to Repository WOrkS .......coeveuuiiiiiiiieeiiie et e e 202
BETOrE Y OU BEGIN ...ttt e ettt e s e e e e et eata e e e e e e e e eeab e e e e e e e enbnn e e aaaaeennes 203
Restoring Backups from Tape t0 REPOSITONY ...ccuuuiiiiiiiiiiiiiiie e et e e e e e e eaaeeeeees 204
TeNANT RESTOME T OM TA P .. it eeiieeeit ettt e e et ettt e e e e e e e e e eeeta e e e e e eeeeeaaa e e e e aaeeeeennannn 210
Ul Rt oI e 4 I =Y o 1= SR 21
How Restoring Files from Tap@ WOIKS ......cuuuuuiiiiiii ettt ee et eeee e e e e e e eeees 212
21C) Lo g o U =T 11 o RPN 213
RESTONNG FIleS frOM TaP @ ... iiiiiiiiiiiee ettt e e e ettt e e e et et et b e e e e e e eeeeasbnaasaeaeeene 214
LTS LR = (=T Lo L o TR PPP PP 224
LI s <A LT PP UPT 227
LI s L=l B LI A U= U 228
LI T8 Ll @ 1T [T =T o 3PP 238

5| VeeamBackup & Replication | Tape Devices Support Guide



Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Tape Devices Support

Veeam provides native tape support that is fully integrated into Veeam Backup & Replication. You can
administer all operations on tapes from your Veeam Backup & Replication console.

Long-term archiving and compliance are listed as primary reasons for using tape. Tape appears to be one of the
most widely used media for offsite backup. Using backup to tape, you can implement the ‘3-2-1" backup
approach (3 copies, 2 types of media, 1 offsite location) considered as a best practice for data protection and
disaster recovery. Veeam Backup & Replication offers support for tape devices and allows you to archive your
data to tape and restore it from tape whenever needed.

Storing datato tapes provides you with the same data managing options as disk repositories. In particular, you
can store full and incremental backups, apply user-defined retention settings to the archived data, select
restore points and so on. Compared to disk storage, tape archive requires more time to retrieve files for restore
if the tapes are stored offsite.
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Supported Devices and Configuration

Veeam Backup & Replication supports Linear Tape-Open (LTO) tape libraries:

e Physical libraries, standalone drives and virtual tape libraries.

e Partitions of the physical or virtual tape libraries presented to the Veeam backup server.
Within a library partition, only one generation of LTO drives are supported.

LTO tape versions that are released after this version of Veeam Backup & Replication reaches end-of-fix are not
supported.

For more information on supported devices, see the System Requirements section in the
Veeam Backup & Replication User Guide.

Limitations

VMware does not support tape drives connected directly to ESXi 5.x and later. For more information, see this
VMware KB article.

Veeam Backup & Replication will potentially work with such a configuration, but if there is a hardware-related
issue, Veeam Support will not provide help to solve it. This functionality is vendor-supported.

Affecting 3rd Party Tape Solutions

Veeam Backup & Replication does not support sharing tape devices with other Veeam backup servers, with
different tape servers of one Veeam Backup & Replication installation, or with 3rd party tape-recording
software. If you plan to run both Veeam Backup & Replication and 3rd party tape-recording software (for
example, in your evaluation lab), consider that Veeam Backup & Replication by default will periodically lock the
drive to perform rescan, preventing other software from recording.

To share a tape device, configure a partition of the tape library that will be used only by
Veeam Backup & Replication.

Consider the following limitations:
e Do not connect partitions presented to the 3rd party tape software to a Veeam tape server.

e Do not install any 3rd party tape-recording software or software components on Veeam tape server.

Driver Installation Mode
Veeam Backup & Replication supports both exclusive and non-exclusive driver installation.

NOTE

If you use standalone tape drives, it is recommended to install drivers in non-exclusive mode.

Path Failover

Veeam Backup & Replication supports path failover for tape devices with multiple drives that manage multiple
paths over multiple SANs.
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NOTE

Veeam does not supply MPIO drivers. To get proper MPIO drivers, request them from the tape device
vendor.

Industry Format

Veeam Backup & Replication uses the MTF (Microsoft Tape Format) industry format to write data to tape.

Supported Connection Types

You can connect the tape device directly or remotely.
e Direct connection:
o Fibre Channel (FC)
o Serial Attached SCSI (SAS)

o SCSI

e Remote connection:
o iSCSI

o Switched FC fabric

Data Block Size

Drives use hardware dependent block sizes to read/write the tape data. Generally, the drives support a range of
block sizes and report this range to Veeam Backup & Replication.

If you use a tape library with multiple drives or you use multiple standalone drives, Veeam Backup & Replication
uses a unified block size to write data to tapes. 256k data block size is used if all drives can support it. If any
drive can support only a smaller block size, for example, 64k, then Veeam Backup & Replication uses the largest
block supported by all drives. To understand block sizes supported by drives, Veeam Backup & Replication
collects the block size ranges reported by each drive and compares them. Note that the reported range is
additionally limited by storage controllers settings used in your infrastructure. You can check the resulting
range of block sizes supported by Veeam Backup & Replication for a particular drive in the Drives properties. For
more information, see Working with Drives.

NOTE

If you connect the tape devices using HBA, Veeam Backup & Replication uses the block size configured for
the HBA.

The block size is unified for:
e All drivesin one library (if the drives support different block sizes).

e All standalone drives connected to one tape server.

To read data from tape, Veeam Backup & Replication requires that the tape is written with the block size from
the supported range (shown in the drive properties).
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Consider the block size range when working with the following tapes:
e Tapes with Veeam backups written by another tape library.
e Tapes with Veeam backups written on another tape server.
e Tapes written with other data transfer configuration settings.
e Tapes written on a 3rd party device.
IMPORTANT

You can restore from tapes written with block size that match the block size range set for the tape device.

Unknown Medium Changers

Veeam supports medium changers that have no Microsoft Windows drivers available. Make sure that such device
is recognized as an unknown medium changer in the Microsoft Device Manager list.

Itis recommended that you use tape devices with original equipment manufacturer (OEM) drivers.
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Tape Environment

To administer tape backup and restore procedures, you must add the tape server to your
Veeam Backup & Replication console. Adding the tape server to the backup infrastructure makes possible to
transfer data between the disk storage and the tape archive.

=3 =
Al — = B Tapecatalog
[« — | B M koo cataog

Weeam Database
backup server

Backup Windowes ar LN server
repositary

Tape devices

The tape backup and restore process involves the following components:

Veeam Backup Server

The Veeam backup server is the server running Veeam Backup & Replication. Itis the core component in the
backup infrastructure. The Veeam backup server tasks include the following operations:

e Recognizing all tape devices that are connected to it and managing all drives, slots and tapes.
e Administering tape archiving: scheduling and triggering tape jobs and initiating restore tasks.

e Communicating with the Veeam backup database.

Tape Device

When connected to the Veeam backup server, tape devices provide reading and writing capabilities, while all
administration is performed by the Veeam backup server. You can connect multiple tape devices.

Tape Servers

To connect to the tape devices, Veeam Backup & Replication uses tape servers.

The tape server is a backup infrastructure component transferring data between data source and tape device.
The tape server runs Veeam Data Mover that creates a communication point over which the data between the
tape device and backup repositories or file servers is transferred.

The tape server deployment is fully automated: to create a tape server, you must assign the tape server role to a
necessary server in the backup infrastructure. You can create a dedicated tape server or assign the tape server
role to the Veeam backup server.
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Veeam Backup Database

Veeam Backup & Replication catalogs information about all archived data and stores this information in the
Veeam backup database.

The registered tapes stay in the database until you remove the information about them. You can always view
details for each tape, for example, information about backups written to it, even if the tape is not inserted in the
library.

The catalog lets you quickly detect location of the required items on tape. The catalog correlates the archived
files and their restore points to the names of the corresponding tapes, both online or offline, and the names of
the media sets within which the data was written. When you start restoring data, Veeam Backup & Replication
prompts for the tapes you need to bring online. As a result, you can restore data from tape much quicker when
necessary.

Veeam Backup & Replication uses the following catalogs for storing the tape-related data:

e Tape Catalog storesinformation about files/folders archived to tape media with file to tape jobs, as well
as backup files produced by backup to tape jobs. The content of the Tape Catalog can be examined in the
Files view.

e Backup Catalog stores information about machines whose backups are archived to tape media with backup
to tape jobs. The content of the Backup Catalog can be examined under the Backups > Tape nodein the
Backup & Replicationview.

Backup Repositories and File Servers

When retrieving datato back up, or restoring data to disk, Veeam Backup & Replication can connect to any
machine that has been added as a managed server to the Veeam Backup & Replication console.
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Tape Devices Deployment

To connect tape devices to Veeam Backup & Replication, you need to deploy a tape server. Tape servers are
network appliances that connect tape libraries to the Veeam backup server and manage traffic between tape
devices and Veeam backup server. The connected tape devices are recognized by the

Veeam Backup & Replication automatically.

Data Movers

With Veeam Backup & Replication, the data transfer during archiving and restore processes is enabled with
Veeam Data Movers. Veeam Data Movers run on tape servers and other components of backup infrastructure.
They receive tasks from the Veeam backup server and communicate to each other to transfer the data.

Veeam Data Movers are light-weight services that take a few seconds to deploy. Deployment is fully automated:
when you assign a tape server role to a server, Veeam Backup & Replication installs the necessary components
on this server and starts the required services on it.

N
ES

WA
hackup server

© o

Data Data
Mover Mawver

Tape server

Tape dewices
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Connecting Tape Devices

To deploy a tape device, you must perform the following steps:
1. Choose a machine that will act as the tape server. You can choose between the following options:

o Use the Veeam backup server as the tape server. This variant is sufficient for small environments with
low traffic workloads.

o Deploy a dedicated tape server. As a tape server, you can use a Microsoft Windows or Linux server,
physical or virtual, accessible by Veeam Backup & Replication. For the tape server system
requirements, see System Requirementsthe System Requirements section in the
Veeam Backup & Replication User Guide.

A dedicated tape server is recommended for installations with intense data transferring. A dedicated
tape server allows you to manage remote tape libraries.

2. Connect the tape device to the machine that will perform the role of the tape server. You can connect the
tape device in two ways:

o Directly over Fibre Channel (FC), Serial Attached SCSI (SAS), SCSI.
o Remotely with iSCSI (you can use Microsoft iSCSl initiator to establish the connection).

3. Install anappropriate device driver on the tape server.
4. If the medium changer driver is not available, check that the tape device uses native SCSI commands.

Open the Tape Infrastructure view, expand the Libraries node and select the needed library. Click
Properties onthe ribbon. You can also right-click the necessary library in the working areaand select
Properties. Select the Use native SCSI commands instead of Windows driver check box.

HP FASL 53 Series 250 Properties *

General

HP M3L G3 Series 930

Model: HP M5L G3 Series 9.50
Servert 172.24,29,99
Type: Automated

Serial number C44AF9T180

Drivest 4
Slats: 96
Tapes: 5

[] Perform drive cleaning automatically

Use native SCEI commands instead of Windows driver

[] Maintenance made
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IMPORTANT

Only media changers can use SCSI commands. Tape drives must use native OEM drivers.

5. Add the tape server to Veeam Backup & Replication. For more information, see Adding Tape Servers.
Veeam Backup & Replication will automatically scan connected tape devices and display all discovered
tape libraries and tape drives under the Libraries nodein the Tape Infrastructure view. Afterward, the
auto-discovery process will be performed periodically every 3 minutes.

You can connect multiple tape devices to each tape server. The connected tape devices will appear as list under
the Libraries nodein the Tape Infrastructure view.

Veeam Backup & Replication allows deploying multiple tape servers. However, if you have multiple Veeam
backup servers, you cannot connect one tape server to several Veeam backup servers simultaneously.

IMPORTANT

We strongly recommend not to connect each tape device to multiple tape servers at a time, as it may lead
to conflicts.

TIP

If you have several Veeam backup servers, you can easily reconnect a tape server to another Veeam backup
server without reconfiguring the tape device: Veeam backup server will recognize the library settings
automatically. Note that when you reconnect the tape server, the tape jobs will not run with another
Veeam backup server unless you copy the configuration.

Reconnecting Tape Devices to Another Tape Server

You can reconnect your tape devices to another tape server. For example, you can reconnect the tape devices
from the Veeam backup server to a dedicated tape server. To do this, choose a tape server and perform steps for
connecting tape devices above. When you add the new tape server to Veeam Backup & Replication,

Veeam Backup & Replication will recognize the tape devices and all tape device settings.
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Getting Started with Tapes

After you have connected tape devices, you need to complete the following steps:

1.
2.

w

SRS

o

Add a tape server to the Veeam backup server.

Load tapes to the tape device (if not yet loaded) and run the importing procedure for them.
Create one or more media pool or GFS media pool that will be used as targets for tape jobs.
Configure one or more media vaults to conveniently organize offline tapes.

Configure and run backup to tape or file to tape jobs.

Restore virtual machines to infrastructure or both virtual and physical machines to repository, or restore
files from tape.
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Tape Servers

When you have deployed a tape server and connected the tape device to it, you need to add the tape server to
the Veeam backup server. To do so, you must assign the role of the tape server to a Windows or Linux server
that is already added to the list of managed servers.

You can add multiple tape servers to the same installation of Veeam Backup & Replication. But note that you
cannot add one tape library to two different tape servers and write data to it from both tape servers.
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Adding Tape Servers

To add a tape server, follow the next steps:
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Step 1. Launch New Tape Server Wizard

To launch the New Tape Server wizard:
1. Open the Tape Infrastructure view.
2. Do one of the following:
o Inthe inventory pane, right-click Tape Servers and select Add tape server.

o Inthe inventory pane, select Tape Serversand click Add Tape Server onthe ribbon.

o In the inventory pane, select the Tape Infrastructure node and click Add Tape Server inthe working
area.

7

Add Tape Add NDMP A Add Media
Server Server Vault
Manage Tape
Tape Infrastructure
Fl-l- Add Tape Server
4 (% Tape Infrastructure E Veeam Backup & Replication can use any tape device connected fo a Microsoft Windows server in your environment, To register
- MDMP Servers a tape device, add the server it is connected to as a Tape Server. During this process, tape proxy components are deployed to
the selected server, which enables data exchange with the connected tape device.
Last 24 Hours o

J

File to Tape

— File to Tape jobs copy folders and files (selected individually, or using file masks) from file shares or servers to tape. This job type
is intended for copying backup files to tape, and thus works best with fewer of larger files, We do not recommend using this job
type as a general-purpose NAS backup solution for scalability reasons,

Tenant to Tape

Tenant to Tape jobs are designed to copy backups of selected tenants to tape, enabling you to offer Tape as a Service to your
clients, as well as to add another layer of protection to their backups. Unlike File to Tape jobs, this job type integrates with tenant
backup jobs to avoid conflicts due to the concurrent execution.

Restore Tenant from Tape

To restore tenant's backups from tape in the event of cloud repository loss, click Restore button in the ribbon (or just click this
text).

m@ Restore Files from Tape

There are two ways to restore files from tape: launch the designated wizard using the corresponding Home toolbar button (or by
clicking this text), or drill down to the desired file under the Tape node in the Files tab of the management tree,

@ Home

%ﬂ Imeentary

(33 Beckup Infrastructure

Tape Infrastructure
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Step 2. Choose Server

At the Server step of the wizard, choose a physical or virtual server to which the tape devices are connected and
that you want to add as the tape server.

1. From the Choose server list, select the server that you want to add asthe tape server. As a tape server,
you can use a Microsoft Windows or Linux server, physical or virtual, added to the
Veeam Backup & Replication infrastructure. For the tape server system requirements, see the System
Requirements section of the Veeam Backup & Replication User Guide.

o If the devices are connected to the Veeam backup server, select This server. The tape server role will
be assigned to the backup server.

o If the devices are connected to a separateserver, enter the server name. If the server is not added to
Veeam Backup & Replication yet, you can click Add New toadd a new Windows server or Linux server
to the backup infrastructure. To learn how to add those servers to the backup infrastructure, see the
Adding Microsoft Windows Servers and Adding Linux Servers sections of the
Veeam Backup & Replication User Guide.

2. Inthe Description field, provide a description for future reference.

s

Fews Tape Server

Server
Choose a server to install tape server components on, You can select Microsoft Windows or Linux servers added to the managed

|E servers tree in the console,
Lo
Add Meww...,

172.24.20.09 (Tape Server) ~
Traffic
Description:
Rewieu Tape Server]
Apply
Surmrmary

< Previaus Finish Cancel
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Step 3. Configure Traffic Throttling Rules

At the Trafficstep of the wizard, configure throttling rules to limit the outbound traffic rate for the tape server.
Throttling rules will help you manage bandwidth usage and minimize the impact of tape jobs on network
performance. For more information, see the Veeam Backup & Replication User Guide, section Enabling Traffic
Throttling.

The list of throttling rules contains only those rules that are applicable to the tape server you are adding. The
rule is applied to the tape server if its IP address falls under the source IP range of the rule. To view the rule
settings, select it in the list and click the View button on the right.

You can also open global throttling settings and modify them directly from the wizard by clicking Manage
network traffic throttling rules at the bottom of the window.

Mew Tape Server X
Traffic

Fewieny the netuark traffic rules that apply to this server,
ElS]
L

Metweork traffic rules control encreption and throttling of network traffic based on the destination,
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule,

_ The following netwark traffic rules apply to this proxe

Server

. Marne Encryption  Throttling Tirne period Wignr
Reni e
Internet Enabled Disabled
Apply
Surmrmary

fanage network traffic rules

< Previaus Finish Cancel
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Step 4. Review Components

At the Review step of the wizard, Veeam Backup & Replication will display the list of components required for
work of the tape server:

e Veeam Transport

e Veeam Tape service

If any of them is missing, Veeam Backup & Replication will automatically install them on the selected server.

Mew Tape Server X
Review
Rewien the settings, and click &pply to continue,
S[ao]
L
SETVET Tape serser settings:
Server narmet 172.24.29.99
Traffic Server type: Virtual (YMware)
Apply
Surmrmary

The following components will be processed on 172,24,29,9%

Component name Status
Transport already exists
Tape Proxy already exists

< Previous Apply Finish Cancel
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Step 5. Assess Results

At the Apply step of the wizard, Veeam Backup & Replication will add the tape server to the backup
infrastructure in the real time mode.

If Veeam Backup & Replication detects an unknown media changer, the message will appearin the Message
area.

Mew Tape Server X

Apply
Please wait while wee are installing and configuring required cormponents, this may take a few minutes,
= L

Sy Message Duration

T Starting infrastructure item update process 0002
Connecting to YWeeam Installer service

Resiews Discovering installed packages

Registering client backupsrQfor package Transport

_ Registering client backupsr0for package Tape Procgy

Discovering installed packages
Summary All required packages have been successfully installed

Setting tape service owner

Creating configuration database records for tape sercer

Collecting tape libraries info 00012

Tape server created successfully

< Previaus Finish Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, finalize the procedure of the tape server configuration. Review details of the
added tape server.

To inventory tape libraries connected to the tape server, select the Start tape libraries inventory when I click
Finish check box. Veeam Backup & Replication will start the inventory process when you finish working with the
wizard. If you do not enable this option, you will have to inventory tape libraries manually. For more
information, see Inventorying Tapes.

Mew Tape Server X
Summary

F Rewieww the results, and click Finish to exit the wizard.

=

L
Seprver Summary:
Tape server has been created successfully

Traffic

Rewiews

Apply

Start tape libraries inventory when | click Finish

£ Previous Mext = Cancel
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Removing Tape Servers

To remove a tape server:
1. Open the Tape Infrastructure view.
2. Select the Servers nodein the inventory pane.

3. Select the tape server in the working area and click Remove Tape Server onthe ribbon. You can also right-
click the necessary tape server in the working area and select Remove.

When you remove a tape server, Veeam Backup & Replication unassigns the tape server role from it, so it is no
longer used as a tape server. The actual server remains connected to Veeam Backup & Replication.

Limitations for Removing Tape Servers

You cannot remove a tape server while tape jobs are running. Before you remove the tape server, stop all tape
jobs.

Backup and Replication

Tape Server

Add Tape EditTape Remove  Rescan Upgrade
Server  Server Tape Server
Manage Tape Servers Actions

Tape Infrastructure Q) Type in an object name to search for

4 (7 Tape Infrastructure Mame T Host Description
i@ Media Paols !,,_—L!_ng‘za,zg‘gg Z
P 2l

“El Tape Servers

[T NDMP Servers

> (&) Libraties X
4 [% Last 24 Hours =
[ Success

— Tape Server

Upgrade...

Rernowe

Properties..

@ Home

E'I
@:! Imeentary

(?E"g Backup Infrastructure

Tape Infrastructure
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Updating Tape Servers

Every time you launch Veeam Backup & Replication, it automatically checks if the components installed on
managed servers are up to date. You will be unable to work with tape libraries that are connected to the
outdated servers.

If there is a later version of a component available (usually, if you have upgraded Veeam Backup & Replication),
the Components Update window will be displayed, prompting you to update components on managed tape
servers.

You can also open the Components Update window by doing one of the following:
e Open the main menu and select Upgrade from the main menu.
e Open the Tape Infrastructure view, select the Servers node and click Upgrade onthe ribbon.

e Open the Tape Infrastructure view, right-click the necessary tape server in the working area and select
Upgrade.

If components on all managed servers are up to date, the Upgradeitem will be disabled.

The Components Update section lists tape servers that have outdated components deployed. To see the current
and the latest available versions for deployed components, select a server in the list and click Details. Select
check boxes next to servers for which you want to upgrade components and click Apply.

*

Components Update

Servers
I Select servers to update product’'s components on, Consider removing servers which are currently down or unreachable from
selection, Update process will not reboot the updated server,

Server Upgrade required Details..,

Update shelltech.local Tape Proxy _
Refresh

Select all

Clear All

< Presious Spply Finish Cancel

i
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Rescanning Tape Servers

Veeam Backup & Replication automatically rescans the tape servers every 3 minutes. During the rescan,
Veeam Backup & Replication updates the list of managed tape devices. You can perform manual rescan of a tape
server, for example, if you want to implement the changes made to the tape infrastructure immediately.

To rescan a tape server:
1. Open the Tape Infrastructure view.
2. To rescanall tape servers, right-click the Servers nodeand select Rescan.

3. To rescana selected tape server, select the Servers nodein the inventory pane. Select the necessary
server in the working area and click Rescan on the ribbon. You can also right-click the necessary server in

working area and select Rescan.

Backup and Replication

Tape Server

B X K

Add Tape Edit Tepe Remove  Rescan Upgrade
Server  Server TapeServer

Wanage Tape Servers Actions
Tape Infrastructure Q) Type in an object name to search for
4 (% Tape Infrastructure Name * Hast Description
>l Media Pools o 172.24.29.99

B Rewean Tape Server
Upgrade., ¥

11 Tape Servers
NDMP Servers

> &) Libraries I Remove
4 [3 Last 24 Hours [#]  Properties..,
[ Success
@ Home

E'-
@:! Inventary

(33 Beckup Infrastructure

Tape Infrastructure
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Modifying Tape Servers

To edit settings of an added tape server:
1. Open the Tape Infrastructure view.
2. Select the Servers nodein the inventory pane.

3. Select the necessary server in the working area and click Edit Tape Serveron the ribbon. You can also
right-click the necessary server in working areaand select Properties.

4. Then edit the tape server settings as required.

Tape Server

B X K

Add Tape Edit Tape  Remove  Rescan Upgrade

Server  Server Tape Server
Manage Tape Servers Actions
Tape Infrastructure Q Type in an object name to search for
4 (7 Tape Infrastructure Mame T Host Description
> @l Media Pools [ 172.24.20.09 2 Rescan Tape Server
11 Tape Servers = T
(] MDMP Servers pLIR
= . Remove
> @) Libraries
4 (B Last 24 Hours [ Properties.. 1]
[ Success
@ Home

E'-
@J Inventary

(33 Beckup Infrastructure

Tape Infrastructure
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Replacing Tape Servers

You can replace the tape server with another tape server and continue to use the existing libraries and tapes
with it.

To correctly replace a tape server:

1. Physically disconnect libraries from the old tape server or disable the tape changer device and drives in
the Device Manager on this tape server.

2. Remove the old tape server from the tape infrastructure, as described in Removing Tape Servers.

3. Add anew tape server, as described in Adding Tape Servers.
4. Connect your existing tape devices to the new tape server, as described in Connecting Tape Devices.

All the information about existing tapes will be preserved after switching to the new tape server.
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Tape Libraries

All tape libraries and standalone tape drives managed by Veeam Backup & Replication are shown in a list under
the Libraries nodein the Tape Infrastructure view. All connected devices are discovered automatically during
the rescan procedure. When you add a new tape device to the tape server, it appearsin your console after
rescanning.

To view properties of a tape device, open the Tape Infrastructure view, expand the Libraries node and select the
needed item. Click Properties on the ribbon. You can also right-click the necessary device in the working area
and select Properties.

Select the Perform drive cleaning automatically check box if you want Veeam Backup & Replication to manage

the tape library drive cleaning. For more information about automated drives cleaning, see Automated Drive
Cleaning.

[Available if the library is connected to a Windows-based tape server] Select the Use native SCSI commands
instead of Windows driver check box if your library is an unknown media changer. For more information about
unknown media changers, see Supported Devices and Configuration.

HP M5L G3 Series 350 Properties *

General

HP k5L G3 Series 9,50

Model: HP M5L G3 Sernes 9.50
Server 172.24,29.99
Type: Automated

Serial number: D44AFAT160

Drives: 4
Slots: 06
Tapes: 5

[] Perform drive cleaning automatically

[7] Use native 5CS1 commands instead of Windows driver

["] Maintenance mode
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Rescanning Tape Devices

You can rescan a selected tape library or standalone tape drive to update its network status.
To rescan a tape device:
1. Open the Tape Infrastructure view.

2. Select the Libraries nodein the inventory pane.

3. Select a necessary item in the working areaand click Rescan Library onthe ribbon. You can also right-click
the necessary device in the working area and select Rescan library.

Tape Library

Inventory Catalog Import Maintenance Remove  Rescan Rename St Propertics
Library Library Tapes  Mode  Library  Library Library Location =
Manage Library Tools Library Info
Tape Infrastructure
Marne Type Server

g eries 0.
>l Media Pools i
i Tape Servers HP MSL 63 Series 850 B Inventory library
(] MDMP Servers EE Catalog library
4 5 Libraries @ importapes
> HP MSL G3 Series 9.50 N
> HP MSL G3 Series .50 [y Rename
> HP RASL G3 Series 9.50 Library raintenance
> [3 Last 24 Hours Rernave library
Q@  Location 3
7 Properties

A Home
E'-
@J Inventary

(33 Beckup Infrastructure

Tape Infrastructure
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Renaming Tape Devices

The Veeam backup console shows all tape libraries and standalone tape drives under the list of libraries. By
default, the connected devices are shown with their production model names. For clearer visibility, you can
rename them.

To rename a tape device:
1. Open the Tape Infrastructure view.
2. Select the Libraries nodein the inventory pane.

3. Select a necessary item in the working areaand click Rename Library onthe ribbon. You can also right-
click the necessary device in the working area and select Rename.

3ackup and Replication

Tape Library

Inventory Catalog Import Maintenance Remove Rescan Rename St Properties
Library Library Tapes  Mode  Libray  Library Library Location -
Manage Library Tools Library Info
Tape Infrastructure
Hame Type Server

4 (7 Tape Infrastructure
> @)l Media Paols
5] Tape Servers

HP MSL 63 Series 950
HP MSL G3 Series 850
HP MSL G3 Series 8,50

Open
] Rescan library

EL  inventory library

; IE:::;‘ENE” ER  Catalog library
) & import tapes

> HP MSL G3 Series .50

> HP MSL G3 Series .50

> HP MSL 63 Series .50
> [ Last 24 Hours

[ Rename
Library maintenance

Remove librany
©Q  Location »
] Properties

A Home

E'I
@:! Imeentary

(?E"g Backup Infrastructure

Tape Infrastructure
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Removing Tape Devices

If you want to stop using a tape library or standalone tape drive, you can remove it from your Veeam backup
console.

Consider the following limitations:

e Only devices in the offline status can be removed. To remove a tape device, you need to physically
disconnect it from the tape server first. Otherwise, the tape device will be discovered during the next
rescan and reappearin the Libraries list. Alternatively, you can remove the tape server to which the tape
device is connected.

e You cannot remove the tape device that is used in a media pool. Remove the device from all media pools
first.

To remove a tape device:
1. Disconnect the tape device or the tape server.
2. Open the Tape Infrastructure view.
3. Select the Libraries nodein the inventory pane.

4. Select a necessary item in the working areaand click Remove Library on the ribbon. You can also right-
click the necessary device in the working area and select Remove library.

5. Inthe displayed dialog box, click OK to confirm deletion.

TIP

If you remove the tape server, the tape devices remain connected to it. You can connect the tape server
back to your console. In this case, Veeam Backup & Replication will recognize all tape devices that were
previously added to it with tapes and media pools (in case they remain in the Veeam database).

You can also connect the tape server to another Veeam backup server. Veeam Backup & Replication will
recognize the tape devices automatically, however you will need to create the media pools anew.

n Backup and Replication

Tape Library

RER K X9 9

Inventory Catalog Import Maintenance Remove = Rescan Rename St Properties
Library Library Tapes  Mode  Library  Library Library Location -

Manage Library Tools Library Info

Tape Infrastructure
Narne T

4 (% Tape Infrastructure P18 ) Saitep LD Open
> Media Pools HP MSL 63 Series 850 & & o
= . 2] Rescan library
HP MSL 3 Series 8,50
NDMP Servers B
L B B Inventory library
ity [ Catang library
4 5 Offline Tapes (3) ‘
+ [E] HPMSL 63 Series 950 &' Import tapes
» HP MSL 63 Series .50 [y Rename
> HP MSL G3 Series .50 Library maintenance
* [ Last 24 Hours 50 Remove librany
@ Location 3
7] Properties
@ Home

E'I
@:! Imeentary

(33 Beckup Infrastructure

Tape Infrastructure
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Replacing Tape Devices

You may want to stop using a tape library or a standalone tape drive, for example, because of breakdown or low
efficiency, and replace it with a new tape device. To replace the device seamlessly and continue using the tapes
within the same media pool, follow the instructions below.

To replace a tape device:
1. Connect the new tape device to the tape server. For more information, see Connecting Tape Devices.

2. Add the tape device to the media pool to which the old tape device was added. Open the media pool
settings and go to the Tapes step of the wizard. For more information, see Modifying Media Pools. If the
old tape device was added to several media pools, add the new tape device to the same media pools.

3. Remove the old tape device from the media pools. To do that, click Manage, select the tape, click Remove.
If the old tape device was added to several media pools, remove the tape device from all of these media
pools.

4. Disconnect the old tape device from the tape server.

5. Remove the old tape device from Veeam Backup & Replication. For more information, see Removing Tape
Devices.

6. Make sure that you do not remove the offline tapes from Veeam Backup & Replication.
7. Offload the tapes from the old tape device and load them to the new tape device.
8. Rescan the tape device.
To replace a standalone tape drive:
1. Offload the tape from the old standalone tape drive if it was loaded.
2. Add a new standalone tape drive.
3. Disconnect the old tape drive.

4. Add the tape device to the media pool to which the old tape device was added. Open the media pool
settings and go to the Tapes step of the wizard. For more information, see Modifying Media Pools. If the
old tape device was added to several media pools, add the new tape device to the same media pools.

5. Remove the old tape device from the media pools. For more information, see Removing Tape Devices.
Veeam Backup & Replication prompts to select a new tape drive.

6. Select the new tape drive.
The tapes in the media pool will now be associated with the new tape drive.

7. Repeat the procedure for each media pool where the old tape drive was used.

As a result, the tapes remain in the same media pools and the datais intact.
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Loading Tapes
When you need to add free tapes, or if you need to restore data from offline tapes, you need to load these tapes

into your tape device.

When you load tapes into the tape device, Veeam does not recognize them automatically. To start using tapes,
you need to introduce them to Veeam Backup & Replication by running the importing procedure (Tape
Infrastructure view > Libraries node > right-click L/braryName > Import tapes). The importing procedure conveys
the tapes from the mail slot to the library working slots, scans them and sends information about them to
Veeam backup database. After importing, Veeam Backup & Replication can use the tapes to read or write data.

Importing runs differently for tapes that are registered in the local Veeam backup database and those that are
not. Choose an appropriate procedure for the following tapes:

e Loading Empty Tapes
e Loading Tapes Written on This Backup Server

e Loading Tapes Written on Another Veeam Server

Related Topics

Loading Tapes Written with 3rd-Party Backup Solution

Loading Empty Tapes

To load empty tapes, perform the following steps:
1. Load the tapesinto the mail slot or directly into the tape library magazine.

2. Ifyou loaded the tapesto the mail slot, import the tapes. To do this, open the Tape Infrastructure view,
expand the Libraries node and select the library to which you have loaded the tapes. Click Import Tapes on
the ribbon. You can also right-click the necessary libraryin the working area and select Import Tapes.

3. Ifyou loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan Library
on the ribbon. You can also right-click the necessary library in the working areaand select Rescan library.

4. The tapes will appear in the Unrecognized media pool.
5. Right-click the tapes and select Inventory.
6. The tapes will be moved to the Free media pool.

If you want to refill the free tape resources in your tape device, you can overwrite tapes containing outdated
Veeam archives. For more information, see Importing Tapes Written on This Backup Server.

TIP

To understand which of the tapes can be overwritten, you can check their expiration date. In the Tape
Infrastructure view, open the Media Pools node and select the media pool that you want to replenish.
Check the Expires in field in the working area. You can sort the tapes by the expiration date and get the list
of tapes that can be reused.
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Loading Tapes Written on This Backup Server

If the tapes that you load were written on the same Veeam backup server, the Veeam backup database has
information about them. The procedure is different for tape libraries depending on whether they support
barcodes or not.

Loading Tapes with Barcodes

To load tapes with barcodes written in the same tape library:

1.

2.

Load the tapes into the mail slot or directly into the tape library magazine.

If you loaded the tapesto the mail slot, import the tapes. To do this, open the Tape Infrastructure view,
expand the Libraries node and select the library to which you have loaded the tapes. Click Import Tapeson
the ribbon. You can also right-click the necessary libraryin the working area and select Import tapes.

If you loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan Library
on the ribbon. You can also right-click the necessary library in the working area and select Rescan library.

Veeam Backup & Replication will automatically move the tapes to their parent media pools. You canstart
working with them.

Moving Tapes with Barcodes Between Libraries

We strongly recommend that you do not move tapes with barcodes written in one library to another library, as
that can result in various errors and return messages about barcode duplicates.

If you cannot avoid moving tapes with barcodes between the libraries, make sure you perform all the following
steps:

1.
2.

Unload the tapes from the mail slot or from the magazine of the tape library.

Rescan the library that you remove the tapesfrom. To do this, open the Tape Infrastructure view, expand
the Libraries node and select the library that you remove the tapes from. Click Rescan Library onthe
ribbon. You can also right-click the necessary library in the working area and select Rescan library.

Remove the tapes from the catalog. To do this, navigate to the list of tapes either under the Media Pools
node or under the Libraries > LibraryNamenode > Media > Offline node. Select offline tapes you want to
remove from the catalog and click Remove from Catalog on the ribbon. Alternatively, you can right-click

selected tapes and choose Remove from Catalog from the shortcut menu. In the opened dialog box, click
Yes toconfirm removal.

Load the tapes into the mail slot or directly into the magazine of the tape library that you move the tapes
to.

Catalog the loaded tapes in the new library. To do this, navigate to the list of tapes either under the Media
Poolsnodeor under the Libraries > LibraryNamenode > Media node. Select the necessary tapes in the list
and click Catalog onthe ribbon. Alternatively, you can right-click the selected tapes and choose Catalog.

6. Veeam Backup & Replication addsthe tapes to the new library. You can start working with them.

Loading Tapes without Barcodes

To load tapes without barcodes:

1.

Load the tapes into the mail slot or directly into the tape library magazine.
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2. Ifyou loaded the tapesto the mail slot, import the tapes. To do this, open the Tape Infrastructure view,
expand the Libraries node and select the library to which you have loaded the tapes. Click Import Tapes on
the ribbon. You can also right-click the necessary libraryin the working area and select Import tapes.

3. Ifyou loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan Library
on the ribbon. You can also right-click the necessary library in the working areaand select Rescan library.

4. The tapes will appear in the Unrecognized media pool.
5. Right-click the tapes and select Inventory.

6. Veeam Backup & Replication will move the tapesto their parent media pools. You can start working with
them.

Note that if the tapes are expired, they will be overwritten by tape rotation scheme set for the tapes' parent
media pool.

Loading Tapes Written on Another Veeam Server

Veeam Backup & Replication supports restoring data from tapes that were recorded on another Veeam backup
server. To read data from such tapes, Veeam Backup & Replication must first catalog the tapes and store the
information about them to the Veeam backup database.

To load tapes written on another Veeam backup server, follow the next steps:
1. Load the tapes into the mail slot or directly into the tape library magazine.

2. Ifyou loaded the tapesto the mail slot, import the tapes. To do this, open the Tape Infrastructure view,
expand the Libraries node and select the library to which you have loaded the tapes. Click Import Tapeson
the ribbon. You can also right-click the necessary libraryin the working area and select Import Tapes.

3. If you loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan Library
on the ribbon. You can also right-click the necessary library in the working area and select Rescan library.

4. The tapes will appear in the Unrecognized media pool.
5. Right-click the tapes you want to import and select Catalog.

6. The tapes will be moved to the Imported media pool. The Imported media pool will be created
automatically. When the tapes are imported, you can view and restore data written to them.

Loading Tapes Written with 3rd-Party Backup Solution

Veeam Backup & Replication does not support backups written with another backup solution even if they are
written in the supported format.

IMPORTANT

You cannot restore data written with 3rd-party tape recording solutions.

If the tapes written with another backup solution contain valuable data, do not run any procedures against
them, for example, inventory or catalog. Veeam Backup & Replication recognizes such tapes as writable and may
use them for Veeam tape jobs.

If you do not need the dataon these tapes, you can erase them and use for writing data with
Veeam Backup & Replication.
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To eraseand re-use tapes containing non-Veeam data:

1.

2.

Load the tapes into the mail slot or directly into the tape library magazine.

If you loaded the tapesto the mail slot, import the tapes. To do this, open the Tape Infrastructure view,
expand the Libraries node and select the library to which you have loaded the tapes. Click Import Tapes on
the ribbon. You can also right-click the necessary libraryin the working area and select Import Tapes.

If you loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan Library
on the ribbon. You can also right-click the necessary library in the working area and select Rescan library.

The tapes will appear in the Unrecognized media pool.

Select tapes you want to erase and click Erase on the ribbon. Alternatively, you can right-click selected
tapes and choose Erase.Choose Short erase and click OK. For more information, see Erasing Tapes.

The tapes will be moved to the Free media pool.
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Inventorying Tapes

When you load new tapes in your tape device for the first time, these tapes are presented to

Veeam Backup & Replication as Unrecognized. To identify unrecognized tapes, you need to run tape inventory

job against them.

Tape inventory job is a comparatively fast process of reading metadata written on tape with the aim of detecting

name of the media set and the sequence number for the tape. Tape inventory jobs helps

Veeam Backup & Replication identify empty tapes and detect non-empty tapes belonging to specific media set.

You can perform tape inventory for a whole tape library or run the job against selected tapes only.

Inventorying Tape Libraries

To inventory a whole tape library:

1. Open the Tape Infrastructure view.

2. Expand the Libraries node and select the library you want to inventory.

3. Click Inventory Library on the ribbon. Alternatively, you can right-click the tape library and select

Inventory library fromthe drop-down menu. Veeam Backup & Replication will perform inventory for all

online tapes in the library.
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Inventorying Tapes

To inventory selected tapes:

1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries > LibraryNamenode >

Media.
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3. Select the necessary tapes in the list and click Inventory on the ribbon. Alternatively, you can right-click
the selected tapes and choose Inventory.

The inventory log will display job session results. To access the inventory session details, you can open the
History view and locate the necessary session under the Jobs > Tape node.
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Inventory Results

After the inventory, Veeam Backup & Replication places tapesin predefined pools:

e Empty tapes are moved to the Free pool. You can use these tapes for archiving backups and files.

e Tapes that contain data written on another Veeam backup server remain in the Unrecognized pool.
Veeam Backup & Replication displays the detected media set name and sequence number for these tapes.
If you want to restore data from a specific media set, you need to run the tape catalog job for all tapes in
this media set.
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Cataloging Tapes

Cataloging tapes is required for tapes that contain some data but are not registered in the Veeam database. For

example, cataloging is required for tapesthat were written on another Veeam backup server. After the
cataloging procedure, you can restore data from the tapes.

When a catalog job is performed, Veeam Backup & Replication first performs tape inventory, reads the

information about backup contents on tape from the tape catalog information, scans tape contents and updates

the database with details of new detected backup sets.

You can perform tape catalog job for a whole tape library or for selected tapes.

Cataloging Tape Libraries

To catalog a whole tape library:
1. Open the Tape Infrastructure view.

2. Expand the Libraries node and select the library you want to catalog.

3. Click Catalog Library onthe ribbon. Alternatively, you can right-click the tape library and select Catalog
library.
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Cataloging Tapes

NOTE

We recommend to catalog in one session all the tapes written within the same backup set. Otherwise (if
cataloging not all the tapes, or cataloging them in different sessions), not all the data may be correctly

imported into the databaseand Veeam Backup & Replication may require cataloging the same tapes again.
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To catalog selected tapes:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries > LibraryNamenode >
Media.

3. Select the necessary tapes in the list and click Catalog on the ribbon. Alternatively, you can right-click the
selected tapes and choose Catalog.

The catalog log will display job session results. To access the catalog session details, you can open the History
view and locate the necessary session under the Jobs > Tape node.
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Cataloging Tips

Rescanning of tapes during the catalog job may take a lot of time. To speed up the cataloging process, you can
do one of the following:

e  First, run inventory job to identify tape media sets and decide which tapes you want to catalog. Run the
catalog job only against tapes in the necessary media set.

e If you work with a tape library, you can run the catalog job against the whole media set at once.

e If you work with a standalone drive, start cataloging from the last tape in the media set (as this tape
usually stores on tape catalog information).

System Requirements for Large Number of Files on Tape

If the tape backup contains a large quantity of files, for example, more than 1 000 000 files in 1 000 folders,
you must provide the following system resources:

e Backup server: 1.3 GB RAM per each 1 000 000 files
e Tapeserver: 800 MB RAM per each 1 000 000 files
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Automated Drive Cleaning

You can instruct Veeam Backup & Replication to automatically clean the tape library drives.

Assigning the automated cleaning to Veeam Backup & Replication prevents possible overlapping of cleaning
tasks and tape jobs. Such overlapping may cause tape jobs failures.

To instruct Veeam Backup & Replication to automatically clean the drives:
1. Open the Tape Infrastructure view.

2. Expand the Libraries node and select the needed library. Click Properties on the ribbon. You can also right-
click the necessary libraryin the working area and select Properties.

3. Inthe Properties window, select the Perform drive cleaning automatically option.

HP kASL 53 Series .50 Properties x
General
HP M50 G3 Series 9,50
Model: HP M5L G3 Series 9.50
Weearm Backup and Replication X
1 Please be sure that autormnated cleaning is disabled in your tape library

- settings to avoid cleaning processes overlap.

Tapes: 5

[] Perform drive cleaning automatically

[ Use native SC51 commands instead of Windows driver

[] Maintenance mode

CK Cancel

IMPORTANT

If you enable the automated drive cleaning option in Veeam Backup & Replication, make sure that you
disabled the drive cleaning tasks on your tape library device.

How It Works

Veeam Backup & Replication cleans the drives at the beginning of backup to tape jobs or file to tape job run. The
cleaning is not performed during other tape operations such as, for example, cataloging or export.

To clean the drives automatically, Veeam Backup & Replication performs the following actions:
1. The tape library alerts Veeam Backup & Replication on a drive that requires cleaning.

2. Veeam Backup & Replication waits for a tape job to start.
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3. When the tape job locks necessary drives for writing data, Veeam Backup & Replication checks which of
them requires cleaning.

4. Veeam Backup & Replication ejects the tape from the drive, inserts a cleaning tape and performs the
cleaning.

5. Veeam Backup & Replication ejects the cleaning tape and inserts the tape that was reserved for the tape
job.

6. The tape job writes the dataon tape.
The cleaning process usually takes several minutes.

The cleaning tapes are located in the Unrecognized media pool. The worn-out cleaning tapes are moved to the
Retired media pool automatically.

If a tape job locks multiple drives simultaneously for parallel processing, and one or more drives require
cleaning, all drives wait until the cleaning is finished. After cleaning, all drives start writing simultaneously.

The automated drive cleaning does not affect creation of media sets.

Limitations for Automated Drive Cleaning

Consider the following limitations for automated drive cleaning:
e You cannot enable the automated drive cleaning on standalone tape drives.

e You cannot start the drive cleaning manually with Veeam Backup & Replication. The drive cleaning is fully
automated.
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Switching Libraries to Maintenance Mode

There can be situations where you need to lock a tape library or a standalone tape drive from being used by
Veeam Backup & Replication, for example, to provide maintenance services to them.

Before switching the tape library to the maintenance mode, consider the following:
e You cannot enable the maintenance mode for the tape library if jobs that use it are running.

e After you enable the maintenance mode for the tape library, all jobs that use it will fail with an error when
starting.

To switch a tape library to the maintenance mode:
1. Open the Tape Infrastructure view.
2. Navigate to the list of tape libraries under Libraries.

3. Select a tape library you want to switch to the maintenance mode and click Maintenance Mode on the
ribbon. Alternatively, you can right-click the selected tape library and select Library maintenance fromthe
drop-down menu. Or you can open the tape library properties and select the Maintenance mode check
box.

The tape library will stay in the maintenance mode until you manually disable it by performing the same actions
like you did when enabling it.

After you disable the maintenance mode, Veeam Backup & Replication automatically starts a discovery job.
However, it does not apply to standalone tape drives. To discover standalone drives, manually rescan the tape
server, as described in Rescanning Tape Servers.
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Tape Drives

Drives of each connected library or standalone tape device are displayed in the Tape Infrastructure view under
the Libraries > LibraryNamenode > Drives.

To view the drives properties, select Drives under the needed library. View the list and a short description of the
drives in the working area. To view detailed information on a drive or to change its settings, click Properties on
the ribbon. You can also right-click the necessary drive in the working area and select Properties.

To set block size for the drive manually, select a value from the Block size listin the drive properties.

NOTE

Veeam Backup & Replication uses uniform block size. Drive that is set manually to a particular block size
may fail to read tape that was written with another block size. For more information on tape block size, see
Supported Devices and Configuration.

To disablea drive, clear the Enabled check box in the drive properties. To set the drive into working mode again,
select the Enabled check boxs. You can disable a drive, for example, for maintenance. When you disable a drive,
the library does not use this drive for read/write operations. If the library has multiple drives, other drives will
be used for the read/write operations.

Drive 2 {Server; 172,24,29.99, Librany: HP MSL G3 Series 9,50, Drive 10: Tap..
General

=] - a7 A - o -

Drive 2 (3erver: 172.24,29.99, Liorary: HP M5L G3 Series 9.50....
Model: HPE Ultrium 8-5CSI
Server 172.24,29.99
Address: 1
Location: HP M5L G3 Series (automated tape library)
Dewvice: Tapel
Serial nurmber: C44AFOT 162
State: Empty
Block size: 65536 v

Enakled
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Tapes

All tapes managed by Veeam Backup & Replication belong to one of media pools. Generally, the new tapes are

in the Free media pool. Tapes that were written by tape jobs stay in the media pools that are targets to these
tape jobs.

If you offload tapes from your tape device, their status changes to Offline, but they stay visible in the console.

Tape media in Veeam Backup & Replication are displayed in the Tape Infrastructure view, either under the Media
Poolsorunder the Libraries > LibraryNamenode > Media. You can work with both online and offline tapes:

e Tapes that are currently loaded to the tape device are available under the Online node.
e Tapes that have been unloaded from the tape device are shown under the Offline node.
NOTE

Before you start to use tapes loaded into the mail slot and tapes recently created in the virtual tape library
(VTL), import them. To do that, open the Tape Infrastructure view, in the inventory pane click the Libraries
node, select the required library, right-click it and select Import tapes.

All tapes are grouped to service or user-created media pools available under the Tape Infrastructure > Media
Poolsnode. You can also view tapes under the Tape Infrastructure > Libraries > LibraryNamenode > Media.

Veeam Backup & Replication can use only online tapes for backup to tape and file to tape jobs.
If you work with a standalone tape drive and all its tapes are offline, Veeam Backup & Replication will display a

message informing that you need to insert a tape into the drive. At the same time, Veeam Backup & Replication
will hint what tape has been recently used for archiving.
You can insert any tape into the tape drive:

e If the tape you have inserted is registered in the Veeam backup databaseand the current media set can
still be used, Veeam Backup & Replication will continue writing to this media set and append the new
content to the content recently written on the tape.

e If the tape you have inserted is not registered in the Veeam backup database, it will be processed
according to the following algorithm:

o A new empty tape will be placed to the Free media pool and used for writing data.

o A tape containing any data written on another Veeam backup server or with another tape backup
solution will be placed to the Unrecognized media pool. You need to catalog such tapes.
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Viewing Tape Properties

You can view properties of each tape registered in Veeam database. The tapes may be online or offline. The
Properties window shows location, capacity, name and other properties of the selected tape.

Tape Capacity

The capacity of the tape is identified by the tape device where the tape is located. You can also view the
capacity of a tape in your tape device console (or in the Microsoft Windows Device Manager for tapes that are in
drives).

Tape Name

The name of the tape is generated automatically during tape importing. If your tape device supports barcodes,
Veeam Backup & Replication will use the barcodes to identify the tapes and display the barcode as the Name
property of the tape. If a tape does not have a barcode, Veeam Backup & Replication will automatically create
the tape name using the pattern'7ape V.

IMPORTANT

"CLN" and "CLR" prefixes are reserved for cleaning tapes. Veeam Backup & Replication regards tapes with
such prefixes as cleaning tapes.

Make sure that the regular tapes intended for writing data do not have barcodes starting with "CLN" or
"CLR". If they do, rename the tapes and inventory the tape library.

If necessary, you can change the name of a tape:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online/Offline.

3. Select the tape you want to rename and click Properties onthe ribbon. Alternatively, you can right-click
the tape and select Properties.

4. Change tape name and description as required.

5. Click OK to save changes.

NOTE

If you manage several tape libraries on the same Veeam backup server and use barcodes to identify tapes in
these libraries, make sure that all barcodes are unique. If some tapes have identical barcodes,
Veeam Backup & Replication may fail to manage them correctly.

Tape Usage Statistics

Tapes wear off gradually every time they are rewritten. When a tape reaches the maximum times of reuse (set
by manufacturer), the tape becomes retired. Veeam Backup & Replication automatically moves retired tapesto
the Retired media pool. For more information, see Service Media Pools.
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Veeam Backup & Replication creates tape usage statistics for each tape based on read and write activity and the
size of the tape. When Veeam Backup & Replication selects a tape for a job, it considers the tape usage statistics
among other criteria. For a job, a tape with minimal usage is selected.

You can view the tape usage statistics in the Wear field of the Tape Properties window.

SMWOIHCO02 Properties bt

General |Jobs

(o] | SWOHC002

Tapes: SWOHC002

Libirarye HE MS5L G2 Series (automated library)
Location: Slot 2

Media poal: Free

Capacity 40 GB free of 40 GE

\Wear A

Block size: 65536

Load cycles: NEE

W CIRRA: False

Description:

For cleaning tapes, you can view the remaining cleaning cycles in the Wear field of the Tape Properties window.

CLMUZ4LT Properties *

General |Jobs

OO || CLNU34LT
|

Barcode: CLMU34LT

Librany: IBM 3573-TL (automated library)
Location: Slot 1

Media pool: Unrecognized

Capacity: OB freeof 0B

Wean: 16 cleaning cycles left

Block size: 0

Load cycles: 40

WORM: False

Description:
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Viewing Data on Tapes

To view data contents that is currently stored on tape:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select the necessary tape and click Properties onthe ribbon. Alternatively, you can right-click the tape
and select Properties.

4. Open the Filestab.

You will see a list of protected hosts, repository servers and file shares where the contents of the tape originate
from. Under each name, you will see folders and files that the selected tape stores.

SUEAALO0T Properties *

General | Files

4 HEI Bekpsrvl2techlocal
=3 Lacal Disk (£

4 WileservDS\documents

A |E] “WhileservD 5 Documents
P 2022
Pricelists

Pricelists_RESTORED_20220819_053422

0K Cancel
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Removing Tapes from Catalog

If you do not want to store information about a tape and contents on this tape in Veeam Backup & Replication
database, you can remove the tape from the catalog. For example, you can perform removal from catalog if a
physical tape no longer exists, and the tape should no longer be displayed among media in the

Veeam Backup & Replication console.

You can remove only tapesthat are offline.

To remove one or more tapes from the catalog:

1.

2.

4.

nventory Catalog | Restore Verify Cop
Import Media

Tape Infrastructure

4 (7 Tape Infrastructure

Open the Tape Infrastructure view.
Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Offline.
Select offline tapes you want to remove from the catalog and click Removeonthe ribbon. Alternatively,
you can right-click selected tapes and select Remove from catalog from the shortcut menu.
In the opened dialog box, click Yes to confirm removal.

IMPORTANT

You cannot remove protected tapes from the catalog. To remove such tapes, you need to switch the
protection off first.
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Erasing Tapes
If you do not need the contents stored on tape, you can erase tapes. Veeam Backup & Replication supports two

options for erasing data:

e Shorterase (fast) — use this option to speed up the erase process. The short erase operation does not
physically erase data written on the tape. It loads the tape to the drive and wipes the tape header. Note
that short eraseis not supported by some tape devices.

e Long erase (slow) - use this option to clear all data written to tape. The long erase operation loads the
tape to the drive, rewinds the tape and physically erasesall data written to the tape.

To erasetapes:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select tapes you want to erase and click Erase on the ribbon. Choose the type of erase and click OK.
Alternatively, you can right-click selected tapesand select Erase. Next, choose how the tape should be
erased and click OK.

IMPORTANT

You cannot erase protected tapes. To erase such tapes, you need to switch the protection off first.
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Marking Tapes as Free

Instead of erasing tapes, you can mark tapes as free. During this operation, Veeam Backup & Replication deletes
from backup and tape catalogs information about backup contents stored on tape. Data written to tape remains
intact.

To mark tapes as free:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select tapes you want to mark asfree and click Mark as Free onthe ribbon.
Alternatively, you can right-click selected tapesand select Mark as free fromthe drop-down menu.

4. In the displayed dialog box, click Yes.

After a tape is marked as free, Veeam Backup & Replication removes from the catalog information about
contents on this tape.

If you want Veeam Backup & Replication to automatically reuse the tape for storing new backups, instead of just
marking it as free, move it to the Free media pool, as described in Moving Tapes to Another Media Pool.

IMPORTANT

You cannot mark protected tapesas free. To mark such tapes as free, you need to switch the protection off
first.

You cannot mark WORM tapes as free either.
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Ejecting Tapes
Ejecting moves the tape that is currently in drive to a library slot. The tape stays in the library and is online.

Ejecting prevents tapes, for example, from being occasionally overwritten.

You can eject a tape, or eject a drive. Eject command is enabled only for tapes that are in drives or for drives
with loaded tapes.

To eject a tape:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select a tape located in drive that you want to eject and click Eject onthe ribbon. Alternatively, you can
right-click selected tape and select Eject.

ackup and Replication
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To eject a drive:
1. Open the Tape Infrastructure view.
2. Navigate to Libraries > LibraryNamenode > Drives.

3. Select a drive from where you want to eject the tape and click Eject onthe ribbon. Alternatively, you can
right-click selected tape and select Eject.
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TIP

You can instruct your tape jobs to eject tape from drive after the job completes. To do so, navigate to the
Optionsstep of backup to tape job or file to tape job and select the Eject media upon job completion check

box.
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Exporting Tapes

If you want to take the tapes out of the tape device, you need to export them first. Exporting ejects the tapes
from the slots in the tape device and moves them to the I/E slot (or Mail slot). When they are in the I/E slot, you
can take them from the library and, for example, carry to a storing location.

NOTE

Export is available only for the devices that support such operations and include I/E slot.

To export a tape:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select a tape you want to export and click Export onthe ribbon. Alternatively, you can right-click selected
tape and select Export fromthe shortcut menu.

TIP

You can instruct your tape jobs to export tapes automatically. To do so, navigate to the Optionsstep of
backup to tape job or file to tape job and select the Export current media set upon job completion check
box.
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Verifying Tapes

Veeam Backup & Replication offers a simple, yet efficient means to verify that your tapes are correctly read and
consequently you can restore data stored on them in case of emergency.

NOTE
Consider the following:

e During the tape verification job, Veeam Backup & Replication only checks if the data on the tape can

be read. It does not check the application consistency or infrastructure.
You can skip verifying tapes in a virtual tape library as in this case Veeam Backup & Replication will
retrieve no check sums for data blocks.

Reasons for Tape Verification

There can be different reasons to verify your LTO tapes:

You want to check tapes before copying their data to new tapes.

LTO has great durability, but it is still limited, and after some time you need to replace the tape media
with a new one.

Compliance reasons.

How Tape Verification Works

Veeam Backup & Replication performs tape verification in the following way:

1.

Veeam Backup & Replication instructs the tape drive to sequentially read data blocks from the tape and
compares their content with the Veeam Backup & Replication database: it checks offsets of backup files,
the correspondence of the offsets with correct file headers and the length of full backup files.

If the data on the tape does not correspond to the datain the Veeam Backup & Replication database, the
latter is reported as corrupted (in the session log or separate.CSV file).

The tape drive calculates the checksums for datablocks on the tape and compares them with the
checksums already stored for these data blocks on the tape.

If the drive detects an error in some data block (checksums differ or the data block could not be read),
Veeam Backup & Replication reports all files in the data block as corrupted (in the session log or separate
.CSV file).

Prerequisites for Tape Verification

Before starting a tape verification job, check the following prerequisites:

The tapes to verify must be online.

The tapes to verify must be cataloged. Tapes in the Unrecognized media pool are not available for tape
verification. For more information, see Cataloging Tapes.

All tapes to verify must be decrypted. Encrypted tapes cannot be read. For more information on
decryption, see the Veeam Backup & Replication User Guide, section Decrypting Tapes with Password.
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Besides, note that you cannot run tape verification for cleaning tapesand free tapes (tapes in the Free media
pool).

Running Tape Verification

To start the tape verification job:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

3. Select a tape you want to verify and click Verify on the ribbon. Alternatively, you canright-click the
selected tape and select Verify fromthe drop-down menu.

If you want to simultaneously use several drives for tape verification, successively start separate tape
verification jobs for different tapes.

When writing backup files to tapes, there can be situations where a file does not fit on a tape. Then it is divided
into parts and written to several tapes, which are then considered dependent. When verifying tapes,

Veeam Backup & Replication checks data on selected tapes only. It does not check data on dependent tapes if
they are not selected for verification.

To get an email report about the results of the tape verification job processing, enable notifications as described
in the Veeam Backup & Replication User Guide, section Configuring Global Email Notification Settings. If there
are too many issues reported after verification, the job session log in Veeam Backup & Replication Ul displays
only first 10 files with errors. For a full list of read errors with detailed paths and tape IDs, open the detailed
report in the CSV format stored in the folder where tape verification job logs are stored. For convenience, the
path to this folder is specified in the job session log in Ul and in the email report.
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Copying Tapes

You can use the tape copy feature to migrate backups or files stored on previous generation tapes to newer

ones.

You can also use this feature to make copies of tapes.

Before starting a tape copy job, check the following prerequisites:

The tape server must have at least 1 GB of RAM per each tape drive used during a tape copy session.

The tapes to copy must not be occupied by any other operations, such as backup, restore, cataloging.
During the tape copy procedure, the tapes will be locked.

The tapes to copy must be cataloged. Tapes in the Unrecognized media pool are not available for copying.
For more information, see Cataloging Tapes.

All tapes to copy and machine backups on them must be decrypted. Encrypted tapes cannot be copied.
Encrypted backups are skipped from copying. For more information, see Add Optional Media Pool
Settings.

The source and target tape libraries must have at least one free tape drive each. If the tape copying is
performed within one tape library, it must have at least two free drives.

NOTE

Due to hardware peculiarities, the speed of copying tapes is on average15% lower than the speed of
writing backups to tapes from the backup repository.

To copy content of a tape to another one, use the Copy Tapes wizard.
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Step 1. Launch Copy Tapes Wizard

To launch the Copy Tapes wizard, do the following:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools > MediaPoolName or under Libraries > LibraryName
node > Media > Online.

NOTE
The following tapes cannot be copied:

e tapesin the Unrecognized media pool

o freetapes (tapesin the Free media pool)
e encrypted tapes

e cleaning tapes

3. Select the necessary tape and click Copy onthe ribbon. Alternatively, you can right-click the tape and
select Copy.
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Step 2. Choose Source Tapes to Copy

At the Source Tapes step of the wizard, select source tapes to copy. The tape that you selected when launching
the wizard is added to the list of tapesto copy by default. To add other tapes to copy, do the following:

1. Click Add.Veeam Backup & Replication opens the Select Tapes window listing all media pools and tapes in
them available for copying.

2. Inthe Select Tapes window, navigate to the required media pool and select the tape you want to copy.

Within one tape copy session, you can copy tapes of one type only: either tapes from a regular media pool,
or tapes from a GFS media pool. You cannot combine them.

When writing backup files to tapes, there can be situations where a file does not fit on a tape. Then

Veeam Backup & Replication divides it into parts and writes to several tapes, which are then considered
dependent. Veeam Backup & Replication tracks this. When you are copying data from a tape that contains only
one partof the backup file, Veeam Backup & Replication detects that. When you click Next,

Veeam Backup & Replication informs you which tapes contain other parts of the file and prompts you to add
these tapes to the list for copying complete content. You can agree to add these tapes to the job. Then

Veeam Backup & Replication will copy these tapes marked as Partially cloned inthe Copy option column only
partially: it will copy only data required for cloning full content of the initially selected tapes in the consistent
manner. Or you can refuse to add dependent tapes for copying. Then Veeam Backup & Replication will not copy
files that are not complete from initially selected tapes. The Used size column shows the total size of the
backups/files on each tape that will be copied. It does not include encrypted backups that are skipped when
copying tapes or file parts that do not have accompanying file parts stored on dependent tapes.
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To remove tapes from the copy list, select the tapes and click Remove.
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Step 3. Choose Target Media Pool

At the Target Media Pool step of the wizard, specify where you want to copy the source tapes to.

NOTE

The target media pool must be of the same type as the source media pool: they both must be either regular
media pools, or GFS media pools.

1. From the Target library drop-down list, select the tape library that will store copies of source tapes.

2. From the Target media pooldrop-down list, select a target media pool to copy source tapes to.

If you have configured a media pool in advance, select it from the drop-down list. Otherwise, click Add
New and add a media pool asdescribed in Creating Media Pools.

If the target media pool is the same as the source media pool, Veeam Backup & Replication prompts you to
first close the existing media set, start a new media set and then copy the tape there.

Tape Copy Wizard X

Target Media Pool
Lo

Select the target media pool for tape copies. LTO generation of source and target tape medias do not have to match,
)
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Step 4. Specify Tape Copy Options
At the Options step of the wizard, specify tape copy and tape export options.

e If you want to copy retention settings of the source tapes to the target tapes, select the Preserve source
media retention policy check box.

If you are copying several tapes with different retention settings, Veeam Backup & Replication will set
retention policy for the target tapes to the maximum retention among the source tapes.

e If you want to enable hardware compression while writing new tapes, select the Enable hardware
compression for target tapes check box.

e If you want to export source media, target media, or both after the tape copying finishes, change the
default Do not export tapes option in the Export options sectionto the one that most suits your case. For
details on tape export, see Exporting Tapes.
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Source Tapes Copy options:
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Target hdedia Poal

Summary ® Do not expart tapes

Enable hardware compression for target tapes

Export options:
(O Export source tapes only

() Export target tapes only
(O Export both source and target tapes
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, review the configuration and click Finish.
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After that, the tape copy job will start. You can track its progress in the displayed Tape Copy window.
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To get an email report about the results of the tape copy job processing, enable notifications as described in the
Veeam Backup & Replication User Guide, section Configuring Global Email Notification Settings. If there are too
many issues reported after the tape copy job, the job session log in Veeam Backup & Replication Ul displays only
first 10 files that failed to be copied. For a full list of errors with detailed paths and tape IDs, open the detailed
report in the CSV format stored in the folder where tape verification job logs are stored. For convenience, the
path to this folder is specified in the job session log in Ul and in the email report.
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Restoring Entire Tapes

A special case of file restore from tape described in Restoring Files from Tape is restoring content of entire
tapes. That can be useful in various situations. For example:

e If a media setis damaged, you can use the entire tape restore to recover all available data stored on tapes
in this media set.

e You want to check what content is stored on a particular tape.
e Audit requires checking the content of the tapes.
Before restoring tapes, consider the following:
e Restore of the content of entire tapes can be performed to a non-original location only.
e NDMP datais skipped from restore.
e The tapes to restore must be online.

e The tapes to restore must be cataloged. Tapes in the Unrecognized media pool are not available for
restore. For more information, see Cataloging Tapes.

e Backup files on tapesto restore must be decrypted. Encrypted backup files are skipped from restore. For
more information, see Add Optional Media Pool Settings.

e When restoring entire tapes, Veeam Backup & Replication creates a separate folder for each host whose
files are backed up on the tapes.

e The entire restore tape job preserves the folder structure and restores all file and folder versions as is. If
the tape stores several file versions of the same file or folder, older versions get date postfixes in the
names.

e If some files on the tapes to restore have dependent file parts on other tapes,
Veeam Backup & Replication will require these tapes to restore the full content of the selected tapes in
the consistent manner.

e Ifyou are restoring datafrom tapes that were previously copied, as described in Copying Tapes,
Veeam Backup & Replication will use the most recent online copy as a source for restore.

For information on how to restore entire tapes, see Restoring Files from Tape.
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Tapes Availability and Write-Protection

Before archiving data to tape media, Veeam Backup & Replication detects available tapes in the target media
pool. Unavailable tapes are filtered out and are not used for writing data. A tape may be unavailable for one of
the following reasons:

e The tape cannot be used according to the retention policy set for the media pool.
e The tapeis offline.
e The tape has the write-protect switch set.

If your tape is write-protected and you want to write data to this tape, you must eject the tape from the drive
and drag the write protection switch off. After you insert the tape back to the drive, you must inventory the
tape to mark it as writable in the Veeam Backup & Replication database.
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WORM Tapes

Veeam Backup & Replication supports WORM (Write Once Read Many) tapes for archiving backups to tape.

WORM Media Pools

As the WORM tapes cannot be overwritten, you need to treat them differently when using with
Veeam Backup & Replication. These tapes cannot have retention period, and for this reason you cannot place
them to the same media pool with the overwritable tapes.

For WORM tapes, you need to create separate media pools. In these media pools, only WORM tapes are used
and they are not mixed with other tapes. The following media pools support the WORM media:

e WORM media pools
e WORM GFS media pools

In WORM media pools, retention settings are disabled. For more information, see Media Pools and GFS Media
Pools.

You can append new data to the same WORM tape cartridge until it is full as long as the media set containing
this media is open. For more information about cases when Veeam Backup & Replication closes the current
media set and starts a new one, see Media Sets.

|dentifying WORM Tapes

Veeam Backup & Replication identifies WORM tapes and marks them as WORM in the Veeam database. WORM
tapes are never mixed with standard tapes.

To identify WORM and standard tapes, run the inventory job against them. For more information, see
Inventorying Tapes.

Requirements for WORM Tapes

Tape libraries must support reading/writing data on WORM tape cartridge memory chip.
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Tape Barcode Labels

Library tapes can be marked with barcode labels that simplify identification of tapes and their types. Although
the main source of information about the tape for Veeam Backup & Replication is a cartridge memory chip (LTO-
CM), it can be read only when the media is inserted into the drive. Thus, correct labeling of tapes turns very
useful for management of tape media.

IMPORTANT

If you have multiple libraries, ensure that the barcodes are unique throughout the infrastructure.

Each barcode label used for marking LTO tapes supported by Veeam Backup & Replication consists of eight
characters: a six-character volume serial ID and a two-character media ID. The media ID defines the tape type.
The labels use the uppercase letters A through Z and the numbers O through 9, for example: ABC12318, where
ABC123 is the volume serial ID, 1.8 is the media ID indicating LTO of generation 8.

LTO datatapes used in devices supported by Veeam Backup & Replication may have the following media ID:

Media Description

ID

L3 Generation 3

L4 Generation 4

L5 Generation 5

L6 Generation 6

L7 Generation 7

L8 Generation 8

L9 Generation 9

LT Generation 3 WORM
LU Generation 4 WORM
LV Generation 5 WORM
LW Generation 6 WORM
LX Generation 7 WORM
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Media Description

ID

LY Generation 8 WORM
Lz Generation 9 WORM
Cu Universal cleaning

Cleaning and diagnostic tapes use unique labels to distinguish them from data tapes. The first three
alphanumeric characters in the volume ID indicate the tape type:

e Cleaning tapes use CLNxxx as volume ID plus the cleaning-specific media ID, for example: C1L.N001CU,
where CLNO0O1 is the cleaning media ID, cU is the indicator of the cleaning media.

e Diagnostic tapes use DG [space] xxx as diagnostic tape serial ID plus the media ID, for example: DG
00118, where DG 001 is the diagnostic tape serial ID, 1.8 is the media ID.

NOTE

If tapes have incorrect barcode labels, for example, labels on ordinary (non-WORM) tapes indicate that
they are of WORM or cleaning type, Veeam Backup & Replication may incorrectly identify such tapes.
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Relabeling Tapes

To change a barcode label on a tape, you must correctly perform tape relabeling. To do that:
1. Physically remove the tape from the library.

2. From the Veeam Backup & Replication console, rescan the library, as described in Rescanning Tape
Devices. Alternatively, you can wait for 3 minutes for the scheduled rescan to run.

After the library rescan, the tape becomes offline. That is indicated by a black and white icon for this tape.
3. Remove the tape from Veeam Backup & Replication, as described in Removing Tapes from Catalog.
4. Physically change the label on the tape.

5. Insert the tape into the 10 slot or into the tape library magazine and give the library a minute to discover
the changes.

6. Import the tapes or rescan the library:

o Ifyou loaded the tapesinto the 10 slot, import the tapes. To do this, open the Tape Infrastructure

view, expand the Libraries node and select the library into which you have loaded the tapes. Click
Import Tapes on the ribbon. Alternatively, you can right-click the necessary libraryin the working area
and select Import Tapes.

o Ifyou loaded tapes into the tape library magazine, rescan the tape library. To do this, click Rescan
Library onthe ribbon. Alternatively, you can right-click the necessary library in the working area and
select Rescan library.

7. [Optionally] If you need data written to the inserted tape, catalog the appeared tape.
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Media Pools

Media pools are logical containers created in Veeam Backup & Replication to organize and administer tapes.

Veeam Backup & Replication has the following types of media pools:

Service Media Pools are created automatically and are used for automatic tape administration.

e Media Pools are created by user and contain tapes for backups.
e GFS Media Pools are created by user and contain tapes for GFS backups.
All Veeam media pools are global. They span tapes that belong to multiple libraries. In a global media pool, you

can move tapes between the libraries without need to catalog them.

NOTE

Consider the hardware encryption. If the tapes are encrypted by native hardware means of a tape library,
you cannot read them at tape device with another encryption standard or with hardware encryption turned

off.

Placing Tapes to Media Pools

Veeam Backup & Replication works only with tapes that are placed to a media pool. To introduce tapes to
Veeam Backup & Replication, you need to run importing procedure against all new tapes you load to your tape
devices. Importing registers tapes in the Veeam Backup database after which Veeam Backup & Replication

places tapes to one of the media pools. For more information, see Loading Tapes.
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Media Sets

Media set is a set of tapes used for continuously writing backup data. Media set is one of the parameters in
media pool configuration.

A new media set always starts with a free tape. Within one media set, the new data block is appended to a
previous one on a tape. Veeam Backup & Replication stores information about all tapes that belong to each
media set. You can view the list of names or barcodes of tapes that are associated with a particular media set.

Media sets are used to explicitly distinguish data recorded to particular sets of tapes. You can choose between
the following configuration options:

e Always continuing one media set. Use this option if you do not need to split your tape archives into
separate sets of tapes.

e Creating a new media set for each backup session. Inthis case, Veeam Backup & Replication will produce a
separate set of tapes for each tape backup session.

e Starting a new media set for a certain period of time, for example, each week. As a result, you will have a
separate set of tapes containing all backups that have been written to tape during a week.

When planning media sets configuration, you should balance between convenient viewing of data and efficiency
of using the tapes. Media sets help create distinct packs of tapes, which will be convenient, for example, if you
need to bring certain tapes from an offsite storage location to restore data. However, it may use the tapes
ineffectively as the new media sets always require a new tape. This option is helpful when you have a lot of
backups stored offsite.

Always continuing one media set option is most efficient in terms of tape capacity usage, for the new data will
be written to the same tape until it is full. However, in this case the data will be split across tapes and you may
require a larger number of tapes to get a particular backup set for restore. This option is usually used in
environments where the tapes are not exported from libraries.

Media pool 1

Cortinuous media set

Media poaol 2
Media set 1 Media set 2 Currert media set

Media pool 3
Media set 1 Media set 2 Currert media set

In some cases, Veeam forcibly starts a new media set, even if media pool settings do not instruct Veeam to do
so. It happens when a job starts, but the tape that was planned for writing data cannot be used. In this situation,
Veeam takes a new tape, and starts a new media set on it. For example, the situation may be as following:

1. The required tape is offline. If you bring such tape online before the tape job starts, it will be used as
planned.

2. A backup to tape job is scheduled to export tapes from the media pool upon job completion. Exporting
closes the current media set and starts a new one on the next job run.

3. The required tape is hardware or software protected.

4. Inlibrary failover on the following events: library is offline and all drives are busy. When a tape library is
failed over on these events, Veeam Backup & Replication starts a new media set even if the global media
pools are configured to always continue one media set.

Note that if a new media set is started, scheduled or forced, the previous media set cannot be resumed.
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Media Set Names

Consistent naming of media sets makes the work with media pools easier. Therefore, we recommend to pay
attention to configuring media set naming patterns when configuring media pools and GFS media pools.

To automatically create media set names, use the following variablesin the Media set name field:

%date% — the date of the media set creation, default variable

o %id% — the number of the media set, default variable

o  %day% — the numeric dayin month, on which the media set is created
o %dayofweek % — the day of week, on which the media set is created

e %job% — the name of job, for which the media setis created

e %month% — the month of creation of the media set (the month is shown as a name, for example,
'January’)

e %monthnumeric% — the month of creation of the media set (the month is shown as a number, for
example, 'O1" for January)

o %time% — the time of creation of the media set

e %year% — the year of creation of the media set

The default variables are #%id% (the number of the media set) and %date% (the date of creation of the media
set). That will do if you use simple media pools. But, if you use a more sophisticated system of media sets, for
example in a GFS media pool, you can configure media set naming patterns differently, for example:
e Daily
%job% Daily %dayofweek% %date%
o Weekly
%job% Weekly %day% %date%
e Quarterly
%job% Quarterly %Smonth% %date%
e Monthly
%job% Monthly %month% Syear%

e Yearly

%job% Yearly S%year$
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Backup Sets

When a tape job runs, it analyzes disk storage and spots files that match the tape job parameters. The tape job
queues the files and writes them to tape. The set of files that are archived to tape within one tape job session is

a backup set.

Depending on size and number of archived files, a backup set may require different amounts of tape space. For
example, if the amount of datais large, it may take several tapes.

Media pool 1

Backup set 1 Backup set 2 Backup set 3

Tape job 1

T b2 Backup set 1 Backup set 2
ape jol

Backup set 1 Backup set 2
Tape job 3 — —
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Service Media Pools

Service media pools sort tapes and manage their free capacity for writing data. Service media pools are
automatically created by Veeam Backup & Replication when needed. The following predefined media pools can
be created:

Free — a media pool containing empty tapes. You can use this media pool to replenish user-created pools
with new tapes when needed.

Imported —amedia pool containing non-empty tapes. These include tapes identified by the tape catalog
job.

Retired —amedia pool containing retired tapes that reached the maximum number of re-writes. This
media pool may also contain tapes with some hardware malfunction.

Unrecognized — a media pool containing tapes that were loaded to tape device. They need further
identification by user that can be done by running the inventory or catalog job. This media pool also
contains cleaning tapes.

You cannot create, modify or delete service media pools.

Pool -

Tape Infrastructure

Mame T Type Tape Count Capacity Free
4 (3 Tape Infrastcture =il Free System 8 58778 58778
4 i Media Paols = Imported System 7 1487 TB 1282 T8
. S Free @ = Retired System 3 45TB 16T
lﬂ__-lﬁ Imported (27 &l Unrecognized System 15 165 TE 16278
=1 Retired (3)

P Tape Servers
MNDMP Servers
(&) Libraries

=] vauts
{52 Offline Tapes (3]
[% Last 24 Hours

A Home
5? Iventany
(?E"g Backup Infrastructure

Tape Infrastructure

Veeam Backup and Replication

Media Pool ~  Pool  Media Pool
Manage Media Pools

=1 Unrecagnized (15)

4 media pools
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Media Pools

Media pools are target destinations for backup to tape and file to tape jobs. The media pools manage empty (or
available for overwriting) tapes to allow the tape jobs write data. You can create as many media pools as you
need. One media pool can be target for unlimited number of tape jobs. The GFS jobs require GFS media pools.
For more information, see GFS Media Pools.

Tapes for Media Pools

For writing data, you can use rewritable tapesor WORM (Write Once Read Many) tapes. For more information,
see WORM Tapes. For using WORM tapes, you need to create separate media pools. The following types of
media pools are available:

e Media pools
e WORM media pools

For more information on creating WORM media pools, see Creating Media Pools.

Media Pools Configuration

For each media pool, you can configure rules. Such rules are further applied to every tape that belongs to this
media pool.

You can apply the following rules:
e Add tape libraries: select and manage tape libraries that will be used by the media pool.

e Configure tape replenishment: you can allocate some particular tapes or let the media pool take a free
tape when required.

e Create media sets: media sets allow you to create sets of tapes with data for a particular time period.

e Set the data retention period: this setting lets you choose the period for which the dataon tapes will be
protected from overwriting (not applicable for WORM tapes).

e Enable parallel processing: you can allow the media pool to use multiple tape drives simultaneously for
writing data to tape. With parallel processing enabled, the media pool can process simultaneously several
tape jobs or split the data within one tape job across tape drives.

e Encrypt the data written to tapes.

e Export tapes to vault.
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A tape allocated to a media pool will always be tied to its media pool. When you bring a tape with expired data
online, Veeam Backup & Replication places it automatically to the media pool where the tape was written.

Unrecognized media pool Free media pool

Micrasoft SharsPaint Microsoft SharePoint backups media pool

Backup to Tape job >

Fileseryers
Backup to Tape job —*

Oracle Databases
Eackup to Tape job

Creating Media Pools

To create a media pool, use the New Media Pool wizard or New WORM Media Pool wizard. This section will
guide you through all steps of the wizard and provide explanation on available options.
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Step 1. Launch New Media Pool Wizard

To run the New Media Pool wizard:

1. Open the Tape Infrastructure viewand click Add Media Pool on the ribbon. Alternatively, you can open the
Tape Infrastructure view, right-click the Media Pools node and choose Add Media Pool.

2. Select Standard if you want to create a media pool for standard tapes or WORM if you want to create a
media pool for WORM (Write Once Read Many) tapes.

TIP

You can also launch the New Media Pool wizard when configuring tape jobs (that is, directly from the New
Backup to Tape Job wizard and New File to Tape Job wizard. For more information, see Creating Backup to
Tape Jobs and Creating File to Tape Jobs.

d Veeam Backup and Replication
- Media Pool
AddMedia AddGFS  Edit Medis Remove
Pool*  MediaPool = Pool  Media Pool
= Standard... Wedia Poals
WORM...
Mame T Type Tape Count Capacity Free
4 (@ Tape Infrastructure & File Backup Media P Standard 0 0 0
> il Media Pools &1 GFS Media Poal GFS 1 0GB 0GB
i Tape Servers =1 Imported System 2 40GB 11968
MOMP Servers =1 Unrecognized Systern ] 200 GB 45.6GR
> ﬁ' Libraries jm WM Backup Media P Standard 3 120 GB 66.5 GB

> il vaults

> [3 Last 24 Hours

@ Home
%ﬂ Imeentary
(3 Beckup Infrastructure

Tape Infrastructure

5 media pools
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Step 2. Specify Media Pool Name

At the Name step of the wizard, define basic description for the new media pool.

1. In the Name field, enter a name for the created media pool.

2. Inthe Description field, enter a description of the new media pool. The default description contains
information about the user who created the media pool, date and time when the media pool was created.

Mew Media Pool X

MName

Type in narne and description for the media poal,

Py |

M Backup Media Pool

Tapes -
Cescription:
Media et Media Poal to back up Whis
Retention
Options
Surmrmary

< Previaus Finish Cancel
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Step 3. Add Tapes to Media Pool

At the Tapes step of the wizard, you can select tape libraries and allocate tapes for the pool.

1. From the listin the Tape library field, select the tape device that you want to use in this media pool. The

list contains all tape libraries managed by this Veeam backup server.

2. To add more libraries, click Manage. For one media pool, you can select any tape devices that are managed
by this Veeam backup server even if they are connected to different tape servers.

Click Add toadd other tape libraries.

Mew hedia Pool x
Tapes
Add tapes to the media poal,
L
Marme hdanage Libraries
_ Matre Drives Media co..  Mode Add..,
Medda Set HP MSL G3 Series 9., 4 5 Active Edie L
Retention Rermuawve Rermowe
Options
+ Up
Surnmary
+ Down
Capacity:
0B
Rernaining:
0B
« Prewious Mext = Finish Cancel

Configure the multiple libraries mode:

o Parallel processing: in this mode, tape jobs use drives in all libraries parallelly. For more information,

see Tape Parallel Processing.

To enable the parallel processing mode, set all libraries role to Active. Todo this, select a library and
click Edit. Use Up and Down buttons to position the libraries in order they must be used.

Failover: in this mode, the first library in the list is active and is primarily used for writing data. Other
libraries added to this media pool are passive and are used for failover in the following events:

= The primary libraryis unavailable.
= The primary library has no media available.

To enable the failover mode, set the first library role to Active and all other libraries roles to Passive.
To do this, select a library from the list and click Edit. Use Up and Down buttons to position the
libraries in order they must fail over. Also ensure that you select at least one failover event.

On the next backup session, Veeam Backup & Replication will try to switch back to the primary library.
If it is still not available, the media pool fails over to the next library as defined.

82| Veeam Badkup & Replication | Tape Devices Support Guide



When using the failover mode, consider the risk of excessive usage of tapes, especially if you use
WORM media pools. During the next backup session after the failover, switching back to the primary
library may leave a tape in the reserve library not fully written. In the long run, that may result in
excessive usage of tapes, which may be crucial if using WORM tapes.

Add Tape Library X

Tape library
HP MSL 53 Series 2.50 (172,24,29,99)
Drives: 4
Mode:
(®) Active (used aluways)
Passive (used for failowver onlyd
When active librang is offline or in the maintenance mode

When active librang has no free media available

Cancel

NOTE

If you enable the failover mode, notifications can be sent when Veeam Backup & Replication switches
to a passive tape library during failover. Notifications are sent under either of the following
conditions:

e The Notify on failure check box is selected in the Veeam Backup & Replication global
notification settings. For more information, see the Veeam Backup & Replication User Guide,
section Configuring Global Email Notification Settings.

e The Notify onerrorcheck box is selected in the tape job notification settings. For more
information, see Notifications Settings.

If you enable the parallel processing mode, no email notifications are sent when
Veeam Backup & Replication switches from one library to another.

3. To allocate specific tapes from the library, click the Add inthe Tapes field and select tapes that should be
added to the media pool. Allocated tapes will be reserved for this media pool; other media pools will not
be able to use these tapes. The capacity and free space on the allocated tapes will be displayed in the
bottom right corner.

Allocate standard tapes to the standard media pool and WORM tapes to the WORM media pool. Do not
mix standard and WORM tapes in one media pool.

4. To make the media pool replenishable, select the Add tapes from Free media pool automatically when
more tapes are required check box.

With this option enabled, additional tapes will be allocated from the Free media pool when needed. That
is, when a tape job uses all available tapes from this media pool, Veeam Backup & Replication will
automatically add the required number of tapes from the Free media pool to let the job complete. If the
option is disabled, the job will pause and prompt the backup administrator to add new tapes to the media
pool.
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To a standard media pool, Veeam Backup & Replication will add only standard tapes; to a WORM media
pool Veeam Backup & Replication will add only WORM tapes.

Mew Media Pool s
Tapes
Add tapes to the redia poal,
L
Marne Tape library:
HP kASL 53 Series 3,50 (172,24,20.90) hanage..,
BT
tedia Set Marne Capacity Rermaining Add...
_— 4 [E] HP MSL G3 Series 9,50 P
stenton = SWOHC002 4068 4068
=]
Options = swoHCo03 40 GB 40 GB
= suvoHC 004 40 GB 40 GB
Surnrmary =] swoHCo0s 40 GB 40 GB
Capacity
160 GB
Rernaining:
160 GB
Add tapes from Free media pool automatically when more tapes are required
< Prewious Finish Cancel
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Step 4. Specify Media Set Options

At the Media Set step of the wizard, specify rules for creating media sets. For more information, see Media Sets.

In the Media set name field, define the pattern according to which created media sets will be named. For more

information, see Media Set Names.

In the Automatically create new media set section, specify conditions for creating new media sets on tapes

allocated to the media pool. The following options are available:

e Do not create, always continue using current media set. If this option is selected, each subsequent backup
session will write its backup set to the existing media set: it will append backup content to the content
that was written to tape with a previous backup session. If, however, a backup set is started with a new

tape, Veeam Backup & Replication will create a new media set for it.

e Create new media set for every backup session. If this option is selected, a new media set will be created
for each new backup session. Each backup session will write its backup set starting with a new tape.

e Daily at. If this option is selected, you can specify dayand time when new media sets should be created.
For example, if at the end of the week you send weekly media sets to offsite storage, you can schedule

creation of new media sets at the beginning of each week.

Mew Media Poal

Media Set
Specify media set name and how often a new media set should be automatically created,

Marme hiedia set name:

[Media set # %ic% %date

Tapes
Autornatically create new media set

_ ® Do not create, alurays continue using current media set

Retenti i i
B (O Create new media set for every backup session

Opitiame O Dailyat [12:00PM 7 | | Everyday Days..,

Sumrmary

< Previous Finizh

Cancel
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Step 5. Specify Retention Settings

At the Retention step of the wizard, specify the retention settings and offline media tracking options for the
tapes in this media pool. For more information, see Tape Data Retention.

For WORM media pools, retention option is inapplicable; retention settings are inactive.
For standard media pools, you can select one of the following options:

e Do not protect data (cyclically overwrite tapes as required). If this option is selected, tapes allocated to
the pool will be overwritten, starting with the tape that stores the oldest archive.

e Protect data for (time interval). If this option is selected, dataon tapes will be preserved for the specified
period. When this period is over, tapes will be overwritten, starting with the tape that stores the oldest
archive. Itis recommended to align this setting with the retention policy specified for the source backup
chain:

o For forward incremental and reverse incremental backup chains, you need to set the retention period
for the tape archive at least twice longer than the retention period for source backups on disk.

o For forever forward incremental backup chain, you can set any retention period for the tape archive.
For more information on tape data retention, see Data Retention.

e Neveroverwrite data. If this option is selected, dataon tapes will not be overwritten. If there is not
enough tape capacity for the archiving job to complete, Veeam Backup & Replication will pause the job
and prompt the backup administrator to add new tapes to the media pool.

NOTE
If at the previous step you selected the Do not create, always continue using current media set option,

note that the retention period for such media sets starts after the first tape in the media set becomes full.

In the Offline media tracking section, you can set automatic moving tapesto a media vault when they are
brought offline. For more information on vaults, see Media Vaults.

To enable this option:
1. Select the Move all offline tapes from this media pool into the following media vault check box.

2. From the Vault list, select the media vault where you want to automatically move the tapes.
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If the vault is not added yet, click Add New toopen the New Media Vault wizard.

[New Media Pool

Retention
Specify the tape retention settings for thiz media pool,
=)
Marne Data retention policy
Tepoes (O Do not protect data (oyclically overnrite tapes as required)
(® Protect datafor |3 | Maonths w
Media Set
() Mever overwrite data
Offline media tracking
Dptions berve all offline tapes frorm this media pool into the following rmedia vault:
Surmrnary Veearn hedia Vault w
< Previous Finish

Add Mews...

Cancel
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Step 6. Add Optional Media Pool Settings

At the Options step of the wizard, you can enable parallel processing and encryption.

1. Select the Enable parallel processing for tape jobs using this media pool check box if you want to process
multiple tape jobs simultaneously. Set the maximum number of drives that the media pool can use in

parallel.

If you want to use multiple drives simultaneously to process multiple source backup chains within the tape
jobs, select the Process independent data sources simultaneously check box. For more information, see

Tape Parallel Processing.

2. To encrypt the content of files or backups archived to tapes in the media pool, select the Use encryption
check box. Then, select a password you want to use to encrypt data written to tape from the Password
field. You can also click Add or use the Manage passwords link to add a password. For more information,

see section Tape Encryption in the Veeam Backup & Replication User Guide.

MNew hedia Poal

Options
Specify parallel processing and encryption settings.

Marne Enable parallel processing for tape jobs using this media pool
Tapes Jobs pointed to this media pool canuse upto |2 |5 tape drives simultan=ously
Process independent data sources simultaneously
Media Set . . ) ) )
Tape jobs for per-machine backup files, MAS backups and file shares will process separate data

. sources simultaneously with all drives, creating one media set per drive,

Retention
[ Use encryption
e

Surmrmary Add..

Manage passuords

Hardware encryption will be used if your tape drives support it. Cthernise software encryption will
be used, which may resultin a small performance penalty.

% Previous Apply Finish Cancel
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Step 7. Finish Working with Wizard

Review the media pool settings and click Finish tocomplete the wizard.

The new media pool will be available under the Tape Infrastructure > Media Pools node in the Tape
Infrastructure view.

MNew Media Poal

Summary

Fewieny the settings and click Finish to apply, You can copy these settings for the future reference,

Lo

Mame Sumrnary:
Media pool narme: Wk Backup Media Pool

Tapes Media pool description: Media Pool to back up Whis
Tapes count: 4

: Capacity: 160 GB
tdedia Set
B o Remaining: 160 GB
. Libraries: HP hASL 53 Series 9,50 (Active)
Retertion
Options

< Previaus Mext = Cancel
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GFS Media Pools

The GFS media pools are special media pools that store data to tape according to the GFS, or Grandfather-
Father-Son rotation scheme. The GFS media pools are targets for GFS tape jobs. For more information, see GFS
Backup to Tape.

Tapes for GFS Media Pools

For writing data, you can use rewritable tapesor WORM (Write Once Read Many) tapes. For more information,
see WORM Tapes. For using WORM tapes, you need to create separate media pools. The following types of
media pools are available:

e GFS media pools.
e WORM GFS media pools.

For more information on creating WORM media pools, see Creating GFS Media Pools.

GFS Media Sets

GFS media pool keeps five predefined media sets for storing the machine backups with a tiered retention policy
scheme:

e Daily
o Weekly
e Monthly

e Quarterly
e Yearly

You can disable a media set or sets if you do not need them.

GFS Tape Jobs

A GFS media pool can be target for unlimited number of GFS tape jobs.

Creating GFS Media Pools

To create a GFS media pool, use the New GFS Media Pool wizard. This section will guide you through all steps of
the wizard and provide explanation on available options.
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Step 1. Launch New GFS Media Pool Wizard

To run the New GFS Media Pool wizard:

1. Open the Tape Infrastructure view and click Add GFS Media Poolonthe ribbon. Alternatively, you can
open the Tape Infrastructure view, right-click the Media Pools node and choose Add GFS Media Pool.

2. Select Standard if you want to create a media pool for standard tapes or WORM if you want to create a
media pool for WORM (Write Once Read Many) tapes.
TIP

You can also launch the New GFS Media Pool wizard when configuring backup to tape jobs (that is, directly
from the New Backup to Tape Job wizard. For more information, see Creating Backup to Tape Jobs.

Veeam Backup and Replication

Media Pool
* {225 ]
= | ey
Add Media Add GFS  Edit Media Remove
Pool - Media Pool ~ Pool Media Pool

& Standard... lk‘
Tape Infras (& WORM...

Nare Type Tape Count Capacity Free

4 @ Tope Infrastructure {1 File Backup Media P, Standard 1 4068 40GB
4 ] Media Pools & Imparted System 2 4068 11.968

E 1 Imparted (2) =1 Unrecognized System 9 200 GB 45,6 GB

& WM Backup Media P Standard 3 12068 12068
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) File Backup Media Pool (1)
1] M Backup Media Pool (3}
155 Tape Servers
NDMP Servers
> (&) Libraries
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> [3 Last 24 Hours

& Home
%ﬂ Imeentary
I’?E"g Backup Infrastructure

Tape Infrastructure

4media pools
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Step 2. Specify Media Pool Name

At the Name step of the wizard, define basic description for the new GFS media pool.

1. In the Name field, enter a name for the created media pool.

2. Inthe Description field, enter a description of the new media pool. The default description contains
information about the user who created the media pool, date and time when the media pool was created.

Mew GFS Media Pool X

Name
ﬁ Type in narne and description for the media poal,
=
| Mame o e

|GFS Media Pool

Tapes -
Cescription:
GFS Media Set 5F5 hedia Pool for file servers
Options
Surmrmary
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Step 3. Add Tapes to Media Pool

At the Tapes step of the wizard, you can select tape libraries and allocate tapes for the pool.

1. From the listin the Tape library field, select the tape device that you want to use in this media pool. The
list contains all tape libraries managed by this Veeam backup server.

2. To add more libraries, click Manage. For one media pool, you can select any tape devices that are managed
by this Veeam backup server even if they are connected to different tape servers.

Click Add toadd other tape libraries.

Mew hedia Pool x
Tapes
Add tapes to the media poal,
L
Marme hdanage Libraries X
_ Matre Drives Media co..  Mode Add..,
Medda Set HP MSL G3 Series 9., 4 5 Active Edie L
Retention Rermuawve Rermowe
Options
+ Up
Surnmary
+ Down
Capacity:
0B
Rernaining:
0B
« Prewious Mext = Finish Cancel

Configure the multiple libraries mode:

o Active: in this mode, tape jobs use drives in all libraries parallelly. For more information, see Tape
Parallel Processing.

To enable the parallel processing mode, set all libraries role to Active. Todo this, select a library and
click Edit. Use Up and Down buttons to position the libraries in order they must be used.

o Passive: in this mode, the first library in the list is active and is primarily used for writing data. Other
libraries added to this media pool are passive and are used for failover in the following events:

= The primary libraryis unavailable.
= The primary library has no media available.

To enable the failover mode, set the first library role to Active and all other libraries roles to Passive.
To do this, select a library from the list and click Edit. Use Up and Down buttons to position the
libraries in order they must fail over. Also ensure that you select at least one failover event.
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On the next backup session, Veeam Backup & Replication will try to switch back to the primary library.
If it is still not available, the media pool fails over to the next library as defined.

£dd Tape Library X

Tape library:
HP MSL 53 Series 2.50 (172,.24,29,00
Crives: 4
Mode:
(@ Active (used aluways)
Pazsive (used for failowver only)
When active librang iz offline or in the maintenance mode

Wfhen active librang has no free media available

NOTE

If you enable the failover mode, email notifications can be sent when Veeam Backup & Replication
switches to a passive tape library during failover. Notifications are sent under either of the following
conditions:

e The Notify on failure check box is selected in the Veeam Backup & Replication global
notification settings. For more information, see the Veeam Backup & Replication User Guide,
section Configuring Global Email Notification Settings.

o The Notify onerrorcheck box is selected in the tape job notification settings. For more
information, see Notifications Settings.

If you enable the parallel processing mode, no email notifications are sent when
Veeam Backup & Replication switches from one library to another.

3. To allocate specific tapes from the library, click the Add inthe Tapes field and select tapes that should be
added to the media pool. Allocated tapes will be reserved for the created media pool; other media pools
will not be able to use these tapes. The capacity and free space on the allocated tapes will be displayed in
the bottom right corner.

Allocate standard tapes to the standard media pool and WORM tapes to the WORM media pool. Do not
mix standard and WORM tapes in one media pool.

4. To make the media pool replenishable, select the Add tapes from Free media pool automatically when
more tapes are required check box.

With this option enabled, additional tapes will be allocated from the Free media pool when needed. That
is, when a backup to tape or file to tape job uses all available tapes from this media pool,

Veeam Backup & Replication will automatically add the required number of tapes from the Free media
pool to let the job complete. If the option is disabled, the job will pause and prompt the backup
administrator to add new tapes to the media pool.
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To a standard media pool, Veeam Backup & Replication will add only standard tapes; to a WORM media
pool Veeam Backup & Replication will add only WORM tapes.

Mew GFS Media Pool

Tapes
ﬁ Add tapes to the media pool,

Mame Tape library:
HP MSL G3 Series 9.50(172,24,20,00 | Manage..
e
5F5 hedia Set Matre Capacity Rermaining Add..,
_ 4 [E] HP MSL G3 Series 9.50 SR
Options =] SWOHCO05 40GB 40 GB
5 =l swoHCoos 40GB 40 GB
Lmimary
=l swoHC004 0GB 0GB
Capacity
110.0 GB
Rernaining:
110.0 GB

Add tapes frorm Free media pool automatically when more tapes are required

< Previous Finizh Cancel
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Step 4. Specify Media Set Options

In the GFS media pool, a separate media set is created for each backup cycle: daily, weekly, monthly, quarterly

and yearly.

For each media set, you can set the dataretention period. The retention period indicates for how long the data

is protected from overwriting.

Usually, daily media sets do not contain full backups as daily backups are mostly used to keep day -to-day
incremental changes. To complete the backup chain they use the periodic full backup stored in the weekly or
monthly media set. We recommend to enable the usage of weekly media sets or carefully consider the retention

plan.

Click Advanced to configure the advanced media set options.

MNew GFS Media Pool

ﬁ GF5 Media Set
Specify GFS media set settings,
'ml

Marmne Daily redia set overarite protection period: 14 s
Teppes use any available rmedia;
append;do not export;
GFS Media Set Weekly media set overatite protection period: C =
ilabl dia;
Options use any available media;
do not append;do not export;
Summary Monthly media set ovennrite protection period: |12 5

use any available rmedia;
do not append;do not expor;

Cuarterly media set overwrite protection period: q |2

use any available rmedia;
do not append;do not expor;

3

Yearly media set ovenwrite protection period: 1

]

use any available media;
do not append;do not export;

options and other settings,

days

weeeks

months

quatters

years

Advanced media set settings include granular tape allocation, append options, export

Cancel
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Step 5. Specify Advanced Media Set Options

You can granularly configure rules for each media set.
At the GFS Media Set step of the wizard, click Advanced. Select the Daily tab to configure the daily media set.

1. If you want the Daily mediaset to span several selected tapes, click Add and select tapes that should be
added to the media set. You can select from tapes added to the media pool at the Tapesstep of the
wizard. The selected tapes will be displayed in the Daily media set field.

This option is useful if you want the media set to use some particular user-defined tapes. Otherwise, you
can use the Add tapes from media pool automatically option.

2. Inthe Media set name field, define the pattern according to which the created media set will be named.
For more information, see Media Set Names.

3. Select the Add tapes from media pool automatically check box to allow the media set to take a tape from
the media pool when required.

4. Select Append backup files to incomplete tapes check box if you want to write the next backup set to the
tape where the previous backup set was written. Otherwise, the GFS tape job will use a new tape for each
backup set.

5. You can set automatic moving tapes to a media vault when they are brought offline. To enable this option:
a. Select Move all offline tapes into the following media vault check box.
b. From the list of vaults, select the media vault where you want to automatically move the tapes.

c. If the vault is not added yet, click Add New toopen the New Media Vault wizard. For more
information, see Creating Vaults.

NOTE

Tapes written in this media set will always be used by this media set. Other media sets will not be able to
use these tapes even after the data expires.
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Select the Weekly, Monthly, Quarterly or Yearly tabs to set the advanced media set options for weekly,
monthly, quarterly and yearly media sets.

Advanced Settings X

Daily  weekly Monthly  Cuarkerly  Veatly

Daily redia set:

Mame Capacity Remaining Add...

Sw/OHCO0R A0 GR 0GR
Remuowe

Capacity!
40 GB
Rermaining:
40 GB

Media set narme:

(Daily media set #%id% %date%

Add tapes from media pool automatically
Append backup files to incomplete tapes
[ towve all affline tapes into the following media vault:

Weearn hMedia Wault Add Meww..,
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Step 6. Add Optional Media Pool Settings

At the Options step of the wizard, you can enable parallel processing and encryption.

1.

Select the Enable parallel processing for tape jobs using this media pool check box if you want to process

multiple tape jobs simultaneously. Set the maximum number of drives that the media pool can use in
parallel.

If you want to use multiple drives simultaneously to process multiple source backup chains within the tape
jobs, select the Process independent data sources simultaneously check box. For more information, see
Tape Parallel Processing.

To enable encryption, select the Use encryption check box. This option allows you to encrypt the content
of files or backups archived to tapes in the media pool.

From the Password field, select a password you want to use to encrypt data written to tape. You can also
click Add oruse the Manage passwords link to add a password. For more information, see the
Veeam Backup & Replication User Guide, section 7ape Encryption.

If the source job produces encrypted backups, and you enable encryption in the properties of the media
pool, the data on tape will be encrypted twice. To decrypt such tape backups, you will need to specify two
passwords:

o Password for the GFS media pool.

o Password for the source backup job.

Mews GFS Media Pool x

Options
ﬁ Specify parallel processing and encryption settings for this media pool. Mote that parallel processing of backup chains may
increase tape media consumption by GFS media sets,
L
Marne

Tapes

GF5 hedia Set

_ [ Use encryption

Summary

Enable parallel processing for tape jobs using this media pool

Jobs painted to this media pool canuseupto |2 |5 tape drives simultansously

Frocess independent data sources simultaneously

Enabling parallel processing rmay increase tape media consurmption,

Passwward:
Add...

Manage passwords

Hardware encryption will be used if your tape drives support it. Cthernise software encryption will
be used, which may resultin a small perforrmance penalty.

< Previous Spply Finizsh Cancel
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Step 7. Finish Working with Wizard

Review the media pool settings and click Finish tocomplete the wizard.

A new media pool will be available under the Tape Infrastructure > Media Pools nodein the Tape Infrastructure
view.

Mew GFS Media Pool X

Summary
ﬁ Fewieny the settings and click Finish to apply, You can copy these settings for the future reference,
'ml

Mame Surnrmary

I5F5 rredia pool narme: GFS Media Poal A
Tapes GFS media pool description: GFS Media Pool

Tapes count:d
GFS Media Set Capacity: 110 GB

Rermaining: 110 GE

. Libraries: HP MSL 53 Series 9,50 (Active)
Options

_ Daily mediaset------mmmmmmmmmme oo

Retertion: 14 days
Sutornatically add tapes
Tapes count: 1

Capacity: 40 GB
Rermaining: 40 GB

Append backup files to tapes

Mieekly redigset----nmmmmmmme oo
Retention: 4 weeks

Autornatically add tapes
Do not append backup files to tapes

< Previaus Mext = Cancel
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Moving Tapes to Another Media Pool

Veeam Backup & Replication allows you to move tapes between media pools. You can move tapes between
media pools and GFS media pools, and from and to the Free media pool. Veeam Backup & Replication uses tapes
from the Free media pool to automatically add them to other media pools and write backups to them if there are
no more free tapes availablein those media pools.

You can move tapes between media pools only if the media pools span the same tape libraries.
You cannot manually move tapesto Imported, Unrecognized or Retired media pools.

IMPORTANT

When you move a tape to any media pool, Veeam Backup & Replication marks this tape as free.

To move tapes from one media pool to another:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries > LibraryNamenode >
Media > Online.

3. Select tapes you want to move and click Move to onthe ribbon. Choose the target media pool from the
list.
Alternatively, you can right-click selected tapesand choose Move to Media Pool. Next, choose the target
media pool from the list.

NOTE

You cannot move tapes that are protected. To move such tapes, you need to switch the protection off first.

Veeam Backup and Replication

Tape Media
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Modifying Media Pools

If necessary, you can modify settings of a media pool.
To modify media pool settings:
1. Open the Tape Infrastructure view.

2. Navigate to the Media Pool node.

3. Right-click the necessary media pool and choose Properties. Alternatively, select a media pool and click
Edit Media Pool on the ribbon.

4. Go through the Edit Media Pool wizard to change the necessary settings.

5. Apply changes.

Limitations for Modifying Media Pools

You can modify only regular or GFS media pools; service media pools cannot be modified.

Veeam Backup and Replication
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Removing Media Pools

If you no longer need a media pool or a GFS media pool, you can remove it:
1. Open the Tape Infrastructure view.
2. Navigate to the Media Pool node.

3. Right-click the necessary media pool and choose Remove Media Pool from the shortcut menu.
Alternatively, select a media pool and click Remove Media Pool onthe ribbon.

4. In the displayed dialog box, click OK to confirm deletion.

When you remove a media pool, its tapes are moved to the Imported media pool. The data on the tapes is not
erased. You can use the tapes in the Imported media pool for restore operations.

The Imported media pool does not have any retention settings. The tapes in the Imported media pool are never
overwritten as they are not used by any jobs. The media set number and the media set expiration date are
inherited and remain for user information. The data will remain on tapes until you choose to erase it manually.

If you do not need the dataon tapes, you can move the imported tapes to the Free media pool or any other
media pool. In this case, the tapes will be marked as free. For more information, see Moving Tapes to Another
Media Pool.

Limitations for Removing Media Pools

e You can remove only regular media pools or GFS media pools; service media pools cannot be removed.

e You cannot remove a media pool that is used in a backup to tape or file to tape job. To remove such media
pool, you need to point the jobs to other media pools or GFS media pools.
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Vaults

Vaults are logical containers that help you to additionally organize offline tapes. When the tapes are recorded
and moved offsite, you need to have easy ways to manage data on such tapes.

Vaults visualize information about tapes. They store information about original location of tapes, such as library
and media pool, data written to tapes and retention terms for it. Vaults are not limited to any original location
of tapes: you can place tapes from different libraries and media pools to one vault.

Media poal 1 Sydrniey Media Walt

[@o] [co] [co] [ao] [ag

Media pool 2

B8 B8] B8] o (o] [co] [co] [oo

Media pool 3 Mews York Media Wault

[eo] [oo] |[eo] [ao] [ao]

Media pool 4

[@o] [co] [co] [ao] [ag

You can virtually move tapes to the vaults grouping them by any criteria. For example, if you have several
offsite storage locations for physical tapes, you can create a vault for each of them. When you transport the
physical tapes to the offsite storage, you can move the offline tapesto a vault in your Veeam backup console
mirroring the physical storage. This will allow you to have convenient representation of the list of tapes in each
of your physical storage locations.

Tapes can be moved to a vault automatically if you instruct media pools to move tapes to a selected vault after
the tapes go offline. You can also move the tapes from one vault to another. Tapes will not be shown in their
vault when you bring them online. The tapes that have been moved to a vault stay visible in their media pools
and under the Offline node. When you remove a tape from the Veeam backup server, it is automatically deleted
from the vault.

To start working with vaults, you need to create one or more of them. Vaults are virtual container, and do not
require any physical resources.

NOTE

You can work with tape vaults if Veeam Backup & Replication Enterprise license or higher is installed on the
Veeam backup server.
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Creating Vaults

Created vaults are shown under the Vaults node. If you have no vaults created, the Vaults node will not be
shown.

To create a new vault, use the New Media Vault wizard. This section will guide you through all steps of the
wizard and provide explanation on available options.

To add a vault, follow the next steps:
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Step 1. Launch New Media Vault Wizard

To run the New Media Vault wizard, do either of the following:

e Open the Tape Infrastructure view and select the Tape Infrastructure node. Click Add Media Vault on the
ribbon.

e Open the Tape Infrastructure view, right-click the Tape Infrastructure node and choose Add Media Vault.
TIP

You can also launch the New Media Vault wizard when configuring media pools (that is, directly from the
New Media Poolor New GFS Media Pool wizard. For more information, see Creating Media Pools or
Creating GFS Media Pools.

Backup and Replication
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a tape device, add the server it is connected to as a Tape Server. During this process, tape proxy components are deployed to
the selected server, which enables data exchange with the connected tape device.

File to Tape

File to Tape jobs copy folders and files (selected individually, or using file masks) from file shares or servers to tape. This job type
is intended for copying backup files to tape, and thus works best with fewer of larger files. We do not recommend using this job
type as a general-purpose NAS backup solution for scalability reasons.

Tenant to Tape

Tenant to Tape jobs are designed to copy backups of selected tenants to tape, enabling you to offer Tape as a Service to your
clients, as well as to add another layer of protection to their backups. Unlike File to Tape jobs, this job type integrates with tenant
backup jobs to avoid conflicts due to the concurrent execution.

Restore Tenant from Tape

To restore tenant's backups from tape in the event of cloud repository loss, click Restore button in the ribbon (or just click this
text).

Restore Files from Tape

There are two ways o restore files from tape: launch the designated wizard using the corresponding Home toolbar button (or by
clicking this text), or drill down to the desired file under the Tape node in the Files tab of the management tree,
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Step 2. Specify Media Vault Name

At the Name step of the wizard, you should define basic description for the new vault.
1. In the Name field, enter a name for the created vault.

2. Inthe Description field, enter a description of the new vault. The default description contains information
about the user who created the vault, date and time when the vault was created.

3. If you want to set overwrite protection to all tapes in this vault, select the Protect all tapes moved to this
media vault automatically check box. For more information, see Tape Protection.

Mews bedia Vault x

MName

;& Specify the name for this media vault,

|Veeam hedia Wault

Surnrnary Description:

Veearn Media Wault, Offsite starage 1|

[ Protect all tapes mowved to this media vault automatically

£ Previous Finish Cancel

107 | Veeam Backup & Replication | Tape Devices Support Guide



Step 3. Finish Working with Wizard

Review the media vault settings and click Finish tocomplete the wizard.

Mew Media Vault X
Summary
b Summary
Memre Summaryg

[Hame: Weeam Media Vault

_ Cescription: Weearn Media Vault, Offsite storage 1
Protected: Mo

< Previous Mext = Cancel

108 | Veeam Backup & Replication | Tape Devices Support Guide



Modifying Vaults

To modify vault settings:
1. Open the Tape Infrastructure view.
2. Navigate to the Vaults node.

3. Right-click the necessary vault and choose Properties. Alternatively, select a vault and click Edit Vaulton
the ribbon.

4. Go through the Edit Media Vault wizard to change the necessary settings.

5. Apply changes.
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Removing Vaults

If you no longer need a vault, you can remove it. Consider the following limitations:

e You cannot remove a vault that contains tapes. To be able to remove such vault, first move tapes from
this vault to other vaults or remove them from the vault. When you remove a tape from the vault, you can
see it in its media pool or under Media > Offline node.

e You cannot remove a vault that has a reference to any media pool. To be able to remove such vault, first
edit settings of the media pool and remove a reference to this vault.

To remove a vault:
1. Open the Tape Infrastructure view.
2. Navigate to the Vaults node.

3. Select a vault and click Remove Vault onthe ribbon. Alternatively, you can right-click the necessary vault
in the working area and choose Remove Vault.

4. In the displayed dialog box, click OK to confirm deletion.
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Moving Tapes to Vault

Recorded tapes can be moved to a vault. In the vault, you can view tape information, including data written to
tape and data retention settings.

If the tapes are placed to a vault, you can still view them under the Offline node or in the media pool.

You can move the tapes manually or instruct the relevant media pool to place the tapes to a vault automatically.

In This Section

Moving tapes to vault manually
Automatic vaulting for media pools

Automatic vaulting for GFS media pools

Moving Tapes to Vault Manually

You can move only tapesthat contain data and that are offline. To move the tapes manually:

1.

2.

Open the Tape Infrastructure view.

Navigate to the list of tapes either under the Media Pools or under the Libraries > LibraryNamenode >
Media > Offline.

In the working area, right-click the tapes you want to move and select Move to Vault. Choose the vault
you need.

Automatic Vaulting for Media Pools

To set the automatic placing of tapes to a vault, you need to configure the media pool where the target tapes
are recorded. To configure a media pool:

1.

2.
3.

Open the Tape Infrastructure view.
Navigate to the Media Pools node.
Select the media pool you want to customize.

Click Edit Media Pool onthe ribbon. Alternatively, you can right-click the media pool and select
Properties.

Go to the Retention step of the Edit Media Pool wizard. In the Offline media tracking field, select Move all
offline tapes from this media pool into the following media vault. Select the needed vault from the drop-
down list.
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Note that moving tapes to a vault automatically will not be available if you select Do not protect data (cyclically
overwrite tapes as required) option as a data retention policy.

Edit Media Pool Wk Backup Media Pool X
Retention
Specify the tape retention settings for this media poal,
2
e
Marne Diata retention policy
Tefpes (O Do not protect data (cyclically overwrite tapes as required)
(® Protect datafor |1 | | Manths w
tedia Set
() Newer overwrite data
Offline media tracking
Dptions Miowve all offline tapes from this rmedia pool into the following media vault:
Surnmmary Veeam Media Vault w0 Add Mew..,
< Previous Finish Cancel
TIP
If you have not previously created a vault, you can click the Add New button and create a new vault
without closing the job wizard. For more information, see Creating Vaults.

Automatic Vaulting for GFS Media Pools

Vaulting of GFS tapes is set for media sets individually. To change a media set configuration:
1. Open the Tape Infrastructure view.
2. Navigate to the Media Pools node. Select the GFS media pool you want to customize.

3. Click Edit Media Pool onthe ribbon. Alternatively, you can right-click the media pool and select
Properties.
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4. Go to the GFS Media Set step of the Edit Media Pool wizard and click Advanced. Select a tab with the
needed media set and select Move all offline tapes into the following media vault. Select the needed vault
from the drop-down list.

Advanced Settings X
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Daily media set:
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TIP

If you have not previously created a vault, you can click the Add New button and create a new vault
without closing the job wizard. For more information, see Creating Vaults.
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Managing Tapes in Vault

When you have tapes placed to vaults, you can move them to another vault or remove from vault. When you
remove tapes from a vault, they are still availablein the Offlinelistor in their media pool.

To move tapes to another vault:

1. Open the Tape Infrastructure view and select the Vaults node. Select the vault where the needed tapes
are stored.

2. Inthe working area, right-click the tapes you want to move and select Move to Vault. Select the target
vault.

To remove tape from vault:
1. Open the Tape Infrastructure view and select the Vaults node. Select the vault you need.
2. Inthe working area, right-click the tapes you want to remove and select Remove from Vault.
The tapes are removed from vault automatically in the following situations:
e A tape comes online. It will re-appear in the vault when it goes offline if it was not erased or overwritten.
e Atapeisremoved from catalog.

e Atapeis marked as free.
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Tape Protection

Tape protection is a software option that prohibits overwriting, erasing or appending data to protected tape.
You can protect individual tapes that, for example, contain particularly valuable data.

Tape protection overrides retention settings of the media pool. The retention of other tapes in the media pool is
not modified. You can remove the protection atany time. The tape will return to the retention period set by the
media pool. If the media pool retention expired during the time the tape was protected, the tape will be queued
for overwriting.

You can set protection for any tape, online or offline, that contains data. If the offline tape is in a media vault,
the media vault will update the Protected status for this tape automatically.

Media pool

[ 0] |G_D®|D_D| [eXs]

Retertion period

Online tapes Offline tapes

When the tapes are protected, the following operations are prohibited for them:
e Appending data to tapes
e Erasing tapes
e Marking tapes as free
e Removing tapes from catalog

To perform these operations, you need to switch the protection off first.
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Protecting Tapes

If you have tapes for which you need to change the retention to 'never overwrite', you can protect them.

Protection option sets lifelong retention period for the selected tapes overriding the retention settings of the
media pool.

You can set protection for both online or offline tapes that contain data.

IMPORTANT

You can protect only tapes that contain data. You cannot protect free (empty) tapes.

Switching On Protection

To enable protection:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries > LibraryNamenode >
Media > Online.

3. Select tapes you want to protect and click Protect onthe ribbon.
Alternatively, you can right-click selected tapesand choose Protectfrom the shortcut menu.

If the tapeis a part of a media set, Veeam Backup & Replication will prompt you to protect the other tapesin
this media set.

If the tapes are protected, they cannot be erased or marked as free by Veeam Backup & Replication or manually.
To erasesuch tape, you need to switch the protection off first.

Switching Off Protection

You can switch off the protection at any time. The retention will return to the value set for the media pool.
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Tape Data Retention

Data retention period is a period of time when data written to tapes is protected from overwriting.

Retention period is set by user for media pool and is applied to all tapes in this media pool. To set the retention
policy, you can choose between the following options:

e Never overwrite data.
e Protect data for a particular time interval.

e Do not protect data (cyclically overwrite tapes as required).

During the retention period, Veeam Backup & Replication will not overwrite data on tape. If a tape contains
several backup sets, it will expire when the backup set with the longest retention period expires.

Media pool
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Sun o Tue wiad Thu Fri Sat Sun Man Tue

You can change the retention at any time. When you change the retention policy, you can select if this
modification works for tapesthat will be written after you apply this change or also to tapes that are already
recorded. In the latter case, the retention settings of the recorded tapes will change immediately and will be
applied to tapes that are both online and offline.

NOTE

If you choose to set a shorter retention period and apply the retention settings to all tapes, some of your
tapes may immediately become outdated. Such tapes will be queued for overwriting. Be careful when
applying a new retention policy in order not to lose any datayou need, or use the protection option. For
more information, see Tape Protection.

Tape Retention and Disk Retention

For forward incremental and reverse incremental backup chains, it is strongly recommended that you set the
retention period for the tape archive at least twice longer than the retention period for source backups on disk.
The tape jobs analyze the existing tape archives and synchronize them with disk backups. If you have some
restore points on disk and the tape archive misses them (for example, if the media pool retention allowed
overwriting of these tapes), the tape job will re-write all missing restore points. For more information, see the
Veeam Backup & Replication User Guide, section Retention Policy.

For example, there are 14 backup files in the backup repository that are kept for 14 days. The backup to tape job
archives files once a week. The retention policy for the media pool is set to 7 days. In this case,

Veeam Backup & Replication will first write 14 backup files from the backup repository to tape. After a 7-day
interval, Veeam Backup & Replication will start recording the whole set of backup files from the backup
repository to tape anew, overwriting backup files on tape with their copies from the backup repository.

When the source job produces a forever forward incremental backup chain, you can set any retention period for
the tape archive. To back up such chains, the virtual full mechanism is enabled automatically. Note that the
virtual full backup must be always newer than the full backup on the disk. Otherwise, the tape job will copy not
only the full backup from the disk, but also the whole chain of incremental backups. That may result in
excessive use of additional tapes and significant increase in the tape job processing time. For more information,
see Virtual Full Backup.
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Managing Outdated Tapes

Veeam Backup & Replication will place outdated tapes to the media pools (the same media set for GFS media
pools) where the tapes were originally written.

The tapes containing outdated data are handled in the following way:

e If the expired tape is online, it will be overwritten next time a tape job requires a free tape. The expired
tape can be used only by the same media pool (or the same media set for GFS media pools) unless you
erase the tape manually or move it to another media pool. The tapes are rewritten by the FIFO method.

o If the expired tape is offline, youcan re-load it back to the library. Veeam Backup & Replication will place
tapes to the media pools where the tapes were originally written. You can move tapes to another media

pool or erase the tape manually.

You can erase tapes or move tapes to another media pool manually. For more information, see Moving Tapes to
Another Media Pool.
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Virtual Full Backup

The virtual full method allows you to transform forever forward incremental backup chains created by source
backup and backup copy jobs to save them to tapes. The forever forward incremental chain always keeps on disk
one full backup followed by a fixed number of increments. The full backup is constantly rebuilt: as new
increments appear, the older ones are injected into the full.

Unlike disk backups, tape archives are static: tape jobs cannot rebuild backupsonce they are written to tape.
Also, the standard backup to tape scheme (archiving new restore points during each tape session) cannot be
used: the tape archive would have one full backup and an endless chain of increments all of which would be
required for restore. To adapt the forever forward incremental chains to tapes, Veeam Backup & Replication
uses the virtual full.

The virtual full mechanism creates a periodic synthesized full backup on tape. The periodic fulls split the forever
incremental backup chain into shorter series of files that can be effectively stored to tapes. Each series contains
one synthesized full backup and a set of increments. Such series are convenient for restore: you will need to
load to the tape device only those tapes that are part of one series.

The virtual full does not require additional repository disk space: it is synthesized directly on tape on the fly,
when the tape job runs. To build such full backup, Veeam Backup & Replication uses backup files that are
already stored in the backup repository.
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The virtual full is enabled automatically if the source job has no scheduled full backups. You can schedule the
virtual full on a specific day (or days) of week. This day indicates the dayfor which you want to synthesize full
backup of the source machines.

The virtual full does not necessarily need to be scheduled on the day when the tape job runs. When the tape job
starts, it synthesizes the source machines state as they were on the chosen day.For example, you can set Friday
as the virtual full day, and schedule the tape job to run on Saturday. The tape job will not run on Friday. On
Saturday, the tape job will copy blocks of data to reconstruct the state of the machines as they were on Friday
(or, if no backup is available for Friday, the closest day preceding Friday).

You can customize the virtual full schedule according to your needs, although you cannot disable the virtual full
if you back up the forever forward incremental backup chain. Also, you cannot create more than one virtual full
a day.
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NOTE

Consider the following:

e [For regular backup to tape jobs] The source job configuration must not have scheduled synthetic or
active full backups. If it does, the virtual full will be disabled even if configured in the tape job.

e [For GFS backup to tape jobs] The source job configuration and the backup chain type do not have
an impact on the virtual full backups. For more information, see How GFS Backup to Tape Works.
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How Virtual Full Backup Works

When the tape job archives the forever incremental backup chain, it copies the full backup from disk only once.
After that, it copies new increments and creates virtual fulls regularly, or, if archiving of increments is disabled,
creates only virtual fulls.

To create a virtual full backup, Veeam Backup & Replication uses a small temporary file of the VSB (Veeam
Synthetic Backup) format. The VSB file does not contain backup data; it contains pointers to data blocks inside
files of the backup chain on disk that are required to build a full backup as for the needed day. Using these
pointers, the tape job detects these blocks and writes them to tape.

To create a virtual full backup, the tape job performs the following operations:

1. On the daythe tape job runs, it creates a VSB file and stores it in the backup repository, next to restore
points in the backup chain.

2. According to the VSB file pointers, the tape job detects what backup chain and what data blocks on disk
are required to synthesize a full backup, and writes these blocks to tape asa full backup file (.vbk).

3. At the end of the tape job session, the VSB file is removed from the backup repository.
For example:

e The source backup job creates an increment every day.

e The tapejob is scheduled on Saturday with a virtual full on Friday.

On Saturday, the tape job picks datablocks from the full backup on Tuesday and the subsequent increments up
to Friday. Using these blocks, the tape job synthesizes a virtual full that represents the machine state as of
Friday.
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NOTE

If the source backup chain contains a full backup that was created on the virtual full day (for example, an
active full backup created manually), the tape job will copy it and will not create a virtual full.
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Virtual Full Intervals

When the tape job needs to create a new virtual full, it analyzes the tape archive and detects the date of the last
virtual full on tape. To create a new virtual full, the tape job needs restore points that were created in the
following interval:

e The start of the interval is midnight after the last virtual full was created (the end of tape writing session).

e The end of the interval is midnight after the virtual full day.

wWirtual irtuial
full day full day
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Recent restore point search interval

To synthesize a new virtual full, the tape job needs at least one increment created in this interval. If there are
many increments, the tape job builds a virtual full up to the most recent increment within the interval.

Missing Source Backups

The source chain may not contain an increment on the virtual full day. In this case, the tape job uses a backup
that is closest to the virtual full day within the virtual full interval. For example, if the source backup closest to
the virtual full day was on Tuesday, the tape job will synthesize a virtual full that represents the machine state
as of Tuesday.
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The source chain may have missing backups because of the following reasons:
e The source job does not run on the virtual full day.

e The tape job has multiple source jobs scheduled on different days. Some of the source jobs does not
create a backup on the virtual full day.

e The source job fails to produce increments for severaldays, for example, because of a hardware
breakdown, network inaccessibility or if the source job was disabled by the user for some time.

e Some machines in the source job have corrupted backups. The tape job will use the last valid backups for
these machines and create the virtual full up to the latest valid restore point.
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No Backups in the Virtual Full Interval

The source job may not produce any backups after the previous full backup day. In this case, the tape job will
not create a virtual full for this period.
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IMPORTANT

The virtual full cannot be forced before its scheduled day. For example, if you start the tape job manually
off-schedule, it will not create the virtual full if the virtual full day s in future.
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Tape Parallel Processing

You can use multiple drives simultaneously for writing data to tape. This option is useful if you have a lot of tape
jobs running at the same time or you have a lot of datathat must be written to tapein a limited backup window.
You can configure multiple drives in the following ways:

e Use multiple drives of one tape library.
e Manage multiple tape libraries and use several or all drives across all managed libraries.

Parallel processing is enabled in optional media pool settings. To use drives of multiple libraries, you must
enable the parallel processing mode for the libraries that are managed by the media pool.

To process the tape data in parallel, you can split the data across drives in two ways:
e Parallel processing for tape jobs.
e Parallel processing for source chains of one (or more) tape jobs.

Tape jobs may simultaneously use less drives than configured in optional media pool settings. That may happen
under one of the following conditions:

e The number of tapes availableis less than the number of drives assigned for this media pool.

e The number of drives availableis less than the number of drives assigned for this media pool.

Processing Tape Jobs Simultaneously

When you process tape jobs in parallel, the media pool assigns a drive to each running tape job. For example, if
you set three drives as the maximum, you can process up to three tape jobs at the same time. If you have more
jobs running at the same time, they are queued. When one of the jobs finishes and releases its drive, the first
queued job takes the drive.

To enable this mode, select the Enable parallel processing for tape jobs using this media pool check box in
optional media pool settings. If this mode is enabled in media pool settings, for machine backup to tape jobs you
can limit the number of drives the job can use, as described in Specify Archiving Options.

This option is available for backup to tape and file to tape jobs.
For example:
e You set the maximum number of drives to three.

e Four tape jobs start at the same time.
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The tape jobs start, and jobs A, B and C occupy three drives to write datato tape. Tape job D is queued and
waits. When one of the jobs finishes and releasesits drive, tape job D takes the drive and starts writing data.
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Processing Backup Chains Simultaneously

When you select processing backup chains in parallel, the media pool processes several source jobs
simultaneously.

To enable this mode, select the Enable parallel processing for tape jobs using this media pool and Process
independent data sources simultaneously check boxes in optional media pool settings.

This option is available for backup to tape jobs only.
For example:
e You set the maximum number of drives to three.
e Tape job A has one source job; tape job B has three source jobs. Both tape jobs start at the same time.

Tape job A occupies drive 1. Tape job B occupies two other availabledrives and processes two source jobs. Tape
job A finishes and releases drive 1, the third source job from tape job B occupies drive 1.
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If a source job produces multiple per-machine backups, the media pool processes several per-machine backup
chains simultaneously. For more information about per-machine backup files, see the
Veeam Backup & Replication User Guide, section Per-Machine Backup Files.
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For example:
e You set the maximum number of drives to three.

e Tape job A has one source job, the source job processes four VMs.

Tape job A starts and occupies all three availabledrives. It writes each separate VM of the source job by a
separate drive. After tape job A finishes writing one of the current VMs and releases one of the three available
drives, it occupies this drive with writing VM4. In other words, if a job with per-machine chains is configured to
process more VMs than there are drives available, it occupies the entire media pool.

The order in which VMs are queued for processing is defined by the order of VMs within each source job, by the
order of source jobs within each tape job and the schedule configured for running tape jobs.
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Similarly, if the source job is an agent job with the configured backup policy (the Managed by agent option is
selected) and produces backups for multiple machines/protection groups, the media pool processes backups for
several computers simultaneously. For more information about agent backup jobs, see the Veeam Agent
Management Guide, section Working with Veeam Agent Backup Jobs and Policies.
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Media Sets Created with Parallel Processing

With parallel processing, a separate media set is opened per each drive used.

NOTE

The media pool must have an available tape for each drive.

The media sets are opened according to media set options configured for the media pool:
e Parallel processing with Do not create, always continue using current media set option
e Parallel processing with Create new media set for every backup session option
e Parallel processing with Daily at option
You can edit the media pool settings at any time, and increase or reduce the maximum number of drives:

e If you reduce the number of drives, the media pool will use fewer drives for the next writing session. The
media sets that become excessive will be closed.

e If you increase the number of drives, the media pool will open new media sets per each added drive.
Further, the media pool will use these media sets according to rules described above.

TIP

When multiple media sets open simultaneously, they may have identical sequence number and time of
creation. To distinguish between the media sets easily, use the %i/d% variable in the media set name. This
variable is added to the media set name by default.

Parallel Processing with Do Not Create, Always Continue
Using Current Media Set Option

When the media pool is set to the Do not create, always continue using current media set option, a media set is
opened per each drive during the first tape session. The next time a tape job starts, it chooses a tape that has
most free space, and appends datato it.

For example, you set the maximum number of drives to 3. The tape jobs that are first to run start 3 media sets.
The following tape sessions continue these 3 media sets appending data to them.
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128 | Veeam Backup & Replication | Tape Devices Support Guide



Parallel Processing with Create New Media Set for Every
Backup Session Option

When the media pool is set to the Create new media set for every backup session option, a media set is opened
per each drive for every writing session. When the jobs run the next time, they open several media sets anew.

Each media set uses a free tape. Note that this configuration is the most tape-consumptive.

Tape job
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Parallel Processing with Daily at Option

When the media pool is set to Daily at option, several media sets (per each drive) are opened on the scheduled
day. If tape jobs run twice or more before the scheduled day, they continue these media sets — in this case, the

jobs use tapesthat have most free space first.
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Backup to Tape

To back up data to tape, you need to create and run tape jobs. The backup to tape job is a dedicated job that
archives to tape Veeam backups that were produced by Veeam backup jobs. Note that you cannot directly
backup virtual machines to tapes.

NOTE

Support of the backup to tape is included in the Veeam Universal License. When using a legacy socket -
based license, the Enterprise or Enterprise Plus edition of Veeam Backup & Replication is required. For
details, see Veeam Editions Comparison.

You can archive the following data to tape:

VM backups

NAS backups. For more details, see Backup to Tape for NAS Backups
Veeam Agent backups

Physical machine backups

Backup repositories, including hardened repositories

[For Veeam Cloud Connect] Tenants

The backupsthat can be archived to tapes also include those created with backup jobs that directly write backup
data to object storage repositories.

When a backup to tape job runs, it does not create new backups:it locates already existing backups and copies
them from backup repository to tape. You need to set the source of the tape job: jobs or backup repositories.

Sources of Backups for Backup to Tape Jobs

You can use several options for selecting backups that you want to write to tape with the tape job.

Jobs as Source

The following jobs can be source for tape jobs:

VMware/Hyper-V/Nutanix AHV/RHV backup job
VMware/Hyper-V/Nutanix AHV/RHV backup copy job
NAS backup job

Windows/Linux/Unix/Mac Veeam Agent backup job configured in Veeam Agent operating in the
standalone mode

Windows/Linux/Unix/Mac Veeam Agent standalone backup copy job
Windows/Linux/Unix/Mac Veeam Agent backup job configured in Veeam Backup & Replication
o Veeam Agent backup job managed by the backup server
o Veeam Agent backup job managed by Veeam Agent (backup policy)

Windows/Linux/Unix/Mac Veeam Agent backup copy job
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e Cloud VM (Veeam Backup for Microsoft Azure/AWS/Google Cloud) backup copy job configured in
Veeam Backup & Replication

e Kasten K10 policy

e Backup copy job for Kasten K10 policy

NOTE

Backup to tape jobs can process only agent backup jobs that are targeted to a Veeam backup repository.
When the tape job starts on its schedule, it picks the restore points that were produced by the source jobs in
period since the last tape job run. If you change the configuration of the source jobs, the tape job is updated

automatically: it adds new machines or folders and files to the list of entities to archive or stops archiving
entities that were removed from source jobs.

The tape job will process its source jobs in alphabetical order.
Backup Repositories as Source

NOTE

When using backup repositories as a source for backup to tape, only supported backup types can be
archived to tape.

When you add a repository as a source to a tape job, the tape job constantly scans the selected repository (or
repositories) and writes the newly created backups to tape. The tape job monitors the selected repository in a
background mode. You can set explicit backup windows for the tape job. In this case, the tape job will start on
the set time and archive all new restore points that were created in the period since the last job run.

If you create or remove backup jobs that use this repository, or if you change the configuration of such backup
jobs, you do not need to reconfigure the tape job that archives the repository.

Tenants as Source

This option is available for Veeam Cloud Connect service providers. Service providers can back up tenants
backups from cloud repositories to tape. As the source to the backup to tape job, you can add tenants or cloud
repositories. For more information, see the Veeam Cloud Connect guide.

For tenants backups, only GFS media pools are used. For more information, see GFS Media Pools.

Mixed Jobs

To one tape job, you can link an unlimited number of sources. You can mix source jobs of different types (backup
jobs, backup copy jobs, file backup jobs) and on different platforms (VMware, Hyper-V, Windows Agent, Linux
Agent). You can add jobs and repositories as source to the same tape job.

Also, you can add an unlimited number of tenants to one tape job. However, you cannot mix tenants with
backup jobs and backup repositories.

IMPORTANT

The tape job looks only for the Veeam backups that are produced by backup jobs running on your console.
Other files will be skipped.
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Linking Source Jobs

Linking tape jobs with source jobs is not obligatory when you create a tape job. You can add source jobs to tape
jobs at any moment:

If you already have backup jobs configured, you can choose the necessary jobs in the Backup to Tape Job
wizard. For details, see Creating Backup to Tape Jobs.

Alternatively, you can link an "empty" tape job or an existing tape job as a secondary destination target for
the source backup job. For details, see Linking Backup Jobs to Backup to Tape Jobs.

Source Job Backup Methods

The source jobs that create backups to be archived to tapes may use any backup method, no matter whether you
select jobs, backup repositories or tenants as a source:

Forever forward incremental backup method

To back up the forever forward incremental chains to tape, the tape job uses the virtual full. The virtual
full creates a synthetic full backup on tape regularly (for example, once a week) and splits the chain into
short series of tapes which is more convenient for restore. For more information, see Virtual Full Backup.

[For backup copies in periodic mode created in Veeam Backup & Replication versions earlier than 12] If the
source job is a backup copy job in the periodic copy mode, note that the last restore point of the backup
copy job staysactive until the next restore point is created. The tape job does not copy such active points,
because they may be updated. For this reason, the backup chain on tape will be always one restore point
shorter than on disk.

Forward incremental backup method

When the tape job backs up the forward incremental chain to tape, it creates a copy of the disk backup
chain.

Reverse incremental backup method

The last backup in the reverse incremental backup chain is always the full backup. If the source backup
chain is reverse incremental, the tape job will copy the full backup each time the tape job runs. The
increments are skipped.
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Backup to Tape for NAS Backups

Backup to tape for NAS backups is a particular case of using backup to tape jobs to write to tapesbackups and
backup copies created by file backup jobs. For more information on the file share backup, see the NAS Backup
section in the Veeam Backup & Replication User Guide.

NOTE

Backup to tape for NAS backups is a secondary backup as it additionally secures already backed up file
share data. Thus, this functionality does not consume license instances.

Using backup to tape for NAS backups has the following benefits:
e Itallows avoiding excessive load on the production NAS storage.

e Itallows implementing the '3-2-1' backup approach (3 copies, 2 types of media, 1 offsite location)
considered as a best practice for data protection and disaster recovery.

Just like with ordinary backup to tape jobs, as a source you can specify either file backup jobs or repositories
that store NAS backups and their copies. For more information on sources of backup to tape jobs, see Backup to

Tape.

When creating a backup to tape job for additionally securing NAS backups, consider the following:
e Files on tapes are stored in the native format.
e NAS backup to tape does not support GFS.

e The tape job always writes to tapes the latest restore point (the state of file share backup files as of the
backup to tape job run).

e When starting a backup to tape job for NAS backups, Veeam Backup & Replication checks if the backup
chain stored on tapes is consistent. If it is not consistent, Veeam Backup & Replication creates a new full
backup based on the latest backup point of the source NAS backup.
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In contrast to other backup to tape jobs, NAS backup to tape creates a virtual full backup in any case, even
if a full backup was already created on the same day. For more information on virtual full backups, see
Virtual Full Backup.
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How Backup to Tape Works

When Veeam Backup & Replication executes a backup to tape job (started manually or on schedule), it performs
the following operations:

1. The backup to tape job addresses the Backup Catalog in the Veeam Backup & Replication databaseto
detect backups that match the job criteria.

2. The files are queued for archiving.

3. Veeam Backup & Replication connects to Veeam Data Movers and starts the data transfer process. The
source Veeam Data Mover retrieves data from the backup repository and target Veeam Data Mover sends
data to tape.

4. The tape job addresses the media pool that is set for this job as target. The media pool allots tapes for
writing data according to the following configuration options:

o Tapes consumption
o Media sets
o Taperetention

5. While tape recording is performed, Veeam Backup service updates data in the Backup Catalog and Tape
Catalog in Veeam Backup database. The Veeam Backup console displays refreshed information about
backups archived to tape and shows job statistics.
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Before You Begin

Before you configure a backup to tape job, complete the following prerequisites:

e You must have Veeam Backup & Replication Enterprise license or higher installed on the Veeam backup
server.

e [For Veeam Cloud Connect service providers] To back up tenants to tape, you must have Veeam Cloud
Connect service provider license installed on the Veeam backup server.

e You must check configuration of source backup job(s). Tape jobs have the following requirements for the
restore points to keep setting:

o A source job with forever forward incremental chainmust keep not less than 3 restore points on disk.
o A source job with forward incremental chain must keep not less than 3 restore points on disk.

o A source backup copy job in the immediate copy mode must keep not less than 3 restore points on
disk.

o A source backup copy job in the periodic copy mode mustkeep not less than 3 restore points on disk.
If this job was created in Veeam Backup & Replication versions earlier than 12, it must keep not less
than 4 restore points on disk.

o Areverse incremental chainhas no required minimum.
e You must configure one or more media pools with the necessary media set and retention settings.

e You must load tapes to the tape device and configure the target media pool so that it has access to them.
If the media pool has no available tape, the tape job will wait for 72 hours and then terminate.

Consider the following:

e The backup to tape job processes VBK (full backups), VIB files (forward incremental backups), and files
and folders (if the source for the backup to tape job is a NAS backup job or repository that stores NAS
backups).

e Protecting NAS backups with backup to tape jobs does not consume Veeam license instances.

e If you back up to tape a reverse incremental chain, the tape job will always copy the full backup. Reverse
incremental backups (VRB) are skipped from processing.

e Microsoft SQL Server log files, Oracle log files and PostgreSQL log files (VLB) are skipped from processing.

e [For Veeam Cloud Connect service providers] The backup to tape job that backs up tenants to tape will not
process backups created with previous versions of Veeam Backup & Replication or Veeam Agents. To avoid
this, you must upgrade the tenants' backup server or agent machines to the last version. After the
upgrade, the tenants' jobs must run at least once.

e Ifajob is unable to complete within 21 days period, it will be stopped with the 'Failed' status.
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Creating Backup to Tape Jobs

To archive backupsto tape, you should create a backup to tape job using the New Backup to Tape Job wizard.
This section will guide you through all steps of the wizard and provide explanation on available options.

With this wizard, you can create a backup to tape job or a GFS job.

To create a backup to tape job, follow the next steps:
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Step 1. Launch New Backup to Tape Job Wizard

To run the New Backup to Tape Job wizard, do either of the following:
e Onthe Home tab, click Tape Job and select Backups.

e Open the Home view, right-click the Jobs nodeand select Tape Job > Backups to Tape.
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Step 2. Specify Job Name and Description

At the Name step of the wizard, you should define basic settings for the backup to tape job.
1. Inthe Name field, enter a name for the job.

2. Inthe Description field, enter a description of the job. The default description contains information about
the user who created the job, date and time when the job was created.
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Description:

tedia Pool File Server Backup to Tape lob

Incrermerntal Backup

Options

Schedule

Surmrmary

< Previous Finizh Cancel
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Step 3. Choose Backups to Archive

At the Backups step of the wizard, select backupsthat you want to write to tape with the tape job.

Click Add and select the necessary backups. You can choose backups from the following sources:

Backup jobs. You can select backups from available backup, backup copy, file share backup or agent
backup jobs. When a backup to tape job runs, Veeam Backup & Replication searches and archives restore
points from the backups created by the selected backup jobs.

Backup repositories. Using this option, you can select whole backup repositories. When a backup to tape
job runs, Veeam Backup & Replication searches and archives restore points from all backups stored in the
chosen backup repositories.

If you choose to archive data from backup repositories, the backup to tape job will process only the
backups that were created with backup jobs configured on this Veeam backup server. Imported backups
and configuration backups will be skipped from processing.

Tenants. This option is available for Veeam Cloud Connect service providers. With this option, you can
select backups of your tenants or cloud repositories.

To learn more about sources to tape jobs, see Machines Backup to Tape.

To remove a source from the list, select it and click Remove onthe right.

The sources of the backup to tape job are processed in order the displayed here. To move a source up or down in
the list, use the Up and Down buttons on the right.

Mews Backup to Tape Job X
Backups
Specify objects to be processed by this tape job,
[
Marne Backups:
Marne Type Size Add...
_ @File Server Backup Job Whiweare Backup 13,1 GB
Remaowve
Media Pool {@}Hyper—\f Backup lob Hyper-f Backup 148 0GB
E-Backup Wolurne 01 Windous 303 GB
Incrermental Backup
Options + Up
Schedule * Down
Sumrmary
Full:
30.3GB
Incrermental;
B

< Previaus Finish Cancel

The total size of full backups added to the backup to tape job is displayedin the Full field. The total size of
incremental backups added to the backup to tape job is displayed in the Incremental field.
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TIP

This step is optional. You can create a backup to tape job without source. You can add the source later, or
you can link this job to a backup job. For more information, see Linking Backup Jobs to Backup to Tape
Jobs.

Selecting Backup Chains to Archive

On the first run, the tape job can copy all restore points or only the latest backup chain. This option is useful if
the source backup job or the source backup repository has several backup chains. The backup chain here means a
full backup file plus a set of incremental backup files following it.

To select what backup files you want to archive:
1. Click Add and select Backup jobs or Backup repositories.
2. Select the necessary backup job or repository you want to add to the tape job.

3. Veeam Backup & Replication will display a warning informing about backup chain options. Click Latestto
archive only the latest backup chain to tape. This option lets you have only the latest restore points
written to tape and use less tape for data archiving. Click ALl to archive all available backup files.

This option selects what backup chain will be copied on the first run of the job. You can instruct the job to copy
only the latest backup chain on every tape job run. This option is availablein the advanced settings of the job.
For more information, see Advanced Settings.

Mews Backup ta Tape Job x
Backups
Specify objects to be processed by this tape job,
Marme Backups:
Rermowve
fledia Pool
Weearn Backup and Replication >

Incrermemntal Backup

Options 0 Ore orrmore source backup jobs have multiple full backup chains already created, 1+ Up
Should only the latest chain, or all existing chains be sent to tape upon the first job run?

Schedule Al + Down

Surmrmary

Full:

0B
Incremental:
0B

£ Previous Mext = Finish Cancel
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Step 4. Choose Media Pool for Full Backups

At the Media Poolstep of the wizard, choose media pool for full backups.
1. From the Media poollist, choose a media pool that will be used for archiving full backup files.

You can select a media pool or a GFS media pool. Depending on the selected type, the job schedule will
change to regular schedule or GFS schedule accordingly.

NOTE
Consider the following:

e For tenants backups, you canselect only GFS media pools.

e Free space counter reflects the total remaining free space of all tapes open for appending
data. Tapes closed for appending data due to media set settings and retention period are not
included into the free space calculation.

MWew Backup ta Tape lob X
Media Pool
Specify the media pool to perform backup to,
[
Marne Media pool:
Wi Backup Media Pool (HP B30 G3 Series 3,50 w0 Add Mew,,,
Backups
Schedule..
Tapes: 3
Incrermental Backup
Free space: M8 GE
Options Media set: Do not create, always continue using current redia set
Schedule Retention: Protect data for 24 Months
SRR Parallel processing: 2 drives, multiple backup chains
Encryption: Disabled
Export to wault: Do not export
WMYORM: False
< Prewious Finish Cancel
TIP

If you have not previously created a media pool with the required settings, you can click the Add
New button and create a new media pool or a GFS media pool without closing the job wizard. For
more details, see Creating Media Pools or Creating GFS Media Pools.

2. You can configure schedule for virtual full backup. This option is available only if you selected a regular
media pool.

If the source job produces a forever incremental backup chain or is a backup copy job without GFS option
enabled, Veeam Backup & Replication will periodically create a virtual full backup. You can configure the
full backup schedule at this step of the wizard. The virtual full cannot be switched off; however, it is
disabled automatically if the source job periodically creates active full or synthetic full backups.
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The virtual full does not depend on the job settings for incremental backups. If you enable the virtual full

for the job, it will be created in any case, no matter whether you enable or do not enable incremental
backups. For more information, see Virtual Full Backup.

NOTE

If the source job is a backup copy job with the GFS option enabled, Veeam Backup & Replication will
not create a virtual full backup on tapes periodically, as this source job is considered forward
incremental. For more information on methods of creating archive full backups, see the

Veeam Backup & Replication User Guide, section Methods for Archive Backups Creation.

To configure the virtual full schedule, click Schedule and select the necessary scheduling options.

MWew Backup ta Tape lob x

Media Fool

Specify the media pool to perform backup to,
[
Marne Media poal:

File Backup Media Pool (HP MEL G3 Series 3,50 | Add Mew,.,
Backups
| Schedule., |
MediPosl e x

Incrermental Backu
- Specify wirtual full backup schedule for source backup jobs which use a backup
rnode without periodic full backups,

Options
) Manthly on: Fourth Saturday tdonths..,
Schedule
(®) ‘wWeekly on zelected days: Days...
Surnmary
Saturday

Cancel

< Previous Text = Finish Cancel
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Step 5. Choose Media Pool for Incremental Backups

This step is available only if you selected a regular media pool as target for full backups.

At the Incremental Backup step of the wizard, you can enable or disable incremental backups processing and
choose media pool for incremental backups.

If you want to back up incremental backups to tape, select the Archive incremental backups to tape check box.
If this option is disabled, the backup to tape job will archive only VBK files and will skip VIB files from
processing.

From the Media pool for incremental backups list, select a media pool that will be used for incremental backups.

Veeam Backup & Replication allows you to select different media pools for full backups and incremental
backups. This can be required if you use different media set or retention settings for archiving full backups and
increments.

You cannot select a GFS media pool to copy incremental backups to tape. Instead you can configure a daily
media set in the GFS media pool to archive incremental points along with GFS points, combining normal and GFS
functionality within a single job. For more details, see Creating GFS Media Pools.

TIP

If you have not previously created a media pool with the required settings, you can click the Add New
button and create a new media pool without closing the job wizard. For more details, see Creating Media
Pools.

Mews Backup to Tape Job X
Incremental Backup
Specify media pool for incremental backups,
[
Marme Archive incrermental backups to tape
Media pool for incremental backups:
Backups - -
Wi Backup Media Pool (HP MEL G3 Series 3,500 ~ | Add Mew,.,
fledia Pool
Tapes: 3
(ncimentaiBaekip 0 Freespace: 11008
Options hedia set; Do not create, always continue using current media set
Retention: Frotect data for 24 Months
Schedule
Parallel processing: 2 drives, multiple backup chains
Surmrmary
Encryption: Dizabled
Export to vault: Do not export
MAOIRRA: False

£ Previous Finish Cancel
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Step 6. Specify Archiving Options

At the Options step of the wizard, specify archiving and media automation options. The options are different for
regular backup to tape jobs and GFS tape jobs:

Options for Backup to Tape Job

Options for GFS Tape Job

Options for Backup to Tape Job

This step of the wizard is available if you selected a regular media pool at the Full Backup step of the wizard.

In the Media Automation section, specify options for automatic operations after finishing the job:

If you want the tape to be automatically ejected from the tape drive after the job successfully finishes,
select the Eject media upon job completion check box. The ejected tapes are placed into a free tape device
slot. Note that if the job started and failed, the tape will remain in the drive.

This option does not prevent the tape job from appending data to this tape. If not configured otherwise in
media pool settings, this tape will be placed into a drive on the next tape job run.

If you want to pull out the tapes with the current media set from the tape device, select the Export
current media set upon job completion check box. You can use this option, for example, to move tapes to
another storage location.The tape device will eject the tapes that belong to the current media set when
the media set is closed.

If you want to export tapes on specific daysonly (for example, every Saturday), click Days and schedule
export on the necessary days.

Note that with this option selected, a new media set is started after each export.

If the media pool, which is the target for the tape job, uses parallel processing, you can limit the number
of drives to use for processing this tape job. To enable this, select the Limit the number of drives this job
can use to N tape drives check box and specify the number of drives to use. For more information on how
to enable parallel processing for the media pool, see Add Optional Media Pool Settings.
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Click Advanced to configure the advanced job options.

Mews Backup to Tape Jlob x

Options
Specify tape job options,
[

Marne
Eject tape rmedia upon job completion
ez This option makes the job autoratically eject tape from drives upon completion, so that tape
. does not stay in the drive, which is a best practice,
fledia Pool . . )
Export current redia set upon job cormpletion Diays.,
Incremental Backup This option makes the job automatically close and export the current media set an specific days,
Drrive usage
Schedule [ Linit the number of drives this job can use to: (2 = | tape drives
Surmrmary

Media automation

Advanced job settings include compression, notification settings, automated post-job

activity and other settings, Advanced..,

£ Previous Finish Cancel

Options for GFS Job

This step of the wizard is available if you selected a GFS media pool at the Full Backup step of the wizard. At this
step, specify options for automatic operations after finishing the job and the drive usage limit:

If you want the tape to be automatically ejected from the tape drive and placed into a free tape device slot
when the job finishes, select the Eject media upon job completion check box.

This option does not prevent the tape job from appending data to this tape. If not configured otherwise in
media pool settings, this tape will be placed into a drive on the next tape job run.

If you want to pull out the tapes with some media sets from the tape device, select the Export the
following media sets upon job completion check box. You can use this option, for example, to move tapes
to another storage location. The tape device will eject the tapes that belong to the selected media set.

Click Media sets and select the media sets that you want to export.

If the media pool, which is the target for the tape job, uses parallel processing, you can limit the number
of drives to use for processing this tape job. To enable this, select the Limit the number of drives this job
can use to N tape drives check box and specify the number of drives to use. For more information on how
to enable parallel processing for the media pool, see Add Optional Media Pool Settings.
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e Click Advanced toconfigure the advanced job options.

Mew Backup to Tape Job

Options

Specify tape job options,

[0
Marne
Backups
fledia Pool
Options
Schedule

Surmrmary

Media automation
Eject tape rmedia upon job completion

This option makes the job autoratically eject tape from drives upon completion, so that tape
does not stay in the drive, which is a best practice,

Export the following rmedia sets upon job completion hedia Sets

This option rmakes the job autormatically close and export selected GFS media sets,

Drrive usage

Lirnit the number of drives this job can usetor |2 2 tape drives

Advanced job settings include compression, notification settings, automated post-job

activity and other settings, Advanced..,

£ Previous Cancel
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Step 7. Specify Advanced Job Settings

You can specify the following advanced settings for the backup to tape job:
e Notifications Settings

e Advanced Settings

Notifications Settings

At the Notifications tab, you can specify notification settings for the backup to tape job.
At the Options step of the wizard, click Advanced. Then select the Notifications tab.

Select the Send email notifications to the following recipients check box if you want to receive notifications
about tape job status. Inthe field below, specify a recipient's email address. You can enter several addresses
separated by a semicolon.

IMPORTANT

To receive notifications about tape jobs status, you must enable general email notifications in
Veeam Backup & Replication. For more information, see the Veeam Backup & Replication User Guide,
section Specifying Email Notification Settings.

You can choose between the following options:

e Use global notification settings: Veeam Backup & Replication will notify you according to global email
notification settings specified for the Veeam backup server.

e Use custom notification settings specified below: you can specify notification settings for tape jobs.

In the Subject field, specify a notification subject. You can use the following variables in the subject:
o %Time%: the time when the tape job finished.
o %JobName%: the name of the tape job.
o %TapeCount%: the number of tapes used for the tape job session.
o %JobResult%: the job result.
o %VmCount%: the number of machines in the job.
o %lssues%: the number of machines in the job processed with Warning or Failed status.
Select the occasions on which you want to receive email notifications:
e Notify on success: Veeam Backup & Replication will notify you if the tape job finishes successfully.
e Notify on warning: Veeam Backup & Replication will notify you if the tape job finishes with a warning.

e Notify on error: Veeam Backup & Replication will notify you if the tape job fails.

148 | Veeam Backup & Replication | Tape Devices Support Guide



e Notify when waiting for tape: Veeam Backup & Replication will notify you if the tape job cannot start
because there are no available tapes.

Advanced Settings X

Matifications  advanced

Send e-rmail notifications to the following recipients:

|administrat0r@veeam.c0m

(O Use global notification settings
® Use custorn notification settings specified beloue:

Subject:
[#elobResult®s] PalobMarme®s CiTapeCounts Tapes) Slssues™

Motify on success

Muotify on warning

Motify on error

Maotify wher waiting for tape

Suppress notifications until the last retry

Sawve a3 Default Cancel

TIP

After you specify necessary settings for the tape job, you can save them asdefault settings. To do this,
click Save as Defaultat the bottom left corner of the Advanced Settings window. When you create a new
backup to tape job, Veeam Backup & Replication will automatically apply the default settings to the new
job.

Advanced Settings

At the Advanced tab, you can select what backups from the backup chain to copy, enable hardware compression
or specify custom scripts that you want to run before and after the backup to tape job.

The advanced options are different for regular backup to tape jobs and GFS tape jobs:
e Advanced Settings for Tape Job

e Advanced Settings for GFS Tape Job

Advanced Settings for Backup to Tape Job

This step of the wizard is available if you selected a regular media pool at the Full Backup step of the wizard.

1. Select the Process latest full backup chain only check box if you want to copy only the last backup chain
with each tape job run. The source backup chain consists of a full backup (active or synthetic) and
subsequent increments. If you disable this option, the tape job will back up all restore points that are not
on tape.
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2. Disable the Use hardware compression when available check box.

Usually image-level backupsof VMs are produced by Veeam Backup & Replication by using software
compression. We strongly do not recommend to use the hardware compression when writing already
compressed data to tapes.

3. Select the Run the following script before the job and Run the following script after the job check boxes
and click Browse tochoose executable files.

You can select to execute pre- and post-job actions after a number of job sessions or on specific week
days.

o Ifyou select the Run every... backup session option, specify the number of the job sessions after
which the scripts must be executed.

o If you select the Run on selected days only option, click Days and specify week days on which the
scripts must be executed.

Advanced Settings X

Wotifications  Advanced

Backup
Frocess latest full backup chain anly
If Friultiple full backup chains are available on disk, copy the latest anly.
Compression

[ Use harduare compression when available

e do not recormmend enabling this option when backing up already
compressed backup files.

lob scripts
Fur the following script before the jobe

|C:\scripts\pre-job.bat | Browse...

Run the following script after the job:
|C:\scripts\post—job.hat | Browvse...

®) Run scripts every |1 2| backup session

-

(O Run scripts on the selected days only Days...
Saturday

Save as Default Cancel

TIP

After you specify necessary settings for the tape job, you can save them as default settings. To do this,
click Save as Default at the bottom left corner of the Advanced Settings window. When you create a new
backup to tape job, Veeam Backup & Replication will automatically apply the default settings to the new
job.
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Advanced Settings for GFS Tape Job

This step of the wizard is available if you selected a GFS media pool at the Full Backup step of the wizard.

1.

Sometimes when the tape job starts there is no new daily backup on disk. Select the Process the most
recent restore pointinstead of waiting check box if you want the tape job to copy the latest restore point
instead of waiting. If this option is unselected, the tape job will wait for a new restore point.

Disable the Use hardware compression when available check box.

Usually image-level backupsof VMs are produced by Veeam Backup & Replication by using software
compression. We strongly do not recommend to use the hardware compression when writing already
compressed data to tapes.

Select the Run the following script before the job and Run the following script after the job check boxes
and click Browse tochoose executable files.

You can select to execute pre- and post-job actions after a number of job sessions or on specific week
days.

o If you select the Run every... backup session option, specify the number of the job sessions after
which the scripts must be executed.

o Ifyou select the Run on selected daysonly option, click Days and specify week days on which the
scripts must be executed.

Advanced Settings X

Wotifications  Advanced

lob scripts

Sawve a3 Default Cancel

Backup

[ Process the maost recent restore point instead of waiting

If today's backup is notyet created or its files are locked, process the
previous most recent backup instead of waiting for the most current
backup to becaorme available,

Compression

[ Use hardware compression when available

We do not recommend enabling this option when backing up already
cormpressed backup files,

Run the following script before the job:

|C:\scripts\pre—j0b.hat | Bromse...

Fun the following script after the job:

|C:\scripts\post-job.bat | Browse...

(®) Run scripts every [1 2| backup session

-

(O Run scripts on the selected days only Days..,
Saturday
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TIP

After you specify necessary settings for the tape job, you can save them as default settings. To do this,
click Save as Default at the bottom left corner of the Advanced Settings window. When you create a new

backup to tape job, Veeam Backup & Replication will automatically apply the default settings to the new
job.
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Step 8. Define Job Schedule

At the Schedule step of the wizard, you can define a schedule for the job to run on a regular basis. The schedule
settings are different for regular backup to tape jobs and GFS tape jobs:

e Schedule for Backup to Tape Job

e Schedule for GFS Tape Job

Schedule for Backup to Tape Job

This step of the wizard is available if you selected a regular media pool at the Full Backup step of the wizard.

To specify the job schedule, select the Run the job automatically check box. If this check box is not selected, the
job is supposed to be started manually.

You can define the following scheduling settings for the job:
e Daily at this time: the tape job will run at specific time on defined week days.
e Monthly at this time: the tape job will run at specific time monthly.

o After this job: the tape job will start when a preceding backup job completes. Choose the preceding
backup job from the list.

NOTE
Consider the following:

e This option will only start the tape or backup copy job if the source job is started automatically by
schedule. If the source job is started manually you will choose to start it chained or not.

e This option is not available for agent backup jobs managed by agent or for standalone agent backup
jobs.

e As new backup files appear: the tape job will monitor the source jobs. As soon as the source job creates a
new backup, the job will write this backup to tape.

If necessary, you can limit the time when the backup to tape job can start with a schedule. You can restrict
start of the backup to tape jobs when backup repositories are busy with other tasks (backup jobs writing to
repositories or backup copy jobs reading from repositories). Schedule is set for backup to tape jobs start.
Jobs that have started during the allowed time interval will continue working on restricted hours. To
define prohibited time for the backup to tape job start, click the Schedule button and define the time
when the job is allowed and prohibited to start.

If you have scheduled the job to run at the specific time daily or monthly, consider configuring wait timeout
value. Select the If some linked backup jobs are still running, wait for up to check box and specify the new
timeout. When a backup to tape job starts, Veeam Backup & Replication checks the status of the source jobs. If a
source job is still writing data to the source repository, the backup to tape job will wait for the specified time
interval.

If the timeout is disabled, the backup to tape job will terminate without waiting for the backup job to complete.

The timeout option is unavailable if you schedule the backup to tape job to run after a backup job or if you
schedule the backup to tape job to start when new backups appear.

Sometimes, the source job may start when the tape job is still running. This may cause a conflict if the source job
needs to perform the following operations:

e Merge of backup files
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e Reverse incremental backup transformation
e Compact of full backup file

e Retention Policy maintenance.

By default, the source job has priority. In this case, the tape job terminates with error and no datais written to
tape. Select the Prevent this job from being interrupted by source backup jobs option if you want to give the
tape job a higher priority. If this option is selected, the tape job will not terminate and will finish writing the
data. If the source job needs to perform the listed above operations, it will wait for the tape job to finish. Note

that in this case the source job may finish with a significant delay.

NOTE

running, wait for up to window to avoid the tape job failing.

If the source job creates per-machine backups, the tape job gets priority for each per-machine restore point
separately. In this case, the source job will be able to lock other per-machine restore points and perform
the needed operations. Make sure that you set sufficient timeout in the If some linked backup jobs are still

Mew Backup to Tape lob

Incremental Backup (O 8s new backup files appear:

Options Wait for backup jobs
_ If sarme linked backup jobs are still running, wait for up to: 3 | hours
Summary [ Prevent this job from being interrupted by source backup jobs

tirne, thus potentially missing recovery point objectives,

% Previous Apply Finish

Schedule
Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually.
[

Marme Run the job automatically

(® Daily at this time: 1000 PM 5 | Everyday ~
Backups

(O Monthly at this tirme: 10:00PM 5 | |Fourth Saturday
Media Pool

() After this job: File Servser Backup lob (Backup Job)

Diays.,

Months...

Schedule...

If the source backup job starts while the tape job is still running, the source job will be placed on
hiold instead of interrupting the tape job and resulting in incomplete tape backups, Using this
option may resultin source backup jobs starting significantly later than their scheduled start

Cancel

Schedule for GFS Job

This step of the wizard is available if you selected a GFS media pool at the Full Backup step of the wizard.

154 | Veeam Backup & Replication | Tape Devices Support Guide




Click Schedule toselect days for each media set.

Archival Schedule s
Mews Backup to Tape Job x
Specify days when full backup to tape should be performed,
Schedule \Weekls hack
ee acku
Specify the job s b F orresponding media set
enabled in GFS m Saturday w
| tanthly backup
Marne
® Day of the week ing the latest restore
Back
FEE First ~ Saturday ~ of each rnonth
Media Pool

() Day of the month

Options 1 Schedule..,

(®) Day of the week
Summary
First 0 Sunday ~ of each quarter

(O Day of the quarter
1 day of the | First manth of each quarter

Yearly backup

@ Day of the week
ce jobowill be placed on
First ~| [Sunday | of each year E backups. Using this
heir scheduled start
(O Day of the year eir scheduled sta

1 day of the | January tanth of each year

hish Cancel

Sawve As Default Cancel

In the Perform GFS scan daily at field, specify the time when the GFS job must start.

TIP

After you specify necessary schedule settings, you can save them as default. To do this, click Save as
Default at the bottom left corner of the Archival Schedule window. When you create a new GFS job, Veeam
Backup & Replication will automatically apply default settings to the new job schedule.

Sometimes, the source job may start when the tape job is still running. By default, the source job has priority. In
this case, the tape job terminates with error and no data is written to tape. Select the Prevent this job from
being interrupted by source backup jobs option if you want to give the tape job a higher priority. If this option is
selected, the source job will wait until the tape job finishes. Note that the source job may start with a significant
delay.
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For tenant to tape jobs, this option is active by default and cannot be disabled.

Mews Backup to Tape Job
Schedule

Marne
Backups
tedia Pool
Options
Schedule

Surmrmary

Specify the job scheduling options, You can only set schedule for those media pools which hawve the corresponding media set
enabled in GFS rmedia pool's properties,

Schedule

This Backup to Tape job will synthesize a full backup file to archive to tape using the latest restore
point available in the source backup repository at the specified tirme,

Start daily scan for GFS restore points atr [12:00 264 =

Daily backup: Every day Schedule..,
Weekly backup:  Saturday

tonthly backup:  First Sunday of the maonth

Quarterly backup:  First Sunday of the quarter

Weatly backup: First Sunday of the year

Tape job priority
[ Prewent this job from being interrupted by source backup jobs
If the source backup job starts while the tape job is still running, the source jobowill be placed on
hold instead of interrupting the tape job and resulting in incomplete tape backups, Using this

optioh may result in source backup jobs starting significantly later than their scheduled start
tirme, thus potentially missing recowvery point objectives,

< Previous Apply Cancel
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Step 9. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click Finish check box if

you want to start archiving backups to tape job right after you complete working with the wizard. Click Finish to
close the wizard.

Mews Backup to Tape Job X

Summary

Wou can copy the job settings below for future reference,

[
Marne SUrnrmary
Marre: File Server Backup to Tape
Backups Media pool for full backups: Wi Backup Media Pool
Media pool for incremental backups: Wik Backup Media Pool
tedia Pool

PouverShell cmdlet for starting the job:

Get-WBRTapelob -Marme "File Server Backup to Tape" | Start-WBRJob
Incrermental Backup

Options

Schedule

Rurn the job when | click Finish

< Previous Mext = Cancel
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Linking Backup Jobs to Backup to Tape Jobs

Apart from creating a backup to tape job for an existing backup job, you can link a backup job to an existing
backup to tape job using the Backup Job wizard.

To point a backup job to an existing backup to tape job, perform the following steps:

1. Open the backup job settings and navigate to the Storagestep. Select the Configure secondary
destination for this job check box.

Edit Backup Job Hyper-' Backup lob X
Storage
= mml Specify processing proxy server to be used for source data retrieval, backup repository to stare the backup files produced by
| this job and customize advanced job settings if required.
Marne Backup prosy:

| Off-host backup (automatic proxy selection) Choose..

Wirtual Machines
Backup repository:

_ | Backup Velume 01 (Onsite backup repository) v

Secondary Targst = 102 GB free of 199 GB Map backup
) Retention policy:| T : | | days ~ | 0
Guest Processing
Keep certain full backups longer for archival purposes Configure...
Schedule
1 weekly
Summary Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least cne copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mede, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

< Previous Finish Cancel

Advanced...

158 | Veeam Backup & Replication | Tape Devices Support Guide


https://helpcenter.veeam.com/docs/backup/vsphere/backup_job.html

2. At the Secondary Target step, click Add and choose a backup to tape job to which the backup job should

be linked.
Edit Backup lob Hyper- Ba Select lobs % x
Secondary Targ
Select jobs:
= mm Copybackups p B at lzast one copy of your
L | backups to adiff | v (G Jobs
-@- File Server Backup to Tape
@- Exchange Backup to Tape
MNarme
-@- Exchange Hyper-\f to Tape Add
Virtual Machines @- Exchange Whdware to Tape
Edit...
Storage .
emove
Guest Processing
Schedule
Surmnmary
|@' Type in an object name to search for Q ‘
| Ok | | Cancel | Finish | | Cancel |

3. Save settings. Veeam Backup & Replication will automatically update backup files settings of the chosen
backup to tape job.

Related Topics

e Backup to Tape

e Creating Backup to Tape Jobs

e Creating Backup Jobs
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GFS Backup to Tape

The GFS tape job creates yearly archive for source machines by the GFS (Grandfather-Father-Son) scheme. The
GFS archive includes one yearly backup and several quarterly, monthly, weekly and daily backups.

You can create GFS backups for VMs and Veeam agent computers (physical machines) on tape.

The GFS tape job does not process source machines. The job uses backupscreated by machine-to-disk jobs.

NOTE

GFS backup to tape does not support NAS backup jobs or repositories storing NAS backups as a source.
However, if the backup repository stores not only NAS backups, but also backups that can be processed by
a GFS backup to tape job, you can add this repository to the GFS backup to tape job: NAS backups will be
skipped from processing.

GFS Media Sets

To distinguish between the backup cycles, the GFS media pool has 5 predefined media sets: yearly, quarterly,
monthly, weekly and daily.

Restore Point Type

Yearly
Quarterly
Full backup or synthesized virtual full backup
Monthly
Weekly
Daily As on disk (for details, see How GFS Backup to Tape Works)

Individual Media Sets Configuration

You can configure each media set individually. You can set retention period, appending data to tape or other
settings for each media set separately.

For example, the weekly backups must be stored for 4 weeks, data is appended, tapes may be ov erwritten. The
yearly backups must be never overwritten, each backup on an individual tape (or set of tapes), tapes must be
moved to vault.

Manual Active Full

You can manually create a restore point for any media set at any time with the Active full option.
Veeam Backup & Replication will copy or synthesize the most recent full backup possible for the selected
period. The manual active full is not available for the Daily media set.
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Schedule Overlap

If the schedule for backup periods overlap, only the backup for the eldest media set will be archived. The media
sets have the following priority: Yearly, Quarterly, Monthly, Weekly, Daily. For example, if "the first Sunday of
January" is the date for the monthly, the quarterly and the yearly backup, the GFS job will create only the yearly
backup; the monthly and the quarterly backups will be skipped.
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How GFS Backup to Tape Works

To create a GFS archive, Veeam Backup & Replication performs the following operations:
1. The GFSjob starts according to the GFS job schedule and checks which media set is scheduled for today.
2. For GFS jobs with the Daily media set disabled:
o If the source job creates a full backup, the GFS job copies it.
o If the source job creates an incremental backup, the GFS job synthesizes a virtual full backup.
If the source job created several restore points, the tape job will copy only the first one.
3. For GFS jobs with the Daily media set enabled:

o If today some elder media sets are also scheduled, for example, the weekly media set, the GFS job
archives the first restore point to the Weekly media set:

= |f the source job creates a full backup, the GFS job copies it.
= |f the source job creates an incremental backup, the GFS job synthesizes a virtual full backup.

o If there is more than 1 restore point on disk available, the GFS job copies the rest of them to the Daily
media set.

o Ifonly the Daily mediasetis due today, the GFS job copies all available restore points to the Daily
media set.

4. If no backup appearson the disk till the end of the day, the GFS job waits for the source job to start. If the
source job starts during the day, the GFS job waits till the source job finishes and copies the created
backup to tapes. If the source job does not start, the GFS job stops at midnight. It starts again according to
the configured schedule.

Consider the following:

No restore point will be archived to the Daily media set when the daily backup overlaps elder media sets
dates, and only one source restore point is available.

e Daily increment restore points are linked to a full restore point in any media set. For example, a full
restore point from the Weekly media set is used. If there is no full restore point that can be used for
linking the daily increments, the tape job will create a virtual full backup and putit to the Daily media set.

e The GFS job copies only new restore points. If the source job did not create a new point after the last GFS
job run, the GFS job will not copy anything to tape. For example, if you want weekly backups in the tape
GFS archive, make sure that the source job runs at least once a week.

e When you link a source job to a GFS job, the GFS job does not copy old restore points. The GFS job will
copy only the restore point created on the day when the GFS job was linked to the source job or new
restore points created later.

e If the restore point is available but locked (for example, if the source job is a backup copy job), the GFS job
will wait for this restore point to become available for up to 7 days. If the restore point is still locked after
7 days, the GFS job will use the most recent restore point that is not locked.

If you do not want to wait, you can instruct the tape job to copy the most recent restore point instead of
waiting. To do this, select the Process the most recent restore point instead of waiting check box in the
settings of the tape job. For more details, see Advanced Settings for GFS Tape Job.

e If you stop the tape job manually, it will start again the next day at the time scheduled.
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e If you use the Daily media set, after creating or enabling a tape job it will be started within an hour even if
the scheduled start time has already passed.

e If there is a technical problem, for example, the tape library is offline, or the backup serveris down, the
GFS job will not run. When the problem is fixed, the GFS job will archive one most recent missed full
backup for each media set.

e If the GFS tape job was disabled manually for some period, it will skip all backups for this period after it is
resumed.

e If the GFS job failed for some reason, it will try to restart every hour for 24 hours.

e Ifajob is unable to complete within a period of 21 days, it will be stopped with the 'Failed' status.
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Creating GFS Tape Jobs

To create a GFS archive on tape, you need to create a GFS media pool and target a backup to tape job to it.
Technically, a GFS tape job is a variant of backup to tape job. When you select a GFS media pool as target, the
job schedule automatically changes to the GFS mode. For details, see Creating Backup to Tape Jobs.

As a source, you can use a backup job with any backup method: forever forward incremental, forward
incremental or reversed incremental.

NOTE

If you use a job with enabled GFS retention as a source for a GFS tape job, the GFS tape job writes restore
points to tapes according to its own schedule. The schedule of the source job is not taken into account.
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Tenant Backup to Tape

This option is available for Veeam Cloud Connect service providers.

Service providers can back up their tenants' backups from cloud repositories. This allows for better protection of
the tenants or for regulations compatibility. For more information, see the Veeam Cloud Connect guide.

To back up a tenant to tape, run a backup to tape job. For more information, see Machines Backup to Tape.
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Viewing Backups on Tape

After the backup to tape job completes, you can view the created archive on tape:

1. Open the Home view.

2. Expand the Backups > Tape node and locate the backup archive under the name of the job.

p and Replication
Home
o,
v -)g Xy @ ™ = 7 N &
[ = — o= = =] | = == -
Backup Replication CDP  Tape Backup Copy Restore Failover Import Export BestPractices
Job~  Job~ Policy~ Job~ Copy Job-= v  Plan~ Backup Backup Analyzer
Primary Jobs Secondary Jobs Restore Actions
Home Q) Type in an object name to search for
> By Jobs Job Name T Restare Paints Platfarm
4 B Backups > £ Backup Job on Tape Vivtwrare
& Disk > £ BD Backup on Tape Vivtwrare
) Disk (Orphaned) 4 = File to Tape Job Files on tape
2. Disk (mported) Wfileser0SiDocuments 1
1 Tape
> EF Replicas
> [ Last 24 Hours
A Home
E@ Inventary
(g Backup Infrestructure
Tape Infrastructure
T e
»
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File Backup to Tape

File to tape job allows you to back up to tape any Microsoft Windows or Linux files. Also, you can back up
volumes of storage devices that support the NDMP protocol. For more information, see NDMP Servers Backup
to Tape.

You can back up files to tape from the following storage devices:
e Windows servers, including physical boxes.
e Linux servers, including physical boxes.
e NAS devices (by specifying the path to the SMB (CIFS) or NFS file share).
o NDMP servers.

To back up Veeam backup files, you can use backup to tape jobs that are specially intended for this and offer
more possibilities. However, you can archive backups as files using file to tape job.

When planning file to tape jobs, consider that the job performance depends more on the number of files to back
up then on the amount of data. For example, writing a large number of small files with overall size of 10GB with
one job will take more time than writing one 10GB file. If your job contains an extra-large number of files (like
millions of files) with one job, the job performance will be affected significantly. To improve performance,
consider creating several file to tape jobs.

NOTE

If the file to tape job fails to complete in 3 weeks, it is terminated by timeout.
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How File Backup to Tape Works

When Veeam Backup & Replication executes a file to tape job (started manually or on schedule), it performs the
following operations:

1.
2.

1, =
«—— =
Sl - — |

The file to tape job detects files that match the job criteria.
The files are queued for archiving. The following scenarios are used:
o Ifitis a firstjob run or a scheduled full backup, all selected files are queued for archiving.

o Ifitis anincremental backup run, Veeam Backup & Replication addresses the Tape Catalog in the
Veeam Backup & Replication databaseto detect if any data has been modified since the latest backup.
Detected changes are queued for archiving.

Veeam Backup & Replication connects to Veeam Data Movers and starts the data transfer process. The
source Data Mover retrieves data from the source servers and target Data Mover sends data to tape.

The tape job addresses the media pool that is set for this job as target. The media pool allots tapes for
writing dataaccording to the following configuration options:

o Tapes consumption
o Media sets
o Tape retention

While tape recording is performed, Veeam Backup service updates data in the Tape Catalog in Veeam

Backup database. The Veeam Backup console displays refreshed information about files archived to tape
and shows job statistics.

= - Tape Catalog

NEEE Database
backup server

® ©

Data Maover
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Tape server Tape device
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For file to tape jobs from file shares, Veeam Backup & Replication performs similar operations with an addition
of a backup proxy server. If you explicitly specify proxy servers, Veeam Backup & Replication performs file
backup to tape in the following way:

@71_.-
— s — s
— == L

UEEE Database
hackup server

[ | Tape Catalog

2 @ @

Data

Data Mawer
Mower
e S = — =
] 3 4 =
[« — | =
File Share Proy Tape server Tape device

In case the file share has automatic backup proxy server selection enabled, the tape server is added to the list of
backup proxies and is used by default if it has access rights to the file share.

T, =
— s— =
[« — | = Tape Catalog

BT Database
hackup server
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File Share Tape server Tape device
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Before You Begin

Before you configure a file to tape job, consider the following:

The file backup to tape functionality consumes Veeam instance licenses. However, if you upgrade to
Veeam Backup & Replication 12 from the previous versions, you will have a grace period of 3 months
during which your file to tape jobs will not consume license instances. For more information, see the
Instance Consumption for NAS Backup and File to Tape Jobs section of the Veeam Backup & Replication
User Guide.

Note that the NDMP servers backup to tape functionality does not consume Veeam instance licenses.
You must configure one or more regular media pools with the necessary media set and retention settings.

You must load tapes to the tape device and configure the target media pool so that it has access to them.
If the media pool has no available tape, the tape job will wait for 72 hours and then terminate.

Make sure that files and folders that you want to back up do not contain certain Unicode symbols,
including but not limited to the symbols with the following codes: U+D800 - U+DFFF, U+FFFE, U+FFFF
(55296 -57343, 65534, 65535), U+007C (124). Also the file and folder names must contain only symbols
that are supported by the source file system. Files and folders with unsupported names will be skipped
from processing.

Make sure that files and folders that you want to back up are not symlinks. Backup of symlinks is not
supported.

For SMB and NFS file share backup to tapes, make sure that the shared source does not contain folders
with the same name entered in different letter case (for example, Documents and documents).

To back up NDMP volumes, add a storage device that supports the NDMP protocol as an NDMP server. For
more information, see Adding NDMP Servers.

Note that if a job is unable to complete within 21 days period, it will be stopped with the 'Failed' status.

System Requirements for Large Number of Files in Job

If the file to tape job will process large quantities of files, you must provide additional system resources apart
from those listed in system requirements for the backup server/databaseserver and tape server.

Backup Server

Amount of files RAM CPU Cores

1 million files 12 GB 8

10 million files 24 GB 12
100 million files 32GB 24
1 billion files 64 GB 48
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Database Server

For storing the configuration database, we recommend using a dedicated NVME drive that is not used for
anything else. The recommended RAM size is the same as for the backup server. If the database server and the
backup server are the same server, double the RAM. 8 CPU cores is the recommended minimum for the database
server.

IMPORTANT

Do not back up to tape large number of files (over 1 000 00O files in 1 000 folders) in one tape job if your
Veeam backup server uses Microsoft SQL Server Express edition. Processing a large number of files will
result in considerable performance penalty. Note that the usage of Microsoft SQL Server Express Edition is
limited by the databasesize up to 10 GB. If you plan to have larger databases, use other editions of
Microsoft SQL Server or PostgreSQL.
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NDMP Servers Backup to Tape

If your NAS device supports the NDMP protocol, you can back up datafrom it to tape. For this, you need to
utilize the file to tape job.

NOTE

Support of NDMP servers backup to tape is included in the Veeam Universal License and does not consume
Veeam licenses. When using a legacy socket-based license, the Enterprise Plus edition of
Veeam Backup & Replication is required. For details, see Veeam Editions Comparison.

To back up data from NAS devices by the NDMP protocol, you need to add the device as an NDMP server. For
details, see Adding NDMP Servers.

IMPORTANT

Even if the NAS device supporting NDMP protocol is already added to Veeam Backup & Replication, you
need to add the NDMP server as a separate procedure. Otherwise you will not be able to perform file
backup to tape.

Requirements for NDMP Servers

NDMP version 4 or higher is supported.

Number of Restore Points

For all NDMP devices, the backup chain stored on tapes will consist of 10 restore points maximum. On the 11th
run, Veeam Backup & Replication will force an active full.

Limitations for NDMP Servers

e  Only backup of whole volume is supported.

e Both the NetApp "SVM-scoped NDMP" mode and the NetApp Cluster Aware Backup (CAB) extension of
the NDMP protocol are supported.

In SVM-scoped configuration, add each cluster node to the backup user interface on their own data LIF
IP/DNS address. This is also known as “Node-scoped NDMP".

To support backup of NetApp CAB extension, add the NDMP server with IP address of the cluster
management interface or with the NAS server name resolving to this IP address.

e The NDMP server performs its own backup consistency check for the NDMP volumes. To provide for the
correct calculation of the delta of changes and to ensure the backup chain
integrity, Veeam Backup & Replication does not allow adding one NDMP volume to more than one file to
tape job.

See Also

File Restore from Tape
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Adding NDMP Servers

To add an NDMP server, follow the next steps:

173 | Veeam Backup & Replication | Tape Devices Support Guide



Step 1. Launch New NDMP Server Wizard

To launch the New NDMP Server wizard:
1. Open the Tape Infrastructure view.
2. Do one of the following:
o Inthe inventory pane, right-click the NDMP Servers node and select Add Server.
o Inthe inventory pane, select the NDMP Servers nodeand click Add Server on the ribbon.

o Inthe inventory pane, select the Tape Infrastructure node and click Add NDMP Server on the ribbon.

ckup and Replication

Add  Edit Remove | Rescan
Server Server Server
Manage Server Tools
Tape Infrastructure Q| Type in an object name to search for
4 (% Tape Infrastructure MNarne Type T
> = Media Pools
11 Tape Servers
[TE] MDMP Servers
> &) Libraries
> &l Vaults

> [ Last 24 Hours

[T Add server.. N

A Home
E'-
@J Inventary

(T vackup infrestructure

Tape Infrastructure
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Step 2. Specify NDMP Server Name and Location

At the NDMP Server step of the wizard, enter the name of the NDMP server and connection details.

1. In the NDMP server name and port field, enter the name or the IPv4 or IPv6 address of the NDMP server
you want to connect to and the port for the connection. Note that you can use IPv6 addresses only if IPv6
communication is enabled as described in the IPv6 Supportsection of the Veeam Backup & Replication
User Guide. Check your NAS device settings for details.

2. From the Credentials list, select credentials for the account that has administrator privileges on the NDMP
server. If you have not set up credentials beforehand, click the Manage accounts link or click Add on the
right to add the credentials. For more information, see the Managing Credentials section of the
Veeam Backup & Replication User Guide.

Veeam Backup & Replication will use the provided credentials to deploy its components on the added
server.

3. Inthe Gateway server section, specify settings for the gateway server:

o If a network connection between the NDMP server and gateway server is fast, choose Automatic
selection. Inthis case, Veeam Backup & Replication will automatically select a gateway server.

o If you perform backup over WAN or slow connections, choose The following server. From the list
below, select a Microsoft Windows server on the target site that you want to use asa gateway server.
The selected server must have a direct access to the NDMP server and must be located as close to the

NDMP server as possible.

Mew MOMP Server X

NDMP Server
Specify narne and location of an MOMP server, Please refer to your MAS docurmentation for connection settings details,

| 10000 =

|1?2.24.145.115

Sumrmary Credentials:

| 4 Administrator (Bdministrator, last edited: 5 days agao) V| Add..

Manage accounts

Gatewvay server
() Sutomatic selection

® The following server:

backupsrelQtechlocal (Backup sercer) w

Using a gateway server located in a rermote site improves performance and reliability of backup,

% Previous Finish Cancel
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Step 3. Finish Working with the Wizard

Review the NDMP server settings and click Finish to complete the wizard.

[ewe NOMP Server

Summary

MNDMP Server

ii You can copy the configuration information below for future reference,

Summary

FIOMP Server '172,24,145,116' was successfully created.

Finish

| | Cancel

176 | VeeamBackup & Replication | Tape Devices Support Guide




Creating File to Tape Jobs

To write files to tape, you should create a file to tape job using the New File to Tape Job wizard. This section
will guide you through all steps of the wizard and provide explanation on available options.

To create a file to tape job, follow the next steps:
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Step 1. Launch New File to Tape Job Wizard

To run the New File to Tape Job wizard, do either of the following:
e Onthe Home tab, click Tape Job and select Files.
e Open the Home view, right-click the Jobs nodeand select Tape Job > Files to Tape.

Alternatively, you can:

e Open the Filesview, browse to the necessary files, select the files and choose Add to Tape Job >New job
from the ribbon menu.

e Open the Filesview, browse to the required files, right-click the necessary files and choose Add to Tape
Job >New job.
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Step 2. Specify Job Name and Description

At the Name step of the wizard, you should define basic settings for the created file to tape job.
1. In the Name field, enter a name for the created job.

2. Inthe Description field, enter a description of the created job. The default description contains
information about the user who created the job, date and time when the job was created.

Mew File to Tape lob X

MName

’—ﬁ Type in a name and description for this job,
'ml

|C!'I-O2 Reports to Tape

Files and Folders L
Description:

Payraoll reparts archived to tape|

Full Backup
Incrermerntal Backup

Options

Sumrmary

< Previous Finizh Cancel
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Step 3. Choose Files and Folders to Archive

At the Files and Folders step of the wizard, select files and folders that you want to back up.
1. Click Add.
2. From the Serverdrop-down list, select a data source where the necessary files or folders reside:

o Ifyou plan to back up files and folders from a Windows or Linux server, make sure it is added as a
managed server to the backup infrastructure. For details, see the Veeam Backup & Replication User
Guide, sections Adding Microsoft Windows Servers and Adding Linux Servers.

o Ifyou plan to back up files and folders from an SMB or NFS share, make sure it is added as a file share
to the inventory. For details, see the Veeam Backup & Replication User Guide, section Adding File
Share.

o If you plan to back up files and folders from a device supporting the NDMP protocol, make sure it is
added as an NDMP server to the tape infrastructure. For details, see Adding NDMP Servers.

The account you use to access the target server must have read permissions for the folder and all its child
folders.

3. Inthe Folders tree, select folders you want to backup.

To select multiple folders, hold [Ctrl] and click necessary folders. Although different folders of the same
share form separaterecords in the table, they will be processed by one job task.

NOTE

On an NDMP server, you can select only volumes. You cannot back up separate files or folders. Also,
you cannot use file masks.

Consider the following:
o Hard links are protected with content included.

o Symbolic links are protected as links, without the content they refer to.
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4. Inthe Files and Folders screen, use the Up and Down buttons on the right to move sources up or down.
The sources of the job are processed in the order in which the list displays them.

Mews File to Tape Job

X
Files and Folders
Specify files and folders to back up to tape by this job.
'ml
Marne File or folder Server File rnask Add..,
_ ChDocuments and Settings\Administrator,,  backupseello, Al files
Rernowve
Full Backup
Incrermerntal Backup
+ U
Options :
* Down
Sumrmary
Tao specify file inclusion and exclusion settings, click Advanced, Advanced

< Previous Finizh Cancel

If you add a folder to the job, all the folder contents will be processed. If necessary, you can choose only specific
files from the added folder or exclude some subfolders. To do so, select a folder in the list and click Advanced.
In the File Filters window, use Include masks and Exclude masks fields to filter the folder contents:

To back up specific files, specify exact file names or create name masks (for example, *.EVT or *.PDF).

To exclude folders and files within them from processing, specify the folder path with the backslash
symbol at the end.

File Filters X
Specify file narne and extension masks, Use * to represent ary
nurmber of letters, and ¥ for a single letter, To exclude a folder,
specify its path with the backslash symbol atthe end.

Include rmasks:

| Add
“pf Rernowe
Exclude masks:

add

ChDocuments and Settings'\Reportst Q1 2023 Rermowe
< >
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Step 4. Choose Media Pool for Full Backup

At the Full Backup step of the wizard, choose a media pool that will be used for archiving full backups of the
selected files and create a schedule for full file backups.

NOTE

You cannot use a GFS media pool asthe target for file to tape jobs.

1. From the Media pool for full backups list, choose a media pool that will be used for full file backups.

2. To schedule periodic creation of full file backups, select the Run the full backup automatically check box
and specify the schedule according to which the job will create full file backups. If this option is disabled,
you will need to start the job manually to create full backups of files.

TIP

If you have not previously created a media pool with the required settings, you can click the Add New
button and create a new media pool without closing the job wizard. For more details, see Creating Media
Pools.

Mews File ta Tape Jok X
Full Backup
’—BJ Choose media pool and set schedule for full backups,
B
Marme Media pool for full backup:
File Backup Media Pool (HP B5L G3 Series 950 w0 Add Mew,,,
Files and Folders
Capacity! 0B
Incrermemntal Backup Rernaining; 0E
Options WY ORM: False
Sy Run the full backup autamatically
® Daily at this time: GO0PM 5 | Onthese days ~ Diays.,
(O Monthly at this tirme:  1000PR T Faurth Saturday hanths..

£ Previous Finish Cancel
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Step 5. Specify Media Pool for Incremental Backups

At the Incremental Backup step of the wizard, choose a media pool that will be used for archiving incremental
backups of the selected files and create a schedule for incremental file backups.

NOTE

You cannot use a GFS media pool asthe target for file to tape jobs.

1. From the Media pool for incremental backup list, choose a media pool that will be used for incremental
file backups.

2. To schedule periodic creation of incremental file backups, select the Run incremental backup
automatically check box and specify the schedule according to which the job will create incremental file
backups. If this option is disabled, you will need to start the job manually to create incremental backups of
files.

TIP

If you have not previously created a media pool with the required settings, you can click the Add New
button and create a new media pool without closing the job wizard. For more details, see Creating Media
Pools.

Mew File to Tape lob X
Incremental Backup
’—ﬁ Choose media pool and set schedule for incremental backups.
'ml
Mame tdedia pool for incremental backup:
File Backup hedia Pool (HP bA5L G3 Series 0.50 ~ | Add Mew...
Files and Folders
Tapes: 0
Full Backup
Capacity: 0B
ncementelBsckip U peining: o8
Options W CIRRA: False
Sumimary Run incremental backup autormatically
(®) Daily at this time: GOOPM 5 | Onweekdays ~ Days..,
() Monthly at this tirme:  10:00 PR T Faurth Saturday tanths...

< Previous Finizh Cancel
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Step 6. Specify Archiving Options

At the Options step of the wizard, specify archiving and media automation options:

To enable backup of files with the help of Microsoft shadow volume copies, select the Use Microsoft
volume shadow copy (VSS) check box. This option enables backup of files locked by application and
provides file-level quiescence. This possibility can only be applied for files from servers running under
Windows Server 2003 or later Windows-family OSes.

If you want the tape to be automatically ejected from the tape drive and placed into a slot when the job
finishes, select the Eject media upon job completion check box .

If you want to pull out the tapes with the current media set from the tape device, select the Export
current media set upon job completion check box. You can use this option, for example, to move tapes to

another storage location. The tape device will eject the tapes that belong to the current media set when
the media setis closed.

If you want to export tapes on specific daysonly (for example, every Saturday), click Days and schedule
export on the necessary days.

Note that with this option selected, a new media set is started after each export.

If the media pool, which is the target for the tape job, uses parallel processing, you can limit the number

of drives to use for processing this tape job. To enable this, select the Limit the number of drives this job
can use to N tape drives check box and specify the number of drives to use. For more information on how
to enable parallel processing for the media pool, see Add Optional Media Pool Settings.

Mews File ta Tape Job X
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< Previous Apply Finish Cancel
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Step 7. Specify Advanced Job Settings

At the Options step of the wizard, specify advanced settings for the file to tape job:

e ACL Handling Settings
e Notifications Settings
e Advanced Settings

TIP

After you specify necessary settings for the file to tape job, you can save them as default settings. To do
this, click Save as Defaultatthe bottom left corner of the Advanced Settings window. When you create a
new file to tape job, Veeam Backup & Replication will automatically apply default settings to the new job.

ACL Handling Settings

To specify how the file to tape job will process permissions and attributes:
1. At the Options step of the wizard, click Advanced.

2. Onthe ACL Handling tab, define the settings:

o Select Folder-level only (recommended) toback up permissions and attributes from folders only. The
restored files will inherit permissions from the target folder.

o Select Files and folders (slower) toback up permissions and attributes from both folders and
individual files. This option can significantly reduce the backup performance.

Advanced Settings X

ACL Handling  mMatifications  Advanced

Perrmizsions and attributes backup:
(® Folder-level only (recormmended)

Only folder permissions and attributes will be backed up, Restored files will be
sebto inherit perrmizsions from the parent folder,

() Files and folders {slower)

Permissions and attributes will be backed up from both folders and files, Using
this option significantly reduces incremental backup perfarmance,

Sawve a3 Default Cancel
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Notifications Settings

To specify notification settings for the backup job:
1. At the Optionsstep of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send email notifications to the following recipients check box if you want to receive
notifications about tape job status. In the field below, specify a recipient's email address. You can enter
several addresses separated by a semicolon.

IMPORTANT

To receive notifications about tape jobs, you must enable general email notifications in
Veeam Backup & Replication. For more information, see the Veeam Backup & Replication User Guide,
section Specifying Email Notification Settings.

You can choose between the following options:

o Use global notification settings: Veeam Backup & Replication will notify you according to global email
notification settings specified for the Veeam backup server.

o Use custom notification settings specified below: you can specify notification settings for tape jobs.
In the Subject field, specify a notification subject. You can use the following variables in the subject:
= %Time%: the time when the tape job finished.
»  %JobName%: the name of the tape job.
»  %TapeCount%: the number of tapes used for the tape job session.
» % JobResult%: the job result.
= %VmCount%: the number of machines in the job.
= %lssues%: the number of machines in the job processed with Warning or Failed status.
Select the occasions on which you want to receive email notifications:

= Notify on success: Veeam Backup & Replication will notify you if the tape job finishes
successfully.

= Notify on warning: Veeam Backup & Replication will notify you if the tape job finishes with a
warning.

= Notify on error: Veeam Backup & Replication will notify you if the tape job fails.

= Notify when waiting for tape: Veeam Backup & Replication will notify you if the tape job cannot
start because there are no available tapes.
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= Suppress notifications until the last retry: Veeam Backup & Replication will notify you on the
selected events only after the last job retry.

Advanced Settings X

Matifications  advanced

Send e-rmail notifications to the following recipients:

|administrator@ueeam.com

(O Use global notification settings
® Use custorn notification settings specified beloue:

Subject:
[#elobResult®s] PalobMarme®s CiTapeCounts Tapes) Slssues™

Motify on success

Motify on warning

Motify an error

MNotify when waiting for tape

Suppress notifications until the last retry

Sawve a3 Default Cancel

Advanced Settings

To enable hardware compression or specify custom scripts that you want to run before and/or after the file to
tape job:

1. At the Options step of the wizard, click Advanced.
2. Onthe Advanced tab, define settings:

o Select the Use hardware compression if available check box if the tape drive should compress data
before writing it to tape.

Most manufacturers add the hardware compression feature to their tape drives. This allows
performing data compression by a drive. Usually the declared compression ratio for magnetic tape
drives is 2:1 or 2.5:1. But in practice this ratio depends on the type of the raw data. Regrettably,
Veeam Backup & Replication cannot display the compressed tape capacity. You can learn the size of
the compressed data written to tapes only by checking how much free space left on the tape after the
tape job finished.

IMPORTANT

Enable the hardware compression only if your tape library provides support for hardware
compression.

o Select the Run the following script before the job and Run the following script after the job check
boxes and click Browse tochoose executable files. You can select to execute pre-and post-job actions
after a number of job sessions or on specific week days.
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= |f you select the Run every... backup session option, specify the number of the job sessions after
which the scripts must be executed.

= If you select the Run on selected daysonly option, click Days and specify week days on which
the scripts must be executed.

Advanced Settings

ACL Handling  Motifications  Adwanced

Compression
Use hardware compression when available
We do not recommend enabling this option when backing up already
cormpressed backup files,
lob scripts
Run the following script before the job:
|C:\scripts\pre—j0b.hat | Bromse...

Fun the following script after the job:
|C:\scripts\post-job.baﬂ | Browse...

(®) Run scripts every [1 2| backup session

(O Run scripts on the selected days only Days..,
Saturday

Sawve as Default Cancel
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Step 8. Finish Working with Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click Finish check box if

you want to start archiving file to tape job right after you complete working with the wizard. Click Finish to
close the wizard.

Iews File to Tape Job

*
Summary
’_BJ You can copy the job settings below for the future reference,
E=
Marne SUrnrmary
MNarme: 01-02 Reports to Tape
Files and Folders Media pool for full backups: File Backup Media Pool
Media pool for incremental backups: File Backup Media Pool
Full Backup

PouverShell cmdlet for starting the job:

Get-WBRTapelob -MN "01-02 Reports to Tape" | Start-WERJob
Incrermental Backup £ apela arne "01-02 Reparts to Tape” | 3ta o

Options

Rurn the job when | click Finish

< Previaus Mext = Cancel
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Viewing Files on Tape

After the file to tape job completes, you can view the created archive on tape:
1. Open the Filesviewand pressF5 to refresh it.
2. Expand the Tapenodeand locate the files archive.

For Microsoft Windows and Linux file backups, Veeam Backup & Replication preserves the source hierarchy of
folders for archived files.

For NMDP backups, you can view only volumes.
You can use the created archives for file recovery. For more information, see File Restore from Tape.

NOTE

The Files on Tape viewdisplays only first 1000 items. For archive folders with more than 1000 items, you
can use the search field to display the items you are looking for.
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VM Restore from Tape to Infrastructure

Restoring a VM from tape with Veeam Backup & Replication is a lot like restoring a VM from disk. For example,
you can choose a desired restore point, select the target location or change the configuration of the restored
VM.

To restore a VM from tape, you can choose between the following options:
e Restore VMs directly to infrastructure.

e Restore VMs through a staging repository.

To choose the needed option, select Restore directly to the infrastructure or Restore through the staging
repository at the Backup Repository step of the Full VM Restore wizard. For more information, see Choose
Backup Repository.

You can restore only backups of VMware and Hyper-V virtual machines from tape to infrastructure. For backups
of virtual machines running on other platforms and physical machine backups, use Backup Restore from Tape to
Repository with further VM restore to infrastructure/VM file restore if necessary.

Restore Directly to Infrastructure

When you restore VMs from tape directly to the infrastructure, the restore process publishes the VMs to the
virtual infrastructure copying the VM data directly from tape. This option is recommended if you want to restore
one VM or a small number of VMs from a large backup that contains a lot of VMs. In this case, you do not need
to provide a staging repository for a large amount of data most of which is not needed to you at the moment.

This option is not recommended in the following cases:
e If you want to restore a large number of VMs.
e If you used parallel processing to record the VM backup.

In these cases, the restore may be very slow because the required blocks of data may be located on tapes
randomly. The restore process may require a lot of rewinding of tapes as tapes do not provide random access to
data.

NOTE

If the list of proxies to use for direct restore contains a Linux proxy, only the Appliance mode (HotAdd) is
available for the source VM disks that will be processed using this Linux proxy. The Appliance mode
(HotAdd) has a number of requirements and limitations described in this KB article.

If disks cannot be processed in the Appliance mode (HotAdd), the VM restore fails.

Restore Through Staging Repository

When you restore VMs from tape through a staging repository, the restore process temporarily copies the whole
restore point to a backup repository or a folder on disk. After that Veeam starts a regular VM restore.

This option is recommended if you want to restore a lot of VMs from a backup as the disk provides a much faster
access to random data blocks than tape.
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How Restoring VM from Tape to Infrastructure
Works

Restore Directly to Infrastructure

For each VM, Veeam starts a separate restore job. However, you can select multiple VMs to restore: in this case,
Veeam will queue the restore jobs and run them one after the other.

Tapes with required
W1 backup

Restored WM

—
Poom

=
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= =
Tape backup Tape device Target hiost

For restoring a VM directly to the infrastructure, Veeam Backup & Replication performs the following steps:

1. The VM from tape restore job checks the Backup Catalog in the Veeam Backup & Replication databaseto
discover the tapes containing the needed backup files. If the tapes are offline,
Veeam Backup & Replication prompts the user to insert the required tapes.
Veeam needs to load and read the selected tapes for 3 times.

2. Veeam loads the tapes for the 1st time.

3. Veeam reads metadata and caches it on the tape server. This requires approximately T00Mb of disk space

per 1TB of tape data for the default data block size.

4. Using the cached data, Veeam builds a map of data blocks. The map contains referenced to the data
blocks of the VM you restore: the VM configuration file and the VM disks data.

5. Veeam loads the tapes for the 2nd time.
6. Veeam restores the VM configuration:
o To restore to original location, Veeam synchronizes the VM configuration file up to the backup state.

o To restore to another location, Veeam copies the VM configuration file and registers the VM on the
target host.

7. Veeam loads the tapes for the 3rd time.

8. Veeam restores the VM disks. Multiple disks are restored parallelly. Veeam reads the tape consequently
and, using the map of data blocks, copies the VM disks data.

Tape backup Restored Wk

Writing data parallely
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Restore Through Staging Repository

For restoring through a staging repository, Veeam Backup & Replication performs the following steps:
1. Veeam starts 2 jobs at background:
o Backup restore job: temporarily restores the backup to the repository.

o VM restore job: restores the VM to the infrastructure.

The jobs start simultaneously. The VM restore job starts and remains pending until the backup restore
completes.

2. The backup restore job checks the Backup Catalog in the Veeam Backup & Replication databaseto discover
the tapes containing the needed backup. If the tapes are offline, Veeam Backup & Replication prompts the
user to insert the required tapes.

3. The backup restore job reads the tapes consecutively and copies the backup to the selected staging
repository or folder.

4. When the backup is copied, Veeam registers it temporarily as animported backup.
5. The backup restore job finishes.

6. The VM restore job receives information about the backup restored successfully and launches a standard
VM restore process. For more information, see the Veeam Backup & Replication User Guide, section Ful/
VM Recovery.

7. When the VM is successfully restored, the VM restore process finishes.

8. Veeam deletes the backup from the staging repository and from disk.
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Before You Begin

For restoring VMs from tape, you must provide the following system resources:

e Tapeserver: 200 MB RAM for each restored VM disk.

Note that if a job is unable to complete within 21 days period, it will be stopped with the 'Failed' status.
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Restoring VM from Tape to Infrastructure

To restore VMs from tape to virtual infrastructure, use the Entire VM Restore wizard. This section will guide you
through all steps of the wizard and provide explanation on available options.

If the tapes are online in your tape device, Veeam Backup & Replication will get the needed data automatically.
If the tapes are offline, Veeam Backup & Replication will list the names of the required tapes.

To restore VMs from tape, follow the next steps:
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Step 1. Launch Entire VM Restore Wizard

To run the Entire VM Restore wizard, do one of the following:

Open the Home view, expand the Backups > Tape node. Choose and expand the tape backup you need
Select the necessary VMs in the tape backup and click Restore Entire VM on the ribbon.

Open the Home view, expand the Backups > Tape node. Choose and expand the tape backup you need
Right-click the necessary VMs in the tape backup and choose Restore entire VM.
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Step 2. Choose Virtual Machines to Restore

At the Virtual Machines step of the wizard, review VMs that should be restored. To add one or more VMs to the

list, click Add VM and select where to browse for the machines:

e From infrastructure — this option is available for VMs only. Browse the virtual environment and select VMs
to restore. If you choose a VM container, Veeam Backup & Replication will expand it to a plain VM list. To
quickly find a VM, use the search field at the top of the list: enter the VM name or a part of it and click the

search button on the right or press [ENTER].

Make sure that VMs you select from the virtual environment have been successfully archived to tape at
least once.

e From backup —browse existing backupsand select VMs under backup to tape jobs. To quickly find VMs,
use the search field at the bottom of the Select Objects window: enter a VM name or a part of it and click

the Start search button on the right or press [ENTER]. Full Restore from backups

NOTE

You can add VMs only of the same virtualization platform.

To remove a VM, select itin the list and click Remove onthe right.

Entire Wi Restore

Restore Source
Restore Mode
Reason

Surmrmary

Yirtual Machines

‘Q Tvpe in g VM name for instant iookup

Marre Size  Festore point
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< Previous Finizh

Selectwirtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
emvironment (containers will be automatically expanded inta plain Wi list),

Add..

Paint...

Remowve

Cancel
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Step 3. Select Restore Point

By default, Veeam Backup & Replication will restore VMs to their latest state archived to tape. However, if you
want to restore a VM to an earlier state, select a VM in the list and click Point on the right. In the Restore Points
section, select a restore point that should be used for full VM recovery.

If you have chosen to restore multiple VMs, you can select a different restore point for every VM specifically.
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Step 4. Choose Restore Source

At the Restore Source step of the wizard, choose the restore mode:

e Select Restore directly from tape if you want to restore a VM without a staging repository. In this case, the
restore job will read data directly from tape.

Note that restoring VMs directly to the infrastructure is recommended for restore of 1 VM at a time. The
process may be slow if you restore a lot of VMs simultaneously.

e Select Restore through a staging repository if you want to temporarily copy the tape backup to a
repository or a folder first. The restore job will copy the backup to the selected destination and launch a
standard restore VM from disk process.

From the Backup repository list, select the repository that should be used as a temporary storage (staging
area) for machine backup before the VM is restored to the virtual infrastructure.

You can also select a target folder on any server connected to Veeam Backup & Replication. To do so,
choose the Select folder option from the Backup repository listand choose the location to which backups
should be restored before full VM recovery.

If you choose to restore files to a shared folder, make sure that the account under which Veeam Backup
Service runs has write permissions to the target folder. If the account does not have sufficient
permissions, Veeam Backup & Replication will prompt you to enter credentials for the account that can be
used for writing to the target folder.

NOTE

If you plan to restore a VM directly from tape using NBD transport mode, make sure that the VM has 28
disks maximum. To restore a VM with more than 28 disks, use HotAdd mode or restore through a staging
repository.

Entire WM Restare x

Restore Source

EW Choose wehether restare should be performed directly from tape, or using a staging repository,

Wirtual Machines (® Restore directly from tape
This option iz recommended when restaring a single Wk, Consider using 2 staging backup
_ repository if wou are restoring multiple WhAs from the sarme backup file,
Restore Maode (O Restore through a staging backup repository
Use this option when restoring multiple Wids from the same backup file,
Reason
Backup repository:
Surmrmary Eackup Repository 01 [SME Share Repositor]

E 48.0GE free of 40GE
Required space: 17.5 GB

If wou select this option, all required backup files will be copied from tape to the selected backup
repository first, allowing multiple Whis located in the same backup files to be restored faster while
reducing stress on tape hardware and media,

< Previous Finish Cancel
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Step 5. Specify Restore Mode and Other Recovery Options

Go through the remaining steps of the Full VM Restore wizard. The procedure is identical to full VM recovery.
For more information, see the Veeam Backup & Replication User Guide, section Performing Full VM Restore.
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Backup Restore from Tape to Repository

This option allows you to copy machines backups from tape to repository. This is helpful if you need some
backups on disk for later use, or also for machines guest OS files restore. You can restore full backups or
incremental backups to a repository or any location of your choice. The restored backup is registered in the
Veeam Backup & Replication console as an imported disk backup so that you can use it for any restore from disk
scenario later on. For one restore session at a time, you can choose one restore point available on tape.
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How Restoring Backups from Tape to Repository
Works

For restoring machine backupsto a repository or a folder on disk, Veeam Backup & Replication performs the
following steps:

1. Veeam checks the Backup Catalog in the Veeam Backup & Replication database to discover the tapes
containing the required backup. If the tapes are offline, Veeam Backup & Replication prompts the user to
insert the required tapes.

2. The backup restore job locks one tape drive to process the restore of the whole backup.

3. The tape drive loads the required tapes one by one, reads them and copies the backup data to the selected
repository or folder.

4. When the backup is copied, Veeam registers it as an imported backup.
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Before You Begin

Before you start restoring backups from tape to repository, consider the following:

e Item restore in the Enterprise Manager from backups restored from tapes to the repository is not
supported.

e Restore from tapes to object storage repositories is not supported.
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Restoring Backups from Tape to Repository

To restore backups from tape, use the Restore Backup from Tape to Repository wizard. This section will guide
you through all steps of the wizard and provide explanation on availab le options.

If the tapes are online in your tape device, Veeam Backup & Replication will get the needed data automatically.
If the tapes are offline, Veeam Backup & Replication will list the names of the required tapes.

Note that if a job is unable to complete within 21 days period, it will be stopped with the 'Failed' status.

To restore files from tape, follow the next steps:
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Step 1. Launch Restore Backup from Tape to Repository
Wizard

To run the Restore Backup from Tape to Repository wizard, on the Home tab, click Restore and choose Tape >
Restore Backups.
Alternatively, you can:

Open the Home view, expand the Backups > Tape node. Select the necessary machines in backup and click
Restore to Repository on the ribbon.

Open the Home view, expand the Backups > Tape node. Right-click the necessary machines in backup and
choose Restore backup from tape to repository.
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Step 2. Choose Machines to Restore

At the Source step of the wizard, select one or more physical or virtual machines for which backup files should
be restored. If you have chosen machines to restore from archives on tape, the list of objects to restore will be
populated with selected machines.

To add one or more machines to the list, click Add VM and select where to browse for the machines:

e From vSphere Infrastructure — this option is available for VMs only. Browse the virtual environment and
select VMs to restore. If you choose a VM container, Veeam Backup & Replication will expand it to a plain
VM list. To quickly find a VM, use the search field at the top of the list: enter the VM name or a part of it
and click the search button on the right or press [Enter].
Make sure that VMs you select from the virtual environment have been successfully archived to tape at
least once.

e From backups — browse existing backups on tape and select machines under backup to tape jobs. To
quickly find machines, use the search field at the bottom of the Select Objects window: enter a virtual or
physical machine name or a partof it and click the Start search button on the right or press[Enter].

To remove a machine, select itin the list and click Remove onthe right.

Restare Backup from Tape to Repositonge X

Source
= Specify the machine and recowery point to restare from tape.
= v P
T

‘Q Tyvpe in an object name to search for

Destination

Marre Restore point Add..

Sumrmary —
- winseel2 less than a day ago (314 PM Thur..,

Paint...

Remowve

Total size:
1.6 GB

Wiews files

< Previous Finizh Cancel
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Step 3. Select Restore Point

By default, Veeam Backup & Replication will restore backup with the latest state of the archived machine.
However, if you want to restore a backup for the machine to an earlier state, select a machine in the list and
click Point onthe right. In the Restore Points section, select a restore point that should be used to restore
machine backup.

NOTE

If you choose a full backup point in the list, Veeam Backup & Replication will restore only this full backup.
If you choose an increment, Veeam Backup & Replication will restore a chain consisting of a full backup and
forward increments, necessary to restore machines to the required point-in-time.

If you have chosen to restore multiple machines, you can select a different restore point for every machine
specifically.

Restare Paints X
Biailable restore points forwinsred2:
loh Type Tapes Backup set date Media pool Media set
4 &Eackupmh -winshe12 on L,
Gﬁlessthan aday ago (311, Incrernent  SWOHCO0I less than a day a.. WM Backup Media., Mediaset#2 6729,
(_‘-52 days ago (1001 P . Full SWOHCO03 less than a day a.. WM Backup Media., Mediaset#2 6729,
(_@4 days ago (105 PM 5., Increrment  SWOHCO02 less than a day a.. WM Backup Media., Media set#16/29.,
Q—E 38 days ago (TR3IFAM . Increrment  SWOHCO02 less than a day 3., WM Backup Media,.,  Media set #1659,
(_LT 38 days ago (T34 40 . Full SOHCO02 less than a day a.. WM Backup Media., Media set#16/29.,
k. Cancel
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Step 4. Choose Backup Destination

At the Destination step of the wizard, select where the backup files for the selected machines should be

restored:

e To restore machine backup files to a repository, select the Backup repository option and choose the

necessary repository from the list.

e To restore machine backup files to the Veeam backup server, shared folder or to any Microsoft or Linux
server connected to Veeam backup server, select the Server option. Choose the necessary server from the
list and specify path to the target folder in the Path to folder field.

If you choose to restore files to a shared folder, make sure that the account under which Veeam Backup
Service runs has write permissions to the target folder. If the account does not have sufficient
permissions, Veeam Backup & Replication will prompt you to enter credentials for the account that can be

used for writing to the target folder.

Restare Backup from Tape to Repositone

Destination
A== Specify where to stage the backup files required for machine restare,
[mt:jt:j
Source Restore backup files to

Cefault Backup Repositony (Created by Weear Backup)

Surnmary £ 79GE free of 1204 GB

@ Server

backupsre10tech.local

Path to folder:

~ Details

|C:\Backup

| | Browse...

= 79GE free of 1204 GB
Required space: 176 GB

Finish Cancel
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Step 5. Finish Working with Wizard

Review the settings and click Finish torestore selected machines backups.

Restare Backup from Tape to Repositonge

X
¢ Summary
—=—= Rewview the restore settings and click Finish to start the restore,
(v o]
- ——
SourED Sumrnary:

Servert backupsreldtech local
Destination Path: C\Backup

Wh size: 26,5 GB
Restare point: less than a day age (3:14 PM Thursday)

< Previous Mext = Cancel

Viewing Restored Backups

After backups are restored from tape, they are displayed as imported backups in the Home view > Backups >

Imported. You can use the restored to disk backup for regular data recovery, including full recovery, recovery of
machine files, guest OS file restore and other.
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Tenant Restore from Tape

This option is available only for Veeam Cloud Connect service providers.

Service providers can restore their tenants' backups from tape. For more information, see the Veeam Cloud
Connect guide.

210 | Veeam Backup & Replication | Tape Devices Support Guide


https://helpcenter.veeam.com/docs/backup/cloud/cloud_overview.html?ver=120
https://helpcenter.veeam.com/docs/backup/cloud/cloud_overview.html?ver=120

File Restore from Tape

You can restore data previously archived with file to tape jobs and with backup to tape jobs where the sources
are NAS backup jobs or repositories that store NAS backups. You can restore the following data:

e Microsoft Windows files and folders.

Linux files and folders.

Files and folders on SMB (CIFS) and NFS file shares.
e NDMP volumes.

e Content of entire tapes.

The file restore process allows you to restore files to any restore point available on tape.

Limitations for NFS File Share Restore

If you restore files to the NFS file share running the NFS protocol version different from the NFS version of the
source file share, Veeam Backup & Replication does not restore security attributes.

Limitations for NDMP Volumes Restore

e Only restore of whole volume is supported.

e Only restore to original location or to a similar NDMP server is supported.
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How Restoring Files from Tape Works

When Veeam Backup & Replication restores files archived to tape, it performs the following operations:

1. Veeam Backup & Replication checks the Tape Catalog in the Veeam Backup & Replication databaseto
discover the tapes containing the needed restore point of the files. If the tapes are offline,
Veeam Backup & Replication prompts the user to insert the required tapes.
2. Veeam Backup & Replication connects to Veeam Data Mover deployed on a tape server.
3. Veeam Data Mover copies the relevant files from the tapes.
4. The copied files are transferred to a chosen target location, same or new one.
5. Veeam Backup & Replication updates the Tape Catalog in the Veeam Backup database.
e
«— 5 =
4- | ¥ ] Tape Catzlog

=
=

Veeam

backup server Database

© o

Data Data
Maver Mover

—~ BB

, Tape device i
Tape server Windows or Linux
server
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Before You Begin

Before you start the file restore from tape, consider the following:

e If the tape backup contains a large quantity of files, for example, more than 1 000 000 files in 1 000
folders, you must provide the following system resources for restore: backup server — 2.6 GB RAM per

each 1 000 00O files.
e Ifajob is unable to complete within 21 days period, it will be stopped with the 'Failed' status.

e Restore to the original location is not supported for backups to tape from NAS filers (NetApp Data ONTAP,
Lenovo ThinkSystem DM Series, Dell PowerScale or Nutanix Files Storage).

e Veeam Backup & Replication does not support restore of symbolic links backed up on one file system type
to a different file system type. For example, you cannot backup files and folders with symbolic links on a
Windows system and restore them to a Linux system.
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Restoring Files from Tape

To restore files or NDMP volumes backed up to tape, use the Files from Tape Restore wizard.

If the tapes are online in your tape device, Veeam Backup & Replication will get the needed data automatically.
If the tapes are offline, Veeam Backup & Replication will list the names of the required tapes.

NOTE

The Files from Tape Restore wizard allows you to restore files and folders archived to tape. You cannot
restore VM guest OS files using this wizard. To restore VM guest OS files, restore a machine backup from
tape to a backup repository and perform VM guest OS files restore. For more information, see Backup
Restore from Tape to Repository.

Restoring Entire Tapes

For information about restoring entire tapes, see Restoring Entire Tapes.

This section will guide you through all steps of the wizard and provide explanation on available options for
restoring files from tapes and for restoring entire tapes.

To restore files from tape or to restore entire tapes, follow the next steps:
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Step 1. Launch Restore from Tape Wizard

The wizard may work in one of the two following modes:
e Restoring files from tape

e Restoring entire tapes

Restoring Files from Tape

To run the Restore from Tape wizard, do either of the following:

e Open the Home taband click Restore onthe ribbon. Choose Tape > Restore Files.

e Open the Filesview, expand the Tape node and browse to the necessary files on tape. Select the files and
click Restore Files from Tape onthe ribbon. Alternatively, you can right-click the files and choose Restore
files from tape.

Veeam Backup and Replication

Files on Tape

Restore Files Properties
from Tape
Files on Tape

Files Q) Type in on object name to search for

> [ YMuware wSphere Narne * Date Created Restare P, Size
> B Microsoft Hyper- Payroll Reparts | Open
>[5 Microsoft Windows :
X 5 Restore files from tape..
> ) Linux -
> =t Dell Data Domain ] Properties
4 ) Tape

> Vifileserv05\Docurnents
4 backupsr1Otechlocal
4 =0
4 Docurments and Settings

Q1-02 Reports

> [le bekpswDi2tech.local

> [le repol0techlocal

> sl tech.local

A Home
E'-
@J Inventary

(s Backup nfrestructure

Tape Infrastructure

) s

Restoring Entire Tapes

To launch the Restore from Tape wizard for restoring entire tapes, do the following:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under Media Pools or under Libraries > LibraryNamenode > Media >
Online.

NOTE

Tapes in the Unrecognized media pool are not available for data restore.
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3. Select the necessary tapes and click Restore Content onthe ribbon. Alternatively, you can right-click the
tape and select Restore content.

Tape Media

B nEE REY PR

Inventory Catalog = Restore Verify Copy Move Export Eject | Erase Mark Remove | Pr Properties
Content to- as Free ord
Import Media Media Actions Manage Media Erase Media Protect Media Media Info
Tape Infrastructure
Hame Tape Library T Lacation
4 (% Tape Infrastructure SWOHC002 " HP MSL 63 Series 930y 1 oniory
4 g Media Pools SWOHCOS WP MSLGESeries 950 |

SWOHC 004 HP MSL G3 Series 9.50

= Imported (2)

i Rests tent...
= Unrecognized (3 13 Restore content
F & Copy.
! File Backup Media Pool () =
1! ¥M Backup Media Fool (3) Verify
{5 BFS Media Pool (1) B Export
F5i Tape Servers B et
NDMP Servers &3 Movetn »
> & Libraries
=
> fal Yaults & Erase
> [ Last 24 Hours FG Mark as free
Protect
] Properties

@ Home
E'I
@:! Imeentary

(?E"g Backup Infrastructure

Tape Infrastructure

(51 Fites
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Step 2. Choose Files to Restore

The objects to restore depend on the mode that the wizard is working in:
e Restoring files from tape

e Restoring entire tapes

Restoring Files from Tape

At the Objects to Restore step, choose data that you want to restore.

Click Add and browse to the file or folder, NDMP volume, or entire host (except for Linux) that you want to
restore. The selected item will be added to the list. To quickly find file, folder or volume, use the search field at
the top of the list: enter an object name or a part of it and click the search button on the right or press [ENTER].

If you have chosen files to restore in the Files view, the list of objects to restore will be populated with selected
files.

To remove a file or folder from the list, select it and click Remove.

NOTE

For one restore session, you can select only Microsoft Windows and Linux files, or NDMP volumes.

Restare from Tape x

Objects to Restore
Specify files, folders or wolurmes to restore frorm tape, When an entire tape iz added to the recovery scope, all of its contentwill

e |
% be restored,

‘ ~ Tvpeinan object narme to search for Q ‘
Destination
[tern Host Restore Point Add..,
Options
ChDocuments .. backupsrelOit, 67292023 12:24 PM Point
Surmrmary
Rermowe

% Previous Finish Cancel

By default, Veeam Backup & Replication will restore the latest version of files or folders available on tape. If you
want to restore files or folders from another restore point, select the necessary file or folder and click Point. In
the list of available restore points, select the required one and click OK. If the file or folder are protected with
more than one file to tape job, the restore points are grouped by jobs.
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NOTE

For backups created with Veeam Backup & Replication 9.5 Update 3a and earlier: when you restore an
entire folder from tape, Veeam Backup & Replication restores all files that have ever existed in the folder
and been archived to tape. To restore files in the folder, Veeam Backup & Replication scans the selected
backup set and backup sets that were created previously. If a file is not found in the selected backup set,
Veeam Backup & Replication will restore the most recent version of the file from a backup set preceding

the selected backup set.

Select Restore Point X
Select the restare point for CA\Docurments and Settings\Administrator\DesktoptQ1-02 ReportshPayroll Reports:
Date Required tapes Library tdedia pool hdedia set
4 %QLQE Reports to Ta..
I:LE less than a day ag... SWOHCO02 HP BASL 53 Series 2.50 Whi Backup hdedia Pool  hedia set# 1 6/29/20..
0K Cancel

NOTE

Files written to tapes can be further removed from the source backup repository. Information about these
removed files (about the fact that they are removed) is also written to tapes. If the tapes that store this
information are rewritten as expired or erased by some reason, during the file restore from tape,

Veeam Backup & Replication tries to restore the files removed from the source backup repository.
Therefore, Veeam Backup & Replication can require even older tapes that store the copy of these removed

files.

Restoring Entire Tapes

At the Objects to Restore step of the wizard, select tapes to restore. The tape, which you selected when
launching the wizard, is added to the list of tapes to restore by default. To add other tapes to restore, do the

following:

1.

2.

Click Add.Veeam Backup & Replication opens the Select Tapes window listing all media pools and tapes in
them available for restore.

In the Select Tapes window, navigate to the required media pool and select the tapes you want to restore.
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When writing backup files to tapes, there can be situations when a file does not fit on a tape. Then it is divided
into parts and written to several tapes, which are then considered dependent. Veeam Backup & Replication
tracks this. When you are restoring data from a tape that contains only one part of the backup file,

Veeam Backup & Replication detects that. It also informs you what tapes contain other parts of the file and
prompts you to add these tapesto the list for restoring the full content. Note that tapes marked as Restored
partially inthe Restore Options column will be restored by Veeam Backup & Replication only partially: it will
restore only data required for restoring full content of the initially selected tapes in the consistent manner.

To remove tapes from the restore list, select the tapesand click Remove.

Restore from Tape

Objects to Restore

be restored,

@ Specify files, folders or wolurmes to restore frorm tape, When an entire tape iz added to the recovery scope, all of its contentwill
e

x

‘ ~ Tvpeinan object narme to search for Q ‘
Destination
[tern Restore Options Add..
Options = SO HC o0z Restared o
Surnmary [E s oHC 003 Restored
Remowve
% Previous Finish Cancel
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Step 3. Specify Restore Destination

At the Destination step of the wizard, specify destination where the archived files will be restored. You can use
one of the following options:

e Original location. Use this option to restore data to the location where the original file resides (or resided):
Microsoft Windows server, Linux server, or NMDP server. This type of restore is only possible if the
original machine is connected to Veeam Backup & Replication and powered on.

NOTE
Consider the following:

e If you arerestoring content of the entire tapes, the Original location option is not available.
e Restore to the original location is not supported for backups from NAS filers (NetApp Data
ONTAP, Lenovo ThinkSystem DM Series, Dell PowerScale or Nutanix Files Storage).

e This server. Use this option if you want to restore data to another server. The following options are
available:

o Microsoft Windows or Linux files: you can restore files to the Veeam backup server, shared folder or
to any other machine added to Veeam Backup & Replication. From the server list, choose a machine to
which files should be restored and specify path to the target folder.

If you choose to restore files to a shared folder, make sure that the account under which Veeam
Backup Service runs has write permissions to the target folder. If the account does not have sufficient
permissions, Veeam Backup & Replication will prompt you to enter credentials for the account that
can be used for writing to the target folder.

o NDMP volumes: you can restore datato another NDMP server added to Veeam Backup & Replication.
From the server list, select an NDMP server added to Veeam Backup & Replication. In the Path to
folder field, specify the volume to which you want to restore the archived volume.

o NAS file shares: you can restore data to an SMB (CIFS) or NFS file share. From the server list, select a
NAS file share added to Veeam Backup & Replication. In the Path to folder field, specify the folder to
which you want to restore the archived files and folders.
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When restoring files to a location other than original, Veeam Backup & Replication preserves the folder
hierarchy. To restore files to the specified target folder without keeping the folder structure, clear the Preserve
folder hierarchy check box. This option is unavailable for restore of NDMP volumes.

Restare fram Tape X

Destination
= Specify where to restore selected objects to,
o

Ohbjects to Restore Restore files and folders to

(@ This server
Options backupsredQtech.local - Details

Surnmary Path to folder

|C:\Users\.ﬂ.dministrator\m -0¢ Reports Browse...

§ 79,2 GB free of 1294 GB

Preserve folder hierarchy

£ Previous Finish Cancel
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Step 4. Specify Restore Options

At the Options step of the wizard, specify overwrite options in case the file already exists in the target folder:

e Leave the existing file. Select this option if you do not want to overwrite the existing file with the restored
one.

e Overwrite the existing file if older than the backed up file. Select this option if you want to overwrite the
existing file only if it is older than the restored file.

e Always overwrite the existing file. Select this option if you want to overwrite the existing file with the
restored file in all cases.

NOTE

Overwrite options are not available when restoring content of entire tapes.
Select the Restore file and folder security check box if you want the restored files to keep their original
ownership and security permissions. In the opposite case, Veeam Backup & Replication will change security

settings: the user account under which the Veeam Backup Service runs will be set as the owner of the restored
objects, while access permissions will be inherited from the target folder to which the objects are restored.

NOTE

This step is inapplicable for NMDP restore. If you restore NMDP volumes, these options will be skipped.
The NMDP volumes will be restored according to the hardware settings.

Restare from Tape X
Options
= Specify automatic conflict resolution options,
a
Objects ta Restore If file already exists

() Leave the existing file
Destination
(@ Owennrite the existing file if alder than the backed up file

_ (O Always overwrite the existing file

Surmrmary

Restare file and folder security

< Previous Finizh Cancel
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, review the restore settings and click Finish torestore selected files, folders,
or tapes.

Restare from Tape

X
Summary
= Rewiewr the settings, and click Finish to exit the wizard and start the restore process,
2
Objects to Restare Summary:
[Objects to restare:
Diestinatian ChDocuments and Settings\administratorsDesktoph01-02 ReportshPayroll Reports
Destination: Alternate location
Qptions Path: Chlsers\Administrator\Q1-02 Reports
Server: backupsrelQitech local

£ Previous Mext = Cancel
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Tape States Indicators

The user interface indicates on states of the tape infrastructure components.

Tape Libraries

Component state

Connected tape library
Tape library connected over SCSI

B Tape library in the maintenance mode

Drives

Component state

=l Enabled drive
= Disabled drive

= Drive in the maintenance mode

Media Pools

Component state

= Free media pool

= Imported media pool

=] Unrecognized media pool
= Retired media pool
Media pool
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Component state

GFS media pool
WORM media pool
WORM GFS media pool

Online Tapes

Component state

= Tape
ca] Retired tape

Encrypted tape

H

E) Software protected tape

Fa Hardware protected tape

Software protected and encrypted tape

(%)

Hardware protected and encrypted tape

(5]

Online WORM Tapes

Component state

= WORM tape

2] Retired WORM tape

A

Encrypted WORM tape

kR Software protected WORM tape

= Hardware protected WORM tape
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Component state

7 Software protected and encrypted WORM tape
55 Hardware protected and encrypted WORM tape

Offline Tapes

Offline indication does not differ for standard and WORM tapes.

Component state

Tape

2] Retired tape

= Encrypted tape

E Hardware protected tape

A Software protected tape

= Software protected and encrypted tape

55 Hardware protected and encrypted tape

Cleaning Tape
= Online cleaning tape
=L Offline cleaning tape
el Retired online cleaning tape

! Retired offline cleaning tape
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Tape Alerts

Tape drive and tape changer alerts are informational, warning or critical notifications designed to provide real-
time monitoring of the hardware operation status. They ensure quick detection and troubleshooting of various
issues with devices.

In This Section

e Tape Drive Alerts

e Tape Changer Alerts
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Tape Drive Alerts

There are 3 types of error flags:

Risk of
Data
Loss

Urgent User

S Intervention

E xplanations

Critical X X
Warning X X
Information X

You may get one of the following tape drive alerts when working with Veeam Backup & Replication:

Flag Severity

Description

1 0x01 Read warning Warning The tape drive is having problems The driveis
reading data. No data has been lost,  having severe
but there has been a reduction in trouble reading.
the performance of the tape.

2 0x02 Write warning Warning The tape drive is having problems The driveis
writing data. No data has been lost, having severe
but there has been a reduction in trouble writing.
the capacity of the tape.

3 0x03 Hard error Warning The operation has stopped because The drive had a
an error has occurred while reading hard read or
or writing data that the drive cannot  write error.
correct.

4 0x04 Media error Critical Your data is at risk: Media can no

1. C ny dat requir longer be
- -opya .y atayou require written/read, or
from this tape. performance is
2. Do not use this tape again. severely
3. Restart the operation with a degraded.
different tape.
5 0x05 Read failure Critical The tapeis damaged or the drive is The drive can no

faulty. Call the tape drive supplier
helpline.
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Flag

Severity

Description

10

n

12

0x06

0x07

0x08

0x09

0Ox0a

0x0b

0Ox0c

Write failure

Media life

Not datagrade
tape

Attempted
backup to
write-
protected tape

Tape drive is in
use

Attempted
backup/restore
to cleaning
tape

Unsupported
cartridge type

Critical

Warning

Warning

Critical

Information

Information

Information

The tape is from a faulty batch or
the tape drive is faulty:

1. Use a good tape to test the
drive.

2. If problem persists, call the
tape drive supplier helpline.

The tape cartridge has reached the
end of its calculated useful life:

1. Copy data you need to
another tape.
2. Discard the old tape.

The tape cartridge is not data-grade.
Any data you back up to the tape are
atrisk. Replace the cartridge with a
data-grade tape.

You are trying to write to a write-
protected cartridge. Remove the
write-protection or use another
tape.

You cannot eject the cartridge
because the tape drive is in use.
Wait until the operation is complete
before ejecting the cartridge.

The tape in the drive is a cleaning
cartridge.

You have tried to load a cartridge of
a type which is not supported by this
drive.
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The drive can no
longer write data
to the tape.

The media has
exceeded its
specified life.

The drive has not
been able to
read the MRS
stripes.

Write command
is attempted to a
write protected
tape.

Manual or s/w
unload
attempted when
prevent media
removal on.

Cleaning tapeis
loaded into
drive.

Attempted
loaded of
unsupported
tape format, for
example, DDS2
in DDST drive.



13

14

15

16

17

18

0x0d

0Ox0e

0oxof

0x10

Oox1

0x12

Flag

Detected
snapped tape

Detected
snapped tape

Cartridge
memory chip
failure

Forced eject

Read-only
format

Tape directory
corrupted in
the cartridge
memory

Severity

Critical

Critical

Warning

Critical

Warning

Warning

Description

The operation has failed because the
tape in the drive has experienced a
mechanical failure:

1. Discard the old tape.
2. Restart the operation with a
different tape.

The operation has failed because the
tape in the drive has experienced a
mechanical failure:

1. Do not attempt to extract the
tape cartridge.

2. Call the tape drive supplier
helpline.

The memory in the tape cartridge
has failed, which reduces
performance. Do not use the
cartridge for further write
operations.

The operation has failed because the
tape cartridge was manually de-
mounted while the tape drive was
actively writing or reading.

You have loaded a cartridge of a
type that is read-only in this drive.
The cartridge will appear as write-
protected.

The tape directory on the tape
cartridge has been corrupted. File
search performance will be
degraded. The tape directory can be
rebuilt by reading all the data on the
cartridge.
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Tape
snapped/cut in
the drive where
media can be
ejected.

Tape
snapped/cut in
the drive where
media cannot be
ejected.

Memory chip
failed in
cartridge.

Manual or forced
eject while drive
actively writing
or reading.

Media loaded
that is read-only
format.

Tape drive
powered down
with tape
loaded, or
permanent error
prevented the
tape directory
being updated.



Severity

Flag

Description

19 0x13 Nearing media  Information
life

20 ox14 Clean now Critical

21 0x15 Clean periodic ~ Warning

22 0x16 Expired Critical

cleaning media

Media may have
exceeded its
specified number
of passes.

The tape cartridge is nearing the end
of its calculated life. Itis
recommended that you:
1. Use another tape cartridge
for your next backup.
2. Store this tape in a safe place
in case you need to restore
data from it.

The tape drive needs cleaning: The drive thinks

) it has a head
1. If the operation has stopped, clog, or needs
eject the tape and clean the cleaning.
drive.
2. If the operation has not
stopped, wait for it to finish
and then clean the drive.
Check the tape drive user's manual
for device specific cleaning
instructions.
The tape drive is due for routine The driveis
cleaning: ready for a

. . eriodic clean.
1. Wait for the current operation P

to finish.
2. Then use a cleaning cartridge.

Check the tape drive user's manual
for device specific cleaning
instructions.

The cleaning
tape has expired.

The last cleaning cartridge used in
the tape drive has worn out:
1. Discard the worn out cleaning
cartridge.
2. Wait for the current operation
to finish.
3. Then use a new cleaning
cartridge.
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23

24

25

26

27

28

ox17

0x18

0x19

Ox1la

Ox1b

Ox1c

Flag

Invalid
cleaning
cartridge

Request
retention

Dual-port
interface error

Cooling fan
failure

Power supply

Power
consumption is
outside the
specified range

Severity

Critical

Warning

Warning

Warning

Warning

Warning

Description

The last cleaning cartridge used in
the tape drive was aninvalid type:
1. Do not use this cleaning
cartridge in this drive.
2. Wait for the current operation
to finish.
3. Then use a new cleaning
cartridge.

The tape drive has requested a
retention operation.

A redundant interface port on the
tape drive has failed.

A tape drive cooling fan has failed.

A redundant power supply has failed
inside the tape drive enclosure.
Check the enclosure user's manual
for instructions on replacing the
failed power supply.

The tape drive power consumption
is outside the specified range.
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Invalid cleaning
tape type used.

The drive is
having severe
trouble reading
or writing, which
will be resolved
by a retention
cycle.

Failure of one
interface port in
a dual-port
configuration,
for example,
Fibrechannel.

Fan failure inside
tape drive
mechanism or
tape drive
enclosure.

Redundant PSU
failure inside the
tape drive
enclosure or rack
subsystem.

Power
consumption of
the tape drive is
outside specified
range.



29

30

31

32

33

34

35

Ox1d

Oxle

ox1f

0x20

0x21

0x22

0x23

Flag

Preventative
maintenance is
required

Drive hardware
fault

Drive hardware
fault

Host interface
fault

Eject media
request

Firmware
download fault

Humidity
specification
exceeded

Severity

Warning

Critical

Critical

Warning

Critical

Warning

Warning

Description

Preventive maintenance of the tape
drive is required. Check the tape
drive user's manual for device
specific preventive maintenance
tasks or call the tape drive supplier
helpline.

The tape drive has a hardware fault:

1. Eject the tape or magazine.
2. Reset the drive.
3. Restart the operation.

The tape drive has a hardware fault:

1. Turn the tape drive off and
then on again.

2. Restart the operation.

3. If the problem persists, call
the tape drive supplier
helpline.

The tape drive has a problem with
the application client interface:
1. Check the cables and cable
connections.
2. Restart the operation.

The operation has failed:

1. Eject the tape or magazine.

2. Insert the tape or magazine
again.

3. Restart the operation.

The firmware download has failed
because you have tried to use the
incorrect firmware for this tape
drive. Obtain the correct firmware
and try again.

Environmental conditions inside the
tape drive are outside the specified
humidity range.
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The drive
requires
preventative
maintenance
(not cleaning).

The drive has a
hardware fault
that requires
reset to recover.

The drive has a
hardware fault
which is not
read/write
related or
requires a power
cycle to recover.

The drive has
identified an
interfacing fault.

Error recovery
action.

Firmware
download failed.

Drive humidity
limits exceeded.



36

37

38

39

40

Ox24

0x25

0x26

0ox27

0x28

Flag

Temperature
specification
exceeded

Voltage
specification
exceeded

Tape device
predicted to
fail

Drive hardware
fault

Autoloader
communication
fault

Severity

Warning

Warning

Critical

Warning

Critical

Description

Environmental conditions inside the
tape drive are outside the specified
temperature range.

The voltage supply to the tape drive
is outside the specified range.

A hardware failure of the tape drive
is predicted. Call the tape drive
supplier helpline.

The tape drive may have a hardware
fault. Run extended diagnostics to
verify and diagnose the problem.
Check the tape drive user's manual
for device specific instructions on
running extended diagnostic tests.

The changer mechanism is having
difficulty communicating with the
tape drive:
1. Turn the autoloader off then
on.
2. Restart the operation.
3. If problem persists, call the
tape drive supplier helpline.
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Drive
temperature
limits exceeded.

Drive voltage
limits exceeded.

Predictive failure
of drive
hardware.

The drive may
have had a
failure which
may be identified
by stored
diagnostic
information or by
running
extended
diagnostics (for
example, Send
Diagnostic).

Loader
mechanism is
having trouble
communicating
with the tape
drive.



Flag Severity Description

41 0x29 Detected stray  Critical A tape has been left in the Stray tape left in
tapein autoloader by a previous hardware loader after
autoloader fault: previous error

1. Insert an empty magazine to recovery.
clear the fault.
2. If the fault does not clear,
turn the autoloader off and
then on again.
3. If the problem persists, call
the tape drive supplier
helpline.

42 Ox2a Autoloader Warning There is a problem with the Loader
mechanism autoloader mechanism. mechanism has a
fault hardware fault.

43 Ox2b Autoloader Critical The operation has failed because the  Tape changer
door open autoloader door is open: door open.

1. Clear any obstructions from
the autoloader door.

2. Eject the magazine and then
insert it again.

3. If the fault does not clear,
turn the autoloader off and
then on again.

4. If the problem persists, call
the tape drive supplier
helpline.

44 Ox2c Autoloader Critical The autoloader has a hardware fault: ~ The loader
hardware fault mechanism has a

1. Turn the autoloader off and hardware fault

then on again. that is not
2. Restart the operation. mechanically

3. If the problem persists, call related.
the tape drive supplier
helpline.

Check the autoloader user's manual

for device specific instructions on
turning the device power on and off.
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45

46

47 - 49

50

51

52

53

Ox2d

Ox2e

Ox2f -
0x31

0x32

0x33

0x34

0x35

Flag

Severity

Autoloader Critical
cannot operate
without

magazine

Autoloader

predicted to
fail

Warning

Media
statistics is
lost

Warning

Tape directory
is corrupted

Warning

Tape system Critical
area write

failure

Tape system Critical
area read

failure

Description

The autoloader cannot operate
without the magazine:
1. Insert the magazine into the
autoloader.
2. Restart the operation.

A hardware failure of the changer
mechanism is predicted. Call the
tape drive supplier helpline.

These codes are reserved for future
use.

Media statistics have been lost at
some time in the past.

The tape directory on the tape
cartridge just unloaded has been
corrupted. File search performance
will be degraded. The tape directory
can be rebuilt by reading all the
data.

The tape just unloaded could not
write its system area successfully:
1. Copy data to another tape
cartridge.
2. Discard the old cartridge.

The tape system are could not be
read successfully at load time:
1. Copy data to another tape
cartridge.
2. Discard the old cartridge.
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Loader magazine
not present.

Predictive failure
of loader
mechanism
hardware.

Drive or library
powered down
with tape
loaded.

Error prevented
the tape
directory being
updated on
unload.

Write errors
while writing the
system log on
unload.

Read errors
while reading the
system areaon
load.



54

55

56

57

58

0x36

0x37

0x38

0x39

Ox3a

Flag

Start of data
not found

Load failure

Medium
unload failure

Interface
failure

Firmware
failure

Severity

Critical

Critical

Critical

Critical

Warning

Description

The start or data could not be found  Tape damaged,
on the tape: bulk erased, or

. incorrect format.
1. Check you are using the

correct format tape.
2. Discard the tape or return the
tape to your supplier.

The operation has failed because the  Media could not
media cannot be loaded and be
threaded: loaded/threaded.
1. Remove the cartridge, inspect
it as specified in the product
manual, and retry the
operation.
2. If the problem persists, call
the tape drive supplier help
line.

The operation has failed because the = Unrecoverable
medium cannot be unloaded: unload failed.

1. Do not attempt to extract the

tape cartridge.
2. Call the tape driver supplier
help line.
The tape drive has a problem with Automation
the automation interface: interface failure.

1. Check the power to the
automation system.

2. Check the cables and cable
connections.

3. Call the supplier help line if
problem persists.

The tape drive has reset itself dueto  Firmware failure.
a detected firmware fault. If

problem persists, call the supplier

help line.
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Tape Changer Alerts

There are 3 types of error flags:

Risk of
Data E xplanations
Loss

Urgent User
Intervention

Severity

Critical X X
Warning X X
Information X

You may get one of the following tape changer alerts when working with Veeam Backup & Replication:

Severity Description

0 0x00 Information  Unknown changer alert.
1 0x01 Library Critical The library mechanism is having Changer
Hardware A difficulty communicating with the mechanism is
drive: having trouble
. communicating
1. Turn the library off then on. with the
2. Restart the operation. internal drive.
3. If the problem persists, call
the library supplier help line.
2 0x02 Library Warning There is a problem with the library Changer
Hardware B mechanism. mechanism has

a hardware
If problem persists call the library fault.

supplier help line.

3 0x03 Library Critical The library has a hardware fault: The changer
Hardware C 1. Reset the lib mechanism has
. Reset the library. 3 hardware
2. Restart the operation. fault that
3. Check the library users requires reset
manual for device specific to recover.

instructions on resetting the
device.
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Flag Severity

Description

4 0x04
5 0x05
6 0x06
7 0x07
8 0x08

Library Critical
Hardware D

Library Warning
Diagnostics

Required

Library Critical
Interface

Predictive Warning
Failure

Library Warning

Maintenance

The library has a hardware fault:

1. Turn the library off then on
again.

2. Restart the operation.

3. If the problem persists, call

the library supplier help line.

4. Check the library users
manual for device specific
instructions on turning the
device power on and off.

The library mechanism may have a
hardware fault:

1. Run extended diagnostics to
verify and diagnose the
problem.

2. Check the library users
manual for device specific
instructions on running
extended diagnostic tests.

The library has a problem with the
host interface:
1. Check the cables and
connections.
2. Restart the operation.

A hardware failure of the library is
predicted.

Call the library supplier help line.

Preventive maintenance of the
library is required.

Check the library users manual for
device specific preventative
maintenance tasks, or call your
library supplier help line.
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The changer
mechanism has
a hardware
fault that is not
mechanically
related, or
requires a
power cycle to
recover.

The changer
mechanism

may a hardware
fault which can
be identified by
extended
diagnostics (for
example, SCSI
Send
Diagnostic).

The library has
identified an
interfacing
fault.

Predictive
failure of
library

hardware.

Library
preventative
maintenance
required.



10

n

12

13

14

0x09

Ox0a

0x0b

0x0c

0x0d

Ox0e

Flag

Library
Humidity
Limits

Library
Temperature
Limits

Library
Voltage
Limits

Library Stray
Tape

Library Pick
Retry

Library Place
Retry

Severity

Critical

Critical

Critical

Critical

Warning

Warning

Description

General environmental conditions
inside the library are outside the
specified humidity range.

General environmental conditions
inside the library are outside the
specified temperature range.

The voltage supply to the library is
outside the specified range. There is
a potential problem with the power
supply or failure of a redundant
power supply.

A cartridge has been left inside the
library by a previous hardware fault:

1. Insert an empty magazine to
clear the fault.

2. If the fault does not clear,
turn the library off and then
on again.

3. If the problem persists, call
the library supplier help line.

There is a potential problem with
the drive ejecting cartridges or with
the library mechanism picking a
cartridge from a slot.

No action needs to be taken at this
time.

If the problem persists, call the
library supplier help line.

There is a potential problem with
the library mechanism placing a
cartridge into a slot.

No action needs to be taken at this
time.

If the problem persists, call the
library supplier help line.
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Library
humidity limits
exceeded.

Library
temperature
limits
exceeded.

Library voltage
limits exceeded

Stray cartridge
left in library
drive after
previous error
recovery.

Operation to
pick a cartridge
from a slot had
to perform an
excessive
number of
retries before
succeeding.

Operation to
placea
cartridgeinto a
slot had to
perform an
excessive
number of
retries before
succeeding.



Flag Severity

Description

15

16

17

18

19

20

21
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OoxOf

0x10

oxM

0x12

0x13

Oox14

0x15

Library Load = Warning
Retry

Library Door  Critical
Library Critical
Mailslot

Library Critical
Magazine

Library Warning
Security

Library Information
Security

Mode

Library Information
Offline

There is a potential problem with
the drive or the library mechanism
loading cartridges, or an
incompatible cartridge.

The library has failed because the
door is open:

1. Clear any obstructions from
the library door.
2. Close the library door.

3. If the problem persists, call
the library supplier help line.

There is a mechanical problem with
the library media import/export
mailslot.

The library cannot operate without
the magazine:

1. Insert the magazine into the
library.
2. Restart the operation.

Library security has been
compromised.

The library security mode has been
changed. The library has either
been put into secure mode, or the
library has exited the secure mode.

This is for information purposes
only. No action is required.

The library has been manually
turned offline and is unavailable for
use.

Operation to
load a cartridge
into a drive had
to perform an
excessive
number of
retries before
succeeding.

Changer door
open prevents
library
functioning.

Mechanical
problem with
import/export
mailslot

Library
magazine not
present.

Library door

opened then

closed during
operation.

Library security
mode changed.

Library
manually
turned offline.



Flag

Severity

Description

22

23

24

25

26

0Ox16

0x17

0x18

0x19

Ox1la

Library Drive
Offline

Library Scan
Retry

Library
Inventory

Library
Illegal
Operation

Dual-Port
Interface
Error

Information

Warning

Critical

Warning

Warning

A drive inside the library has been
taken offline.

This is for information purposes
only. No action is required.

There is a potential problem with
the bar code label or the scanner
hardware in the library mechanism.

No action needs to be taken at this
time.

If the problem persists, call the
library supplier help line.

The library has detected an
inconsistency in its inventory.

1. Redo the library inventory to
correct inconsistency.

2. Restart the operation.

3. Check the applications users
manual or the hardware
users manual for specific
instructions on redoing the
library inventory.

A library operation has been
attempted that is invalid at this
time.

A redundant interface port on the
library has failed.
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Library turned
internal drive
offline.

Operation to
scan the
barcodeon a
cartridge had
to perform an
excessive
number of
retries before
succeeding.

Inconsistent
media
inventory.

Illegal
operation
detected.

Failure of one
interface port
in a dual-port
configuration,
for example,

Fibrechannel.



27

28

29

30

31

Ox1b

Ox1c

0ox1d

Oxle

oxif

Flag Severity

Cooling Fan
Failure

Warning

Power Warning
Supply

Power Warning
Consumption

Pass- Critical
through
mechanism

failure.

Cartridge in Critical
pass-

through

mechanism

Description

A library cooling fan has failed.

A redundant power supply has
failed inside the library.

Check the library users manual for
instructions on replacing the failed
power supply.

The library power consumption is
outside the specified range.

A failure has occurred in the
cartridge pass-through mechanism
between two library modules.

A cartridge has been left in the
pass-through mechanism from a
previous hardware fault.

Check the library users guide for
instructions on clearing this fault.
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One or more
fans inside the
library have
failed. Internal
flag state only
cleared when
all fans are
working again.

Redundant PSU
failure inside
the library
subsystem.

Power
consumption of
one or more
devices inside
the library is
outside
specified range.

Error occurred
in pass-through
mechanism
during self test
or while
attempting to
transfer a
cartridge
between library
modules.

Cartridge leftin
the pass-
through

mechanism
between two
library
modules.



Flag Severity Description

32 0x20 Unreadable Information  The library was unable to read the
bar code bar code on a cartridge.
labels
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Unable to read
a barcode label
on a cartridge
during library
inventory/scan.



	Contacting Veeam Software
	Tape Devices Support
	Supported Devices and Configuration
	Tape Environment
	Tape Devices Deployment
	Connecting Tape Devices

	Getting Started with Tapes
	Tape Servers
	Adding Tape Servers
	Step 1. Launch New Tape Server Wizard
	Step 2. Choose Server
	Step 3. Configure Traffic Throttling Rules
	Step 4. Review Components
	Step 5. Assess Results
	Step 6. Finish Working with Wizard

	Removing Tape Servers
	Updating Tape Servers
	Rescanning Tape Servers
	Modifying Tape Servers
	Replacing Tape Servers

	Tape Libraries
	Rescanning Tape Devices
	Renaming Tape Devices
	Removing Tape Devices
	Replacing Tape Devices
	Loading Tapes
	Loading Empty Tapes
	Loading Tapes Written on This Backup Server
	Loading Tapes Written on Another Veeam Server
	Loading Tapes Written with 3rd-Party Backup Solution

	Inventorying Tapes
	Cataloging Tapes
	Automated Drive Cleaning
	Switching Libraries to Maintenance Mode

	Tape Drives
	Tapes
	Viewing Tape Properties
	Viewing Data on Tapes
	Removing Tapes from Catalog
	Erasing Tapes
	Marking Tapes as Free
	Ejecting Tapes
	Exporting Tapes
	Verifying Tapes
	Copying Tapes
	Step 1. Launch Copy Tapes Wizard
	Step 2. Choose Source Tapes to Copy
	Step 3. Choose Target Media Pool
	Step 4. Specify Tape Copy Options
	Step 5. Finish Working with Wizard

	Restoring Entire Tapes
	Tapes Availability and Write-Protection
	WORM Tapes
	Tape Barcode Labels
	Relabeling Tapes

	Media Pools
	Media Sets
	Media Set Names

	Backup Sets
	Service Media Pools
	Media Pools
	Creating Media Pools
	Step 1. Launch New Media Pool Wizard
	Step 2. Specify Media Pool Name
	Step 3. Add Tapes to Media Pool
	Step 4. Specify Media Set Options
	Step 5. Specify Retention Settings
	Step 6. Add Optional Media Pool Settings
	Step 7. Finish Working with Wizard


	GFS Media Pools
	Creating GFS Media Pools
	Step 1. Launch New GFS Media Pool Wizard
	Step 2. Specify Media Pool Name
	Step 3. Add Tapes to Media Pool
	Step 4. Specify Media Set Options
	Step 5. Specify Advanced Media Set Options
	Step 6. Add Optional Media Pool Settings
	Step 7. Finish Working with Wizard


	Moving Tapes to Another Media Pool
	Modifying Media Pools
	Removing Media Pools

	Vaults
	Creating Vaults
	Step 1. Launch New Media Vault Wizard
	Step 2. Specify Media Vault Name
	Step 3. Finish Working with Wizard

	Modifying Vaults
	Removing Vaults
	Moving Tapes to Vault
	Managing Tapes in Vault

	Tape Protection
	Protecting Tapes

	Tape Data Retention
	Virtual Full Backup
	How Virtual Full Backup Works
	Virtual Full Intervals

	Tape Parallel Processing
	Media Sets Created with Parallel Processing

	Backup to Tape
	Backup to Tape for NAS Backups
	How Backup to Tape Works
	Before You Begin
	Creating Backup to Tape Jobs
	Step 1. Launch New Backup to Tape Job Wizard
	Step 2. Specify Job Name and Description
	Step 3. Choose Backups to Archive
	Step 4. Choose Media Pool for Full Backups
	Step 5. Choose Media Pool for Incremental Backups
	Step 6. Specify Archiving Options
	Options for Backup to Tape Job
	Options for GFS Job

	Step 7. Specify Advanced Job Settings
	Notifications Settings
	Advanced Settings
	Advanced Settings for Backup to Tape Job
	Advanced Settings for GFS Tape Job


	Step 8. Define Job Schedule
	Schedule for Backup to Tape Job
	Schedule for GFS Job

	Step 9. Finish Working with Wizard

	Linking Backup Jobs to Backup to Tape Jobs

	GFS Backup to Tape
	How GFS Backup to Tape Works
	Creating GFS Tape Jobs

	Tenant Backup to Tape
	Viewing Backups on Tape
	File Backup to Tape
	How File Backup to Tape Works
	Before You Begin
	NDMP Servers Backup to Tape
	Adding NDMP Servers
	Step 1. Launch New NDMP Server Wizard
	Step 2. Specify NDMP Server Name and Location
	Step 3. Finish Working with the Wizard


	Creating File to Tape Jobs
	Step 1. Launch New File to Tape Job Wizard
	Step 2. Specify Job Name and Description
	Step 3. Choose Files and Folders to Archive
	Step 4. Choose Media Pool for Full Backup
	Step 5. Specify Media Pool for Incremental Backups
	Step 6. Specify Archiving Options
	Step 7. Specify Advanced Job Settings
	ACL Handling Settings
	Notifications Settings
	Advanced Settings

	Step 8. Finish Working with Wizard


	Viewing Files on Tape
	VM Restore from Tape to Infrastructure
	How Restoring VM from Tape to Infrastructure Works
	Before You Begin
	Restoring VM from Tape to Infrastructure
	Step 1. Launch Entire VM Restore Wizard
	Step 2. Choose Virtual Machines to Restore
	Step 3. Select Restore Point
	Step 4. Choose Restore Source
	Step 5. Specify Restore Mode and Other Recovery Options


	Backup Restore from Tape to Repository
	How Restoring Backups from Tape to Repository Works
	Before You Begin
	Restoring Backups from Tape to Repository
	Step 1. Launch Restore Backup from Tape to Repository Wizard
	Step 2. Choose Machines to Restore
	Step 3. Select Restore Point
	Step 4. Choose Backup Destination
	Step 5. Finish Working with Wizard
	Viewing Restored Backups


	Tenant Restore from Tape
	File Restore from Tape
	How Restoring Files from Tape Works
	Before You Begin
	Restoring Files from Tape
	Step 1. Launch Restore from Tape Wizard
	Step 2. Choose Files to Restore
	Step 3. Specify Restore Destination
	Step 4. Specify Restore Options
	Step 5. Finish Working with Wizard


	Tape States Indicators
	Tape Alerts
	Tape Drive Alerts
	Tape Changer Alerts



