Veeam Backup & Replication

Version 12

Veeam Universal Application Iltem Recovery Guide
February, 2023



© 2023 Veeam Software.
All rights reserved. All trademarks are the property of their respective owners.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language in any form by any means, without written permission from Veeam Software
(Veeam). The information contained in this document represents the current view of Veeam on the issue
discussed as of the date of publication and is subject to change without notice. Veeam shall not be liable for
technical or editorial errors or omissions contained herein. Veeam makes no warranties, express or implied, in
this document. Veeam may have patents, patent applications, trademark, copyright, or other intelle ctual
property rights covering the subject matter of this document. All other trademarks mentioned herein are the
property of their respective owners. Except as expressly provided in any written license agreement from Veeam,
the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

NOTE

Read the End User Software License Agreement before using the accompanying software programs. Using
any part of the software indicates that you accept the terms of the End User Software License Agreement.

2| VeeamBackup & Replication | Veeam Universal Application ltem Recovery Guide



Contents

CONTACTING VEEAM SOFTWARE ... .utiiitietiitit st n e rasn s s sa e s a e s n e s msa e e s ean e rnens 4

VEEAM UNIVERSAL APPLICATION-ITEM RECOVERY OVERVIEW..... .ot iee v ree e remen e smenes 5
U=ATR WOTKFLOW .. et e e e e e e e e et e e e e e e et e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaeeeeas 7

AV (U R | o 301 =Y = T 1= PP 8
BEFORE YOU BEGIN .....eciniie ittt i ittt ettt ettt s e s a e s e e n et e s m e st e s m s a e s smsn e e an e e annannnes 9
L I I I L 10
SETTING UP CONNECTION WITH ENTERPRISE MANAGER ..ottt a e et ee e e emn e emenas 13
UNINSTALLING U=AILR L.ttt e et a e e e s e s e s e s an e sm e aan e sam e s e e sameanesanssnnnenns 14
RECOVERING APPLICATION ITEMS . .. ettt e et et e et et e rm e et s rm e e e e e am e e e e n e samnan e s nannnenns 15
Creating Virtual Lab Requests Using Universal Recovery Wizard ..........cooeveiuiiiiiiiie et 16

Step 1. Specify a Descriptionand Time Interval for the Lab .......ccooviiiiiiiii e 17

Step 2. Specify a VM Running the AppLiCation..........oiiiiiiii i 18

Step 3. ReVieW RESOLVEA [P AQAIESS .. .ouvu e e e e et e e e et e e e e eaa e 19

Step 4. Select a Restore Point for the VIM BackUp c....eeiiieieiiiicce et 20

Step 5. SUbMIt the Lab REQUEST .....eee i e et e e e e e e e r e e e een s 21

Creating Universal Lab Requests Using Enterprise Manager .......ccuuuueiiiiieeieeeeii e eeeeeeeee e eeeeeeennnns 22
ApPProving Virtual Lab REQUEST ...ttt e et e e et e e e e e e e e e e e e e e eaa e e e eann s 23

Step 1. Review Lab ReqUEST SETEINGS ..ovevuuiiiiiiie e ettt ettt e e e e et e e e e e e e e e s 24

Step 2. Select a VM from the BaCKUP ....uie e i et e e e e e 25

Step 3. Select @ RESTOrE POINT ...iiiiei ettt ettt e e et e e e et e e e e et e e e eeea e e eeeenn e 26

Step 4. Select @ SUreBackup JOD ..o.ue i 27

Step 5. ApProve the Lab REQUEST ......iiiie e e e e e e e e 28

Declining Lab Request; Prolonging Lab EXISTENCE ......coieiiiiiiiiiiiiie e eeeeeees 29
Performing [£EM-LEVEL RESTOIE .. ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaeas 30

3| VeeamBackup & Replication | Veeam Universal Application ltem Recovery Guide



Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest prod uct
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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Veeam Universal Application-ltem
Recovery Overview

Universal Application-Iltem Recovery (or U-AIR) addressesone of the most common IT problem — it lets you
restore individual application items that were accidentally deleted or corrupted, directly from VM backups. You
can use Veeam's U-AIR functionality to recover items from any application running inside any VM.

U-AIR does not require any special backups or additional tools. To enable recovery of application items, U-AIR
uses the vPower technology for applications virtualized on VMware vSphere platform, and Instant VM Recovery
technology for applications virtualized on Microsoft Hyper-V platform. VMs are started directly from
compressed and deduplicated image-level backups.

Froduction ermvironment Virtual lab

I Restore I
IMicrosoft Microsoft
Eschangs Exchange

o Prowy appliance o
Dz DHE

Backup repository

U-AIR utilizes a SureBackup job configured on the Veeam Backup server, a virtual laband an application group
linked to the job:

e U-AIR utilizes a SureBackup job to create an isolated virtual environment where VMs from the application
group are started.

o The application group includes the VM running the application from which you want to restore items, and
VMs running applications and services on which the restored application is dependent. This way, U-AIR
ensures that you run in the virtual lab a fully functional application working in a proper way, just as in your
production environment. For example, if you need to recover items from Microsoft Exchange, the
application group should comprise the VM running Microsoft Exchange, a virtualized Domain Controller
performing the role of the Global Catalog, and a DNS server.

e VMs in the virtual lab are started directly from backups using the necessary restore point. Essentially, in
the virtual lab you have a copy of your production environment, but as of an earlier point in time. U-AIR
provides transparent access to the backed up VM image through the appliance VM that has visibility of
both the virtual lab and the production environment. Users can extract the necessary application items
from "earlier" VM images and bring them back to the production environment.

Veeam Backup & Replication starts the virtualized application and all required components in the virtual lab so
that users can connect to that application with the native management tools they use for work with the
application, and restore items they need.
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From the end user's perspective, U-AIR is a wizard that guides you through the process of application-item
recovery. You can install U-AIR wizard on any Microsoft Windows-based machine in your production
environment from which you plan to start the restore process.
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U-AIR Workflow

Commonly, the restore procedure requires specific knowledge and is performed by application administrators or
users working with applications. At the same time, management tasks are controlled by

Veeam Backup & Replication administrators who know about all resources available in the backup infrastructure
and access permissions that users have.

For this reason, in the typical U-AIR workflow, two groups of users are engaged:
e Users who need to restore specific items from applications

e Veeam Backup & Replication administrators who work with
Veeam Backup & Replication and Veeam Backup Enterprise Manager

ST N
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]

=
| p— =

Virtual Lab Veeam backup server

The typical restore procedure includes the following steps:

1. The user who needs to restore an application item downloads the U-AIR wizard and installs it on his or her
machine. The user starts the U-AIR wizard and submits a virtual lab request. The submitted request is sent
over to Veeam Backup Enterprise Manager and is registered there. (1)

2. The Enterprise Manager administrator receives an e-mail about a new lab request submitted by the user.
The e-mail is sent automatically once a new request is registered at Enterprise Manager. (1)

3. The administrator also makes sure that the user who submitted the request is eligible to access application
data from the corresponding backup.

4. The administrator approves or denies access to requested datausing Veeam Backup Enterprise Manager. If
the request is approved, the administrator uses the request approval wizard to select the necessary
SureBackup job that should be started in order to create the required virtual lab. The SureBackup job that
the administrator selects should be pre-configured on one of Veeam Backup servers connected to
Enterprise Manager. (2,3)

If necessary, the administrator can manage virtual labs. For example, the administrator can extend the
time for the virtual lab lease or stop the lab leased by the user to let somebody else perform emergency
restore using the same virtual lab.

5. Once the lab is ready, the user receives a notification from Virtual Lab Manager. (4)

6. The user can now start application-item recovery. If necessary, the user can extend the time for which the
virtual lab should be running. (5)

After the recovery process is finished, the administrator can manually power off the virtual lab. If this does not
happen, the virtual labwill in any way be powered off automatically once the time for virtual lab lease is
exceeded.
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Virtual Lab Manager

To help users who requested virtual labs manage their requests, Veeam Backup & Replication offers a special
tool — Virtual Lab Manager. Virtual Lab Manager runs on the machine from which the user sends the request and
on which the user plans to perform application-item recovery.

Virtual Lab Manager is launched when the virtual lab request is submitted, and continues running in the
background even after the New Virtual Lab Request wizard is closed. When a user submits a request for a virtual
lab, this request is passed to Virtual Lab Manager, which, in turn, sends it to Veeam Backup Enterprise Manager.
Being connected to Enterprise Manager, Virtual Lab Manager can notify users about the state of their requests.
When the request is approved or rejected, a virtual lab is ready or its time elapses, Virtual Lab Manager displays
a message hovering over its icon in the notification area.In addition to monitoring the state of your requests,
you can use Virtual Lab Manager to create new virtual lab requests, open ready virtual labs and dismiss
unnecessary requests.

=) Virtual Lab Manager -
Active requests:
i ame State Femaining Description Mew Lab =
1TaE12203 Pending Mot ready Created by HO vrestoperataor at 84137 |

Extend »

Digrniss

Hide

Virtual Lab Manager is automatically installed on the machine on which you install U-AIR wizard. During the
wizard installation process, you can specify the IP address of Veeam Backup Enterprise Manager, and port over
which Virtual Lab Manager will communicate with it. By default, the port number is 9394. If you skip these
actions at the setup, you can configure connection settings later on, as described here.
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Before You Begin

Before you start working with the Universal Recovery wizard, go through the following check list:

1.

You need a valid trial, Enterprise or Enterprise Pluslicense for Veeam Backup & Replication installed. If
you have a Standard license, you will not be able to use U-AIR.

The Universal U-AIR wizard must be installed on a Microsoft Windows-based machine.

Make sure that you have properly configured a corresponding SureBackup job and all components it will
use.

U-AIR does not work with IPv6 addresses.

You must have an application group that includes the VM from which you want to restore application
items, and all VMs running services on which the primary VM is dependent. Note that all of these
applications must be virtualized.

You must have a virtual lab in which VMs from the application group will be started. The virtual lab must
mirror the network settings of your production environment.

You must have a properly configured SureBackup job. In the properties of the SureBackup job, you need to
specify the application group and virtual lab that you plan to use for the restore process. Before you start
the U-AIR process, you may run the SureBackup job to make sure the virtual lab is set up correctly:

h. The SureBackup job must be able to start all VMs from the application group.

i. The Keep the application group running once the job completes check box in the job properties
must be selected. With this option enabled, the lab will stay powered on after the SureBackup job
completes, and you will be able to perform application item-level restore.

10. You must have backups of all VMs that will take partin the restore process. These include backups of

VMs from the application group. For VMware platform, you can also use VM replicas.

For additional information, please refer to Veeam Backup & Replication documentation.
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Installing U-AIR

To install a Universal Application Item-Level Recovery wizard on a user's Windows-based machine, do the
following:

1. Run the Veeam B&R Universal AIR Setup file from the \AIR folder of the
Veeam Backup & Replication installation image or CD/DVD.

i Yeeam Backup & Replication Universal Restore -

welcome to the InstallShield Wizard for
Yeeam Backup & Replication Universal

N Restore
I The Installshield{R) Wizard will install Yeeam Backup &
Replication Universal Restore on wour computer, To conkinue,
N click Mext,

WWARNING: This program is protected by copyright law and
international treaties,

< Back | Mext = | | Cancel |

2. Read and accept the terms in the license agreement to continue installation.

7 Yeeam Backup & Replication Universal Restore -
License Agreement N EI
Please read the Following license agreement carefully, IE N

END USER. SOFTYWARE LICENSE AGREEMENT (“EULA™)

IMPORTANT, FLEASE READ CAREFULLY: THIS END USER LICENSE

AGREEMEMT "ELILA"IS A LEGAL AGREEMENT BETWEEM YOLI (A5 AN

INDIIDUAL OR ENTITY, "vQOU" THE "CLISTOMER" AND VEEAM SOFTWARE

GROUP GMBH ("EEAM", FOR PRODUCTS AND SERVICES, WHICH MAY

INCLUDE COMPUTER SOFTWARE AND ASSOCIATED DOCUMENTATION
"SOFTWARE". BY INSTALLING OR OTHERWISE USING THE SOFTWARE OR
RECENING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
EULA. IFYOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOTUSE | v

[#]1 accept the terms in the license agreement
[#]1 accept the terms of the 3rd party components license agreements

Installshield

Print | | « Back ” Mext = | | Cancel |
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3. By default, the Universal Restore feature will be installed to the c:\Program

Files\Veeam\Application Restore folder. If necessary, click Change tospecify another installation
folder.

Use the Space button to calculate available space.

Custom Setup N E]
Select the program Features you want installed, IE N

Click, on an icon in the lisk below to change how a Feature is installed,

Feature Descripkion

Weeam Backup & Replication
Universal Restore

This Feature requires 10ME on
wour hard drive,

Install ko:

C:\Program Files\YesamiApplication Restarel

Installshield

| Help | | Space | | < Back ” Mext = | | Cancel

4. You can specify connection parameters for Veeam Backup Enterprise Manager server, including its IP
address and connection port (default is 9394 ). This step is optional: you can select Skip configuration of
the Enterprise Server connection check box. You will be able to configure connection with Enterprise
Manager later on, using the Virtual Lab Manager settings, as described in the Connection Settings section.

Specify connection parameters

Specify Enterprise Server and Session Manager connection parameters

["] 3kip configuration of the Enterprise Server conneckion

Enterprise Server address:

Enterprise Server part:

Installshield
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5. Finally, click Install to deploy the U-AIR wizard.

i Yeeam Backup & Replication Universal Restore -
Ready to Install Y| EI
The wizatd is ready to begin installation. IE N

Click Install to begin the installation.

I wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard.

Installshield

| < Back ” Install | | Cancel

6. Wait for the installation to complete, then click Finish.

i Yeeam Backup & Replication Universal Restore -

InstallShield Wizard Completed

Nnn I The InstallShield Wizard has successfully installed Yeeam

Backup & Replication Universal Restore, Click Finish to exit the
N wizard,

Note that Virtual Lab Manager is automatically installed on the machine on which you install U-AIR wizards.

After installation, both applications (U-AIR and Virtual Lab Manager) will appearin the list of application on the
target machine.
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Setting Up Connection with Enterprise
Manager

During the wizard installation process, you are prompted to specify the IP address of Veeam Backup Enterprise
Manager, and port over which Virtual Lab Manager will communicate with Veeam Backup Enterprise Manager
(by default, port 9394 is used).

If you skip the connection configuration during the setup, or wish to change these connection settings, you can
right-click the Virtual Lab Manager icon in the task bar and select Settings.

Open Yirtual Lab Manager

Settings

[,
Request MNew Wirtual LLa\%

Exit

BR Windows Server 2

Customize...

ERB DG

Enter the required values in the dialog displayed, and click Test Connection:

£l Settings H

Yeeam Backup Enterprize Manager connection settings:

Sewver. [127.0.01] |

Part: 93534

Test Connection Ok Cancel
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Uninstalling U-AIR

To uninstall a U-AIR wizard, do the following on the machine where this component is installed:

1. Select Control Panel > Programs and Features.
2. Inthe programs list, right-click Veeam Backup & Replication Universal Restore and select Uninstall.
3.

If prompted, confirm the operation, and wait for the process to complete.
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Recovering Application Items

The Universal Recovery wizard enables you to recover items from any application running in the VM.

When you start the application-item recovery process, Veeam Backup & Replication runs the SureBackup job to
start an isolated virtual lab and run there VMs from the application group. Once the virtual lab is ready and the
VM with the application is up, you can connect to the application using native management tools to recover the
items you need. Alternatively, you can log on to the VM console using vSphere Client or Hyper-V Manager and
retrieve the necessary items from there.

TIP

Typically, when you perform application-item recovery, a SureBackup job is launched automatically by the
request of the U-AIR wizard. The virtual lab linked to the job remains running for the time interval specified
in the virtual lab request. Once the specified period of time is over, the job is automatically stopped, and
the virtual lab is powered off.

However, you can also start the SureBackup job manually. In this case, you will be able to use VMs from the
application group after the SureBackup job is finished. If you want to start the SureBackup job manually,
make sure that you select the Keep the application group running once the job completes option in the
properties of the SureBackup job. If you do not select this option, as soon as the job verifies VMs, it will
automatically power off VMs from the application group, and you will not be able to recover the items you
need.

The recovery procedure includes the following steps:

1. Creating a virtual lab request

2. Approving the virtual lab request

3. Performing item-level restore
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Creating Virtual Lab Requests Using
Universal Recovery Wizard

To create a new virtual lab request using Universal Recovery wizard, do either of the following:
e Select Universal Application Item Recovery fromthe list of application programs.

e In Veeam Backup & Replication, on the Home tab, click Restore > VMware or Restore > Hyper-
V (depending on the application virtualization platform). At the Restore Options step of the wizard, select
Application items and click Next. At the Select Application step of the wizard, select Other application and
click Next.

Then follow the wizard steps:
1. Specify a lab description and time interval to run the lab
2. Specify a VM running the application
3. Assess results
4. Select arestore point for the VM backup

5. Submit the lab request
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Step 1. Specify a Description and Time Interval
for the Lab

At the Name step of the wizard, provide a description for future reference. The default description contains
information about the user who created the lab request, as well as the date and time when the request was
created.

At the bottom of the window, specify the time interval that will be enough to restore items from the
application. As soon as the specified time interval is over, you will not have access to the virtual lab.

Use time links to set the necessary period of time. By default, the virtual lab is up for 30 minutes.

NOTE:

Once the time interval set for the virtual lab elapses, you will be notified about it via Virtual Lab Manager.
You can extend the time interval by clicking the Extend button in Virtual Lab Manager without having to

issue a new lab request.

Name

% Specify dezcription and any additional information for this request. This description will be seen by the person responzible for
processing lab requests.

M ame:

General Lab Request

Server
Description:
Riesalved Server Created by WINZO 2 dministrator at 10/6/2016 4.24.14 M.

Restore Point

Summary

about to elapse. and will have an option to extend the lab lease without filing new request.

Duration: ity 15min 30min  1how 2hours 4hours 8 hours

E i Specify the estimated duration you need this lab for, rou will be warned when this time iz

| < Previous || Mest » || Finizh || Cancel
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Step 2. Specify a VM Running the Application

At the Server name of the wizard, specify the VM in the production environment that runs the application from
which you want to restore items. You can use one of the two options: enter an IP address or DNS name of the
server, or enter the name of the VM that runs the necessary application.

Server

® Server

|P addresz or DMS name:  |srel3 tech.local

Rezolved Server
) Wirtual machine

Restore Foint
W name:

Sumriary

< Previous | | Mest » | | Finizh | | Cancel
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Step 3. Review Resolved IP Address

At the Resolved Server name of the wizard, the wizard will resolve the VM name and connect to it. Check the
VM IP address and click Next.

Resolved Server

Mamne Server [P address: 172.16.13.119

Server

Restore Point

Summary

< Previous | | Mext > | | Firiizh | | Cancel
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Step 4. Select a Restore Point for the VM Backup

At the Restore Point step of the wizard, from the list of available restore points, select the one when the
application running in the VM was in the desired state (for example, before some items were deleted). You can
select the latest performed backup, last Friday night backup or a backup preceding a specific date.

Restore Poinkt
ﬂ;— Select restore point to gtart thiz witual lab to from the list of available points.
*

Mame Desired restore point:

(®) | atest backup
Server . i
() Last Friday night backup
Resolved Server () Last backup prior to the following date and time:

Drate: Tirne:

42340 8M 5

Sumriary October 2016

Sun Mon Tue Wed Thu
28 29 30 1 2
s[ e8] 7 &8 9
12 13 14 15 18
19 20 21 2 23
26 27 28 29 30
2 3 4 3 7]
[ Today: 10/6/2016

< Previous | | Mest » | | Finizh | | Cancel
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Step 5. Submit the Lab Request

At the Summary step of the wizard, review the virtual lab request settings and submit the request. As soon as

you click Finish, Veeam Backup & Replication will register the request with Veeam Backup Enterprise Manager,
and Virtual Lab Manager will start monitoring this request.

£ Universal Lab Request Wizard -
Summary
% Flease review the vitual lab request parameters wou have specificed. After you click Finish, your virtual lab request will be
submithed,
Mame “rour request will be submitted with the following parameters:
|Dbiect name; srl3
Server IP address: Server IP address:
Duration: 30 min
Flesaler] Saia Restore point date: 10/6/2016 4:30:27 Ak

Description: Created by WIN 201 2\Administratar at 10/6/2016 4:24:14 AM.
Restore Point

Sumrmary

The wizard will close after vour click Finish, but the system tray application will notify vou once wour
request has been approved and the wirtual lab is ready for use.

Finigh | | Cancel
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Creating Universal Lab Requests Using
Enterprise Manager

Users with Portal Administrator Enterprise Manager role assigned can create virtual lab requests directly from
Enterprise Manager web Ul. For that, do the following:

1. Log in to Veeam Backup Enterprise Manager using an administrative account.
2. Go to the Requests tab.
3. Click the Create tool button in the top right corner.
4. Follow the steps of the wizard (they are similar to lab request approval wizard).
E@ Dashboard  Reports  Jobs  Policies  FileShares  Machines  Files  tems [T (T) SRY2BuAdministrator v
Machine name: | Q| T state (Al
Y G, PR B e Mewr Lab Request
IV —— select machine to put in the virtual lab
Uzer name Mag] +
Backup Machine: 1721613119
Issued by SRVZIuAdministrator
Restore Point
Date: 07:36 am v o722 @
SureBarkup Job
Required Duration: | 30 : min
SR Description:
Details Log
Caniel eclits
Next

—~

Ej::} Configuration (L)

08 Export | T) Refresh

State
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Approving Virtual Lab Request

When the user submits a request for a virtual lab, the request is passed to Veeam Backup Enterprise Manager.
All virtual lab requests submitted by different users are listed on the Requests. Administrators working with
Enterprise Manager can use this tab to approve submitted lab requests, reject them or prolong the time for
which a requested virtual lab should be up.

IMPORTANT!

Portal Administrator rights on the Veeam Backup Enterprise Manager server are required to work with lab
requests.

To approvea lab request, select itin the list and click Approve. Then follow the Edit Lab Request wizard steps.
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Step 1. Review Lab Request Settings

At this step of the wizard, you can review and, if necessary, edit the virtual lab request (for example, change the
time interval for which the lab should be up). To edit virtual lab request data, click the Edit request link at the
bottom.

Edit Lab Reguest X

Lab Reguest Select machine to put in the virtual lab

Backup Machine: winsrwl 00
Issued by SRVZ3vAdministrator
Restore Point
Date: 07:56 am A 072521 ﬁ
SureBackup Job -
Required Duration: | 30 W~ min
5
Hmmary Description:
Cancel edits

m
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Step 2. Select a VM from the Backup

Select a backup from which you want to restore items. Veeam Backup Enterprise Manager scans all Veeam
backup servers connected to it, searches for all backups with the VM specified at the previous step of the
wizard, and displays these backups in the list.

Edit Lab Reguest X

Lab Reguest Select backup to uee if machine ie procesged by more than one job

Machine Backup server Type Restore pointe
Backup

winsrw1 00 srw2d.tech.local Backup 3
Restore Point

SureBackup Job

Summary
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Step 3. Select a Restore Point

Select the restore point when the application was in the desired state. The list of restore points is formed
depending on the choice the user made when submitting the virtual lab request. For example, if the user
selected the Last Friday night backup option, Veeam Backup Enterprise Manager will display restore points
created on the last Friday night, and a number of restore points closest to the matching point.

If you want to display all restore points that are available for the selected backup, select the Show all available
restore points check box.

Edit Lab Request X

Select date and time to restore machine to
Lab Reguest

Backup date
Backup

51852020 08:53:03 am
Restore Point
32020201 2:06:01 am

sureBackup Joh 21972020 045813 am

Summary

Show all availakle restore points

Previous Mesxt
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Step 4. Select a SureBackup Job

Select one of existing SureBackup jobs that you want to run to create an isolated sandbox in which the selected
VM should be started. The application group and virtual lab used by this SureBackup job will be displayed in the
Selected Job details section.

By default, the list of jobs displays only those jobs that contain the selected VM. If you want to display all
SureBackup jobs that were created, select the Show all available SureBackup jobs check box.

Edit Lab Reguest X

Lab Request Select SureBackup job to uge for provisioning the lab. The job muet contain required machine

Job name Job etate
Backup

SureBackup Job Stopped
Restore Point

SureBackup Job

Summary

Selected Job detaile

Application eroup: Application Group
Wirtual Latk: Virtual Lab

I:‘ Show all awailahle SureBackup jobs
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Step 5. Approve the Lab Request

Review the settings you have configured for the virtual lab and click Finish. Veeam Backup & Replication will
perform verification of the selected restore point.

Edit Lab Request X

Lab Request Pleage review the lab request eettinge

Back virtual machine:  winsr100
ackup
Point date: Mlonday, Way 18, 2020

_ SureBackup job:  SureBackup Job
Restore Point
verified status: SUCCESE

SureBackup Job

Summary

Previous Finish

If the specified SureBackup job is already running, Enterprise Manager will check the restore point to which VMs
from the application groups are started. If the point does not correspond to the point selected at step 3,
Enterprise Manager will display a warning. In this case, you may need to start the SureBackup job to an earlier
point in time to make sure the items you need are available there. To do this, right-click the necessary
SureBackup job in Veeam Backup & Replication and select Start job to fromthe shortcut menu.

If the SureBackup job is not running, Enterprise Manager will launch the selected SureBackup job, start the
virtual lab and run the VM with the necessary application to the restore point selected at step 3.

Once the virtual lab is ready, Enterprise Manager will send a notification to Virtual Lab Manager so that the user
who requested the virtual lab can start restoring application items.
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Declining Lab Request; Prolonging Lab
Existence

Using the Requests tabin Veeam Backup Enterprise Manager, the administrator can also decline virtual lab
requests and prolong the time for which a created virtual lab should run.

e To decline a lab request, select it in the list, click Reject and enter the reason for declining the request.
The user who submitted the request will be notified about it via Virtual Lab Manager.

e To prolong the time interval for which the requested lab should run, select the request in the list and click
Prolong.
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Performing Item-Level Restore

Once the virtual lab is running, you will be notified about it via Virtual Lab Manager and can start restoring
necessary application items.

In Virtual Lab Manager, select the lab request which has been approved, and click Open tobring up the
Universal Recovery wizard and make sure the virtual lab is ready.

To provide the user who submitted the virtual lab request with access to the restored VM in the virtual lab, the
Universal Recovery wizard provides a masquerade IP address for the VM in the isolated environment and
automatically updates routing on the user's machine. You can use the specified IP address to connect to the VM
remotely and extract required items from the application with the native management tools. As an alternative,
you can log on to the VM console using vSphere Client or Hyper-V Manager.

30 | Veeam Backup & Replication | Veeam Universal Applicationltem Recovery Guide



	Contacting Veeam Software
	Veeam Universal Application-Item Recovery Overview
	U-AIR Workflow
	Virtual Lab Manager

	Before You Begin
	Installing U-AIR
	Setting Up Connection with Enterprise Manager
	Uninstalling U-AIR
	Recovering Application Items
	Creating Virtual Lab Requests Using Universal Recovery Wizard
	Step 1. Specify a Description and Time Interval for the Lab
	Step 2. Specify a VM Running the Application
	Step 3. Review Resolved IP Address
	Step 4. Select a Restore Point for the VM Backup
	Step 5. Submit the Lab Request

	Creating Universal Lab Requests Using Enterprise Manager
	Approving Virtual Lab Request
	Step 1. Review Lab Request Settings
	Step 2. Select a VM from the Backup
	Step 3. Select a Restore Point
	Step 4. Select a SureBackup Job
	Step 5. Approve the Lab Request

	Declining Lab Request; Prolonging Lab Existence
	Performing Item-Level Restore


