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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest prod uct
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This user guide provides information about main features, installation and use of Veeam Backup & Replication in
Microsoft Hyper-V environments. The document applies to version 12 and all subsequent versions until it is
replaced with a new edition.

Intended Audience

The user guide is intended for anyone who wants to use Veeam Backup & Replication. Itis primarily aimed at
Microsoft Hyper-V administrators, consultants, analysts and any other IT professionals using the product.
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About Veeam Backup & Replication

Veeam Backup & Replication is a comprehensive data protection and disaster recovery solution. With

Veeam Backup & Replication, you can create image-level backups of virtual, physical and cloud machines and
restore from them. Technology used in the product optimizes datatransfer and resource consumption, which
helps to minimize storage costs and the recovery time in case of a disaster.

Veeam Backup & Replication provides a centralized console for administering backup, restore and replication
operations in all supported platforms (virtual, physical, cloud). Also, the console allows you to automate and
schedule routine data protection operations and integrate with solutions for alerting and generating compliance
reports.

This section contains an overview of Veeam Backup & Replication and solutions integrated with it.

Main Features

Main functionality of Veeam Backup & Replication includes:
e Backup: creating image-level backups of virtual, physical, cloud machines and backups of NAS share files.

e Restore: performing restore from backup files to the original or a new location.
Veeam Backup & Replication offers a number of recovery options for various disaster recovery scenarios,
including Instant Recovery, image-level restore, file-level restore, restore of application items and so on.

e Replication: creating an exact copy of a VM and maintaining the copy in sync with the original VM.
e Backup Copy: copying backup files to a secondary repository.

e Storage Systems Support: backing up and restoring VMs using capabilities of native snapshots created on
storage systems. For more information, see the Storage System Snapshot Integration section in the
Veeam Backup & Replication User Guide.

e Tape Devices Support: storing copies of backups in tape devices. For more information, see the Tape
Devices Support section in the Veeam Backup & Replication User Guide.

e Recovery Verification: testing VM backups and replicas before recovery.

Protected Objects

With Veeam Backup & Replication, you can back up and restore the following objects:
e Virtual machines:
o VMware vSphere VMs
o Microsoft Hyper-V VMs
o Nutanix AHV VMs (requires an additional plug-in)
e Cloud VMs:
o AWS EC2instances
o Microsoft Azure VMs
o Google Cloud VMs

e NAS file shares. For details, see NAS Backup Support.

17 | Veeam Backup & Replication | User Guidefor Microsoft Hy per-V


https://helpcenter.veeam.com/docs/backup/vsphere/storage_integration.html?ver=120
https://www.veeam.com/documentation-guides-datasheets.html
https://helpcenter.veeam.com/docs/backup/vsphere/backup.html?ver=120
https://helpcenter.veeam.com/docs/backup/hyperv/backup.html?ver=120
https://helpcenter.veeam.com/docs/vbahv/userguide/overview.html?ver=40
https://helpcenter.veeam.com/docs/vbaws/vbr_integration/overview.html?ver=6a
https://helpcenter.veeam.com/docs/vbazure/vbr_integration/overview.html?ver=5a
https://helpcenter.veeam.com/docs/vbgc/vbr_integration/overview.html?ver=40

Physical machines. Toback up machines running Windows, Linux or macOS operating systems,

Veeam Backup & Replication uses backup agents installed on each computer. Veeam Backup & Replication
operates as a centralized control center for deploying and managing Veeam Agent for Microsoft Windows,
Veeam Agent for Linux and Veeam Agent for Mac. For details, see the Veeam Agent Management Guide.

Also, you can use standalone backup agents and integrate them with Veeam Backup & Replication: Veeam
Agent for Oracle Solaris and Veeam Agent for IBM AlX.

Protected Applications

Native functionality of Veeam Backup & Replication allows you to create application-consistent backups for:

Microsoft SQL Server
PostgreSQL

Oracle Database
Active Directory
Microsoft Exchange
Microsoft OneDrive

Microsoft SharePoint

Also, you can install the following additional tools:

Veeam Backup for Microsoft 365: for full protection of Microsoft applications.

Veeam Plug-ins for Enterprise Applications: for integration of Veeam Backup & Replication with Oracle
RMAN, SAP HANA Backint, and BR*Tools.

Management and Reporting

Veeam Backup & Replication integrates with a set of solutions that provide reporting and management
capabilities for enterprise environments:

Veeam ONE: a solution that enables real-time monitoring, business documentation and management
reporting for Veeam Backup & Replication, VMware vSphere and Microsoft Hyper-V.

Veeam Backup Enterprise Manager: a management and reporting component that allows you to manage
multiple Veeam Backup & Replication installations from a single web console.

Management Pack for Veeam Backup & Replication: a component that integrates
Veeam Backup & Replication infrastructure, services and jobs into Microsoft System Center Operations
Manager.

Veeam Disaster Recovery Orchestrator: a solution that orchestrates disaster recovery processes in
VMware vSphere environments, supports one-click recovery for critical applications and sites, and
provides features for documentation and testing.

Service Providers

If you are a service provider, you canuse Veeam Service Provider Console to deliver Veeam-powered Backup-as-
a-Service (BaaS) and Disaster Recovery-as-a-Service (DRaaS) services to your customers.

You can also use Veeam Backup & Replication to offer cloud repository as a service and disaster recovery as a
service. For details, see Veeam Cloud Connect.
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Planning and Preparation

Before you install Veeam Backup & Replication, you must make sure that the virtual environment and machines
that you plan to use as backup infrastructure components meet product hardware recommendations and system
requirements.
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Platform Support

Make sure platforms that you plan to use for various operations are supported.

NOTE

The information on this pageis valid as of the date of the last page update.

Veeam Backup & Replication provides support for the following versions of the Microsoft Hyper-V platform.

Virtual Infrastructure

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012

e Azure Stack HCI OS

Platform

For the supported versions, see this Veeam KB article.

e Windows 1T
e Windows 10’

e Windows Server Hyper-V 2022

e Windows Server Hyper-V 2019

e Windows Server Hyper-V 2016

e Windows Server Hyper-V 2012 R2

e Windows Server Hyper-V 2012

e Azure Stack HCI

e Microsoft Hyper-V Server (free hypervisor) is supported

Hypervisor

Server Core installations are fully supported.

Microsoft Nano Server with Hyper-V role installed cannot be added to the backup
infrastructure as a managed server and no role can be assigned to it. However, you can
back up and replicate such servers, but application-aware processing is not supported
for them.

Note that you must keep your servers up-to-date.
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e Microsoft PowerShell Engine 2.0 or higher (optional, enables networkless guest
Management

Server (optional) processing)

e Microsoft System Center Virtual Machine Manager 2022
e Microsoft System Center Virtual Machine Manager 2019
e Microsoft System Center Virtual Machine Manager 1807
e Microsoft System Center Virtual Machine Manager 1801
e Microsoft System Center Virtual Machine Manager 2016
e Microsoft System Center Virtual Machine Manager 2012 R2
e Microsoft System Center Virtual Machine Manager 2012 SP1

"Windows 10/11 is supported only as a target for Instant Recovery and as a host on which a virtual lab for SureBackup jobs
can be created.

VMs

e Supported virtual hardware versions are 5.0 to 10.0 (valid for Hyper-V 2016 to
2022).

e Both Generation 1and 2 virtual machines are supported, including 64 TB VHDX
disks.

e Pass-through virtual disks and guest disks connected through in-guest FC or
iSCSI initiators are not supported for host-based backup. VMs with pass-through
disks cannot be snapshotted, which prevents snapshot-based backup. In-guest
connected disks are skipped from processing automatically. If backup of these
VMs/disks is required, use agent-based backup.

Hardware

e [For Hyper-V Server 1803 or later] Backup of VMs with VMPmemController is
not supported.

e [For Hyper-V 2016 and later] Veeam Backup & Replication does not support
processing of VMs with shared VHDX disks. You must change the disk format to
VHD Set (VHDS).

e [For Hyper-V 2016 and later] VMs with pass-through virtual disks cannot be
processed due to Hyper-V 2016 checkpoints limitation.

e [For Hyper-V 2012 R2] Veeam Backup & Replication backs up shared VHDX disks
in a crash-consistent state.

e [For Hyper-V 2012 R2 and earlier] Backup and replication of VMs whose data
resides on a Hyper-V host volume of 64 TB and larger is not supported.
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(O All operating systems supported by Hyper-V.

Note: You can back up VMs of Hyper-V clusters in rolling upgrade. However,

Veeam Backup & Replication does not use the Resilient Changed Tracking mechanism
in such scenario. To perform backup with RCT enabled, make sure your Microsoft
Hyper-V environment meets these requirements. It is recommended to complete the
rolling upgrade within four weeks. For more information, see Microsoft Docs.

Software Hyper-V integration components (optional, required for application-aware processing).

Consider the following:

e [For Microsoft Windows 2003 and Nano Server] Application-aware processing is not supported due to the
absence of VSS framework.

e [For Hyper-V 2016 and later] Application-aware processing for Microsoft Windows VMs with volumes
larger than 64 TB is not supported, because Veeam Backup & Replication uses the Microsoft Software
Shadow Copy Provider to create a volume shadow copy during the backup or replication. For more
information, see this Microsoft KB article.

e [For Hyper-V 2016 and later] Veeam Backup & Replication cannot interact with the guest OS of a shielded
VM and get information about its OS, IP addressand so on. For this reason, the following operations are
not supported for shielded VMs:

o Application-aware image processing
o Restore of VM guest OS files to the original location
o Restore of application items to the original location

e [For Hyper-V 2016 and later] Shielded VMs can run only on trusted hosts guarded with the Host Guardian
Service. Consider that when selecting a target host for VM replication or VM restore. If the target host is
not guarded with the same Host Guardian Service as the source host, you will not be ableto power on the
replicated or restored VM.

e The two previous limitations also apply to Generation 1 of Microsoft Hyper-V VMs that use Key Storage
Drive. For more information about Key Storage Drive, see Microsoft Docs.

e Guest processing (which includes application-aware processing and indexing) is supported for 64-bit
versions of the following Linux operating systems:

o CentOS 7.x

o Debian10.0 to 11.0

o Oracle Linux 7 (UEK3) to 9 (UEK R7)
o Oracle Linux 7 to 9 (RHCK)

o RHEL 7.0to0 9.1

o SLES 12 SP4 or later, 15 SP1 or later

o Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS
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Guest OS File Restore

Microsoft Windows

Linux

BSD

Mac

Solaris

e FAT, FAT32

e NTFS

e ReFS (ReFS is supported only if Veeam Backup & Replication is installed on
Microsoft Windows Server 2012 or later.)

Windows file-level restore to original location is supported for Microsoft
Windows 2008/Windows Vista or later except Nano Server.

o ext2, ext3, ext4
e ReiserFS

e JFS

e XFS

e Btrfs

DRBD (Distributed Replicated Block Devices) are not supported.

UFS, UFS2

HFS, HFS+ (volumes up to 2 TB)

e UFS
e ZFS (except any pool versions of Oracle Solaris)

The helper appliance uses module ZFSonLinux version 0.7.0. For this reason,
Veeam Backup & Replication supports only those versions of pools and features
that are available in ZFSonLinux version 0.7.0.

For other requirements and limitations of guest OS file restore, see Requirements and Limitations.

File Servers

Veeam Backup & Replication supports backup of files and folders from the file servers managed by the following

operating systems:

e 64-bit versions of the Microsoft Windows operating systems:

o Microsoft Windows Server 2022

o Microsoft Windows Server 2019

o Microsoft Windows Server 2016

o Microsoft Windows Server 2012 R2

o Microsoft Windows Server 2012

o Microsoft Windows 11 (versions 21H2, 22H2)
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o Microsoft Windows 10 (from version 1909 to version 22H2)

o Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)
64-bit versions of the Linux operating systems:

o CentOS 7.x

o Debian10.0 to 11.0

o Oracle Linux 7 (UEK3) to 9 (UEK R7)

o Oracle Linux 7 to 9 (RHCK)

o RHEL 7.0 t0 9.1

o SLES 12 SP4 or later, 15 SP1 or later

o Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

NAS Backup Support

Veeam Backup & Replication supports backup of file shares from the following sources:

Microsoft Windows- or Linux-managed server

Enterprise NAS systems: NetApp Data ONTAP, Lenovo ThinkSystem DM Series, Dell PowerScale (formerly
Isilon), Nutanix Files Storage

NFS file shares

SMB file shares

Consider the following requirements and limitations:

Only 64-bit versions of operating systems are supported for Microsoft Windows- or Linux-managed server
file share.

Backup of file shares on Linux hosts added with single use credentials is not supported.
NFS file share must run NFS protocol version 3 or 4.1.

Network shares and files on them targeted to 3rd party storage devices may have difficulties being
restored, or may not be restored at all. Such shares/files often rely upon specific software/0S filters to be
recalled from the alternate storage location, which is not available when performing a file share data
recovery. See your software vendor documentation to learn how to back up such files.

Anonymous or AD/Kerberos authentication is not supported for access to file shares through NFS.

In NFS settings of the source file share, you must explicitly specify what servers will have access to the file
share.

SMB file share must run on SMB version 1.x, 2.x or 3.X.

To support the VSS for SMB File Shares feature, make sure that requirements listed in this Veeam KB
article are met.

To correctly back up SACL (Ownership) files and folders from the SMB file share and restore them:

a. When you are specifying access settings for the SMB file share, select the This share requires access
credentials check box.
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b. Make sure that the account you use to access the file share is either added to the Backup Operators
group or has the SeBackupPrivilege and SeRestorePrivilege privileges in Windows Server on the file
share.

For more information on NAS backup, see NAS Backup Support.

Network

Consider the following requirements and limitations:

e Domain names of all managed servers added to the Veeam backup infrastructure and machines you want
to back up must be resolvable into IPv4 addresses.

e Names of port groups/segments/networks must be unique.
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System Requirements

Make sure that servers that you plan to use as backup infrastructure components meet the listed system
requirements.

NOTE

The information on this pageis valid as of the date of the last page update.

Limitations and Recommendations

Coexistence with Mission-Critical Production Servers

We do not recommend you to install Veeam Backup & Replication and its components on mission-critical
machines in the production environment such as Microsoft Hyper-V Server, Domain Controller, Microsoft
Exchange Server, Small Business Server/ Windows Server Essentials and so on. If possible, install

Veeam Backup & Replication and its components on dedicated machines. Backup infrastructure component roles
can be co-installed.

Native Hyper-V Replication

Do not use native Hyper-V replication especially if replication is targeted at the same scope (host, cluster,
SCVMM) where the source VM resides. This can cause VM ID collision. Instead, we recommend you use Veeam
replication. For more information, see Replication.

Microsoft Windows Server Core

You can assign roles of a backup proxy, backup repository, WAN accelerator, Veeam Cloud Connect
infrastructure components and tape infrastructure components to machines running Microsoft Windows Server
Core.

Note that you cannot install Veeam Backup & Replication and Veeam Backup Enterprise Manager on a machine
running Microsoft Windows Server Core.

Windows Server loT/Windows Storage Server Support

For information about support of Windows Server loT/Windows Storage Server, see this Veeam KB article.

Domain Member

The machine on which you plan to install Veeam Backup & Replication does not necessarily need to be a domain
member. However, if you plan to restore Microsoft Exchange items from the Veeam Backup Enterprise Manager
Ul, you must install Veeam Backup Enterprise Manager on the domain member server from the Microsoft Active
Directory forest in which Microsoft Exchange mailboxes are located.

Encrypted Communication

Veeam backup infrastructure components do not support TLS 1.3. Note that for security reasons, it is
recommended to use TLS 1.2 and disable outdated protocols TLS 1.0 and 1.1 if they are not needed. For more
information, see this Microsoft article.

To avoid negotiation problems between Veeam Backup & Replication and a Microsoft Windows server, ensure
that both sides of communication support the same ciphers.
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To avoid negotiation problems between Veeam Backup & Replication and a Linux server, the latter should use
ciphers, Key Exchange (KEX) algorithms, and MAC algorithms compatible with SSH libraries supported by
Veeam Backup & Replication:

Algorithms Supported values

Ciphers Recommended: aesi28-ctr, aes192-ctr, aes256-ctr, aes128-gcm@openssh.com,
aes256-gcm@openssh.com, chachal0-poly1305@openssh.com

Supported for backward compatibility: 3des-cbc, 3des-ctr, aesi28-cbc, aes192-cbc,
aes256-cbc, arcfour, arcfouri28, arcfour256, blowfish-cbc, blowfish-ctr, casti28-

cbe, twofish-cbc, twofishi28-cbc, twofishi28-ctr, twofish192-cbc, twofishi92-ctr,

twofish256-cbc, twofish256-ctr

KEX algorithms Recommended: diffie-hellman-group-exchange-sha256, diffie-hellman-groupi4-
sha256, diffie-hellman-group75-sha512, diffie-hellman-groupi6-sha512, ecdh-sha2-
nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, curve25519-sha256,
curve25519-sha256@libssh.org

Supported for backward compatibility: diffie-hellman-groupTi-shal, diffie-hellman-
groupi4-shai, diffie-hellman-group-exchange-shal

MAC algorithms Recommended: Amac-sha2-256, hmac-sha2-512

Supported for backward compatibility: Amac-md5, hmac-md5-96, hmac-sha-256-
96, hmac-shail-96, hmac-sha2-512-96, hmac-ripemdi160, hmac-
ripemd160@openssh.com, hmac-shal

Ensure that your SSH configuration on the Linux server allows you to use at least one cipher, KEX algorithm, and
MAC algorithm from the table above. You can run the following command to verify the list of allowed
algorithms:

sudo sshd -T | grep "\ (ciphers\ |macs\ |kexalgorithms\)"

All-in-One Installations

For all-in-one installations, you can subtract 2 GB of memory resources from each but one role. These 2 GB are
allotted to the OS itself, assuming each component is installed on the dedicated server.

NAS Backup
Each of the following NAS backup components may consume up to 4 GB RAM per task (in case of deduplicating
storage appliances, up to 8 GB RAM): backup repository, backup proxy, cache repository. Make sure you allocate

enough memory resources for your installation. For all-in-one installations, the server where all the components
are installed must have enough memory resources for all components.

Sharing Backup Infrastructure Components Across Veeam Installations

Using Linux-based shared backup infrastructure components across different Veeam installations is not
supported.
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As for non-Linux backup infrastructure components, we do not recommend using them shared across different
Veeam installations due to several reasons:

e Veeam installations compete for resources.

e Backup components cannot simultaneously interact with Veeam Backup & Replication of different
versions.

e Adding the same repository to different Veeam Backup & Replication installations may lead to corrupted
backup and data in the database.

Backup Server

Hardware CPU- x86-64 processor (minimum 4 cores recommended).

Memory: 4 GB RAM plus 500 MB RAM for each concurrent job. Memory
consumption varies according to the number of VMs in the job, size of VM metadata,
size of production infrastructure, and so on.

Additionally, for users with tape installations (for file to tape jobs processing more
than 1,000,000 files):

e 1.5 GB RAM for file to tape backup for each 1,000,000 files

e 2.6 GB RAM for file restore for each 1,000,000 files

e 1.3 GB RAM for catalog jobs for each 1,000,000 files

Disk Space: 5 GB' for product installation and 4.5 GB for Microsoft .NET Framework
4.7.2 installation. 10 GB per 100 VM for guest file system catalog folder (persistent
data). At least 10 GB for storing logs, although the disk space required for logging
depends on the set of features used and may significantly increase. For details on
logs locations, see Logging.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN Llinks
are supported.

"Here and throughout thisdocument GB is considered as 230 bytes, TB as 2”40 bytes.
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(O 64-bit versions of the following Microsoft Windows operating systems are

supported':

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server 2012 R2 >3

e Microsoft Windows Server 2012 3

e Microsoft Windows 11 (versions 21H2, 22H2)

e Microsoft Windows 10 (from version 1909 to version 22H2)

e Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)
"Running Veeam backup server or any of Veeam backup infrastructure componentson Insider
versions of Microsoft Windows OS (both Client and Server) is not supported.

> VMware Cloud Director servers cannot be added or used in this version of Microsoft
Windows OS.

* There may be issues when using Veeam Backup for Nutanix AHV with backup server running
on thisversion of Microsoft Windows OS. For more information, see this Veeam KB article.
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Configuration Local or remote installation of the following versions of PostgreSQL':

Database e PostgreSQL 14.x
e PostgreSQL 15.x (PostgreSQL 15.1 is included in the
Veeam Backup & Replication setup, but we strongly recommend to download
and install the latest PostgreSQL 15.x version)

Local or remote installation of the following versions of Microsoft SQL Server:

e Microsoft SQL Server 2022
e Microsoft SQL Server 2019
e Microsoft SQL Server 2017
e Microsoft SQL Server 2016
e Microsoft SQL Server 2014
e Microsoft SQL Server 2012

All editions of Microsoft SQL Server are supported. The usage of Microsoft SQL
Server Express Edition is limited by the databasesize up to 10 GB. If you planto
have larger databases, use other editions of Microsoft SQL Server.

If you plan to use a database engine other than PostgreSQL 15.1, included in the
Veeam Backup & Replication setup, you must install it yourself. If you want to use
an already installed PostgreSQL instance for the configuration database, make sure
the instance contains the default postgres database. If you allow the setup to
install a new PostgreSQL instance, the postgres database will be created on the
instance automatically. Since Veeam Backup & Replication connects to the
postgres databaseto access the configuration database, do not rename the
postgres database upon the installation.

Veeam Backup & Replication does not support Microsoft SQL Server database with
case-sensitive collations.

Veeam Backup & Replication and Veeam Backup Enterprise Manager configuration
databases can be deployed in Microsoft SQL Always On Availability Groups. For
more information, see this Veeam KB article.

"Veeam Backup & Replication does not support PostgreSQL installationson cloud database
services (for example, Amazon Relational Database Service (RDS).
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Software During setup, the system configuration check is performed to determine if all
prerequisite software is available on the machine where you plan to install
Veeam Backup & Replication. If some of the required software components are
missing, the setup wizard will offer you to install missing software automatically.
This refers to:

Microsoft .NET Framework 4.7.2

Microsoft Windows Installer 4.5

Microsoft PowerShell 5.1

Microsoft SQL Server Management Objects (for SQL Server only)

Microsoft SQL Server System CLR Types (both for SQL Server and PostgreSQL
installations)

Microsoft Report Viewer Redistributable 2015

Microsoft Universal C Runtime

The backup server installation also requires the automatic installation of the
prerequisite software for Veeam Cloud Plug-Ins.

The following software must be installed manually:

Firefox, Google Chrome, or Microsoft Edge (optional, to use Veeam Backup
Enterprise Manager web Ul).

RDP client version 7.0 or later installed on the backup server (required to
open the VM console during SureBackup recovery verification of Microsoft
Hyper-V VMs). The RDP client is pre-installed on Microsoft Windows
10/Windows Server 2012 OS or later.

[Optional] To add SCVMM servers to Veeam Backup & Replication infrastructure, the
following software is required:

Microsoft System Center Virtual Machine Manager 2019

Microsoft System Center Virtual Machine Manager 1807

Microsoft System Center Virtual Machine Manager 1801

System Center 2016 Virtual Machine Manager Admin Ul (for connecting
SCVMM 2016 servers)

System Center 2012 R2 Virtual Machine Manager Admin Ul (for connecting
SCVMM 2012 R2 servers)

System Center 2012 SP1 Virtual Machine Manager Admin Ul (for connecting
SCVMM 2012 SP1 servers)

The version of SCVYMM Admin Ul installed on the backup server must match the
SCVMM server version. Make sure that versions of updates also match.

If you plan to install Veeam Backup & Replication in the unattended mode using the
command line interface, manually install all prerequisite software before that. For
more information, see Installing Veeam Backup & Replication in Unattended Mode.
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Consider the following:

e If you plan to back up VMs running Microsoft Windows Server 2012 R2 or later, and Data Deduplication is
enabled for some VM volumes, itis recommended that you deploy the Veeam Backup & Replication
console and mount server on a machine running same or later version of Microsoft Windows Server with
Data Deduplication feature enabled. Otherwise, some types of restore operations for these VMs (such as
Microsoft Windows File-Level Recovery) may fail.

e Due to its limitations, Microsoft SQL Server Express Edition can only be used for evaluation purposes or in
case of a small-scale production environment. For environments with a lot of VMs, it is necessary to install
a fully functional commercial version of Microsoft SQL Server.

For more information, see Backup Server.

Veeam Backup & Replication Console

Hardware CPU- x86-64 processor.

Memory: 2 GB RAM

Disk Space: 500 MB for product installation and 4.5 GB for Microsoft .NET
Framework 4.7.2 installation.

Network: 1 Mbps connection to the backup server. High latency and low bandwidth
impact user interface responsiveness.

(01 64-bit versions of the following Microsoft Windows operating systems are
supported:

Microsoft Windows Server 2022

Microsoft Windows Server 2019

Microsoft Windows Server 2016

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2012

Microsoft Windows 11 (versions 21H2, 22H2)

Microsoft Windows 10 (from version 1909 to version 22H2)

Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

32| Veeam Backup & Replication | User Guide for Microsoft Hyper-V



Software

During setup, the system configuration check is performed to determine if all
prerequisite software is available on the machine where you plan to install the
Veeam Backup & Replication Console. If some of the required software components
are missing, the setup wizard will offer you to install missing software
automatically. This refers to:

e Microsoft .NET Framework 4.7.2

e Windows Installer 4.5

e Microsoft PowerShell 5.1

e Microsoft SQL Server Management Objects (for SQL Server only)

e Microsoft SQL Server System CLR Types (both for SQL Server and PostgreSQL

installations)
e Microsoft Report Viewer Redistributable 2015
e Microsoft Universal C Runtime

The following software must be installed manually:

e Firefox, Google Chrome, or Microsoft Edge (optional, to use Veeam Backup
Enterprise Manager web Ul)

e RDP client version 7.0 or later (required to open the VM console during
SureBackup recovery verification of Microsoft Hyper-V VMs). The RDP client
is pre-installed on Microsoft Windows 10/Windows Server 2012 OS or later.

For more information, see Backup & Replication Console.

Hyper-V Off-Host Backup Proxy/Hyper-V Host as Backup

Proxy

Hardware

CPU- modern x86-64 processor with minimum of 2 cores (vCPUs). It is
recommended to add 1 core (vCPU) for each 2 additional concurrent tasks. Using
faster processors improves data processing performance. For more information, see
Limitation of Concurrent Tasks.

Memory: 2 GB RAM plus 500 MB for each concurrent task. The actual size of
memory required may be larger and depends on the amount of data to back up,
machine configuration, and job settings. Using faster memory (DDR3/DDR4)
improves data processing performance.

Disk Space: 300 MB.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN Llinks
are supported.
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0S

Software

64-bit versions of the following Microsoft Windows operating systems are
supported, including Core edition:

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012

The Hyper-V role must be enabled on a machine performing the role of an off-host
backup proxy.

Note: Versions of a Microsoft Hyper-V host and off-host backup proxy must
coincide. For example, if you use a Microsoft Windows Server 2012 machine with the
Hyper-V role enabled as a Microsoft Hyper-V host, you must deploy the off-host
backup proxy on a Microsoft Windows Server 2012 machine with the Hyper-V role
enabled.

For off-host backup from CSV (SAN): VSS hardware provider that supports
transportable shadow copies. The VSS hardware provider is typically distributed as a
part of client components supplied by the storage vendor.

Not required for off-host backup from SMB shared storage.

For more information, see Off-Host Backup Proxy.

If you use the on-host backup mode, note that the source Hyper-V host performing the role of the backup proxy
will require additional computing resources similar to those specified as the off-host backup proxy
requirements. For more information, see On-Host Backup.

General-Purpose Backup Proxy

The following table shows the minimum system requirements for a general-purpose backup proxy used for
agent-based backup of NAS, filers, file shares and off-host backup of physical servers.

Hardware

CPU- x86-64 processor with minimum of 2 cores (vCPUs). Using multi-core
processors improves data processing performance and allows for more tasks to be
processed concurrently.

Memory: 4 GB RAM for each concurrent task. Using faster memory (DDR3/DDR4)
improves data processing performance.

Disk Space: 300 MB.

Network: High latency and reasonably unstable WAN links are supported.
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(O 64-bit versions of the following Microsoft Windows operating systems are
supported:
e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012
e Microsoft Windows 11 (versions 21H2, 22H2)
e Microsoft Windows 10 (from version 1909 to version 22H2)
e Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

Backup proxies running Microsoft Windows Server 2012 R2 or later support the VSS
for SMB File Shares feature. To use it, make sure that all requirements listed in this
Veeam KB article are met.

For more information on the backup proxy, see General-Purpose Backup Proxy.

Backup Repository

These requirements also apply to mount servers (if separate from the repository server), gateway servers for file
share and deduplicating appliance-based repositories, and cache repository servers.

Hardware CPU: x86-64 processor. The number of cores depends on the concurrent task
settings. For more information, see Limitation of Concurrent Tasks.

Memory: 4 GB RAM, plus not less than 1 GB RAM for each concurrently processed
machine disk and not less than 4 GB RAM for each concurrently processed file share.
For more information, see Limitation of Concurrent Tasks. For RAM allocation
recommendations for NAS backup, see Limitations and Recommendations for NAS
backup.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN links
are supported.
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0s 64-bit versions of the following Microsoft Windows operating systems are
supported, including Core edition:
e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012
e Microsoft Windows 11 (versions 21H2, 22H2)
e Microsoft Windows 10 (from version 1909 to version 22H2)
e Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

64-bit versions of the following Linux distributions are supported:

e CentOS 7.x

e Debian 10.0 to 11.0

e Oracle Linux 7 (UEK3) to 9 (UEK R7)

e Oracle Linux 7 to 9 (RHCK)

e RHEL 7.0t0 9.1

e SLES 12 SP4 or later, 15 SP1 or later

e Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

Bash shell and SSH are required to deploy the management agent (SSH connection
is not required for updating Veeam components and can be disabled afterwards).
Perlis required only for non-persistent Veeam Data Movers. Check the full list of
required Perl modules in this Veeam KB article.

For advanced XFS integration (fast clone), only the following 64-bit Linux
distributions are supported:

e Debian 10.x, and 1

e RHEL 8.2t09.1

e SLES 15 SP2, SP3, SP4

e Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS

For other distributions, XFS integration supportis experimental, with kernel version
5.4 or later recommended. For more information, see this Veeam KB article.

For more information, see Backup Repositories.

NOTE
Consider the following:

e If you plan to use a Microsoft Windows backup repository with Data Deduplication, make sure that
you set up the Microsoft Windows server correctly. For more information, see this Veeam KB article.

e Inrare cases, Veeam backups may become corrupted when stored on the exFAT file system. We
strongly discourage using the exFAT filesystem for backup storage when attached to Windows 10 or
Windows Server 2019 and later. For more information, see this Veeam KB article.
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Cache Repository

The following storage types can be used as a cache repository for NAS backup:
e Direct attached storage. You can add virtual and physical servers as cache repositories:
o Microsoft Windows server (only 64-bit versions are supported).
o Linux server (only 64-bit versions are supported).
e Network attached storage. You can add SMB (CIFS) Share or NFS Share as a cache repository.
For system requirements of backup repositories that can be used as a cache repository, see Backup Repository.

For more information on the cache repository, see Cache Repository in NAS Backup Support.

Cache Repository for Object Storage Repository

If the cache repository works with a file share being backed up to an object storage repository, it also processes
active metadata that is heavily used during backup and restore operations. So you will require more disk space
for the cache repository. The volume of this disk space depends on the number of the file versions on the file
share and the number of file backup jobs that protect this file share. We recommend allocating not less than 1
GB of disk space for active metadata of each 1,000,000 file versions protected with 1 file backup job. If you
protect the same file share, for example, with 2 different backup jobs, the volume of metadata will double. For
more information, see Object Storage as NAS Backup Repository.

TIP

We strongly recommend utilizing a fast storage disk, for example, an SSD in the role of the cache
repository used for working with an object storage repository.

Tape Server

Hardware CPU- x86-64 processor with minimum of 2 cores (vCPUs). Using multi-core
processors improves data processing performance and allows for more tasks to be
processed concurrently.

Memory: 2 GB RAM plus 500MB for each concurrent task. Depending on the source
of tape jobs, different entities are considered tasks: for machine backup to tape, a
task covers a source job or a source chain if tape paralleling is enabled; for file
backup to tape, a task covers an entire server or a file share. Restoring VMs directly
from tape requires 400MB of RAM per 1TB of virtual disk size.

Disk Space: 300 MB, plus 10 GB for temporary data storage for backup and restore
operations.

Network: 1 Gbps or faster.

For system requirements for large number of files in the file backup to tape job, see
Before You Begin file backup to tape.
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0s 64-bit versions of the following Microsoft Windows operating systems are
supported, including Core edition:
o Microsoft Windows Server 2022
o Microsoft Windows Server 2019
o Microsoft Windows Server 2016
o Microsoft Windows Server 2012 R2
o Microsoft Windows Server 2012
o Microsoft Windows 11 (versions 21H2, 22H2)
o Microsoft Windows 10 (from version 1909 to version 22H2)
o Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

64-bit versions of the following Linux distributions are supported':

CentOS 7.x

Debian 10.0 to 11.0

Oracle Linux 7 (UEK3) to 9 (UEK R7)

Oracle Linux 7 to 9 (RHCK)

RHEL 7.0 to 9.1

SLES 12 SP4 or later, 15 SP1 or later

o Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

O

O

o O O O

"Note that the tape server requires root access rights. For thisreason, hardened repository
cannot be used as the tape server.

WAN Accelerator

Hardware CPU- x86-64 processor. Using multi-core processors improves data processing
performance, and is highly recommended on WAN links faster than 10 Mbps.

Memory: 8 GB RAM. Using faster memory (DDR3/DDR4) improves data processing
performance.

Disk Space: Disk space requirements depend on the WAN Accelerator role. Source
WAN Accelerator requires 20 GB per 1 TB of source data to store digests of data
blocks of source VM disks. Disk space consumption is dynamic and changes as
unique VMs are added to (or removed from) jobs with WAN Acceleration enabled.
Target WAN Accelerator requires global cache size as defined by user (fixed
amount). Disk space is reserved immediately upon selecting the WAN Accelerator as
a target one in any job. For more information, see WAN Accelerator Sizing.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN Llinks
are supported.
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(O 64-bit versions of the following Microsoft Windows operating systems are
supported, including Core edition:

o Microsoft Windows Server 2022

o Microsoft Windows Server 2019

o Microsoft Windows Server 2016

o Microsoft Windows Server 2012 R2

o Microsoft Windows Server 2012

o Microsoft Windows 11 (versions 21H2, 22H2)

o Microsoft Windows 10 (from version 1909 to version 22H2)

o Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

For more information, see WAN Accelerators.

NOTE

Global cache is not leveraged by source WAN accelerators, or by WAN accelerators operating in the High
bandwidth mode, soit does not need to be allocated and populated in such cases.

Backup Target

Backed up datacan be stored in the following disk-based systems:
e Local (internal) storage of the backup repository

e Direct Attached Storage (DAS)

The DAS must be connected to the backup repository, including external USB/eSATA drives, USB pass
through and raw device mapping (RDM) volumes.

e Storage Area Network (SAN)

The backup repository must be connected into the SAN fabric through hardware or virtual HBA, or
software iSCSI initiator.

e Network Attached Storage (NAS)

The NAS must be able to present its capacity as NFS share (protocol versions 3.0 and 4.1 only) or SMB
(CIFS) share (any protocol versions). Using consumer-grade NAS storage without an enterprise-grade
RAID controller with battery-backed write cache (BBWC) is not recommended for reliability
considerations.

e Amazon S3

e Google Cloud Storage

e |IBM Cloud Object Storage

e Microsoft Azure Blob Storage

e Any S3-compatible object storage (on-premise appliance, or cloud storage provider)

e Dell Data Domain (DD OS version 6.2 to 7.11) with DDBoost license
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Both Ethernet and Fibre Channel (FC) connectivity is supported.

e ExaGrid' (firmware version 5.0.0 or later)
e Fujitsu ETERNUS CS800' software version 3.4.0 or later

e HPE StoreOnce (firmware version 3.18.18 or later for Gen3 and 4.2.3 or later for Gen4) with Catalyst
license

Both Ethernet and Fibre Channel (FC) connectivity are supported. Note that HPE StoreOnce Federated
Catalystis not supported.

e Infinidat InfiniGuard' version 3.6 and later

e Quantum' (DXi software 3.4.0 or later)

Supported Quantum DXi systems include DXi4700 (NAS configuration), DXi4700 (multi-protocol
configuration), DXi 4800, DXi 6900, DXi 6900-S, DXi 9000, DXi 9100, and DXi V5000. FIPS-
compliant operations mode requires DXi software 4.0 or later.

' These storage systems use the Veeam Transport Service. Make sure that they also meet system requirements for the
backup repository.

Once backups are created, they can be copied (for redundancy) or offloaded (for long -term retention) to one of
the following hot object storage types using the scale-out backup repository Capacity Tier:

e Amazon S3 (including AWS Snowball Edge)

e Google Cloud Storage

e IBM Cloud Object Storage

e Microsoft Azure Blob storage (including Microsoft Azure Data Box)

e WasabiHot Cloud Storage

e Any S3-compatible object storage (on-premises appliance, or cloud storage provider)

Once backups are copied or offloaded to Amazon S3 or Microsoft Azure Blob storage, they can be further d to
one of the following respective cold object storage classes using the scale-out backup repository Archive Tier:

e Amazon S3 Glacier Instant Retrieval
e Amazon S3 Glacier Flexible Retrieval
e Amazon S3 Glacier Deep Archive

e  Microsoft Azure Archive Tier

For the full list of partner-tested solutions including primary backup storage solutions, S3-compatible object
storage solutions and offline storage solutions, see this Veeam page.

For information on NAS backup target, see Backup, Archive, Secondary Repositories in NAS Backup
Support.Tape

Hardware LTO3-LTO9 tape libraries (including VTL) and standalone drives are supported. Tape
device must be directly attached to the backup server, to a tape server through SAS,
FC or iSCSI interface.
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Soft o Tape devices without device-specific, vendor-supplied OEM drivers for
oftware
Windows installed will appearin Windows Device Manager as Unknown or

Generic and require enabling native SCSI commands mode.
o If multiple driver installation modes are available for your tape device, use

the one that allows for multiple open handles from a host to a drive to exist

at the same time. Usually, such drivers are referred to as “non-exclusive".
o No other backup server must be interacting with the tape device.

Storage Systems

Veeam Backup & Replication offers integration with the following storage systems:

Dell PowerScale (formerly Isilon)

e Filer integration for NAS backup functionality
e NFS or SMB (CIFS) connectivity
e OnefFS 8.1.2t09.4

Dell VNX, VNX2, VNXe and Unity XT/Unity

e NFS, Fibre Channel (FC) or iSCSI connectivity
e Dell VNX/VNX2 all OE versions are supported
e Dell VNXe OE versions 3.x

e Dell Unity XT/Unity OE versions 5.0 to 5.2

Fujitsu ETERNUS HX/AX

e NFS, Fibre Channel or iSCSI connectivity
e ONTAP 7-mode versions 8.2 up to 8.2.5

e ONTAP cluster-mode versions 9.1 to 9.13.1 (Version 9.13.1 has some issues. For more details, see this
Veeam KB article.)

e MetroCluster is supported
e ONTAP features application-aware data management and SVM-DR are not supported

e Synchronous SnapMirror is not supported

HPE 3PAR StoreServ

e Fibre Channel (FC) or iSCSI connectivity
e 3PAR OS versions 3.2.2 up to 3.3.1 MU5

e WSAPI 1.5 and later
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e iSCSI VLAN tagsare supported
e Virtual Domains are supported
HPE Nimble Storage AF-Series, HF-Series and CS-Series
e Fibre Channel (FC) or iSCSI connectivity
e Nimble OS from 5.0 up to 6.1.2
HPE Alletra 5000/6000
e Fibre Channel (FC) or iSCSI connectivity
e OS version 6.0
HPE Primera

e Fibre Channel (FC) or iSCSI (starting from OS versions 4.3 or later) connectivity
e OS versions 4.x

e Virtual Domains are supported

HPE Alletra 9000

e Fibre Channel (FC) or iSCSI connectivity
e 0S version 9.3 or later

e Virtual Domains are supported

HPE StoreVirtual (formerly LeftHand/P4000 Series) and StoreVirtual VSA

e iSCSI connectivity only
e LeftHand OS versions 9.5 up to 12.8

e HPE SV3200 (LeftHand OS version 13) is not supported

IBM FlashSystem (formerly Spectrum Virtualize, includes IBM StorWize and IBM SV()

e Fibre Channel (FC) or iSCSI connectivity

e IBM Spectrum Virtualize OS version 8.2 or later

IBM N Series

e NFS, Fibre Channel or iSCSI connectivity
e ONTAP 7-mode versions 8.2 up to 8.2.5

e ONTAP cluster-mode versions 9.1 to 9.13.1 (Version 9.13.1 has some issues. For more details, see this
Veeam KB article.)

e MetroCluster is supported

e ONTAP features application-aware data management and SVM-DR are not supported
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Synchronous SnapMirror is not supported

Lenovo DM Series

NFS, Fibre Channel or iSCSI connectivity
ONTAP 7-mode versions 8.2 up to 8.2.5

ONTAP cluster-mode versions 9.1 to 9.13.1 (Version 9.13.1 has some issues. For more details, see this
Veeam KB article.)

MetroCluster is supported
ONTAP features application-aware data management and SVM-DR are not supported

Synchronous SnapMirror is not supported

Lenovo Storage V Series

Fibre Channel (FC) or iSCSI connectivity

Spectrum Virtualize 8.2 or later

NetApp FAS/AFF/ASA, FlexArray (V-Series), ONTAP Edge/Select/Cloud VSA

NFS, Fibre Channel or iSCSI connectivity
ONTAP 7-mode versions 8.2 up to 8.2.5

ONTAP cluster-mode versions 9.1 to 9.13.1 (Version 9.13.1 has some issues. For more details, see this
Veeam KB article.)

MetroCluster is supported
ONTAP features application-aware data management and SVM-DR are not supported

NetApp Synchronous SnapMirror is not supported

Nutanix Files

Filer integration for NAS backup functionality
NFS or SMB (CIFS) connectivity

Nutanix File Server 3.8.1.3 to 4.2.0

Universal Storage API Integrated Systems

To start working with the following storage systems, you must install storage system plug-ins.

DataCore SANsymphony

Fibre Channel (FC) or iSCSI connectivity

DataCore SANsymphony 10.0 PSP12 or later
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Dell PowerMax

e Fibre Channel (FC) or iSCSI connectivity
e Dell PowerMax/VMAX All Flash (PowerMax OS microcode family 5978 or later)

e Unisphere for PowerMax 9.2.1.6 or later
Dell PowerStore
e Fibre Channel (FC) or iSCSI connectivity
e Dell PowerStore T and PowerStore X series (PowerStore OS 2.0 or later)

Dell SC Series (formerly Compellent)

e Fibre Channel (FC) or iSCSI connectivity
e Storage Center OS 7.4.2 or later

e  FluidFS volumes and Live Volumes are not supported

Fujitsu ETERNUS AF and DX Series

Fibre Channel (FC) or iSCSI connectivity
e ETERNUS AF series: AF250 S2, AF650 S2, AF150 S3, AF250 S3, AF650 S3

o ETERNUS DX series: DX60 S4, DX100 S4, DX200 S4, DX500 S4, DX600 S4, DX8900 5S4, DX60 S5,
DX100 S5, DX200 S5, DX500 S5, DX600 S5, DX900 S5

e Storage firmware version:
o ETERNUS AF S2 and DX S4 series (except DX8900 S4): V1I0L88-1000 or later

o ETERNUS AF S3 and DX S5 series, DX8900 S4: V11L30-5000 or later

Hitachi VSP

e Fibre Channel (FC) or iSCSI connectivity
e VSP E series (93-03-01-60/00 or later)
e VSP F series (88-07-01-x0/00 or later)
e VSP G series (88-07-01-x0/00 or later)
e VSP 5100 and VSP 5500 (90-05-01-00/00 or later)

e VSP 5200 and VSP 5600 (90-08-01-00/00 or later)

HPE XP

e Fibre Channel (FC) or iSCSI connectivity

e HPE XP8 (90-05-01-00/00 or later)
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INFINIDAT Infinibox F-Series

e NFS, Fibre Channel (FC) or iSCSI connectivity

e InfiniBox 5.0 or later
NOTE

You must add to the backup infrastructure only one of the two InfiniBox storage arrays for which
Active/Active Replication is configured, or exclude the replicating volumes on one of these arrays from
rescan. For details on how to exclude volumes from rescan, see the Rescanning Storage Systems section in
the Veeam Backup & Replication User Guide.

NEC Storage M Series

e Fibre Channel (FC) or iSCSI connectivity

e M120, M320, M320F, M520, M720, M720F (Storage Control Software revision 1234 or later)
NEC Storage V Series

e Fibre Channel (FC) or iSCSI connectivity

e V100, V300 (93-04-21-XX or later)

NetApp SolidFire/HCI

e iSCSI connectivity

e Element OS version 10.0 or later

Pure Storage FlashArray
e Fibre Channel (FC) or iSCSI connectivity

e  Purity 4.10 or later

Tintri IntelliFlash (formerly Western Digital IntelliFlash, Tegile)

e NFS, Fibre Channel (FC) or iSCSI connectivity

e Tintri IntelliFlash 3.11 or later
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Gateway Server

Hardware CPU- x86-64 processor, 2 or more cores.

Memory: 4 GB RAM, plus up to 4 GB RAM for each concurrently processed machine
or file share. For more information, see Limitation of Concurrent Tasks. For RAM
allocation recommendations for NAS backup, see Limitations and Recommendations
for NAS backup.

Disk space: 2 GB per TB of data processed during a SOBR offload job for a machine
that acts as a gateway server for an Object Storage Repository. For more
information, see this Veeam KB article.

Note: If a file share backup stored in an object storage does not have metadata in
the cache repository, during the restore or health check operation this metadata will
be downloaded to the gateway server. That can consume up to 80% of the gateway
server disk space.

Network: 1 Gbps or faster for on-site backup and replication, and 1 Mbps or faster
for off-site backup and replication. High latency and reasonably unstable WAN links
are supported.

0s 64-bit versions of the following Microsoft Windows operating systems are
supported:
e Microsoft Windows Server 2022
e Microsoft Windows Server 2019
e Microsoft Windows Server 2016
e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2012
e Microsoft Windows 11 (versions 21H2, 22H2)
e Microsoft Windows 10 (from version 1909 to version 22H2)
e Microsoft Windows 10 LTS (versions LTSB 1607, LTSC 1809, LTSC 2021)

For the communication with object storage repositories, external repositories and
NFS backup repositories, you can use machines running 64-bit versions of the
following Linux distributions:

e CentOS 7.x

e Debian 10.0 to 11.0

e Oracle Linux 7 (UEK3) to 9 (UEK R7)

e Oracle Linux 7 to 9 (RHCK)

e RHEL 7.0t0 9.1

e SLES 12 SP4 or later, 15 SP1 or later

e Ubuntu: 18.04 LTS, 20.04 LTS, and 22.04 LTS

For more information, see Gateway Server.
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Mount Server

The mount server role must be assigned to a 64-bit Microsoft Windows machine added to the backup
infrastructure. For the list of supported OSes, see Veeam Backup & Replication Console.

On the mount server machine, Veeam Backup & Replication installs the Veeam Mount Service. The Veeam
Mount Service requires Microsoft .NET Framework 4.7.2. If Microsoft .NET Framework 4.7.2 is not installed on
the machine, Veeam Backup & Replication will install it automatically.

If you plan to restore VM guest OS files from VMs running Microsoft Windows ReFS or from VMs with data
deduplication enabled for some volumes, you must assign the mount server role to machines running specific OS
versions. For more information, see ReFS and Data Deduplication subsections in Restoring VM Guest OS Files
(FAT, NTFS or ReFS).

[For Microsoft Windows 2008R2/7] Make sure that you have SHA-2 code signing support installed. Normally,
this component is included in Microsoft Windows updates. For more information, see Microsoft Docs.

The following jobs consume 1 GB RAM per guest VM disk on mount server + 100 MB RAM per VM:
e SureBackup
e Instant Recovery
e Instant Disk Recovery

For more information on the mount server, see Mount Server.

Veeam Backup Enterprise Manager Server

The machine where you plan to install Veeam Backup Enterprise Manager must meet the requirements listed in
the System Requirements section of the Enterprise Manager User Guide.

Veeam Plug-Ins

The machine where you plan to install Veeam plug-ins must meet the following requirements:

AWS Plug-in for Veeam Microsoft .NET Core Runtime 6.0 or later

Backup & Replication _
version12.0.5.xxx and later Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for AWS
Integration with Veeam Backup & Replication Guide.

Microsoft Azure Plug-in for =~ Microsoft .NET Core Runtime 6.0 or later

Veeam Backup & Replication _
version12.0.4.xxx and later Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for
Microsoft Azure Integration with Veeam Backup & Replication Guide.
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Google Cloud Plug-in for Microsoft .NET Core Runtime 6.0 or later
Veeam Backup & Replication

version12.0.3.xxx and later Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for
Google Cloud Integration with Veeam Backup & Replication Guide.

Nutanix AHV Plug-in for Microsoft .NET Core Runtime 6.0 or later

Veeam Backup & Replication
version12.0.4.xxx and later  Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for
Nutanix AHV User Guide.

RHV Plug-in for Microsoft .NET Core Runtime 6.0 or later

Veeam Backup & Replication _
version12.0.3.xxx and later  Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for RHV
User Guide.

Kasten K10 Plug-in for Microsoft .NET Core Runtime 6.0 or later
Veeam Backup & Replication

version12.0.0.xxx and later Microsoft ASP.NET Core Shared Framework 6.0 or later

For other system requirements of the plug-in, see the Veeam Backup for
Kasten K10 User Guide.

Supported Applications

You can create transactionally-consistent backups or replicas of VMs that run the following applications.

Microsoft Active Veeam Backup & Replication supports domain controller backup for the following
Directory operating systems:

e Microsoft Windows Server 2022

e Microsoft Windows Server 2019

e Microsoft Windows Server 2016

e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012

e Microsoft Windows Server 2008 R2

e Microsoft Windows Server 2008

Minimum supported domain and forest functional level is Windows 2008.
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Microsoft Exchange The following versions of Microsoft Exchange are supported:

e Microsoft Exchange 2019
e Microsoft Exchange 2016
e Microsoft Exchange 2013

Microsoft SharePoint ~ The following versions of Microsoft SharePoint Server (virtualized either on VMware
or Hyper-V platform) are supported:
e Microsoft SharePoint Server Subscription Edition
e Microsoft SharePoint 2019
e Microsoft SharePoint 2016
e Microsoft SharePoint 2013

All editions are supported (Subscription, Foundation, Standard, Enterprise).

Restore of Microsoft SharePoint data may require an available staging Microsoft SQL
Server. To learn how to configure this server, see the Configuring Staging SQL
Server section of the Veeam Explorers User Guide.

Microsoft SQL Server  The following versions of Microsoft SQL Server are supported (for application-aware
processing and transaction log backup):
e Microsoft SQL Server 2022 (only for Windows)
e Microsoft SQL Server 2019 (only for Windows)
e Microsoft SQL Server 2017 (only for Windows)
e Microsoft SQL Server 2016 SP2
e Microsoft SQL Server 2014 SP3
e Microsoft SQL Server 2012 SP4
e Microsoft SQL Server 2008 R2 SP3
e Microsoft SQL Server 2008 SP4

All editions of Microsoft SQL Server are supported.

The database whose logs you want to back up must use the Full or Bulk-logged
recovery model. In this case, all changes of the Microsoft SQL Server state will be
written to transaction logs, and you will be able to replay transaction logs to restore
the Microsoft SQL Server. You can use the Microsoft SQL Server Management Studio
to switch to one of these models. For more information, see Microsoft Docs.

Restore of Microsoft SQL Server data may require an available staging Microsoft SQL
Server. To learn how to configure this server, see the Configuring Staging SOL
Server section of the Veeam Explorers User Guide.
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Oracle on Windows Veeam Backup & Replication supports backup of the following Oracle Database
(O versions:

e Oracle Database 11g Release 2

For supported operating systems, see Oracle documentation.

Oracle Database 12c Release 1

For supported operating systems, see Oracle documentation.

Oracle Database 12c Release 2

For supported operating systems, see Oracle documentation.

Oracle Database 18c

For supported operating systems, see Oracle documentation.

Oracle Database 19c

For supported operating systems, see Oracle documentation.

Oracle Database 21c

For supported operating systems, see Oracle documentation.

Oracle on Linux OS Veeam Backup & Replication supports backup of the following Oracle Database
versions:

e Oracle Database 11g Release 2

For supported operating systems, see Oracle documentation.

Oracle Database 12c Release 1

For supported operating systems, see Oracle documentation.

Oracle Database 12c Release 2

For supported operating systems, see Oracle documentation.

Oracle Database 18c

For supported operating systems, see Oracle documentation.

Oracle Database 19¢

For supported operating systems, see Oracle documentation.

Oracle Database 21c

For supported operating systems, see Oracle documentation.
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Oracle Database Consider the following:

configuration e Automatic Storage Management (ASM) is supported for Oracle 11g and later;

requires ASMIib present.

e Oracle Real Application Clusters (RAC) are not supported within the image-
level backup functionality. Use Veeam Plug-in for Oracle RMAN. For details,
see the Veeam Plug-in for Oracle RMAN section of the Veeam Plug-ins for
Enterprise Applications User Guide.

e Oracle Database Express Edition (XE) is supported for Windows-based
machines only.

e Configurations with different versions of Oracle Database deployed on the
same server are not supported. Use Veeam Plug-in for Oracle RMAN. For
details, see the Veeam Plug-in for Oracle RMAN section of the Veeam Plug-
ins for Enterprise Applications User Guide.

e To create Oracle database backups, all Oracle servers that use Data Guard
must be added to the backup job.

e You can use Veeam Plug-in for Oracle RMAN to integrate RMAN with
Veeam Backup & Replication repositories. For details, see the Veeam Plug-in
for Oracle RMAN section of the Veeam Plug-ins for Enterprise Applications
User Guide.

PostgreSQL Veeam Backup & Replication supports backup of the following PostgreSQL versions
on Linux:

e PostgreSQL 12
e PostgreSQL 13
o PostgreSQL 14
e PostgreSQL 15

NOTE

Consider that 32-bit Oracle running on 64-bit operating systems and Oracle Express Edition (XE) on Linux
are not supported.

Veeam Explorers

e Veeam Explorer for Microsoft Active Directory
e Veeam Explorer for Microsoft Exchange

e Veeam Explorer for Microsoft SharePoint

e Veeam Explorer for Microsoft SQL

e Veeam Explorer for Microsoft Teams

e Veeam Explorer for Oracle
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e Veeam Explorer for PostgreSQL
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Permissions

Make sure the user accounts that you plan to use have permissions described in the following sections.

Installing and Using Veeam Backup & Replication

The accounts used for installing and using Veeam Backup & Replication must have the following permissions.

Setup Account The account used for product installation must have
the local Administrator permissions on the target
machine.

Veeam Backup & Replication Console Permissions When you open the Veeam Backup & Replication

console for the first time or after a cumulative patch
is installed on the backup server, you must run the
console under an account with the local
Administrator permissions on the machine where the
console is installed. In other cases, you can run it
under an account that is a member of the Users
group on the machine where the console is installed.
However, you may require additional permissions to
recover guest OS files of Microsoft Windows VMs.

[For recovery of Microsoft Windows VM guest OS
files] If you plan to save files to a new location, the
user who launched the Veeam Backup & Replication
console does not have permissions to read and write
data to the new location, and the mount point is
located on the same machine as the

Veeam Backup & Replication console, check that the
user has the SeBackupPrivilege and
SeRestorePrivilege. For more information on where
mount points are created, see Mount Points and
Restore Scenarios.

Accounts that are members of the Protected Users
Active Directory group cannot be used to access the
backup server remotely over the

Veeam Backup & Replication console. For more
information, see Microsoft Docs.

Veeam Backup Service Account The account used to run the Veeam Backup Service
must be a LocalSystem account or must have the
local Administrator permissions on the backup
server.
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Microsoft SQL Server You require different sets of Microsoft SQL
(where the configuration database is stored) permissions in the following cases:

Installation (remote or local): current account
needs CREATE ANY DATABASE permission on
the SQL server level. After database creation
this account automatically gets a db owner
role and can perform all operations with the
database. If the current account does not have
this permission, a Database Administrator may
create an empty databasein advance and
grant the db_owner role to the account that
will be used for installing

Veeam Backup & Replication.

Upgrade: current account should have
sufficient permissions for that database. To
grant these permissions through role
assignment, it is recommended that you use
the account with db owner role.

Operation: the account used to run Veeam
Backup Service requires db datareaderand
db_datawriterroles as well as permissions to
execute stored procedures for the
configuration database on the Microsoft SQL
Server. Alternatively, you can assign db_owner
role for this database to the service account.

For more information, see Microsoft Docs.

PostgreSQL The account used for installation, upgrade and
operation requires superuser role.

Using Virtualization Servers and Hosts

The following permissions are required to work with virtualization servers and hosts during data protection

tasks.

_ Required Permission

Source / Target Administrator permissions.
Hyper-V host or
cluster
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_ Required Permission

SCVMM Any SCVMM user.

Windows Server Administrator permissions

added tothe

backup

infrastructure

Linux Server Permissions for the account that you specify when adding a Linux server differ
added tothe depending on the role that you plan to assign to this server:

backup . . .
infrastructure e Roles for which Veeam Data Movers must be persistent (hardened/immutable

repository) require root or equivalent permissions. For the full list of roles, see
Veeam Data Movers.

e Gateway server that communicates with NFS share requires root or equivalent
permissions.

e Backup repository requires read and write permissions on the folder where
backups will be stored. You will configure this folder at the Configure Backup
Repository Settings step of the backup repository wizard.

e Other roles require read and write permissions on files and folders with which
the server will work.

SMB Backup Read and write permission on the target folder and share.
Repository

Performing Guest Processing

To use guest OS processing (application-aware processing, pre-freeze and post-thaw scripts, transaction log
processing, guest file indexing and file exclusions), make sure to configure your accounts according to the
requirements listed in this section. For more information on guest processing, see Guest Processing.

All user accounts used for guest processing of Windows VMs must have the following permissions:
e Logon as a batch job granted

e Deny logon as a batch job not set
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Other permissions depend on applications that you back up. You can find permissions for backup operations in

the following table. For restore operation permissions, see Permissions sections in the Veeam Explorers User
Guide.

Application Required Permission

Microsoft SQL To back up Microsoft SQL Server data, the user whose account you plan to use must
Server be:
e Local Administrator on the target VM.
e System administrator (has the Sysadmin role) on the target Microsoft SQL
Server.

If you need to provide minimal permissions, the account must be assigned the
following roles and permissions:
e SQL Server instance-level role: publicand dbcreator.
e Database-level roles and roles for the model system database:
db_backupoperator, db_denydatareader, public;
for the master system database — db_backupoperator, db_datareader, public;
for the msdb system database — db_backupoperator, db_datareader, public,
db_datawriter.
e Securables: view any definition, view server state, connect SQL.

Microsoft Active To back up Microsoft Active Directory data, the account must be a member of the

Directory built-in Administrators group.

Microsoft To back up Microsoft Exchange data, the account must have the local Administrator

Exchange permissions on the machine where Microsoft Exchange is installed.

Oracle The account specified at the Guest Processing step must be configured in the following
way:

e For a Windows-based VM, the account must be a member of both the Local
Administrator group and the ORA DBA group (if OS authentication is used). In
addition, if ASM is used, then such an account must be a member of the
ORA ASMADMIN group (for Oracle 12 and higher).

e For a Linux-based VM, the account must be a Linux user elevated to root. The
account must have the home directory created.

To back up Oracle databases, make sure the account specified on the Oracle tab has
been granted SYSDBA privileges. You can use either the same account that was
specified at the Guest Processing step if such an account is a member of the ORA DBA
group for a Windows-based VM and OSASM, OSDBA and OINSTALL groups for a Linux-
based VM, or you can use, for example, the S¥SO0racle account or any other Oracle
account that has been granted SYSDBA privileges.

To perform guest processing for Oracle databaseson Linux servers, make sure that the
/tmp directory is mounted with the exec option. Otherwise, you will get an error with
the permission denial.
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Application Required Permission

Microsoft To back up Microsoft SharePoint server, the account must have the Farm Administrator
SharePoint role.

To back up Microsoft SQL databases of the Microsoft SharePoint Server, the account
must have the same privileges as that of Veeam Explorer for Microsoft SQL Server.

PostgreSQL The account specified at the Guest Processing step must be a Linux user elevated to

root. The account must have the home directory created.

Note: If you back up data using vSphere API, the account specified at the Guest
Processing step must be a root Linux user.

To back up PostgreSQL instances, the account must have the superuser privileges for
the PostgreSQL instance. For more information, see PostgreSQL documentation.

Consider the following general requirements when choosing a user account:

[For guest OS file indexing] For Windows-based workloads, choose an account that has administrator
privileges. For Linux-based workloads, choose an account of a root user or user elevated to root.

To use networkless guest processing over PowerShell Direct, you must specify one of the following
accounts at the Guest Processing step of the backup wizard. Check that the account also has permissions
listed in the table.

o If Windows User Account Control (UAC) is enabled, specify Local Administrator
(MACHINE\Administrator) or Domain Administrator (DOMAIN\Administrator) account.

o If UAC is disabled, specify an account that is a member of the built-in Administrators group.
O

[If you plan to use guest processing over network for workloads without listed applications] For Windows -
based workloads, choose an account that has administrator privileges. For Linux-based workloads, choose
an account of a root user or user elevated to root.

When using Active Directory accounts, make sure to provide anaccount in the DOMAIN|Username format.

When using local user accounts, make sure to provide an account in the Username or HOST|Username
format.

To process a Domain Controller server, make sure that you are using an account that is a member of the
DOMAIN|Administrators group.

To back up a Read-Only Domain controller, a delegated RODC administrator account is sufficient. For more
information, see Microsoft Docs.

Adding Microsoft Azure Compute Accounts

Microsoft Azure account is required to restore workloads to Microsoft Azure, add Azure archive storage and so
on. For more information, see Microsoft Azure Compute Accounts.
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The following permissions are required for adding a Microsoft Azure Compute account:

e If you use a new Azure Active Directory (AD) application (select the Create a new account option at the
Subscription step of the wizard) when adding a Microsoft Azure Compute account, the Microsoft Azure AD
user account where the AD application will be created must have the following privileges:

a. To register applications. This can be the Global Administrator privileges assigned to the user or the
Users can register applications option enabled for the user in Azure portal. For details, see Microsoft
Azure Docs.

b. To assigna role on the subscription level for the registered application. This can be the Owner role or
if the Owner role cannot be used, you can create a custom role with minimal permissions. To learn
how to create a custom role, see Creating Custom Role for Azure and Azure Stack Hub Accounts.

e If you use an existing Azure AD application (select the Use the existing account option at the Subscription
step of the wizard) when adding a Microsoft Azure Compute account, the application must have the
Contributor role and Key Vault Crypto Userrole privileges for the selected subscription. If you restore
workloads to Microsoft Azure and cannot use the Contributor role, you can create a custom role with
minimal permissions. To learn how to create a custom role, see Creating Custom Role for Azure and Azure
Stack Hub Accounts.

Adding Microsoft Azure Stack Hub Compute Accounts

A Microsoft Azure Stack Hub Compute account is required to restore workloads to Microsoft Azure Stack Hub.
For more information, see Microsoft Azure Stack Hub Compute Accounts.

The following permissions are required for adding a Microsoft Azure Stack Hub Compute account:

e Ifyou use a new Azure Active Directory (AD) application (select the Create a new accountoption at the
Subscription step of the wizard) when adding a Microsoft Azure Stack Hub Compute account, the
Microsoft Azure AD user account where the AD application will be created must have the following
privileges:

a. To register applications. This can be the Global Administrator privileges assigned to the user or the
Users can register applications option enabled for the user in Azure portal. For details, see Microsoft
Azure Docs.

b. To assign a role on the subscription level for the registered application. This can be the Owner role or
if the Owner role cannot be used, you can create a custom role with minimal permissions. To learn
how to create a custom role, see Creating Custom Role for Azure and Azure Stack Hub Accounts.

e If you use an existing Azure AD application (select the Use the existing account option at the Subscription
step of the wizard) when adding a Microsoft Azure Stack Hub Compute account, the application must have
tshe Contributor role privilege for the selected subscription. If you restore workloads to Microsoft Azure
and cannot use the Contributor role, you can create a custom role with minimal permissions. To learn how
to create a custom role, see Creating Custom Role for Azure and Azure Stack Hub Accounts.

Using Object Storage Repositories

Amazon S3 Object Storage Permissions

Consider the following:
e Make sure the account you are using has access to Amazon buckets and folders.

e The ListAllMyBuckets permission is not required if you specify the bucket name explicitly at the
Bucket step of the New Object Repository wizard.
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Permissions for Amazon S3 Object Storage depend on whether you use immutability and helper appliance
settings.

NOTE

S3 compatible object storage repositories use the same permissions as Amazon S3 Object Storage with the
following exclusion: since you cannot setup helper appliance in the cloud, soyou don't need permissions
for it. Therefore, S3 compatible object storage repositories requires permissions which start with s3, for
example, "s3:ListBucket". Permissions that start with ec2 can be skipped, for example,

"ec2:DescribeInstances".

» 1. Immutability Disabled and Helper Appliance not Used

The following permissions are required to use Amazon S3 object storage with immutability disabled. A helper
appliance is not used for health check operations.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration"
1,

"Resource": "*"
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» 2. Immutability Disabled and New Helper Appliance Configured

The following permissions are required to use Amazon S3 object storage with immutability disabled. For health
check operations a new helper appliance is configured and the Amazon VPC, subnet and security group settings
are set to (Create new) for the helper appliance settings.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAllMyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec?2:RunlInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribeImages",
"ec2:DescribeVpcs",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:DescribeAvailabilityZones",
"ec2:CreateRoute",
"ec2:CreatelnternetGateway",
"ec2:AttachInternetGateway",
"ec2:ModifyVpcAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:DescribeRouteTables",
"ec2:DescribeInstanceTypes"

1,
"Resource": "x"

}
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» 3. Immutability Disabled and Helper Appliance Configured Beforehand

The following permissions are required to use Amazon S3 object storage with immutability disabled. Amazon
VPC, subnet and security group settings for a helper appliance are configured beforehand.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAllMyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec2:RunInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribeImages",
"ec2:DescribeVpcs"

1y
"Resource": "*"

}
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> 4. Immutability Enabled and Helper Appliance not Used

The following permissions are required to use Amazon S3 object storage with immutability enabled. A helper
appliance is not used for health check operations.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAllMyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration",
"s3:ListBucketVersions",
"s3:GetObjectVersion",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold",
"s3:PutObjectRetention",
"s3:PutObjectLegalHold",
"s3:DeleteObjectVersion"
1,

"Resource": "*"
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» 5. Immutability Enabled and New Helper Appliance Configured

The following permissions are required to use Amazon S3 object storage with immutability enabled. For health
check operations a new helper appliance is configured and the Amazon VPC, subnet and security group settings
are set to (Create new) for the helper appliance settings.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAllMyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration",
"s3:ListBucketVersions",
"s3:GetObjectVersion",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold",
"s3:PutObjectRetention",
"s3:PutObjectLegalHold",
"s3:DeleteObjectVersion",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec2:RunInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2?2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeVpcs",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:DescribeAvailabilityZones",
"ec2:CreateRoute",
"ec2:CreatelInternetGateway",
"ec2:AttachInternetGateway",
"ec2:ModifyVpcAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:DescribeRouteTables",
"ec2:DescribelInstanceTypes"
1,
"Resource": "x"

}
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» 6. Immutability Enabled and Helper Appliance Configured Beforehand

The following permissions are required to use Amazon S3 object storage with immutability enabled. Amazon
VPC, subnet and security group settings for a helper appliance are configured beforehand.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAllMyBuckets",
"s3:GetBucketVersioning",
"s3:GetBucketObjectLockConfiguration",
"s3:ListBucketVersions",
"s3:GetObjectVersion",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold",
"s3:PutObjectRetention",
"s3:PutObjectLegalHold",
"s3:DeleteObjectVersion",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec?2:RunlInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2?2:DescribeSubnets",
"ec?2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribeImages",
"ec2:DescribeVpcs"

I
"Resource": "*"

}

For example, see this Veeam KB article. For more information on permissions, see AWS Documentation.

Amazon S3 Glacier Storage Permissions

Permissions for Amazon S3 Glacier depend on whether you use immutability and the archiver appliance settings:
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» 1. Immutability Disabled and Archiver Appliance not Configured

The following permissions are required for Amazon S3 Glacier storage with immutability disabled. VPC, subnet
and security group settings set to are set to (Create new) for the archiver appliance settings.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"s3:DeleteObject",
"s3:PutObject",
"s3:GetObject",
"s3:RestoreObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:GetBucketVersioning",
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation",
"s3:GetBucketObjectLockConfiguration",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec2:RunInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeVpcs",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:DescribeAvailabilityZones",
"ec2:CreateRoute",
"ec2:CreatelInternetGateway",
"ec2:AttachInternetGateway",
"ec2:ModifyVpcAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2?2:DescribeRouteTables",
"ec2:DescribelInstanceTypes"

1y

"Resource": "*x"
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» 2. Immutability Disabled and Archiver Appliance Configured Beforehand

These permissions apply for Amazon S3 Glacier storage with immutability disabled. Amazon VPC, subnet and
security group settings for an archiver appliance are configured beforehand.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"s3:DeleteObject",
"s3:PutObject",
"s3:GetObject",
"s3:RestoreObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:GetBucketVersioning",
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation",
"s3:GetBucketObjectLockConfiguration",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec2:RunInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeVpcs"

1y

"Resource": "*"
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» 3. Immutability Enabled and Archiver Appliance not Configured

The following permissions are required for Amazon S3 Glacier storage with immutability enabled. VPC, subnet
and security group settings set to are set to (Create new) for the archiver appliance settings.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
"s3:DeleteObject",
"s3:PutObject",
"s3:GetObject",
"s3:RestoreObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:GetBucketVersioning",
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation",
"s3:GetBucketObjectLockConfiguration",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"s3:PutObjectLegalHold",
"s3:GetObjectRetention",
"s3:DeleteObjectVersion",
"s3:ListBucketVersions",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec2:RunInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribeImages",
"ec2:DescribeVpcs",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:DescribeAvailabilityZones",
"ec2:CreateRoute",
"ec2:CreatelnternetGateway",
"ec2:AttachInternetGateway",
"ec2:ModifyVpcAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:DescribeRouteTables",
"ec2:DescribeInstanceTypes"
1,

"Resource": "*"
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» 4. Immutability Enabled and Archiver Appliance Configured Beforehand

These permissions apply for Amazon S3 Glacier storage with immutability enabled. Amazon VPC, subnet and
security group settings for an archiver appliance are configured beforehand.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"s3:DeleteObject",
"s3:PutObject",
"s3:GetObject",
"s3:RestoreObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:GetBucketVersioning",
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation",
"s3:GetBucketObjectLockConfiguration",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"s3:PutObjectLegalHold",
"s3:GetObjectRetention",
"s3:DeleteObjectVersion",
"s3:ListBucketVersions",
"ec2:DescribelInstances",
"ec2:CreateKeyPair",
"ec2:DescribeKeyPairs",
"ec?2:RunlInstances",
"ec2:DeleteKeyPair",
"ec2:DescribeVpcAttribute",
"ec2:CreateTags",
"ec2:DescribeSubnets",
"ec2:TerminateInstances",
"ec2:DescribeSecurityGroups",
"ec2:DescribeImages",
"ec2:DescribeVpcs"

1,

"Resource": "*"

Azure Archive Object Storage Permissions

The following permissions are required to use Azure Archive object storage.
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{
"properties": {
"roleName": "CUSTOM ROLE MINIMAL PERMISSIONS",
"description": "CUSTOM_ROLE_MINIMAL_PERMISSIONS",
"assignableScopes": [
"/subscriptions/111111-1111-1111-0000-00000000000"
1,
"permissions": [
{
"actions": [
"Microsoft.Authorization/*/read",
"Microsoft.Compute/locations/*",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.Network/locations/*",
"Microsoft.Network/networkInterfaces/*",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/publicIPAddresses/delete",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/write",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Storage/storageAccounts/listKeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/checkResourceName/action",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/locations/read"
1,
"notActions": [1],
"dataActions": [1,
"notDataActions": []

Google Cloud Object Storage Permissions

Consider the following:

e The storage.buckets.list permission is not required if you specify the bucket name explicitly at the
Bucket step of the New Object Repository wizard.

e The Owner IAM role does not necessarily grant the permissions required for working with Google Cloud
Storage.

The following permissions are required to use Google Cloud object storage.

{
"storage.buckets.get",
"storage.buckets.list",
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"storage.objects.create",
"storage.objects.delete",
"storage.objects.get",
"storage.objects.list"

NetApp Data ONTAP/Lenovo Thinksystem DM Permissions

The account used to connect to a NetApp Data ONTAP/Lenovo Thinksystem DM storage system must have the
following permissions:

7-Mode

e login-http-admin
e api-system-*

e api-license-* (api-license-list-info)
e api-volume-*

e api-net-*

e api-options-*

e api-vfiler-*

e api-gtree-*

e api-nfs-*

e api-snapshot-*

e api-lun-*

e api-iscsi-*

e api-feature-*

e api-registry-*

e api-fcp-*

e api-file-*

e api-igroup-*

e api-clone-*

e api-snapvault-*
e api-snapmirror-*
e api-cf-*

e cli-options

e security-api-vfiler
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CDOT (VMware Integration)

Command/Directory Access/Query Level

DEFAULT readonly
cluster readonly
metrocluster readonly
fcp readonly
file readonly
igroup all

iscsi all

network readonly
node readonly
security readonly
security login readonly
set readonly
snapmirror all

system readonly
version readonly
gtree readonly
lun all

nfs all
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Command/Directory Access/Query Level

snapshot all
volume all
vserver all

Only as SVM (VMware Integration)

Command/Directory Access/Query Level

DEFAULT none

lun all

lun igroup all
network readonly
security readonly
security login readonly
snapmirror all
system readonly
version readonly
volume all
volume file readonly
volume qtree all
volume snapshot all
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Command/Directory Access/Query Level

vserver all
vserver fcp all
vserver iscsi all
vserver nfs all

CDOT (NAS Backup Integration)

Command/Directory Access/Query Level

DEFAULT readonly
security readonly
security login readonly
volume snapshot all
vserver all
vserver nfs all

Only as SVM (NAS Backup Integration)

Command/Directory Access/Query Level

DEFAULT none

lun readonly
network readonly
security readonly
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Command/Directory Access/Query Level

security login readonly
snapmirror readonly
version readonly
volume readonly
volume snapshot all
vserver all

CDOT (Veeam Agent Integration)

Command/Directory Access/Query Level

cluster readonly
lun all
metrocluster readonly
network readonly
system license readonly
system node readonly
version readonly
volume all
volume snapshot all
vserver all
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Only as SVM (Veeam Agent Integration)

Command/Directory Access/Query Level

lun all
network readonly
version readonly
volume all
volume snapshot all
vserver all

Universal Storage API Integrated Systems Permissions

The account used to connect to a Universal Storage API integrated system must be assigned a necessary role in
the storage system console and have a set of necessary permissions.

e For Dell PowerMax, the account must be assigned the Storage Administrator role.
e For Fujitsu ETERNUS, the account must be assigned the Software role.
e For NetApp SolidFire/HCI, the account must have the following permissions:

o Volumes

o Cluster Admins
e For Western Digital IntelliFlash, the account must be assigned the Veeam Admin Role.
e For DataCore, the account must have the following permissions:

o General

o Port

o Host

o Virtual disk

o Snapshot

o Physical disk
e For Hitachi VSP, the account must be assigned the following roles:

o Storage Administrator (View Only)

o Storage Administrator (Provisioning)
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o Storage Administrator (Local Copy)
e For HPE XP, the account must be assigned the following roles:
o Storage Administrator (View Only)
o Storage Administrator (Provisioning)
o Storage Administrator (Local Copy)
e For Dell PowerStore, the account must be assigned the following roles:
o Administrator
o Storage Administrator
o Storage Operator
e For NEC Storage M Series, the account must be assigned the Administrator role.
e For NEC Storage V Series, the account must be assigned the following roles:
o Storage Administrator (View Only)
o Storage Administrator (Provisioning)
o Storage Administrator (Local Copy)

For privileges required to integrate the NAS backup feature with Dell PowerScale (formerly Isilon), see
Integration with Dell PowerScale in the NAS Backup Support section.

For storage systems not mentioned above, the account must have Administrator role.
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Ports

On backup infrastructure components, Veeam Backup & Replication automatically creates firewall rules for the
required ports. These rules allow communication between the components.

IMPORTANT

Some Linux distributions require firewall and security rules to be created manually. For details, see this
Veeam KB article.

You can find the full list of the ports below.

Backup Server

The following table describes network ports that must be opened to ensure proper communication of the
backup server with backup infrastructure components.

Communication with Virtualization Servers

Backup SCVMM TCP 8100 Default port used to communicate
server with the VMM server through WCF.
Microsoft Hyper-V server TCP 445 Ports required for deploying
135 Veeam Backup & Replication
components.

Note: Port 135 is optional to provide
faster deployment.

TCP 6160 Default port used by the Veeam
Installer Service.

TCP 6162 Default port used by the Veeam Data
Mover.

TCP 6163 Default port used to communicate
with Veeam Hyper-V Integration
Service.
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_

2500 to
3300
TCP 49152 to
65535
SCVMM Backup server TCP 8732
Other Communications
Backup PostgreSQL server hosting TCP 5432

server the
Veeam Backup & Replication
configuration database
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Default range of ports used as
transmission channels for jobs. For
every TCP connection that a job uses,
one port from this range is assigned.

Note: Thisrange of ports applies to
newly installed

Veeam Backup & Replication starting
from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB
article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule
for the runtime process. If you use
firewall settings other than default
ones or application-aware processing
fails with the "RPC function call
failed"error, you need to configure
dynamic RPC ports. For more
information on how to configure RPC
dynamic port allocation to work with
firewalls, see this Microsoft KB article.

Port used by Veeam PowerShell
Manager to establish communication
between Veeam Backup & Replication
components and the VMM server.

Port used for communication with
PostgreSQL server on which the
Veeam Backup & Replication
configuration databaseis deployed.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

_

Microsoft SQL Server 1433 Port used for communication with
hosting the Microsoft SQL Server on which the
Veeam Backup & Replication Veeam Backup & Replication
configuration database configuration databaseis deployed (if

you use a Microsoft SQL Server
default instance).

Additional ports may need to be open
depending on your configuration. For
more information, see Microsoft Docs.

DNS server with UDP 53 Port used for communication with the
forward/reverse name DNS Server.

resolution of all backup

servers

Veeam Update Notification TCP 443 Default port used to download

Server (dev.veeam.com) information about available updates

from the Veeam Update Notification
Server over the Internet.

Veeam License Update TCP 443 Default port used for license auto-
Server update.

(vbr.butler.veeam.com,

autolk.veeam.com)

Microsoft SMB3 server TCP 6160 Default port used by the Veeam
Installer Service.

TCP 6162 Default port used by the Veeam Data
Mover.
TCP 6163 Default port used by the Hyper-V

Integration Service.

Backup server TCP 9501 Port used locally on the backup server
for communication between Veeam
Broker Service and Veeam services
and components.

Backup server TCP 6172 Port used to provide REST access to
the Veeam Backup & Replication
database.
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_

Management Backup server 3389 Default port used by the Remote

client PC Desktop Services. If you use third-

(remote party solutions to connect to the

access) backup server, other ports may need
to be open.

REST client Backup server TCP 9419 Default port for communication with

REST API service.

Backup & Replication Console

The following table describes network ports that must be opened to ensure proper communication with the
Veeam Backup & Replication console installed remotely.

-

Veeam Backup & Replication = Backup 9392 Port used by the
console server Veeam Backup & Replication console
to connect to the backup server.

TCP 9396 Port used by the
Veeam.Backup.UIService process for
managing database connections.

TCP 10003 Port used by the
Veeam Backup & Replication console
to connect to the backup server only
when managing the Veeam Cloud
Connect infrastructure.

Mount TCP 2500 to Default range of ports used as data

server 3300 transmission channels. For every TCP
connection that a job uses, one port
from this range is assigned.

This portis used if the mount server is
not located on the console.

Note: Thisrange of ports applies to
newly installed

Veeam Backup & Replication starting
from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.
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Backup Proxy

The following table describes network ports that must be opened to ensure proper communication of backup
proxies with other backup components. For more information about ports that must be opened between the
backup proxy and specific backup repository, see Backup Repositories.

Communication with Backup Server

Backup server Hyper-V TCP 445 Required for deploying
server/Off-host 135 Veeam Backup & Replication
backup proxy components.

Note: Port135 is optional to
provide faster deployment.

TCP 6160 Default port used by the
Veeam Installer Service.

TCP 6162 Default port used by the
Veeam Data Mover.

TCP 6163 Default port used by the
Hyper-V Integration Service.
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-

49152 to 65535 Dynamic RPC port range for
Microsoft Windows 2008
and later. For more
information, see this
Microsoft KB article.

Note: If you use default
Microsoft Windows firewall
settings, you do not need to
configure dynamic RPC
ports. During setup,

Veeam Backup & Replication
automatically creates a
firewall rule for the runtime
process. If you use firewall
settings other than default
ones or application-aware
processing fails with the
"RPC function call failed”
error, you need to configure
dynamic RPC ports. For
more information on how to
configure RPC dynamic port
allocation to work with
firewalls, see this Microsoft

KB article.
Off-host file TCP 6210 Default port used by the
proxy Veeam Backup VSS

Integration Service for
taking a VSS snapshot
during the SMB file share
backup.

Other Communications
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-

Hyper-V Gateway server 2500 to 3300 Default range of ports used
server/Off-host as transmission channels.
backup proxy For every TCP connection

that a job uses, one port
from this range is assigned.

Note: Thisrange of ports
applies to newly installed
Veeam Backup & Replication
starting from version 10.0,
without upgrade from
previous versions. If you
have upgraded from an
earlier version of the
product, the range of ports
from 2500 to 5000 applies
to the already added
components.

Hyper-V server TCP 2500 to 3300 Default range of ports used
as transmission channels for
replication jobs. For every
TCP connection that a job
uses, one port from this
range is assigned.

Note: Thisrange of ports
applies to newly installed
Veeam Backup & Replication
starting from version 10.0,
without upgrade from
previous versions. If you
have upgraded from an
earlier version of the
product, the range of ports
from 2500 to 5000 applies
to the already added
components.
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-

Microsoft SMB3 Hyper-V 2500 to 3300 Ports used to retrieve CBT
server server/Off-host information from a
backup proxy Microsoft SMB3 server
managing shares that host
VM disks.

Note: Thisrange of ports
applies to newly installed
Veeam Backup & Replication
starting from version 10.0,
without upgrade from
previous versions. If you
have upgraded from an
earlier version of the
product, the range of ports
from 2500 to 5000 applies
to the already added
components.

Gateway Server

The following table describes network ports that must be opened to ensure proper communication with
gateway servers. For more information about ports that must be opened between the gateway server and
specific backup repository, see Backup Repositories.

-

Backup server Gateway 445 Required for deploying Veeam Backup &
server 135 Replication components.
(Microsoft
Windows) Note: Port135 is optional to provide

faster deployment.

TCP 6160 Default port used by the Veeam Installer
Service.
TCP 6162 Default port used by the Veeam Data
Mover.
Gateway TCP 22 Default SSH port used as a control
server (Linux) channel.
TCP 6160 Default port used by the Veeam Installer

Service for Linux.
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-

6162 Default port used by the Veeam Data
Mover.

You can specify a different port while
adding the Linux server to the

Veeam Backup & Replication
infrastructure. Note that you can specify a
different port only if there is no
previously installed Veeam Data Mover on
this Linux server. For more information,
see Specify Credentials and SSH Settings.

Gateway TCP 2500 to Default range of ports used as

server 3300 transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Hyper-V Gateway TCP 2500 to Default range of ports used as

server/ Off- server 3300 transmission channels. For every TCP
host backup connection that a job uses, one port from
proxy this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Backup Repositories

e Microsoft Windows/Linux-based Backup Repository
e NFS Backup Repository

e SMB Backup Repository

e Dell Data Domain System

e ExaGrid
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e HPE StoreOnce

e Quantum DXi

e Fujitsu ETERNUS CS800
e Infinidat InfiniGuard

e Object Storage Repository
e External Repository

e Archive Object Storage Repository

Microsoft Windows/Linux-based Backup Repository

The following table describes network ports that must be opened to ensure proper communication with
Microsoft Windows/Linux-based backup repositories.

-

Backup server Backup 445 Required for deploying Veeam Backup &
repository 135 Replication components.
(Microsoft _ _ _
Windows) Note: Port135 is optional to provide

faster deployment.

TCP 6160 Default port used by the Veeam Installer
Service.
TCP 6162 Default port used by the Veeam Data
Mover.
TCP 49152 to Dynamic RPC port range for Microsoft
65535 Windows 2008 and later. For more

information, see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed” error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.

TCP 22 Default SSH port used as a control
channel.
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-

Backup 6160
repository
(Linux)
TCP 6162
TCP 2500 to
3300
Backup Backup server TCP 2500 to
repository 3300

(Linux)
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Default port used by the Veeam Installer
Service for Linux.

Default port used by the Veeam Data
Mover.

You can specify a different port while
adding the Linux server to the

Veeam Backup & Replication
infrastructure. Note that you can specify a
different port only if there is no
previously installed Veeam Data Mover on
this Linux server. For more information,
see Specify Credentials and SSH Settings.

Default range of ports used as
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Default range of ports used as
transmission channels for copy backup
operations if the backup server is used as
the target backup repository. These ports
are also required for file copy operations
between the Linux backup repository and
the backup server.

For every TCP connection that a job uses,
one port from this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.



-

Hyper-V Backup 2500 to Default range of ports used as

server/ Off- repository 3300 transmission channels for replication jobs.
host backup For every TCP connection that a job uses,
proxy one port from this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Source Target TCP 2500 to Default range of ports used as
backup backup 3300 transmission channels for backup copy
repository repository jobs and copy backup operations. For

every TCP connection that a job uses, one
port from this range is assigned.

If the backup copy job utilizes WAN
accelerators, make sure that ports specific
for WAN accelerators are opened.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

NFS Backup Repository

The following table describes network ports that must be opened to ensure proper communication with NFS
shares added as backup repositories.

Gateway NFS backup TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by
server or repository the port mapper service.

backup proxy
Also used as a transmission channel from

the gateway server to the target NFS
backup repository if a gateway server is
specified explicitly in NFS backup
repository settings.

88 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V



Gateway NFS backup TCP, UDP mountd_port Dynamic port used for mountd service.
server or repository Can be assigned statically.
backup proxy  (NFS v3)

TCP, UDP statd_port Dynamic port used for statd service. Can
be assigned statically.

TCP, UDP lockd_port Dynamic port used for lockd service. Can
be assigned statically.
SMB Backup Repository

The following table describes network ports that must be opened to ensure proper communication with SMB
(CIFS) shares added as backup repositories.

-

Gateway SMB (CIFS) TCP Used as a transmission channel from the

server or backup gateway server to the target SMB (CIFS)

backup proxy  repository backup repository if a gateway server is
(Microsoft specified explicitly in SMB (CIFS) backup
Windows) repository settings.

Dell Data Domain System

For more information, see Dell Documents.

-

Backup server Dell Data Port used to assign a random port for the
or gateway Domain mountd service used by NFS and
server DDBOOST. Mountd service port can be

statically assigned.

TCP 2049 Main port used by NFS. Can be modified
using the 'nfs set server-port' command.
Command requires SE mode.

TCP 2052 Main port used by NFS MOUNTD. Can be
modified using the 'nfs set mountd-port'
command in SE mode.
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https://community.emc.com/docs/DOC-33258

ExaGrid

-

Backup server ExaGrid Default command port used for
communication with ExaGrid.

Backup proxy  ExaGrid TCP 2500 to 3300 Default range of ports used for
communication with the backup

proxy.

Note: This range of ports applies to
newly installed

Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If
you have upgraded from an earlier
version of the product, the range
of ports from 2500 to 5000
applies to the already added
components.

HPE StoreOnce

-

Backup server HPE 9387 Default command port used for
or StoreOnce communication with HPE StoreOnce.
gateway
server
9388 Default data port used for communication

with HPE StoreOnce.

Quantum DXi
-
Backup server Quantum DXi Default command port used for

communication with Quantum DXi.
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-

Backup proxy  Quantum DXi 2500 to 3300 Default range of ports used for
communication with the backup

proxy.

Note: Thisrange of ports applies to
newly installed

Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If
you have upgraded from an earlier
version of the product, the range
of ports from 2500 to 5000
applies to the already added
components.

Fujitsu ETERNUS CS800

-

Backup server  Fujitsu Default command port used for
ETERNUS communication with Fujitsu
CS800 ETERNUS CS800.

Backup proxy = Fujitsu TCP 2500 to 3300 Default range of ports used for
ETERNUS communication with the backup
CS800 proxy.

Note: This range of ports applies to
newly installed

Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If
you have upgraded from an earlier
version of the product, the range
of ports from 2500 to 5000
applies to the already added
components.

Infinidat InfiniGuard

-

Backup server Infinidat Default command port used for
InfiniGuard communication with Infinidat
InfiniGuard.
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-

Backup proxy Infinidat 2500 to 3300 Default range of ports used for
InfiniGuard communication with the backup
proxy.

Note: Thisrange of ports applies to
newly installed

Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If
you have upgraded from an earlier
version of the product, the range
of ports from 2500 to 5000
applies to the already added
components.

Object Storage Repository

The following table describes network ports and endpoints that must be opened to ensure proper
communication with object storage repositories. For more information, see Object Storage Repository.

Source Gateway 2500 to 3300 Default range of ports

object server used as transmission

storage channels. For every TCP

repositor connection that a job uses,

y one port from this range is
assigned.

Note: Thisrange of ports
applies to newly installed
Veeam Backup & Replicatio
n starting from version
10.0, without upgrade
from previous versions. If
you have upgraded from
an earlier version of the
product, the range of ports
from 2500 to 5000
applies to the already
added components.

TCP 443
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Gateway
server

Amazon
S3 object
storage

Microsoft
Azure
object
storage

HTTPS

TCP

HTTP

TCP

HTTPS

TCP

AWS service endpoints:

*.amazonaws.com (for both
Globaland Government regions)
*.amazonaws.com.cn (for China
region)

A complete list of connection
endpoints can be found in AWS
Documentation.

80

Certificate verification endpoints:

443

* amazontrust.com

Cloud endpoints:

80

xxx.blob.core.windows.net (for
Globalregion)
xxx.blob.core.chinacloudapi.cn
(for China region)
xxx.blob.core.cloudapi.de (for
Germany region)
xxx.blob.core.usgovcloudapi.net
(for Government region)
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Used to communicate with
Amazon S3 object storage.

Used to verify the
certificate status.

Consider that certificate
verification endpoints (CRL
URLs and OCSP servers)
are subject to change. The
actual list of addressescan
be found in the certificate
itself.

Used to communicate with
Microsoft Azure object
storage.

Consider that the <xxx>
part of the address must
be replaced with your
actual storage account
URL, which can be found in
the Azure management
portal.


https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region

Google
Cloud
storage

IBM Cloud

object
storage

HTTP

TCP

HTTPS

TCP

HTTP

TCP/HTTP
S

Certificate verification endpoints:

e ocsp.digicert.com
e 0CSP.MSOCSP.COM
e *.d-trust.net

443

Cloud endpoints:

e storage.googleapis.com

A complete list of connection

endpoints can be found in this Google

article.

80

Certificate verification endpoints:
e ocsp.pki.goog

e pki.goog
e crl.pki.goog

Customizable and depends on device
configuration
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Used to verify the
certificate status.

Consider the following:

e Certificate
verification
endpoints (CRL
URLs and OCSP
servers) are subject
to change. The
actual list of
addresses can be
found in the
certificate itself.

e The *d-trust.net
endpoint is used for
the Germany region
only.

Used to communicate with
Google Cloud storage.

Used to verify the
certificate status.

Consider that certificate
verification endpoints (CRL
URLs and OCSP servers)
are subject to change. The
actual list of addresses can
be found in the certificate
itself.

Used to communicate with
IBM Cloud object storage.


https://cloud.google.com/storage/docs/request-endpoints
https://cloud.google.com/storage/docs/request-endpoints

TCP/HTTP  Customizable and depends on device Used to communicate with
compatlbl S configuration S3 compatible object
e object storage.

storage

External Repository

The following table describes network ports and endpoints that must be opened to ensure proper
communication with external repositories. For more information, see External Repository.

Gateway Amazon Used to communicate
server S3 object with Amazon S3 object
storage storage.

HTTPS AWS service endpoints:

e *.amazonaws.com (for both
Globaland Government regions)

e *.amazonaws.com.cn (for China
region)

A complete list of connection endpoints
can be found in AWS Documentation.

TCP 80 Used to verify the
certificate status.
HTTP Certificate verification endpoints: Consider that certificate
" trust verification endpoints
e *.amazontrust.com (CRL URLs and OCSP

servers) are subject to
change. The actual list
of addresses can be
found in the certificate
itself.

TCP 443
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Microsoft HTTPS

Azure
object
storage
TCP
HTTP
Google TCP
Cloud
storage
HTTPS
TCP

Cloud endpoints:

e xxx.blob.core.windows.net (for
Globalregion)

e xxx.blob.core.chinacloudapi.cn
(for China region)

e xxx.blob.core.cloudapi.de (for
Germarny region)

e xxx.blob.core.usgovcloudapi.net
(for Government region)

80

Certificate verification endpoints:

e ocsp.digicert.com
e 0OCSp.Mmsocsp.com
e *.d-trust.net

443

Cloud endpoints:

e storage.googleapis.com

A complete list of connection endpoints
can be found in this Google article.

80
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Used to communicate
with Microsoft Azure
object storage.

Consider that the <xxx>
part of the address must
be replaced with your
actual storage account
URL, which can be
found in the Azure
management portal.

Used to verify the
certificate status.

Consider the following:

e Certificate
verification
endpoints (CRL
URLs and OCSP
servers) are
subject to
change. The
actual list of
addresses can be
found in the
certificate itself.

e The *d-trust.net
endpoint is used
for the Germany
region only.

Used to communicate
with Google Cloud
storage.


https://cloud.google.com/storage/docs/request-endpoints

HTTP

Certificate verification endpoints:
e ocsp.pki.goog

e pki.goog
e crl.pki.goog

Archive Object Storage Repository

Used to verify the
certificate status.

Consider that certificate
verification endpoints
(CRL URLs and OCSP
servers) are subject to
change. The actual list
of addresses can be
found in the certificate
itself.

The following table describes network ports and endpoints that must be opened to ensure proper
communication with object storage repositories used as a part of Archive Tier. For more information, see Archive
Tier.

Gateway Amazon
server EC2 helper
appliance
TCP
HTTPS

Microsoft TCP

Azure

proxy

appliance
TCP
HTTPS
TCP

443 (default, adjustable through Amazon

S3 Glacier wizard)

22

AWS service endpoints:

e Public/private IPv4 addresses of
EC2 appliances.

443 (default, adjustable through Azure
Archive wizard)

22

Cloud endpoints:

e Public/private IPv4 addresses of
Azure appliances.

443
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If there is no gateway
server selected, VBR
server will be used as a
gateway server.

If you use Amazon S3
Glacier object storage,
the gateway server
should have direct
connection to AWS
service endpoints.
HTTP/HTTPS proxy
servers are not
supported.



Cloud endpoints:

*.amazonaws.com (for both
Global and Government regions)
*.amazonaws.com.cn (for China
region)

A complete list of connection endpoints
can be found in AWS Documentation.

Amazon Amazon S3  HTTPS
EC2 proxy  object .
appliance storage
[ ]
TCP 80
HTTP
[ ]
Microsoft Microsoft TCP 443
Azure Azure
proxy object
appliance storage HTTPS
[ ]
[ ]
[ ]
[ ]
TCP 80
HTTP

Certificate verification endpoints:

* amazontrust.com

Cloud endpoints:

xxx.blob.core.windows.net (for
Global region)
xxx.blob.core.chinacloudapi.cn
(for China region)
xxx.blob.core.cloudapi.de (for
Germany region)
xxx.blob.core.usgovcloudapi.net
(for Government region)

Certificate verification endpoints:

ocsp.digicert.com
0CSP.MSsoCcsp.com
*.d-trust.net
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Used to communicate
with Amazon S3 object
storage.

Used to verify the
certificate status.

Consider that
certificate verification
endpoints (CRL URLs
and OCSP servers) are
subject to change. The
actual list of addresses
can be found in the
certificate itself.

Used to communicate
with Microsoft Azure
object storage.

The <xxx> part of the
address must be
replaced with your
actual storage account
URL, which can be
found in the Microsoft
Azure management
portal.

Used to verify the
certificate status.

Certificate verification
endpoints (CRL URLs
and OCSP servers) are
subject to change. The
actual list of addresses
can be found in the
certificate itself.

The *d-trust.net
endpoint is used for the
Germany region only.


https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region

Storage Systems

e Dell VNX(e) Storage

e Dell PowerScale (Formerly Isilon) Storage

e HPE 3PAR StoreServ Storage

e HPE Primera/Alletra 9000 Storage

e HPE StoreVirtual/LeftHand/P4000 Series Storage
e HPE Nimble/Alletra 5000/6000 Storage

e IBM Spectrum Virtualize Storage

e Lenovo ThinkSystem DM Series Storage

e NetApp Data ONTAP Storage

e Nutanix Files Storage

e Universal Storage API Integrated System

Dell VNX(e) Storage

-

Backup server = VNX File Default command port used for
communication with VNX File over SSH.

VNX Block TCP 443 Default port used for communication with
Dell VNX Block.

VNXe TCP 443 Default port used for communication with
Dell VNXe and sending REST API calls.

Backup proxy = VNX Block TCP 3260 Default iSCSI target port.
VNXe
VNX File TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by

the port mapper service.
VNXe P PP
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Dell PowerScale (Formerly Isilon) Storage

-

Backup server Dell 8080
PowerScale
storage
system

Backup proxy  Dell TCP, UDP 111, 2049
PowerScale
storage
system
TCP 445

HPE 3PAR StoreServ Storage

Default port used for communication with
Dell PowerScale over HTTPS and sending
REST API calls.

Standard NFS ports. Port 111 is used by
the port mapper service.

Standard SMB port.

-

Backup server HPE 3PAR 8008
StoreServ
storage
system
TCP 8080
TCP 22
Backup proxy = HPE 3PAR TCP 3260
StoreServ
storage
system

HPE Primera/Alletra 9000 Storage

Default port used for communication with
HPE 3PAR StoreServ over HTTP.

Default port used for communication with
HPE 3PAR StoreServ over HTTPS.

Default command port used for
communication with HPE 3PAR StoreServ
over SSH.

Default iSCSI target port.

-

Backup HPE

server Primera/Alletra
9000 storage
system

TCP 22
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Default port used for communication
with HPE Primera/Alletra 9000 over
HTTPS.

Default command port used for
communication with HPE Primera/Alletra
9000 over SSH.



-

Backup proxy HPE 3260
Primera/Alletra
9000 storage
system

HPE StoreVirtual/LeftHand/P4000 Series Storage

Default iSCSI target port.

_

Backup HPE
server StoreVirtual/LeftHand/P4000
series storage system

Backup HPE TCP
proxy StoreVirtual/LeftHand/P4000
series storage system

HPE Nimble/Alletra 5000/6000 Storage

Default command port used for

communication with HPE
StoreVirtual/LeftHand/P4000 series.

Default iSCSI target port.

-

Backup HPE 5392
server Nimble/Alletra

5000/6000

storage

system

Backup proxy HPE TCP 3260
Nimble/Alletra
5000/6000
storage
system

IBM Spectrum Virtualize Storage

Default command port used for
communication with HPE Nimble/Alletra
5000/6000.

Default iSCSI target port.

-

Backup server IBM Spectrum TCP
Virtualize
storage
system
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Default command port used for
communication with IBM Spectrum
Virtualize over SSH.



Backup proxy IBM Spectrum TCP 3260 Default iSCSI target port.
Virtualize
storage
system

Lenovo ThinkSystem DM Series Storage

-

Backup server Lenovo Think Default command port used for
System DM communication with Lenovo Think System
Series storage DM Series over HTTP.
system
TCP 443 Default command port used for

communication with Lenovo Think System
DM Series over HTTPS.

Backup proxy  Lenovo Think  TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by
System DM the port mapper service.
Series storage
system
TCP 445 Standard SMB port.
TCP 3260 Default iSCSI target port.

NetApp Data ONTAP Storage

-

Backup server NetApp Data Default command port used for
ONTAP communication with NetApp Data ONTAP
storage over HTTP.
system
TCP 443 Default command port used for
communication with NetApp Data ONTAP
over HTTPS.
Backup proxy  NetApp Data  TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by
ONTAP the port mapper service.
storage
system
TCP 445 Standard SMB port.
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-

3260

Nutanix Files Storage

Default iSCSI target port.

-

Backup server Nutanix Files 9440
storage
system
Backup proxy  Nutanix Files  TCP, UDP 111, 2049
storage
system
TCP 445

Universal Storage API Integrated System

Default port used for communication with
Nutanix Files and sending REST API calls.

Standard NFS ports. Port 111 is used by
the port mapper service.

Standard SMB port.

The following tables describe network ports that must be opened to ensure proper communication with

Universal Storage APl integrated systems:
e DataCore SANsymphony
e Dell SC Series
e Dell PowerMax
e  Fujitsu ETERNUS DX/AF
e INFINIDAT InfiniBox
e NetApp SolidFire/HClI
e Pure Storage FlashArray

e Tintri IntelliFlash/Western Digital/Tegile

DataCore SANsymphony

_

Backup DataCore
server SANsymphony storage
system
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Default command port used for
communication with DataCore
SANsymphony over HTTPS.



-

Backup DataCore 3260
proxy SANsymphony storage
system
Dell SC Series

Default iSCSI target port.

-

Backup server Dell SC 3033
Series storage
system

Backup proxy Dell SC TCP 3260
Series storage
system

Dell PowerMax

Default command port used for
communication with Dell SC Series over
HTTPS.

Default iSCSI target port.

-

Backup server Dell 8443
PowerMax
storage
system

Backup proxy  Dell TCP 3260
PowerMax
storage
system

Fujitsu ETERNUS DX/AF

Default command port used for
communication with Dell PowerMax over
HTTPS.

Default iSCSI target port.

-

Default command port used for
communication with Fujitsu ETERNUS
DX/AF over SSH.

Backup server  Fujitsu
ETERNUS
DX/AF
storage
system
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-

Backup proxy  Fujitsu 3260 Default iSCSI target port.
ETERNUS
DX/AF
storage
system

INFINIDAT InfiniBox

-

Backup server INFINIDAT Default command port used for
InfiniBox communication with INFINIDAT InfiniBox
storage over HTTPS.
system

Backup proxy  INFINIDAT TCP 3260 Default iSCSI target port.

InfiniBox
storage
system

NetApp SolidFire/HCI

-

Backup server NetApp Default command port used for
SolidFire/HCI communication with NetApp
storage SolidFire/HCI over HTTPS.
system

Backup proxy  NetApp TCP 3260 Default iSCSI target port.
SolidFire/HCI
storage
system

Pure Storage FlashArray

-

Backup server Pure Storage Default command port used for
FlashArray communication with Pure Storage
system FlashArray over HTTPS.
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-

Backup proxy  Pure Storage 3260 Default iSCSI target port.
FlashArray
system

Tintri IntelliFlash/Western Digital/Tegile

-

Backup server  Tintri Default command port used for
IntelliFlash communication with Tintri IntelliFlash
system over HTTPS.

Backup proxy  Tintri TCP 3260 Default iSCSI target port.

IntelliFlash

system

Tintri TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by
IntelliFlash the port mapper service.

system

NAS Backup Components

The following tables describe network ports that must be opened to ensure proper communication between
NAS backup components.

e NAS Shares Connections
e Cache Repository Connections

e Archive Repository Connections
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NAS Shares Connections

-

Backup proxy

Backup proxy
or tape server

NAS file
server

NAS filer
(NetApp Data
ONTAP or
Lenovo
ThinkSystem
DM Series
storage
system)

NAS filer
(Dell
PowerScale
(formerly
Isilon) or
Nutanix Files
storage
system)

NAS NFS
share

NAS SMB
share

TCP, UDP

TCP

TCP

TCP, UDP

TCP

TCP, UDP

TCP

2500 to
3300

111, 2049

445

3260

111, 2049

445

111, 2049

445
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Default range of ports used as
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Standard NFS ports. Port 111 is used by
the port mapper service.

Standard SMB port.

Default iSCSI target port.

Standard NFS ports. Port 111 is used by
the port mapper service.

Standard SMB port.

Standard NFS ports. Port 111 is used by
the port mapper service.

Standard SMB port.



Cache Repository Connections

-

Backup proxy  Cache 2500 to Default range of ports used as
repository 3300 transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Cache Backup proxy TCP 2500 to Default range of ports used as

repository 3300 transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Primary or TCP 2500 to Default range of ports used as

secondary 3300 transmission channels for file share
backup backup restore jobs. For every TCP
repository connection that a job uses, one port from

this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.
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Archive Repository Connections

-

Primary Archive 2500 to Default range of ports used as
backup repository 3300 transmission channels. For every TCP
repository connection that a job uses, one port from

this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Tape Server

The following table describes network ports that must be opened to ensure proper communication with tape
servers.

-

Backup server Tape server Required for deploying Veeam Backup &
135 Replication components.

Note: Port135 is optional to provide
faster deployment.

TCP 2500 to Default range of ports used as data
3300 transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

TCP 6160 Default port used by the Veeam Installer
Service.

TCP 6162 Default port used by the Veeam Data
Mover.
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-

TCP
Tape server Backup server TCP
Backup TCP
repository or
gateway
server

6166

49152 to
65535

2500 to
3300

2500 to
3300
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Controlling port for RPC calls.

Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed" error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

NAS NFS TCP, UDP 111, 2049 Standard NFS ports. Port 111 is used by
share the port mapper service.

NAS SMB TCP 445 Standard SMB port.

share

WAN Accelerator

The following table describes network ports that must be opened to ensure proper communication between
WAN accelerators used in backup copy jobs and replication jobs.

-

Backup server WAN Required for deploying Veeam Backup &
accelerator 135 Replication components.
(source and
target) Note: Port135 is optional to provide

faster deployment.

TCP 6160 Default port used by the Veeam Installer
Service.

TCP 6162 Default port used by the Veeam Data
Mover.

TCP 6164 Controlling port for RPC calls.

TCP 6220 Port used for traffic control (throttling)

for tenants that use WAN accelerators.

This portis required only in the Veeam
Cloud Connect infrastructure.
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-

WAN
accelerator
(source and
target)

WAN
accelerator

49152 to
65535
Backup TCP 2500 to
repository 3300
(source and
target)
WAN TCP 6164
accelerator
TCP 6165
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Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed” error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.

Default range of ports used as data
transmission channels. For every TCP
connection that a job uses, one port from
this range is selected dynamically.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Controlling port for RPC calls.

Default port used for data transfer
between WAN accelerators. Ensure this
port is open in firewall between sites
where WAN accelerators are deployed.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

Guest Processing Components

Connections with Non-Persistent Runtime Components

The following tables describe network ports that must be opened to ensure proper communication of the
backup server and backup infrastructure components with the non-persistent runtime components deployed
inside the VM guest OS for application-aware processing and indexing.

-

Backup server VM guest

OS (Linux)
Guest TCP 6190
interaction
proxy
TCP 6290
TCP 445

Default SSH port used as a control channel.

Used for communication with the guest
interaction proxy.

Used as a control channel for
communication with the guest interaction

proxy.

Port used as a transmission channel.

Network ports described in the table below are NOT required when working in networkless mode over

PowerShell Direct.

-

Guest VM guest 445
interaction 0S 135
proxy (Microsoft
Windows)
TCP 2500 to
3300
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Required to deploy the runtime
coordination process on the VM guest OS.

Note: Port135 is optional to provide faster
deployment.

Default range of ports used as transmission
channels for log shipping.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.



-

49152 to
65535
VM guest TCP 22
0S (Linux)
TCP 2500 to
3300
VM guest OS Guest TCP 2500 to
interaction 3300
proxy
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Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

Used by the runtime process deployed
inside the VM for guest OS interaction.

Note: If you use default Microsoft Windows
firewall settings, you do not need to
configure dynamic RPC ports. During setup,
Veeam Backup & Replication automatically
creates a firewall rule for the runtime
process. If you use firewall settings other
than default ones or application-aware
processing fails with the "RPC function call
failed"error, you need to configure dynamic
RPC ports. For more information on how to
configure RPC dynamic port allocation to
work with firewalls, see this Microsoft KB
article.

Default SSH port used as a control channel.

Default range of ports used as transmission
channels for log shipping.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the alreadyadded
components.

Default range of ports used as transmission
channels for log shipping.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the alreadyadded
components.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

Connections with Persistent Agent Components

The following table describes network ports that must be opened to ensure proper communication of the
backup server with the persistent agent components deployed inside the VM guest OS for application-aware
processing and indexing.

-_

Backup server VM guest 6160 Default port used by the Veeam Installer
0S (Linux) Service for Linux.
TCP 6162 Default Management Agent port. Required
if itis used as a control channel instead of
SSH.
Guest VM guest TCP 6160 Default port and failover port used by the
interaction 0S 1731 Veeam Installer Service.
proxy
TCP 6173 Used by the Veeam Guest Helper for guest
2500 0S processing and file-level restore.

Log Shipping Components

The following tables describe network ports that must be opened to ensure proper communication between log
shipping components.

e Log Shipping Server Connections
e MS SQL Guest OS Connections
e Oracle Guest OS Connections

o PostgreSQL Guest OS Connections

Log Shipping Server Connections

-

Backup server Log Required for deploying Veeam Backup &
shipping 135 Replication components.
server
Note: Port135 is optional to provide faster
deployment.
TCP 6160 Default port used by the Veeam Installer
Service.
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6162 Default port used by the Veeam Data
Mover.
TCP 49152 to Dynamic RPC port range for Microsoft
65535 Windows 2008 and later. For more

information, see this Microsoft KB article.

Note: If you use default Microsoft Windows
firewall settings, you do not need to
configure dynamic RPC ports. During setup,
Veeam Backup & Replication automatically
creates a firewall rule for the runtime
process. If you use firewall settings other
than default ones or application-aware
processing fails with the "RPC function call
failed"error, you need to configure dynamic
RPC ports. For more information on how to
configure RPC dynamic port allocation to
work with firewalls, see this Microsoft KB

article.
Log shipping Backup TCP 2500 to Default range of ports used for
server repository 3300 communication with a backup repository

and transfer log backups.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.
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MS SQL Guest OS Connections

-

Guest MS SQL VM [Non-persistent runtime components only]

interaction guest OS 135 Required for deploying

proxy Veeam Backup & Replication components
including Veeam Log Shipper runtime
component.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: Port135 is optional to provide faster

deployment.
TCP 2500 to Default range of ports used for
3300 communication with a guest OS.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.
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TCP
TCP
MS SQL VM Guest TCP
guest 0S interaction
proxy
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49152 to
65535

6160
1731

6167

2500 to
3300

[Non-persistent runtime components only]
Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: If you use default Microsoft Windows
firewall settings, you do not need to
configure dynamic RPC ports. During setup,
Veeam Backup & Replication automatically
creates a firewall rule for the runtime
process. If you use firewall settings other
than default ones or application-aware
processing fails with the "RPC function call
failed"error, you need to configure dynamic
RPC ports. For more information on how to
configure RPC dynamic port allocation to
work with firewalls, see this Microsoft KB
article.

[Persistent agent components only] Default
port and failover port used by the Veeam
Installer Service.

Used by the Veeam Log Shipping Service for
preparing the database and taking logs.

Default range of ports used for
communication with a guest interaction
proxy.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

-

MS SQL VM Backup 2500 to Default range of ports used for

guest OS repository 3300 communication with a backup repository
and transfer log backups. Should be opened
if log shipping servers are not used in the
infrastructure and the MS SQL server has a
direct connection to the backup repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added

components.
MS SQL VM Log TCP 2500 to Default range of ports used for
guest OS shipping 3300 communication with a log shipping server
server and transfer log backups.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 applies to the already added
components.

Oracle Guest OS Connections

-

Guest Oracle VM [Non-persistent runtime components only]
interaction guest OS 135 Required for deploying
proxy (Microsoft Veeam Backup & Replication components
Windows) including Veeam Log Shipper runtime
component.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: Port135 is optional to provide faster
deployment.
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TCP

TCP

TCP

Oracle VM TCP
guest 0S
(Linux)

120 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V

2500 to
3300

49152 to
65535

6160
1731

6167

22

Default range of ports used for
communication with a guest OS.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 applies to the already added
components.

[Non-persistent runtime components only]
Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: If you use default Microsoft Windows
firewall settings, you do not need to
configure dynamic RPC ports. During setup,
Veeam Backup & Replication automatically
creates a firewall rule for the runtime
process. If you use firewall settings other
than default ones or application-aware
processing fails with the "RPC function call
failed"error, you need to configure dynamic
RPC ports. For more information on how to
configure RPC dynamic port allocation to
work with firewalls, see this Microsoft KB
article.

[Persistent agent components only] Default
port and failover port used by the Veeam
Installer Service.

Used by the Veeam Log Shipping Service for
preparing the database and taking logs.

[Non-persistent runtime components only]
Default SSH port used as a control channel.

This portis NOT required when working in
networkless mode over PowerShell Direct.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

-

Oracle VM
guest OS

Oracle VM
guest OS
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6162
TCP 2500 to
3300
Guest TCP 2500 to
interaction 3300
proxy
Backup TCP 2500 to
repository 3300

[Persistent agent components only] Default
Management Agent port. Required if it is
used as a control channel instead of SSH.

Default range of ports used for
communication with a guest OS.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 applies to the already added
components.

Default range of ports used for
communication with a guest interaction

proxy.

These ports are NOT required when working
in networkless mode over PowerShell
Direct.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the alreadyadded
components.

Default range of ports used for
communication with a backup repository
and transfer log backups. Should be opened
if log shipping servers are not used in the
infrastructure and the Oracle server has a
direct connection to the backup repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.



-

Oracle VM Log 2500 to Default range of ports used for
guest OS shipping 3300 communication with a log shipping server
server and transfer log backups.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 applies to the already added
components.

PostgreSQL Guest OS Connections

-_

Guest PostgreSQL [Non-persistent runtime components only]
interaction VM guest Default SSH port used as a control channel.
proxy 0S

TCP 6162 [Persistent agent components only] Default

Management Agent port. Required if it is
used as a control channel instead of SSH.

TCP 2500 to Default range of ports used for
3300 communication with a guest OS.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the alreadyadded
components.
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PostgreSQL Guest 2500 to

VM guest OS interaction 3300
proxy

PostgreSQL Backup TCP 2500 to

VM guest OS repository 3300

PostgreSQL Log TCP 2500 to

VM guest OS  shipping 3300
server

Recovery Components

e Guest OS File Recovery
e Veeam vPower NFS Service

e Veeam U-AIR
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Default range of ports used for
communication with a guest interaction

proxy.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the already added
components.

Default range of ports used for
communication with a backup repository
and transfer log backups. Should be opened
if log shipping servers are not used in the
infrastructure and the PostgreSQL server
has a direct connection to the backup
repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 appliesto the alreadyadded
components.

Default range of ports used for
communication with a log shipping server
and transfer log backups.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without upgrade
from previous versions. If you have
upgraded from an earlier version of the
product, the range of ports from 2500 to
5000 applies to the already added
components.



e Microsoft Active Directory Domain Controller Connections During Application Item Restore
e Microsoft Exchange Server Connections During Application Item Restore

e Microsoft SQL Server Connections During Application Item Restore

e Helper Appliance (Restore to Amazon EC2, Google Cloud)

e Azure Restore Proxy Appliance (former Azure Proxy)

e Helper Appliance (Restore to Microsoft Azure)

e Azure Stack

Guest OS File Recovery

The following table describes network ports that must be opened to ensure proper communication between
components for guest OS file recovery.

e Mount Server Connections
e Helper Appliance Connections
e Helper Host Connections

e Guest OS Connections

Mount Server Connections

Mount server  Backup server TCP 9401 Used for communication with the Veeam
Backup Service.

Backup TCP 2500 to Default range of ports used for
repository 3300 communication with a backup repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Backup server Mount server  TCP 445 Required for deploying
Veeam Backup & Replication components.

124 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V



-

2500 to Default range of ports used for
3300 communication with a mount server.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

TCP 6160 Default port used by the Veeam Installer
Service including checking the
compatibility between components
before starting the recovery process.

TCP 6162 Default port used by the Veeam Data
Mover.
TCP 6170 Used for communication with a local or

remote Mount Service.

TCP 49152 to Dynamic RPC port range for Microsoft
65535 Windows 2008 and later. For more
information, see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed" error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.
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Helper Appliance Connections

-

Helper Backup 2500 to Default range of ports used for
appliance repository 3300 communication with a backup repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Backup server Helper TCP 22 Default SSH port used as a control
appliance channel.
TCP 2500 to Default range of ports used for
3300 communication with a helper appliance.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Mount server  Helper TCP 22 Default SSH port used as a control
appliance channel.
TCP 2500 to Default range of ports used for
3300 communication with a helper appliance.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

126 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V



Helper Host Connections

-

Helper host Backup 2500 to Default range of ports used for
repository 3300 communication with a backup repository.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Backup server Helper host TCP 22 Default SSH port used as a control
channel.
TCP 2500 to Default range of ports used for
3300 communication with a helper host.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

TCP 6162 Default port used by the Veeam Data
Mover.
TCP 32768 to Dynamic port range for Linux
60999 distributions. Used for communication

with a helper host. For more information,
see the Linux kernel documentation.

Mount server  Helper host TCP 22 Default SSH port used as a control
channel.
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-

2500 to
3300

TCP 32768 to
60999

Guest OS Connections

Default range of ports used for
communication with a helper host.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Dynamic port range for Linux
distributions. Used for communication
with a helper host. For more information,
see the Linux kernel documentation.

-

VM guest OS
(Linux/Unix)

Helper
appliance

Helper
appliance
VM guest 0S  TCP 20
(Linux/Unix)
TCP 2500 to
3300
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Default port used for protocol control
messages if FTP server is enabled.

Default port used for data transfer if FTP
server is enabled.

Default range of ports used for
communication with a VM guest OS.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.


https://www.kernel.org/doc/html/latest/networking/ip-sysctl.html#ip-variables

-

Helper host VM guest OS
(Linux/Unix)

Backup server VM guest OS TCP
(Linux/Unix)

Mount server VM guest OS TCP
(Microsoft
Windows)

TCP

TCP

TCP

2500 to
3300

22

445
135

6160
1731

6173

2500

49152 to
65535
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Default range of ports used for
communication with a VM guest OS.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Default SSH port used as a control
channel.

Required to deploy the runtime
coordination process on the VM guest OS.

Note: Port135 is optional to provide
faster deployment.

Default port and failover port used by the
Veeam Installer Service.

Used by the Veeam Guest Helper for
guest OS processing and file-level restore
if persistent agent components are
deployed inside the VM guest OS.

Dynamic RPC port range for Microsoft
Windows 2008 and later. For more
information, see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed" error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.


https://support.microsoft.com/kb/929851/en-us
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls

-

Backup server VM guest 0S 2500 to Default range of ports used for
3300 communication with a VM guest OS.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Veeam vPower NFS Service

-

Backup server  Microsoft 6160 Default port used by the Veeam Installer
Windows Service.
server with
the mount
server role TCP 6161 Default port used by the Veeam vPower
running NFS Service.
vPower NFS
Service

ESXi host Microsoft TCP m Standard port used by the port mapper
Windows uDP service.
server with
the mount
server role TCP 1058+ or Default mount port. The number of port
running uDP 1063+ depends on where the vPower NFS
vPower NFS Service is located:
Service

e 1058+: If the vPower NFS Service is
located on the backup server.

e 1063+: If the vPower NFS Service is
located on a separate Microsoft
Windows machine.

If port 1058/1063 is occupied, the
succeeding port numbers will be used.

TCP 2049+ Standard NFS port. If port 2049 is
UDP occupied, the succeeding port numbers
will be used.
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Backup
repository or
gateway
server
working with
backup
repository

Microsoft
Windows
server with
the mount
server role
running
vPower NFS
Service

Veeam U-AIR

Microsoft 2500 to
Windows 3300
server with

the mount

server role

running

vPower NFS

Service

Backup TCP 2500 to
repository or 3300
gateway

server

working with

backup

repository

Default range of ports used as
transmission channels during Instant
Recovery to VMware vSphere.

For every TCP connection that a job uses,
one port from this range is assigned.

Note: This range of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

Default range of ports used as
transmission channels during Instant
Recovery to VMware vSphere.

For every TCP connection that a job uses,
one port from this range is assigned.

Note: Thisrange of ports applies to newly
installed Veeam Backup & Replication
starting from version 10.0, without
upgrade from previous versions. If you
have upgraded from an earlier version of
the product, the range of ports from
2500 to 5000 applies to the already
added components.

The following table describes network ports that must be opened to ensure proper communication of U-AIR
wizards with other components.

-

U-AIR wizards
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Veeam 9394
Backup

Enterprise

Manager

Default port used for communication with
Veeam Backup Enterprise Manager. Can
be customized during Veeam Backup
Enterprise Manager installation.



Microsoft Active Directory Domain Controller Connections During Application Item
Restore

The following table describes network ports that must be opened to ensure proper communication of the
backup server with the Microsoft Active Directory VM during application-item restore.

-

Backup server Microsoft Port required for communication between
Active the domain controller and backup server.
Directory VM
guest OS
TCP, 389 LDAP connections.
uDP
TCP 636, 3268, LDAP connections.
3269
TCP 49152 to Dynamic RPC port range for Microsoft
65535 Windows 2008 and later used by the

runtime coordination process deployed
inside the VM guest OS for application-
aware processing For more information,
see this Microsoft KB article.

Note: If you use default Microsoft
Windows firewall settings, you do not
need to configure dynamic RPC ports.
During setup,

Veeam Backup & Replication
automatically creates a firewall rule for
the runtime process. If you use firewall
settings other than default ones or
application-aware processing fails with
the "RPC function call failed" error, you
need to configure dynamic RPC ports. For
more information on how to configure
RPC dynamic port allocation to work with
firewalls, see this Microsoft KB article.

Microsoft Exchange Server Connections During Application Item Restore

The following table describes network ports that must be opened to ensure proper communication of the
Veeam backup server with the Microsoft Exchange Server system during application-item restore.

_

Backup Microsoft Exchange 80, 443 WebDAV connections.
server 2003/2007 CAS
Server
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-

Microsoft Exchange Microsoft Exchange Web Services
2010/2013/2016/2019 Connections.
CAS Server

Microsoft SQL Server Connections During Application Item Restore

The following table describes network ports that must be opened to ensure proper communication of the
backup server with the VM guest OS system during application-item restore.

-

Backup server Microsoft 1433, Port used for communication with the
SQL VM guest 1434 and Microsoft SQL Server installed inside the
0S other VM.

Port numbers depends on configuration
of your Microsoft SQL server. For more
information, see Microsoft Docs.

Helper Appliance (Restore to Amazon EC2, Google Cloud)

-

Backup Helper Port used as a communication channel to

server/Backup appliance the helper appliance in the restore to

Repository Amazon EC2 or Google Cloud process.
TCP 443 Default redirector port. You can change

the port in helper appliance settings. For
details, see Specify Helper Appliancein
Restore to Amazon EC2 and Restore to
Google Cloud.
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Azure Restore Proxy Appliance (former Azure Proxy)

-

Backup Azure restore Default management and data transport
server/ proxy port required for communication with the
Backup appliance Azure restore proxy appliance. The port
repository (former Azure must be opened on the backup server and
proxy) backup repository storing VM backups.

The default port is 443, but you can
change it in the settings of the Azure
restore proxy appliance. For details, see
Specify Credentials and Transport Port

Helper Appliance (Restore to Microsoft Azure)

-

Backup server Helper Port used as a communication channel to
appliance the helper appliance in the Restore to
Azure process.

The default port is 22, but you can change
it during helper appliance deployment.

For details, see Configuring Helper
Appliances.

Azure Stack

-

Backup server Azure Stack 443, 30024 Default management and data transport
port required for communication with the
Azure Stack.

Veeam Backup Enterprise Manager

Veeam Backup Enterprise Manager Connections

Veeam Explorers

e Veeam Explorer for Microsoft Active Directory Connections

e Veeam Explorer for Microsoft Exchange Connections
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e Veeam Explorer for Microsoft SharePoint and Veeam Explorer for Microsoft OneDrive for Business
Connections

e Veeam Explorer for Microsoft SQL Server Connections
e Veeam Explorer for Microsoft Teams Connections
e Veeam Explorer for Oracle Connections

e Veeam Explorer for PostgreSQL Connections

Veeam Cloud Connect

Veeam Cloud Connect Connections

Veeam Agents

Veeam Agent for Microsoft Windows

e Connections for Veeam Agent for Microsoft Windows Operating in Managed Mode

e Connections for Veeam Agent for Microsoft Windows Operating in Standalone Mode
Veeam Agent for Linux

e Connections for Veeam Agent for Linux Operating in Managed Mode

e Connections for Veeam Agent for Linux Operating in Standalone Mode

Veeam Agent for Mac

e Connections for Veeam Agent for Mac Operating in Managed Mode

e Connections for Veeam Agent for Mac Operating in Standalone Mode

Veeam Plug-ins for Enterprise Applications

e Veeam Plug-in for SAP HANA Connections
e Veeam Plug-in for Oracle RMAN Connections
e Veeam Plug-in for SAP on Oracle Connections

e Veeam Plug-in for Microsoft SQL Server Connections

Veeam Plug-ins for Cloud Solutions

e AWS Plug-in for Veeam Backup & Replication
e Microsoft Azure Plug-in for Veeam Backup & Replication

e Google Cloud Platform Plug-in for Veeam Backup & Replication
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Kasten K10

Veeam Plug-ins for Kasten K10

Other Connections

NDMP Server

The following table describes network ports that must be opened to ensure proper communication with NDMP
servers.

Gateway NDMP server ~ NDMP 10000 Port used for data transfer between the
server components.
Mail Server

The following table describes network ports that must be opened to ensure proper communication of the
backup server with mail servers.

_

Backup SMTP server Used by the SMTP server.
server
TCP 587 Used by the SMTP server if SSL is
enabled.
Gmail REST API TCP 443 Used to communicate with Google
(gmail.googleapis.com) Mail services.
Microsoft Graph REST APl TCP 443 Used to communicate with Microsoft
(graph.microsoft.com, Exchange Online organizations.

login.microsoftonline.com)

Internet Connections

If you use an HTTP/HTTPS proxy server to access the Internet, make sure that WinHTTP settings are properly
configured on Microsoft Windows machines with Veeam backup infrastructure components. For information on
how to configure WIinHTTP settings, see Microsoft Docs.

NOTE

Tenants cannot access Veeam Cloud Connect infrastructure components through HTTP/HTTPS proxy
servers. For information on supported protocols for Veeam Cloud Connect, see the Ports section in the
Veeam Cloud Connect Guide.
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Infrastructure Planning

Infrastructure of Veeam Backup & Replication depends on the business needs and resources of your company.
There are a number of things to consider before you start deploying Veeam Backup & Replication. In this
section, you will find tips and recommendations that may help you design your backup infrastructure.

Before you deploy Veeam Backup & Replication, consider the following steps:
1. Define protection scope.
2. Define RTO and RPO goals.
3. Select Veeam Backup & Replication features that you will need.
4. Planhow many copies of your data you need to store (3-2-1 rule).

5. Design Veeam Backup & Replication infrastructure.

Step 1. Define Protection Scope

Define how many machines you need to protect and the amount of disk space the machines use.

After defining the protection scope, calculate how much of the total amount of data is actually changing on a
daily basis. This information is required because of the mechanism of how Veeam Backup & Replication creates a
backup chain. At the first run, Veeam Backup & Replication creates a full backup file; at the second and further
runs, Veeam Backup & Replication creates anincremental backup file that contains only the blocks that has been
changed since the last backup. As a result, the daily change rate has a significant impact on the backup window
and the storage capacity needed to store the backups. As Veeam Backup & Replication creates image-level or
block level backups, you need to know the daily change rate on the block level. For VMware vSphere or
Microsoft Hyper-V, you can use Veeam ONE to measure and generate a report on the daily change rate of VMs.

As a result of this step, you can make a list of machines to be protected, including the data on which of the
machines contain databases, which of the machines host business critical applications, and how much of the
total amount of data is changing on these machines on a daily basis. This information will help you in further
steps of deployment planning.

Step 2. Define RPO and RTO

When you make a business continuity and disaster recovery plan, you must define two important parameters:
Recovery Point Objective (RPO) and Recovery Time Objective (RTO).

e RPOdefines a period during which you may accept to lose data. Basically, it is the age of the latest backup
that will be used for recovery in case of a failure. It means that your company accepts that in case of a
failure you may lose the data that has been accumulated since the latest restore point. RPO set by the
policy of your company defines how often you need to create a recovery point. This will help you estimate
how much storage you will need to store backups, how many copies of your data you need, and which
Veeam Backup & Replication features are the most suitable for business needs of your company.
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e RTOis related to downtime. RTO represents the amount of time from the beginning of an incident until all
services are back online and available to users.

Point in time
Latest ) when workloads
restore point Failure are back online
| ® —
(|

Define a list of your workloads grouped and organized by how fast they must be recoverable. Divide the list into
categories. The higher the recovery priority, the lower the RTO will be required relative to the rest of your
workloads.

Step 3. Select Veeam Backup & Replication Features

Based on the analysis of your RTO and RPO, you can define your protection plan and select which features are
the most suitable for your business needs. Itis a common practice to divide servers and applications into
categories and use different protection functionality for each category based on SLA (service level agreement).
You can take the following table as a reference.

RPO: Seconds RPO: Minutes RPO: RPO: Hours

Hours (24-48)
(<24h)

RTO: Seconds Continuous Data Protection Replication
(for VMware vSphere)

RTO: Minutes Snapshot Orchestration Backup Backup
(for VMware vSphere) Copy
RTO: Hours Tape
Devices
Support

Apart from backup and replication options, the RTO also depends on the method of recovery and recovery
verification. Veeam Backup & Replication offers a number of recovery options for various disaster recovery
scenarios, including Instant Recovery, image-level restore, file-level restore, restore of application items and so
on. For details, see the following sections:

e Restore: performing restore from backup files to the original or a new location.

e Recovery Verification: testing VM backups and replicas before recovery.
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Step 4. Plan How Many Copies of Data You Need (3-2-1 rule)

To build a successful data protection and disaster recovery plan, we recommend that you follow the 3-2-1 rule:

e 3: You must have at least three copies of your data: the original production data and two backups. The
first copy of your data is the original production data. The second copy of your datais a backup created by
a backup job. To create the third copy of datayou canuse Backup Copy or Backup to Tape jobs. Also, if
you use cloud repositories (S3, Azure Blob, Google Cloud, IBM Cloud), you can copy backups to a capacity
tier.

e 2: You must use at least two different types of media to store the copies of your data.

e 1: You must keep at least one backup off-site. For example, in the cloud or in a remote site. One of the
repositories must be offline, air-gaped or immutable.

Veeam Backup & Replication provides integration with various types of repositories. Select where you want to
store your backup files. For the full list of supported backup repositories, see Backup Repository, Tape Devices
Support, Storage Systems Support.

To plan the required space on repositories, you may also need to analyze for how long will you store the
backups. Veeam Backup & Replication provides short-term and long-term (GFS) retention policies to effectively
store the backup files.

Step 5. Design Veeam Backup & Replication Infrastructure

Veeam Backup & Replication can be used in virtual environments of any size and complexity. The architecture of
the solution supports on-site and off-site data protection, operations across remote sites and geographically
dispersed locations. Veeam Backup & Replication provides flexible scalability and easily adapts to the needs of
your virtual environment.

NOTE

Consider general security recommendations and recommendations for hardening specific backup
infrastructure components when designing Veeam Backup & Replication infrastructure.

Before you install Veeam Backup & Replication, familiarize yourself with common deployment scenarios and
plan your backup infrastructure layout. For details, see Deployment Scenarios.

The easiest way to start is to deploy a Veeam Backup & Replication server, one dedicated server for a off-host
proxy and one repository. While you keep adding backup jobs, add more proxies and repositories. Each backup
infrastructure component has its own specifics and requirements that are described in the following sections of
this guide:

e Veeam Backup & Replication Server
e  Off-Host Backup Proxy

e Backup Repository

Also, note that in most cases, it is recommended to deploy Veeam Backup & Replication, Veeam Backup
Enterprise Manager and Veeam ONE on separateservers.
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Naming Conventions

Do not use Microsoft Windows reserved names for names of the backup server, managed servers, backup
repositories, jobs, tenants and other objects created in Veeam Backup & Replication: CON, PRN, AUX, NUL,
COM1, COM2, COM3, COM4, COM5, COM6, COM7, COM8, COM9, LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7,
LPT8 and LPT9.

If you plan to store backups on a repository operating in the per-machine mode, do not use Microsoft Windows
reserved names for names of the virtual machines to back up.

If you use a reserved name, Veeam Backup & Replication may not work as expected. For more information on
naming conventions in Microsoft Windows, see Microsoft Docs.
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Security Guidelines

When you set up the backup infrastructure, one thing that you must not overlook is security. The backup
infrastructure can be potentially used as a backdoor to gain access to your systems and data. This section
includes a number of security features and recommendations that will help you prevent potential security issues
and reduce the risk of compromising sensitive data.
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General Security Considerations

General security considerations include best practices which help you to harden backup infrastructure, build a
more secure environment, and mitigate risks of being compromised. Ensure that your backup infrastructure
meet the common recommendations listed below. For more information about hardening specific backup
infrastructure components, see Securing Backup Infrastructure.

Network

To secure the communication channel for backup traffic, consider the following recommendations:

e Use network segmentation. Create network segmentation policies to define network boundaries, control
traffic between subnets and limit access to security-sensitive backup infrastructure components. Also,
ensure that only ports used by backup infrastructure components are opened.

o Isolate backup traffic. Use an isolated network to transport data between backup infrastructure
components — backup server, backup proxies, repositories and so on.

e Disable outdated network protocols. Check that the following protocols are disabled:

o SSL 2.0 and 3.0 as they have well-known security vulnerabilities and are not NIST-approved. For more
information, see NIST guidelines.

o TLS 1.0 and 1.1 if they are not needed. For more information, see NIST guidelines.
o LLMNR and NetBIOS broadcast protocols to prevent spoofing and man-in-the-middle (MITM) attacks.

o SMB 1.0 protocol as it has a number of serious security vulnerabilities including remote code
execution. For more information, see this Microsoft article.

User Roles and Permissions

Administrator privileges on a backup server or a backup proxy allow the user to access other backup
infrastructure components. If an attacker gains such permissions, they can destroy most of the production data,
backups, and replicas, as well as compromise other systems in your environment. To mitigate risks, use the
principle of the least privilege. Provide the minimal required permissions needed for the accounts to run. For
more information, see Permissions.

Security Audit

Perform regular security audits to estimate your backup infrastructure by security criteria and understand if it is
compliant with best practices, industry standards, or federal regulations.

The most possible causes of a credential theft are missing operating system updates and use of outdated
authentication protocols. To mitigate risks, ensure that all software and hardware running backup infrastructure
components are updated regularly. If the latest security updates and patches are installed on backup
infrastructure servers, this will reduce the risk of exploiting vulnerabilities by attackers. Note that you should
work out an update management strategy without a negative impact on production environment.

NOTE

You can subscribe to Veeam security advisories published in the Veeam Knowledge Base to stay up to date
with the latest security updates.
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Microsoft Windows Server

To secure Microsoft Windows-based backup infrastructure components, consider the following
recommendations:

Use operating system versions with Long Term Servicing Channel (LTSC). For these versions Microsoft
provides extended support including regular security updates. For more information, see this Microsoft
article.

Turn on Microsoft Defender Firewall with Advanced Security. Set up rules for inbound and outbound
connections according to your infrastructure and Microsoft best practices. For more information, see this
Microsoft article.

Disable remote services if they are not needed:
o Remote Desktop Service
o Remote Registry service
o Remote PowerShell

o Windows Remote Management service

NOTE

A backup server also requires additional configuration described in this section.

Linux Server

To secure Linux-based backup infrastructure components, consider the following recommendations:

Use operating system versions with long-term support (LTS). LTS versions of popular community-based
and commercial Linux distributions have extended support including regular security updates.

Choose strong encryption algorithms for SSH. To communicate with Linux servers deployed as a part of
the backup infrastructure, Veeam Backup & Replication uses SSH. Make sure that for the SSH tunnel you
use a strong and proven encryption algorithm, with sufficient key length. For more information, see this
section. Also, ensure that private keys are kept in a highly secure place and cannot be uncovered by a
third-party.

NOTE

For the Linux hardened repository, instead of SSH Veeam Backup & Replication uses SHA256RSA
self-signed certificates with 2048-bit RSA key.

Avoid using password authentication to connect to remote servers over SSH. Using key-based SSH
authentication is generally considered more secure than using password authentication and helps averting
man-in-the-middle (MITM) attacks. The private key is not passed to the server and cannot be captured
even if a user connects to a fake server and accepts a bad fingerprint.

NOTE

A Linux hardened repository requires a specific security configuration described in this section.
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Securing Backup Infrastructure

This section includes recommendations for hardening specific backup infrastructure components in addition to
general security considerations.

Infrastructure Planning

For large environments, adding the backup server and other backup infrastructure components to a
management domain in a separate Active Directory forest is the best practice for building the most secure
infrastructure.

For medium-sized and small environments, backup infrastructure components can be placed to a separate
workgroup. If you want to use specific Veeam Backup Enterprise Manager features, for example, SAML
authentication or restore of Microsoft Exchange items, you can add this component to the domain.

In both cases, backup infrastructure components should be placed to a separate network where applicable. Also,
it is recommended to use the hardened backup repository.

Backup Server

To secure the backup server, consider the following recommendations:

e Restrict outbound connections. To enable product update check, automatic license update, and license
usage reporting, the backup server must be connected to the internet and be ableto send requests to
servers on the internet. Allow only HTTPS connections to the Veeam Update Notification Server
(dev.veeam.com), Veeam License Update Servers (vbr.butler.veeam.com, autolk.veeam.com),

and Microsoft WSUS servers or Microsoft Update sites.

e Restrictinbound connections. Inbound connectivity to backup servers from the internet must not be
allowed. If you want to manage backup servers remotely over the Internet, you can deploy the
Veeam Backup & Replication console on a jump server. Service providers who want to manage backup
servers remotely can use the Veeam Backup Remote Access functionality. For more information, see the
Using Remote Access Console section in the Veeam Cloud Connect Guide.

NOTE

The account used for RDP access must not have local Administrator privileges on the jump server,
and you must never use the saved credentials functionality for RDP access or any other remote
console connections. To restrict users from saving RDP credentials, you can use Group Policies. For
more information, see this article.

e Encrypt backup traffic. By default, Veeam Backup & Replication encrypts network traffic transferred
between public networks. To ensure secure communication of sensitive data within the boundaries of the
same network, encrypt backup traffic alsoin private networks. For more information, see Enabling Traffic
Encryption.

e Use multi-factor authentication. Enable multi-factor authentication (MFA) in the
Veeam Backup & Replication console to protect user accounts with additional user verification. For more
information, see Multi-Factor Authentication.

e Use self-signed TLS certificates generated by Veeam Backup & Replication. This type of certificates is
recommended for establishing a secure connection from backup infrastructure components to the backup
server. For more information, see Generating Self-Signed Certificates.
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Reduce the number of user sessions opened for a long time. Set the idle timeout to automatically log off
users. To do this, goto Users and Roles, select the Enable auto log off after <number> min of inactivity
check box, and set the number of minutes.

Restrict untrusted Linux VMs and Linux servers to connect to the backup server. Enable a manual SSH
fingerprint verification for machines that do not meet specific conditions. For more information, see Linux
Host Authentication.

Use the recommended Access Control List (ACL) for the custom installation folder. If you specify a custom
installation folder for Veeam Backup & Replication, use the recommended ACL configuration to prevent
privilege escalation and arbitrary code execution (ACE) attacks. Remove all inherited permissions from this
folder. Then, add the following permissions:

o Administrators: Full control, appliesto this folder, subfolders and files
o SYSTEM: Full control, applies to this folder, subfolders and files
o CREATOR OWNER: Full control, appliesto subfolders and files only

o Users: Read & Execute, applies to this folder, subfolders and files

Veeam Backup & Replication Database

The Veeam Backup & Replication configuration databasestores credentials of user accounts required to connect
to virtual servers and other systems in the backup infrastructure. All passwords stored in the databaseare
encrypted. However, a user with administrator privileges on the backup server can decrypt passwords which is a
potential threat.

To secure the Veeam Backup & Replication configuration database, consider the following recommendations:

Restrict user access to the database. Check that only authorized users can access the backup server and
the server that hosts the Veeam Backup & Replication configuration database (if the databaseruns on a
remote server).

Encrypt data in configuration backups. Enable data encryption for configuration backup to secure
sensitive datastored in the configuration database. For details, see Creating Encrypted Configuration
Backups. Also, ensure that the repository for configuration backups is not located in the same network
with the backup server.

Backup Repositories

To secure datastored in backups and replicas, consider the following recommendations:

Follow the 3-2-1 rule. Tobuild a successful data protection, use the 3-2-1 rule when designing your
backup infrastructure. For more information, see Step 4. Plan How Many Copies of Data You Need (3-2-
1rule).

Ensure physical security of all data storage components. All devices including backup repositories,
proxies, and gateway servers must be physically located in an access-controlled area.

Restrict user access to backups and replicas. Check that only authorized users have permissions to
access backups and replicas on target servers.

Encrypt data in backups. Use Veeam Backup & Replication built-in encryption to protect data in
backups. For more information, see Encryption Best Practices.

Encrypt SMB traffic. If you use SMB shares in your backup infrastructure, enable SMB signing to prevent
NTLMv2 relay attacks. Also, enable SMB encryption.
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e Enable immutability for backups. To protect backup files from being modified or deleted, you can make
them immutable. The feature is supported for any tier of scale-out backup repository.

o Use offline media to keep backup files in addition to virtual storage. For more information, see Backup
Repositories with Rotated Drives and Tape Devices Support.

e Ensure security of mount servers. Machines performing roles of mount servers have access to the
backup repositories and ESXi hosts which make them a potential source of vulnerability. Check that all
required security recommendations are applied to these backup infrastructure components.

Veeam Backup Enterprise Manager

To secure Veeam Backup Enterprise Manager server, consider the following recommendations:

e Install Veeam Backup & Replication server and Veeam Backup Enterprise Manager on different
machines. Deploy Veeam Backup Enterprise Manager on a server different from the
Veeam Backup & Replication server to prevent a key change attack. Even if passwords are lost due to
unauthorized access, you can restore lost data with the help of Enterprise Manager. For more
information, see Decrypting Data Without Password.

e Enable encryption password loss protection. Toimprove data loss protection, provide an alternative
way to decrypt the dataif a password for encrypted backup or tape is lost. For more information, see
Managing Encryption Keys.

e Use the recommended Access Control List (ACL) for the custom installation folder. If you specify a
custom installation folder for Veeam Backup Enterprise Manager, use the recommended ACL
configuration to prevent privilege escalation and arbitrary code execution (ACE) attacks. Remove all
inherited permissions from this folder. Then, add the following permissions:

o Administrators: Full control, applies to this folder, subfolders and files
o SYSTEM: Full control, applies to this folder, subfolders and files
o CREATOR OWNER: Full control, appliesto subfolders and files only

o Users: Read & Execute, appliesto this folder, subfolders and files

Veeam Cloud Connect

Veeam Cloud Connect secures communication between the provider side and tenant side with TLS. If an attacker
obtains a provider's private key, backup traffic can be eavesdropped and decrypted. The attacker can also use
the certificate to impersonate the provider (man-in-the-middle attack). To mitigate risks, Veeam Cloud Connect
providers must ensure that the TLS certificate is keptin a highly secure place and cannot be uncovered by a
third-party.
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Best Practices Analyzer

Veeam Backup & Replication allows you to check your backup server configuration with a built-in tool to ensure
it follows security best practices for Microsoft Windows Server operating system and Veeam backup
infrastructure components.

To perform a security check, click Best Practices Analyzer onthe Home tab. Configuration parameters set up as
recommended will have the Passedstatus.

The following best practices are guidelines from data protection and security experts. Not following them exposes your Vesam deployment to
unnecessary security risks, reduced chances of successful recovery following a cyber attack, affects backup infrastructure reliability etc.

Best Practice Status

Backup infrastructure security
Remote Desktop Service (TermService) should be disabled Q Mot implemented
Remate Registry service (RemoteRegistry) should be disabled €3 Motimplemented
Windows Firewall should be enabled Q Pazsed

Product configuration
MFA for the backup console should be enabled €3 Not implemented
Immutable or offline (air gapped) media should be used € Mot implemented
Password loss protection should be enabled €3 Not implemented
Configuration backup should be enabled & Passed
Configuration backup should be encrypted €3 Not implemented
Backup server should not be a part of the preduction domain L. Unable to detect

Reset All

Copy to Clipboard

Parameters that have the Not implemented status should be revised in terms of your backup infrastructure. You
can set them up as recommended or exclude specific parameters from the checklist.

TIP

Run the Best Practices Analyzer tool regularly, especially after you made significant changes in the backup
infrastructure.

Configuration Parameters

The Best Practices Analyzer tool checks the following configuration parameters:

Parameter Notes

Remote Desktop Service (TermService) Remote services should be disabled if they are not needed. Note

should be disabled that for the Veeam Cloud Connect infrastructure, this parameter
must be enabled if the SP uses Remote Desktop Protocol (RDP)
to connect to the tenant backup server. For more information,
see Remote Desktop Connection to Tenant.

Remote Registry service Remote services should be disabled if they are not needed.
(RemoteRegistry) should be disabled
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Windows Firewall should be enabled

MFA for the backup console should be
enabled

Immutable or offline (air gapped) media
should be used

Password loss protection should be
enabled

Configuration backup should be enabled

Configuration backup should be
encrypted

Backup server should not be a part of the
production domain

Microsoft Defender Firewall with Advanced Security should be
turned on. Also, rules for inbound and outbound connections

should be set up according to your infrastructure and Microsoft
best practices. For more information, see this Microsoft article.

Multi-factor authentication (MFA) should be enabled for the
Veeam Backup & Replication console to protect user accounts
with additional user verification. For more information, see
Multi-Factor Authentication.

Immutable repositories should be used to protect backup files
from being modified or deleted.

Offline media should be used to keep backup files in addition to
virtual storage devices. For more information, see Backup
Repositories with Rotated Drives and Tape Devices Support.

Password loss protection should be enabled on Veeam Backup
Enterprise Manager to provide an alternative way to decrypt the
data if a password for encrypted backup or tape is lost. For more
information, see Managing Encryption Keys.

Configuration backup should be enabled to reduce the risk of
data loss and manage the Veeam Backup & Replication
configuration database easier. For more information, see
Configuration Backup and Restore.

Data encryption for configuration backup should be enabled to
secure sensitive datastored in the configuration database. For
more information, see Creating Encrypted Configuration
Backups.

Adding the backup server and other backup infrastructure
components to a management domain in a separate Active
Directory forest is the best practice for building the most secure
infrastructure. For medium-sized and small environments,
backup infrastructure components can be placed to a separate
workgroup.

Note that this parameter will have the Passedstatus only if the
backup server is not joined to any domain. In other cases, it will
have the Unable to detectstatus because there is no way to
identify the production domain automatically.

If you set up parameters as recommended, click Analyze toperform a security check again and ensure that the

status changed to Passed.
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NOTE

To passthe check for the service that should be disabled, ensure that in the service properties the Startup
typeisset to Disabled.

Excluding Parameters from Checklist

You can skip security check for specific parameters. For example, if you use Remote Desktop Service to connect
to Veeam Backup & Replication and do not need to disableit, exclude this parameter from the checklist. To do
this, perform the following steps:

1. Select the parameter and click Suppress.

2. [Optional] Leave a comment in the Note field. The default comment contains information about the user
who made changes, date and time when the parameter was suppressed.

3. Click OK.

All excluded parameters are shown in the Suppressed section. To restore the default settings and return all
parameters to the checklist, click Reset AlL

The following best practices are guidelines from data protection and security experts. Mot following them exposes your Veeam deployment to
unnecessary security risks, reduced chances of successful recovery following a cyber attack, affects backup infrastructure reliability etc,

Best Practice Status Analyze

Backup infrastructure securty
Remaote Registry service (RemoteRegistry) should be disabled €3 Not implemented
Windows Firewall should be enabled 0 Pazsed

Product configuration
MFA for the backup console should be enabled €3 Mot implemented
Immutable or offline (air gapped) media should be used €3 Motimplemented
Password less protection should be enabled €3 Mot implemented
Configuration backup should be enabled @ Passed
Configuration backup should be encrypted €3 Not implemented
Backup server should not be a part of the production domain L Unable to detect

Suppressed
Remate Desktop Service (TermService) should be disabled & Suppressed by TECH\madison.gray on 1/..

Reset All
Copy to Clipboard
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Trusted Root Certificates

There are severalroot certificates necessary for the Veeam Backup & Replication to operate correctly.

In most cases, these certificates are already installed on Microsoft Windows machines. Some Microsoft Windows
installations do not contain needed root certificates authority astrusted root certificates, or have non-current
certificates. This may happen on servers with locked down security settings, or servers with no internet access
or if the latest updates are not installed.

Removal of these certificates from the backup server may limit the functionality of Veeam Backup & Replication
or may cause it to fail.

Make sure the following root certificates are installed on the backup server:

https://www.digicert.com/CACerts/DigiCertAssuredIDRootCA.crt (DigiCert Assured ID Root CA)
http://secure.globalsign.com/cacert/gscodesigng3ocsp.crt (GlobalSign CodeSigning CA - G3)

https://www.digicert.com/CACerts/DigiCertHighAssuranceEVRootCA.crt (DigiCert High Assurance EV Root
CA)

https://www.digicert.com/CACerts/DigiCertEVCodeSigningCA-SHA2.crt (DigiCert EV Code Signing CA -
SHA2)

https://support.globalsign.com/customer/portal/articles/1426602-globalsign-root-certificates (install R1
and R3 certificates)

If your backup server does not have internet access, download certificate files from another computer.
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Data Encryption

Data security is an important part of the backup strategy. You must protect your information from unauthorized
access, especially if you back up sensitive VM data to off-site locations or archive it to tape. To keep your data
safe, you can use data encryption.

Data encryption transforms datato an unreadable, scrambled format with the help of a cryptographic algorithm
and a secret key. If encrypted data is intercepted, it cannot be unlocked and read by the eavesdropper. Only
intended recipients who know the secret key can reverse encrypted information back to a readable format.

In Veeam Backup & Replication, encryption works at the following levels:
e Backup job
e Transaction log backup job
e Backup copy job
e VeeamZIP
e Tapesin media pools

Veeam Backup & Replication uses the block cipher encryption algorithm. Encryption works at the source side.
Veeam Backup & Replication reads VM or file data, encodes data blocks, transfers them to the target side in the
encrypted format and stores the data to a file in the backup repository or archives the data to tape. Data
decryption is also performed on the source side: Veeam Backup & Replication transfers encrypted databack to
the source side and decrypts it there.

—
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Unencrypted Encrypted
data data
Tape media
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NOTE

Veeam Backup & Replication will pass encryption keys to the target backup repository or cloud repository
in the following cases:

e Ifyou run a backup copy job over WAN accelerators
e If you perform health check for the encrypted backup files

Data Encryption and Deduplication

Data encryption has a negative effect on the deduplication ratio if you use a deduplicating storage appliance asa
target. Veeam Backup & Replication uses different encryption keys for every job session. For this reason,
encrypted data blocks sent to the deduplicating storage appliances appear as different though they may contain
duplicate data. If you want to achieve a higher deduplication ratio, you can disable data encryption. If you still
want to use encryption, you can enable the encryption feature on the deduplicating storage appliance itself.
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Data Encryption and Compression

If data compression and data encryption are enabled for a job, Veeam Backup & Replication compresses VM data
first and after that encodes the compressed data blocks. Both operations are performed at the source side.

Note, however, that if the Decompress backup data blocks before storing check box is selected in the backup

repository settings, Veeam Backup & Replication does not compress VM data before encryption. Therefore, in

the job statistics, you may observe a higher amount of transferred data (the Transferred counter) as compared
to a job for which encryption is disabled. For details on job statistics, see Viewing Real-Time Statistics.
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Encryption Standards

Veeam Backup & Replication uses the following industry-standard data encryption algorithms:

Data Encryption

For data encryption consider the following:

e To encrypt data blocks in backup files, Veeam Backup & Replication uses the 256-bit AES with a 256-bit
key length in the CBC-mode. For more information, see Advanced Encryption Standard (AES). This type of
encryption is also supported for backup files stored in the following locations:

o Backup files archived to tape devices. For more information, see the Tape Devices Support Guide.
o Backup files stored in archive tier. For more information, see Archive Tier.
o Backup files stored in capacity tier. For more information, see Capacity Tier.

e To generate a key based on a password, Veeam Backup & Replication uses the Password-Based Key
Derivation Function, PKCS #5 version 2.0. Veeam Backup & Replication uses 10,000 HMAC-SHA1
iterations and a 512-bit salt. For more information, see Recommendation for Password-Based Key
Derivation.

Enterprise Manager Keys

For Veeam Backup Enterprise Manager consider the following:

e To generate Enterprise Manager keys required for data restore without a password,
Veeam Backup & Replication uses the RSA algorithm with a 4096-bit key length.

e To generate a request for datarestore from a backup server, Veeam Backup & Replication uses the RSA
algorithm with a 2048-bit key length.

For more information, see RSA Cryptography Specifications.

Hashing Algorithms

Veeam Backup & Replication uses the following hashing algorithms:
e For digital signature generation: SHA-256
e For backward compatibility and certificate thumbprint generation: SHA-1

e For HMAC generation: SHA-1

e For random number generation: OpenSSL, cryptographic libraries provided by the operating system

Encryption Libraries

For Linux-based components and services, Veeam Backup & Replication uses Veeam Cryptographic Module.

For Veeam Data Movers installed on Microsoft Windows-based machines, Veeam Backup & Replication also uses
Veeam Cryptographic Module. For other Microsoft Windows-based components and services,
Veeam Backup & Replication uses Microsoft Crypto API.
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Veeam Backup & Replication uses the following cryptographic service providers:
e Microsoft Base Cryptographic Provider. For more information, see Microsoft Docs.
e Microsoft Enhanced RSA and AES Cryptographic Provider. For more information, see Microsoft Docs.
e Microsoft Enhanced Cryptographic Provider. For more information, see Microsoft Docs.

If you need Veeam Cryptographic Module and Microsoft Crypto API to be compliant with the Federal
Information Processing Standards (FIPS 140), enable FIPS compliance as described in FIPS Compliance.

Veeam Backup & Replication encrypts stored credentials using the Data Protection APl (DPAPI) mechanisms. For
more information, see Microsoft Docs.
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Encryption Algorithms

To encrypt data in backups and files, Veeam Backup & Replication employs a symmetric key encryption
algorithm.

The symmetric, or single-key encryption algorithm, uses a single, common secret key to encrypt and decrypt
data. Before datais sent to target side, it is encoded with a secret key. To restore encrypted data, you must have

the same secret key. Users who do not have the secret key cannot decrypt data and get access to it.
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Veeam Backup & Replication relies on a hierarchical encryption scheme. Each layer in the hierarchy encrypts the
layer below with a key of specific type.
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Encryption Keys

An encryption key is a string of random characters that is used to bring datato a scrambled format and back to
unscrambled. Encryption keys encode and decode initial data blocks or underlying keys in the key hierarchy.

Veeam Backup & Replication uses the following types of keys:
e Service keys generated by Veeam Backup & Replication:
o Session key
o Metakey
o Storage key
e User key — a key generated using a user password.
e Enterprise Manager keys — a pair of keys used for data recovery without a password.

e Backup server keys — a pair of keys used for identity verification of the backup server.

Session Keys and Metakeys

The session key is the lowest layer in the encryption key hierarchy. When Veeam Backup & Replication encrypts
data, it first encodes every data block in a file with a session key. For session keys, Veeam Backup & Replication
uses the AES algorithm with a 256-bit key length in the CBC-mode.

Veeam Backup & Replication generates a new session key for every job session. For example, if you have created
an encrypted backup job and run 3 job sessions, Veeam Backup & Replication will produce 3 backup files that
will be encrypted with 3 different session keys:

e Full backup file encrypted with session key 1
e Incremental backup file encrypted with session key 2

e Incremental backup file encrypted with session key 3

wuhk ‘?1 wib I?g. wib i?g. ﬂl- Sessiankey

Sun hion Tue

The session key is used to encrypt only data blocks in backup files or files archived to tape. To encrypt backup
metadata, Veeam Backup & Replication applies a separate key — metakey. Use of a metakey for metadata raises

the security level of encrypted backups.

For every job session, Veeam Backup & Replication generates a new metakey. For example, if you have run 3 job
sessions, Veeam Backup & Replication will encrypt metadata with 3 metakeys.
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In the encryption process, session keys and metakeys are encrypted with keys of a higher layer — storage keys.
Cryptograms of session keys and metakeys are stored to the resulting file next to encrypted data blocks.
Metakeys are additionally keptin the configuration database.

Storage Keys

Backup files in the backup chain often need to be transformed, for example, in case you create a reverse
incremental backup chain. When Veeam Backup & Replication transforms a full backup file, it writes data blocks
from several restore points to the full backup file. As a result, the full backup file contains data blocks that are
encrypted in different job sessions with different session keys.

To restore data from such “composed” backup file, Veeam Backup & Replication requires a bunch of session
keys. For example, if the backup chain contains restore points for 2 months, Veeam Backup & Replication will
have to keep session keys for a 2-month period.
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In such situation, storing and handling session keys will be resource consuming and complicated. To facilitate
the encryption process, Veeam Backup & Replication introduces another type of service key — a storage key.

For storage keys, Veeam Backup & Replication uses the AES algorithm. A storage key is directly associated with
one restore point in the backup chain. The storage key is used to encrypt the following keys in the encry ption
hierarchy:

e All session keys for all data blocks in one restore point

e Metakey encrypting backup metadata
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During the restore process, Veeam Backup & Replication uses one storage key to decrypt all session keys for one
restore point, no matter how many session keys were used to encrypt data blocks in this restore point. As a
result, Veeam Backup & Replication does not need to keep the session keys history in the configuration
database. Instead, it requires only one storage key to restore data from one file.

In the encryption process, storage keys are encrypted with keys of a higher layer — user keys and optionally a
public Enterprise Manager key. Cryptograms of storage keys are stored to the resulting file next to encrypted
data blocks, and cryptograms of session keys and metakeys.

Storage keys are also kept in the configuration database. To maintain a set of valid storage keys in the database,
Veeam Backup & Replication uses retention policy settings specified for the job. When some restore point is
removed from the backup chain by retention, this restore point's storage key is also removed from the
configuration database.
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User Keys

When you enable encryption for a job, you must define a password to protect data processed by this job, and
define a hint for the password. The password and the hint are saved in the job settings. Based on this password,

Veeam Backup & Replication generates a user key.

The user key protects data at the job level. In the encryption hierarchy, the user key encrypts storage keys for all
restore points in the backup chain.
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During the encryption process, Veeam Backup & Replication savesa hint for the password to the encrypted file.
When you decrypt a file, Veeam Backup & Replication displays a hint for the password that you must provide.
After you enter a password, Veeam Backup & Replication derives a user key from the password and uses it to

unlock the storage key for the encrypted file.

According to the security best practices, you must change passwords for encrypted jobs regularly. When you
change a password for the job, Veeam Backup & Replication creates a new user key and uses it to encrypt new

restore points in the backup chain.

IMPORTANT

You must always remember passwords set for jobs or save these passwords in a safe place. If you lose or
forget the password, you can restore data from a backup file by issuing a request to Veeam Backup
Enterprise Manager. For more information, see How Decryption Without Password Works.

Enterprise Manager Keys

In some cases, a password required for data decryption may be lost or forgotten, or a user who knows the
password may leave your organization. As a result, you cannot recover data from backups or tapes encrypted

with this password, and encrypted data becomes unusable.

Veeam Backup & Replication offers you a way to restore encrypted data even if you do not have a password. For
this purpose, Veeam Backup & Replication employs an additional pair of keys in the encryption process —

Enterprise Manager keys.
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Enterprise Manager keys is a pair of matching RSA keys: a public key and a private key. The public Enterprise
Manager key is used to encrypt data, while the private Enterprise Manager key is used to decrypt data encrypted
with the public key.
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In the encryption process, Enterprise Manager keys perform a role similar to the user key: the public Enterprise
Manager key encrypts storage keys and the private Enterprise Manager key decrypts them. Technically,
Enterprise Manager keys offer an alternative to the user key. When you create an encrypted backup file or
archive encrypted datato tape, Veeam Backup & Replication encrypts storage keys with two types of keys
simultaneously:

e User key

e Public Enterprise Manager key
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When you decrypt a file and the password is lost, Veeam Backup & Replication cannot derive the user key from
the password. In this situation, you can send a request to Veeam Backup Enterprise Manager. Veeam Backup
Enterprise Manager will employ the private Enterprise Manager key instead of the user key to unlock storage
keys and decrypt the file content. For more information, see How Decryption Without Password Works.

Enterprise Manager keys take partin the encryption process if the following two conditions are met:

1. Ifyou are using a legacy socket-based license, Enterprise or higher edition is required. Note that
Enterprise Manager keys functionality is included in the Veeam Universal License.

2. You have Veeam Backup Enterprise Manager installed and your backup servers are connected to Veeam
Backup Enterprise Manager.

Enterprise Manager keys make up a pair of matching keys — a keyset. Enterprise Manager keysets are created
and managed on the Veeam Backup Enterprise Manager server. During installation of Veeam Backup Enterprise
Manager, the setup automatically generates a new keyset containing a public Enterprise Manager key and a
private Enterprise Manager key. You can use Veeam Backup Enterprise Manager to create new Enterprise
Manager keysets, activate them, import and export keysets and specify retention for their lifetime.
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The public Enterprise Manager key is made publicly available to backup servers. When you connect backup
servers to Veeam Backup Enterprise Manager, the public Enterprise Manager key is automatically propagated to
these backup servers.
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Veeam Backup Enterprise Manager acts as a manager for public Enterprise Manager keys but does not store
these keys. After the public Enterprise Manager key is propagated to the backup server, it is keptin the
configuration database.

Private Enterprise Manager keys, on the contrary, are not distributed anywhere: they are kept only on Veeam
Backup Enterprise Manager.

Backup Server Keys

Eavesdroppers may potentially use Veeam Backup Enterprise Manager to unlock files encrypted with

Veeam Backup & Replication. If eavesdroppers intercept an encrypted file, they may generate a request for file
unlocking and send such request to Veeam Backup Enterprise Manager Administrators. Having received a
response from Veeam Backup Enterprise Manager, eavesdroppers will be able unlock the encrypted file without
a password.

To protect you against the “man-in-the-middle" attack, Veeam Backup & Replication uses backup server keys.
Backup server keys are a pair of RSA keys, publicand private, that are generated on the backup server.

e The public backup server key is sent to Veeam Backup Enterprise Manager to which the backup server is
connected, and savedin the Veeam Backup Enterprise Manager configuration database.

e The private backup server key is kept on the backup server in the Veeam Backup & Replication
configuration database.

Backup server keys are used to authenticate the identity of the request sender. When the backup server
generates a request to unlock a file, it addsa signature encrypted with the private backup server key to this
request.

When Veeam Backup Enterprise Manager processes the request, it uses the public backup server key to decrypt
the signature and identify the request sender. If the backup server used for request generation is not added to

Veeam Backup Enterprise Manager, Veeam Backup Enterprise Manager will not find a matching public key in its
database. As a result, Veeam Backup Enterprise Manager will not be able to identify the sender and the storage
key decryption process will fail.
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Encrypted Objects

The encryption algorithm works at the job level and media pool level. You can enable encryption for the
following objects:

e Backup job
e Backup copy job
o VeeamZIP

o Tape

Backup Job Encryption

Encryption for a backup job is configured in the advanced job settings. You should enable the encryption option
and specify a password to protect data in backup files produced by the backup job.

Advanced Settings x
New Backup Job Backup | Maintenance | Storege | Notfications | Hyper-V | Seripts X
Storage Data reduction
= mm Specify procg Enable inline data deduplication (recommended) files produced by

] .
this job and Exclude swap file blacks (recommended)

Exclude deleted file blocks (recommended)

Name Corpression level: ]
3 Choose...
it Machines [optimal (recommended) v

Pravides for the best compression to performance ratio, lowest backup proxy

_ CPU usage and fastest restare. :l

Starage optimization:

Guest Processing Map backup
| 1MB (recommended) v |
Schedule Delivers the optimal cambination of backup speed, granular restare
performance and repositary space consumption.
Configure...
Summary Encryption
Enable backup file encryption
Password:
- commend to make
Standard password (Last edited: less than aday age) v | Add.. cite.
I Loss protection disabled Manage passwords
Advanced...
Cancel
Save As Default oK Cancel

The backup job processing with encryption enabled includes the following steps:
1. You enable encryption for a backup job and specify a password.
2. Veeam Backup & Replication generates the necessary keys to protect backup data.

3. Veeam Backup & Replication encrypts data blocks in the backup proxy, either the dedicated or default
one, and transfers them to the backup repository already encrypted.
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4. On the backup repository, encrypted data blocks are stored to a resulting backup file.
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Restore of an encrypted backup file includes the following steps:

1. Youimport a backup file and define a password to decrypt the backup file. If the password has changed
once or severaltimes, you need to specify the password in the following manner:

o If you select a metadata file (VBM) for import, you must specify the latest password that was used to
encrypt files in the backup chain.

o Ifyou select a full backup file (VBK) for import, you must specify the whole set of passwords that
were used to encrypt files in the backup chain.

2. Veeam Backup & Replication uses the provided passwords to generate user keys and unlock the
subsequent keys for backup file decryption.

3. Veeam Backup & Replication retrieves data blocks from the backup file, sends them to the source side and
decrypts them on the backup proxy, either the dedicated or default one.
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Backup Copy Job Encryption

Encryption for a backup copy job is configured in the advanced job settings. You should enable the encryption
option and specify a password to protect data in backup files produced by the backup copy job.

Advanced Settings X

Hew Backup CopyJob | [\jointanance | Storage | RPO Monitor | Notifications | Seripts | Advanced

Target

_w Data reduction
ENT ey the r full backups. You

can use md Enable inline data deduplication (recommended)

Compressian level;

o [ Auto (recommended) v

Use this option to keep the existing compression level. -
Objects
Encryption Map backup
[l S —
Passward:
Rl [ Standard password (Last ecited: less then aday agel v | Add.. |
Schedule L. Loss protection disabled Manage passwords

from increments

Summary

ey

The workflow of the encrypted backup copy job depends on the path for data transfer:
e Direct data path

e Over WAN accelerators

Direct Data Path

If you use a direct data path to transfer backups to the target backup repository, the encrypted backup copy job
includes the following steps:

1. You enable encryption for a backup copy job and specify a password.

2. Veeam Backup & Replication generates the necessary keys to protect backup files produced by the backup
copy job.

3. Veeam Backup & Replication encrypts data blocks on the source side and transfers them to the target
backup repository.

4. On the target backup repository, encrypted data blocks are stored to a resulting backup file.
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An encrypted backup copy job may use an encrypted backup file as a source. In this situation,

Veeam Backup & Replication does not perform double encryption. The backup copy job includes the following
steps:

1. Veeam Backup & Replication decrypts data blocks of the encrypted source backup file. For the decryption

process, it uses the storage key and metakeys stored in the configuration database.

Veeam Backup & Replication generates the necessary keys to protect backup files produced by the backup
copy job.

3. Veeam Backup & Replication encrypts data blocks on the source side using these keys and transfers
encrypted datablocks to the target backup repository.

4. On the target backup repository, encrypted data blocks are stored to a resulting backup file.

NOTE

Even if encryption is disabled in the backup copy job, Veeam Backup & Replication will decrypt data blocks
of the encrypted source backup files.
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The restore process for backups produced by backup copy jobs does not differ from that for backup jobs.

Over WAN Accelerators

WAN accelerators require reading data on the target side to perform such operations as global data
deduplication, backup health check and so on. For this reason, if you use WAN accelerators for backup copy jobs,
the encryption process is performed on the target side.

The backup copy job processing over WAN accelerators includes the following steps:
1. You enable encryption for a backup copy job and specify a password.

2. Veeam Backup & Replication generates necessary keys to protect backup files produced by the backup

copy job.

3. Data blocks are passed to the target backup repository in the unencrypted format.
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4. Received data blocks are encrypted on the target site and stored to a resulting backup file in the target
backup repository.
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The restore process in this case does not differ from that for backup jobs. Veeam Backup & Replication retrieves
data blocks from the backup file in the target backup repository, sends them to the source side and decrypts
them on the source side.
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When transporting data between WAN accelerators that face external networks, Veeam Backup & Replication
encrypts the network traffic by default. For network traffic encryption, Veeam Backup & Replication uses the
256-bit Advanced Encryption Standard (AES). For more information, see Enabling Network Data Encryption.
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VeeamZIP Encryption

If you want to create an encrypted VeeamZIP file, you should enable the encryption option and specify a
password in VeeamZIP task options.

WeearnZIP 2 WhA (65,6 GE) X

Destination: (1 ]
() Backup repositony
Backup Wolurme 07 (Onsite backup repository)

§ 05,1 5B free of 199.4 5B
(® Local or shared falder:

(wi727.53.12 || Browse.,
Credentials:
| 4, Administrator (Administrator, last edited: 37 days ago) V| Add..,

Manage accounts

Delete this backup automatically in | 3 years ~

Enable backup file encryption

Passnard:
Administrator (Last edited: 102 days agao) ~ Add...
Loss protection enabled hanage passwords

Compression lewvel:
Optirnal {recormmended) w

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore,

Guest processing:
[] Disable guest quiescence (perforrms crash consistent backup)

Less << Cancel

Data processing during VeeamZIP file creation and restore from a VeeamZIP file does not differ from that of a
backup job.

Tape Encryption

Veeam Backup & Replication supports two types of encryption for tape media:
e Hardware level: library- and driver-managed encryption mechanisms provided by the tape vendor
e Software level: the encryption mechanism provided by Veeam Backup & Replication

Hardware encryption has a higher priority. If hardware encryption is enabled for the tape media,

Veeam Backup & Replication automatically disablesits software encryption mechanism for such tape libraries.
The Veeam encryption mechanism can only be used if hardware encryption is disabled at the tape device level or
not supported.

To use the Veeam encryption mechanism, you need to enable encryption at the level of media pool. In this case,
Veeam Backup & Replication will encrypt data for all jobs that use tapes from this media pool. Encryption is
supported for both types of tape jobs:

e Backup to tape jobs
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e File to tape jobs

Mew bedia Pool

Options
Specify parallel processing and encryption settings,

Marne Enable parallel processing for tape jobs using this media pool
Tapes Jobs pointed to this media pool canuse upto |2 |5 tape drives simultan=ously
Frocess independent data sources simultaneously
Media Set . . ) ) .
Tape jobs for per-machine backup files, MAS backups and file shares will process separate data

. sources simultaneously with all drives, creating one media set per drive,

Retention
[ Use encryption
L

Surmrmary Bl

Manage passuords

Hardware encryption will be used if your tape drives support it, Cthernise software encryption will
be used, which may resultin a small performance penalty,

% Previous Apply Finish Cancel

Encryption of dataon tapes includes the following steps:

1. You enable encryption for a media pool and specify a password.
2. You select the media pool as a target for a backup to tape or file to tape job.
3. Veeam Backup & Replication generates the necessary keys to protect dataarchived to tape.

4. During the backup to tape or file to tape job, the key is passed to the target side. In case of hardware
encryption, Veeam Backup & Replication passes the key to the tape device, and the tape device uses its
mechanism to encrypt data on tapes. In case of software encryption, Veeam Backup & Replication passes
the keys to the tape server, and encrypts data when it is archived to tape.
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Backup to tape jobs allow double encryption. The backup to tape job uses a backup file as a source of data. If the
backup file is encrypted with the initial backup job and the encryption option is enabled for the backup to tape

job, too, the resulting backup file will be encrypted twice. To decrypt such backup file, you will need to
subsequently enter two passwords:

e Password for the initial backup job
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e Password for the media pool

- —

Backup server

=1l

Source Tape device
host

Restore of encrypted data from tape includes the following steps:

1. Youinsert tape with encrypted data into the tape drive and perform tape catalogization. The
catalogization operations lets Veeam Backup & Replication understand what data is written to tape.

2. You provide a password to decrypt data archived to tape.

3. Veeam Backup & Replication uses the provided password to generate a user key and unlock the
subsequent keys for data Veeam Backup & Replication retrieves data blocks from encrypted files on tapes
and decrypts them.
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How Data Encryption Works

Data encryption is performed as part of backup, backup copy or archiving to tape processes. Encryption works at
the source side, before data is transported to the target. Encryption keys are not passed to the target side,
unless you run a backup copy job over WAN accelerators or perform health check for the encrypted backup files.

NOTE

The procedure below describes the encryption process for backup, backup copy jobs and VeeamZIP tasks.
For more information about encrypting data on tapes, see Tape Encryption.

The encryption process includes the following steps:

1.  When you create a new job, you enable the encryption option for the job and enter a password to protect
data at the job level.

2. Veeam Backup & Replication generates a user key based on the entered password.

3. When you start an encrypted job, Veeam Backup & Replication creates a storage key and stores this key to
the configuration database.

4. Veeam Backup & Replication creates a session key and a metakey. The metakey is stored to the
configuration database.

5. Veeam Backup & Replication processes job datain the following way:
a. The session key encrypts data blocks in the backup file. The metakey encrypts backup metadata.
b. The storage key encrypts the session key and the metakey.
c. The user key encrypts the storage key.

d. If you use the Veeam Universal License, (or, for legacy-based license, Enterprise or higher edition),
and the backup server is connected to Veeam Backup Enterprise Manager, the Enterprise Manager key
also encrypts the storage key.
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Encrypted data blocks are passed to the target. The cryptograms of the public Enterprise Manager key (if
used), user key, storage key, session key and metakey are stored to the resulting file next to encrypted
data blocks.

If you use the Enterprise or Enterprise Plus edition of Veeam Backup & Replication and the backup server
is connected to Veeam Backup Enterprise Manager, Veeam Backup & Replication saves two cryptograms of
the storage key to the resulting file: one encrypted with the user key (c) and one encrypted with the
Enterprise Manager key (d). Saving the cryptogram twice helps Veeam Backup & Replication decrypt the
file even if a password is lost or forgotten. For more information, see How Decryption Without Password
Works.
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How Data Decryption Works

When you restore data from an encrypted backup file, Veeam Backup & Replication performs data decryption
automatically in the background or requires you to provide a password.

e If encryption keys required to unlock the backup file are availablein the Veeam Backup & Replication
configuration database, you do not need to enter the password. Veeam Backup & Replication uses keys
from the database to unlock the backup file. Data decryption is performed in the background, and data
restore does not differ from that from an unencrypted one.

Automatic data decryption is performed if the following conditions are met:

a. You encrypt and decrypt the backup file on the same backup server using the same
Veeam Backup & Replication configuration database.

b. [For backup file] The backup is not removed from the Veeam Backup & Replication console.

e If encryption keys are not availablein the Veeam Backup & Replication configuration database, you need
to provide a password to unlock the encrypted file.

Data decryption is performed at the source side, after data is transported back from the target side. As a result,
encryption keys are not passed to the target side, which helps avoid data interception.

NOTE

The procedure below describes the decryption process for backup, backup copy jobs and VeeamZIP tasks.
For more information about decrypting tape data, see Tape Encryption.

The decryption process includes the following steps. Note that steps 1 and 2 are required only if you decrypt the
file on the backup server other than the backup server where the file was encrypted.

1. Youimport the file to the backup server. Veeam Backup & Replication notifies you that the imported file is
encrypted and requires a password.

2. You specify a password for the imported file. If the password has changed once or several times, you need
to specify the password in the following manner:

o Ifyou select a.vbm file for import, you must specify the latest password that was used to encrypt
files in the backup chain.

o Ifyou select a full backup file for import, you must specify the whole set of passwords that were used
to encrypt files in the backup chain.

3. Veeam Backup & Replication reads the entered password and generates the user key based on this
password. With the user key available, Veeam Backup & Replication performs decryption in the following
way:

a. Veeam Backup & Replication applies the user key to decrypt the storage key.
b. The storage key, in its turn, unlocks underlying session keys and a metakey.
c. Session keys decrypt data blocks in the encrypted file.

After the encrypted file is unlocked, you can work with it as usual.
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If you have lost or forgotten a password for an encrypted file, you canissue a request to Veeam Backup
Enterprise Manager and restore data from an encrypted file using Enterprise Manager keys. For more
information, see Enterprise Manager Keys and How Decryption Without Password Works.
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How Decryption Without Password Works

When you import an encrypted backup file or tape media to the backup server, you need to enter a password to
decrypt data. In some cases, however, a password can be lost or forgotten. Veeam Backup & Replication offers a
way to restore data from encrypted backups or tapes even if a password is not available.

You can restore data from encrypted backups or tapes without a password only if your backup infrastructure
meets the following conditions:

1. You use Veeam Universal License (or a legacy socket-based license, Enterprise or higher edition).
2. The backup servers on which your encrypted data is added to Veeam Backup Enterprise Manager.

3. The backup server on which you generate a request for data decryption is added to Veeam Backup
Enterprise Manager.

If the backup server on which you encrypt data is added to Veeam Backup Enterprise Manager,

Veeam Backup & Replication employs the public Enterprise Manager key in the encryption process. To decrypt
backups or tapes encrypted with the public Enterprise Manager key, you can apply a matching private Enterprise
Manager key, instead of a password. The private Enterprise Manager key unlocks the underlying storage keys
and lets you access the content of an encrypted file.

The restore process is accomplished with the help of two wizards that run on two servers:
1. The Encryption Key Restore wizard on the backup server.
2. The Password Recovery wizard on the Veeam Backup Enterprise Manager server.
The restore process includes the next steps:
1. You start the Encryption Key Restore wizard on the backup server to issue a request for datarecovery.

2. The Encryption Key Restore wizard generates a request to Veeam Backup Enterprise Manager. The request
has the format of a text document and contains cryptograms of storage keys that must be decrypted,
together with information about the public Enterprise Manager key that was used to encrypt data. At the
end of the request, the backup server adds a signature encrypted with a private backup server key.

3. You send the request to the Veeam Backup Enterprise Manager Administrator, for example, using email.

4. The Veeam Backup Enterprise Manager Administrator starts the Password Recovery wizard on Veeam
Backup Enterprise Manager and inserts the text of the request to the wizard.

5. Veeam Backup Enterprise Manager finds a matching public backup server key in Veeam Backup Enterprise
Manager configuration databaseand decrypts the signature with this key.

6. Veeam Backup Enterprise Manager decrypts storage keys with the private Enterprise Manager key
availableon Veeam Backup Enterprise Manager, and generates a response in the Password Recovery
wizard. The response has the format of a text document and contains decrypted storage keys.

7. The Veeam Backup Enterprise Manager Administrator sends the response to you, for example, using email.

8. You input the request to the Encryption Key Restore wizard. Veeam Backup & Replication processes the
response, retrieves the decrypted storage keys and uses them to unlock encrypted backups or tapes and
retrieve their content.
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IMPORTANT

You can recover data only if Veeam Backup Enterprise Manager has a private Enterprise Manager key
matching the public Enterprise Manager key that was used for data encryption. If a matching private
Enterprise Manager key is not found in the Veeam Backup Enterprise Manager configuration database, the
Password Recovery wizard will fail. In such situation, you can import a necessary private Enterprise
Manager key using the import procedure. For more information, see Exporting and Importing Enterprise
Manager Keys in Veeam Backup Enterprise Manager User Guide.

veeam Backup Administrator

Enterprise Manager

Backup server
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Encryption Best Practices

To guarantee the flawless process of data encryption and decryption, consider the following recommendations.

Password

Consider the following recommendations when you create a password:
1. Use strong passwords that are hard to crack or guess:
o The password must be at least 8 characters long.
o The password must contain uppercase and lowercase characters.
o The password must be a mixture of alphabetic, numeric and punctuation characters.
o The password must significantly differ from the password you used previously.

o The password must not contain any real information related to you, for example, date of birth, your
pet's name, your logon name and so on.

2. Provide a meaningful hint for the password that will help you recall the password. The hint for the
password is displayed when you import an encrypted file or tape to the backup server and attempt to
unlock it.

3. Keep passwords in the safe place. If you lose or forget your password, you will not be able to recover data
from backups or tapes encrypted with this password, unless you use Enterprise Manager keys in the
encryption process.

4. Change passwords for encrypted jobs regularly. Use of different passwords helps increase the encryption
security level.

Data Recovery without Password

If you use Veeam Universal License (or a legacy socket-based license, Enterprise or higher edition), connect
backup servers to Veeam Backup Enterprise Manager. In this case, Veeam Backup & Replication will employ
Enterprise Manager keys in the encryption process, which will let you recover data from encrypted backups and
tapes even if the password is lost or forgotten.

Consider the following recommendations for Enterprise Manager keysets:

1. Create and activate new Enterprise Manager keysets regularly. When you activate a keyset, the public
Enterprise Manager key is automatically propagated to backup servers connected to Veeam Backup
Enterprise Manager and is used for encrypted jobs on these servers.

2. Create backup copies of Enterprise Manager keysets and keep them in a safe place. If your installation of
Veeam Backup Enterprise Manager goes down for some reason, you will lose private Enterprise Manager
keys. As a result, you will not be able to use the Veeam Backup Enterprise Manager functionality to
recover data from backups and tapes without a password.

For more information on data decryption without a password, see Decrypting Data Without Password.

Encryption for Existing Jobs

If you enable encryption for an existing job, except the backup copy job, during the next job session
Veeam Backup & Replication will automatically create a full backup file. The created full backup file and
subsequent incremental backup files in the backup chain will be encrypted with the specified password.
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Encryption is not retroactive. If you enable encryption for an existing job, Veeam Backup & Replication does not
encrypt the previous backup chain created with this job. If you want to start a new chain so that the
unencrypted previous chain can be separated from the encrypted new chain, follow this Veeam KB article.

If you change the password for the already encrypted job, during the next job session
Veeam Backup & Replication will create a new incremental backup file. The created backup file and subsequent
backup files in the backup chain will be encrypted with the new password.

NOTE
To unlock a backup encrypted with several passwords, you must decrypt it in the following manner:

e Ifyouimport a metadata file (VBM), provide the latest password that was used to encrypt files in

the backup chain.
e Ifyouimport a full backup file (VBK), provide the whole set of passwords that were used to encrypt

files in the backup chain.

For more information, see Decrypting Data with Password.

If you change encryption settings for an existing backup copy job, you will need to create an active full backup
manually. For more information, see Creating Active Full Backups.

If you disable encryption for an existing job, except the backup copy job, during the next job session
Veeam Backup & Replication will automatically create a full backup file.
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Restoring Data from Encrypted Backups

When you restore data from an encrypted backup, Veeam Backup & Replication performs data decryption
automatically in the background or requires you to specify a password.

If encryption keys required to unlock the backup file are availablein the configuration database, you do
not need to specify the password. Veeam Backup & Replication uses keys from the database to unlock the
backup file. Data decryption is performed in the background, and data restore from the encrypted backup
does not differ from that from an unencrypted one.

Automatic backup file decryption is performed if the following conditions are met:

a. You encrypt and decrypt the backup file on the same backup server that uses the same configuration
database.

b. The backup is not removed from the Veeam Backup & Replication console.

If encryption keys are not availablein the configuration database, you can restore data from the encrypted
backup with the following methods:

o You can provide a password or a set of passwords to unlock anencrypted file. For more information,
see Decrypting Data with Password.

o You can use Veeam Backup Enterprise Manager to unlock an encrypted file without a password. For
more information, see Decrypting Data Without Password.

Decrypting Data with Password

To unlock an encrypted file, you must specify a password. The password must be the same as the password that
was used to encrypt the backup file.

To decrypt a backup file:

1.

5.

Import an encrypted backup file to the Veeam Backup & Replication console. After the import, the
encrypted backup will appear under the Backups > Disk (encrypted) nodein the inventory pane.

In the inventory pane, select Disk (encrypted).

In the working area, select the imported backup and click Specify Password on the ribbon or right-click the
backup and select Specify password.

In the Description field of the Specify Password window, Veeam Backup & Replication displays a hint for
the password that was used to encrypt the backup file. Use the hint to recall the password.

In the Password field, enter the password for the backup file.

If you changed the password one or several times while the backup chain was created, you must enter
passwords in the following manner:

If you select a metadata file (VBM) for import, you must specify the latest password that was used to
encrypt files in the backup chain.

If you select a full backup file (VBK) for import, you must specify the whole set of passwords that were
used to encrypt files in the backup chain.

If you enter correct passwords, Veeam Backup & Replication will decrypt the backup file. The backup will be
moved under the Backups > Disk (Imported) node in the inventory pane. You can perform restore operations
with the backup file in a regular manner.
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NOTE

You can recover data from encrypted backups even if the password is lost. Restoring data without a
password is included in the Veeam Universal License. When using a legacy socket-based license, Enterprise

or higher edition is required. Also, your backup server must be connected to Veeam Backup Enterprise
Manager. For more information, see Decrypting Data Without Password.

Specify Password %

One or more backup files are encrypted, Type in the
encryption password for the backup files,

**I

Hint: Standard passuord

L have lostthe password

Password: ([esssssssss ,1\|

| 0]4 | | Cancel |

Decrypting Data Without Password

If you have lost or forgotten a password, you can unlock anencrypted file with the help of Veeam Backup
Enterprise Manager.

You can restore data without a password only if the following conditions are met:
1. You use Veeam Universal License (or a legacy socket-based license, Enterprise or higher edition).
2. The backup server on which your encrypted data is connected to Veeam Backup Enterprise Manager.

3. The backup server on which you generate a request for data decryption is connected to Veeam Backup
Enterprise Manager.

4. Password loss protection is enabled on Veeam Backup Enterprise Manager (enabled by default). You can

check the configured settings asdescribed in the Managing Encryption Keys section in the Veeam Backup
Enterprise Manager Guide.

IMPORTANT

Backup servers that you use for data decryption must be connected to the same instance of Veeam Backup
Enterprise Manager. If you connect the backup server to several instances of Veeam Backup Enterprise
Manager, this may cause unexpected behavior, and the decryption process may fail.

The restore process is accomplished with the help of two wizards that run on two servers:
1. The Encryption Key Restore wizard on the backup server.
2. The Password Recovery wizard on the Veeam Backup Enterprise Manager server.
To restore encrypted data without a password:
1. Create a request for datarestore.

2. Process the request in Veeam Backup Enterprise Manager.
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3. Complete the key restore process.
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Step 1. Create Request for Data Restore

This procedure is performed by the Veeam Backup Administrator on the backup server.
1. Import encrypted backup to the Veeam Backup & Replication console.

2. Select the imported backup and click Specify Password onthe ribbon or right-click the backup and select
Specify password.

3. In the Specify Password window, click the | have lost the password link.

Specify Password -

Orne armore backup files are encrepted. Type inthe
encryption password for the backup files,

| hawe lost the password
Hint: Standardpassweord

Bassword: || |

| oK | | Cancel |

4. Veeam Backup & Replication will launch the Encryption Key Restore wizard. At the Requeststep of the
wizard, review the generated request for data recovery. Use buttons at the bottom of the wizard to copy
the request to the Clipboard or save the request to a text file.

5. Send the copied request by email or passit in any other way to the Veeam Backup Enterprise Manager
Administrator.

Encryption Key Restore -

Request
Provide the following request to your Veearn Backup Enterprize Manager administratar,

Fequest Request rmessage:
————— BEGIMN KEY REQUEST----- ~
Response Dhkey

EAALAEFhmzézhRlemMNS2 3Oy 08888 030 0b 2 Thd G\ se SBRZWS| crFOZW O ga WS IHMIdC A,
1LzEzLzlwibd Tk O Towehjo OM SBETRAAAAALTAMP eatvH +Ihhxu S FGEF gl AAAAAAAALAANAAAAR,
AgAAALANALNAAANGsFET +wsiize BXKpoSOumnn Qaldk FritL 7RO
+udF7oBVEPMN MdZZ 7P gnues Bl p 3w G +tnl + oat+ pBLKFOREM Cu+ e Grm ¥ 3e + b P AIHU 30ufqo
Z5r0n GY21ivd 0B Y KF A0 + aDf + QlaNM07d 0aa Oy +

31/8cdvMboaGeOgglzne UFs5P2MELSD gdda) 081 2, G OM TERIKMNF OTYUIBLa P A3 LS

+3ivljdrBEa 080 0o 8KET c 205207 cOn 3HQ GjrSzrbuRfl ciESE Oz M Ryb/k I BSkAPCotpkSp 9HagES|
Ry SZTZKIHp 2 by Z s 32 A OF ELIER D0 SC Ganef TRKCova HIx 5 9E TrL s fKNFFR 7Lk pHDIRO K0 1B A/
WBHGH TgwPbeB kb b lurma B\ g 6h 5 b FAQTPPZ g 9c GloxF riXOYBMN s H GO rPVIIMALZEH 2EMNEY
e T sxtBiHY2AzFZHBTC 2 Qo c T d cwpawNARg m¥n CUnTOMODYY N G qodMzeVpBO SDGjm THFzCn el
OTeeteeo et MHImifpad iR g A T2 Sudr L ormbkiul 3RO MNP + + ZaP Frmd cjtWE + CpeeBsxiDzsl13)30R
PUarghdvinte /M D 73K UG C Gic LK C Sly 1 KoY nlMIMgiT Qs Qi anfO==

Storage [ld: co37ccBe-b61a-41d4-8b19-6cefbedS3F0, ObjectMarme: Backup lob ]
EAALAEFhmzézhRlemMNS2 3Oy 08888 030 0b 2 Thd G\ se SBRZWS| crFOZW O ga WS IHMIdC A
1LzEzLzlwebd Tk g O Towehdjo O SBETRAAAAD QiGFrngue 3y SYPReEih T RI/FglAAAAAAAAAAAAAANN
ALGAAAANAAAAAANC] o UV nRhn/ZIGryAEarmvFy TnRyBb HGp bt M 3uighivg TR 7/ M I ue T30t
HWY 0300 Shzdg g GBEHRT68Tze a GFROGH 3/ r0IndnBe 8s Tk e X CquV G/ Zp5gPh3 Deg SHKFTMT
+UQBIC 0ZrH 19 FuMUrEzKY DEnfO0m S 7ASTEXF 04 puDI0e Uk MG 7L 3hA o 75Mh TXbok 231jF:Us
UL QCKAINK D GMMUjzep + v

Copy to clipboard

Surnrary
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TIP

You can close the Encryption Key Restore wizard on the backup server and start it anew when you receive a
response from the Veeam Backup Enterprise Manager Administrator.
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Step 2. Process Request in Veeam Backup Enterprise Manager

This procedure is performed by the Veeam Backup Enterprise Manager Administrator on the Veeam Backup
Enterprise Manager server.

1. Copy the obtained request to the Clipboard.
2. In Veeam Backup Enterprise Manager, go to the Configuration > Key Management section.

3. Click Password Recovery at the top of the section to open the Password Recovery wizard.

4. Paste the request that you have received from the Veeam Backup Administrator. You can use the
[CTRL+V] key combination or click Paste atthe bottom of the wizard.

Password Recovery

Challenge Request Paste challenge request provided by the restore wizard
Verify Request | | L. BEGIM KEY REQUEST--- -
Dhiey
EAAAAEFhMzEzhRlemMS 23N Q)Y 0AAAACKYOL 21 hdGljYWise
Response SEnZWAlcmFOZWOEa2VSIHNIACAT LzEzLzlwiMTkE O Towvjo Ol

SBETRAAAAALTANPeativH+HhhxuSs/BEFEIAAAAAARAAARALAL

) Importfrom File

5. Follow the next steps of the wizard. At the Response step of the wizard, copy the text displayedin the
wizard to the Clipboard.
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6. Send the copied response by email or pass it in any other way to the Veeam Backup Administrator working
on the backup server.

Password Recovery

Challenge Request Provide this response to the restore operator for entering in the
restore wizard

Verify Reguest

Response

Ohjecthame: :Backup Joh]
EAAAANEIYWarDf] E8p4SKHVEZOSAAAAAZAAAE DAAAAAAAAAA
AAAAAAAAAAAAAAAAAAEAAAAEAAAABEBNADND T LioErN AWy a
210YaxmeMNanMaius
Archivekey [Backupl

E L2l
000000000000]
E

ASAAAAAAAAAAAAAAAEAAAAEALAA LD DS CBRFINFIRAWS n+yl
PRkXpl98aKEZILEpm2olizh47f igPSEfw 3 X2 Tsw2Xw==
Storape [Ic: co3?ocie-hata-41 d4-8h13-6ceface453f0, -

Previous Finizh
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Step 3. Complete Key Restore Process

This procedure is performed by the Veeam Backup Administrator on the backup server.
1. In Veeam Backup & Replication, get back to the Encryption Key Restore wizard.
2. Enter the copied response to the text window at the Response step of the Encryption Key Restore wizard.

3. Follow the next steps of the wizard. At the last step, click Finish. Veeam Backup & Replication will retrieve
the decrypted storage keys from the response, apply them to the encrypted file and unlock the file
content.

Encryption Key Restare -

Response
Paste response message received frorm your Weeam Backup Enterprise administrataor,

-

Request Insert response message:
————— BEGIM KEY-----
Response Dhkey

EAASACEP guBarg BfdmGHG Tmz/ o REALAAL g AAAE0 ARASAAANAN MDA AAANA DDA NG AR
AAEARAAHEAFRAD I qurbineg B Mg F2h URDITAT ZZI0X O FUtP SN 1AL o sEylyyqfhdkbyreuk g ==

Storage [Idi cc37ocBe-bo1a-41d4-8h19-b6cefbcedd3fl, ObjectMarne: Backup Job]

(EAAALMABN YDl gBpd SKHWEZOSALAAA G AAAF O ALAAAAAAANANNLAALDAAANNNDALRGANND
E&A88E8nADMNE Tuio b dWita 810 axmeMabd 800 mSfdzsa P hea GVFY UGB O 2 mpe? fo==
Archivekey [Backupld: 501314c3-724c-42da-af83- 028172594290, Objectld: 00000000- 0000-0000-0000-
000000000000 ] :EARAADTIS0+i + M FAT +

2HCIVI SAAAALGAAAE 0 ALAAAANAASAANNANANAAASAANNASAQANASEAAAN | 0yoDsCBeFINFY
HAN S +yIPpkXp 980 KBEZLBpm2gljzba 7/ 1igPogfn X2 Tauwd Hn==

Storage [Idi cc37ocBe-bo1a-41d4-8h19-6cefbceddsfl, ObjectMame: Backup Job]

EAAAABZBTIRhOPF W rCzpukd by d5ANAAAQASNE 0 AAAANAAANAN MDA AAASA DDA QAN
AEAAAAEUOGGD]‘TWtAyMBprG‘r‘xSRnZsBcwél+FWyuGMZIGszDwr)(WHQ?GBWFELSbMBELD ==
————— EMD KEY-----

Surnrmary

184 | Veeam Backup & Replication | User Guide for Microsoft Hyper -V



Restoring Encrypted Data from Tapes

When you restore data from encrypted tapes, Veeam Backup & Replication performs data decryption
automatically in the background or requires you to provide a password.

If encryption keys required to unlock the tape are available in the Veeam Backup & Replication database,
you do not need to enter the password to decrypt the tape. Veeam Backup & Replication uses keys from
the database to unlock the encrypted tape. Data decryption is performed in the background and data
restore from encrypted tapes does not differ from that from an unencrypted ones.

Automatic tape decryption is performed if the following conditions are met:

o You encrypt and decrypt tapes on the same Veeam backup server.
o The tapeis loaded to the tape library and information about this tape is availablein the catalog.

o The password specified in the settings of the media pool to which the tape belongs is the same as the
password that was used for tape encryption.

If encryption keys are not availablein the Veeam Backup & Replication database, you can restore data
from encrypted tapes with the following methods:

o You can provide a password or a set of passwords to unlock the encrypted tape. For more information,
see Decrypting Tapes with Password.

o You can use Veeam Backup Enterprise Manager to unlock the encrypted tape without a password. For
more information, see Decrypting Data Without Password.

Decrypting Tapes with Password

When you restore encrypted files or backups from tape, you need to specify a password that was used to
encrypt data archived to tape.

To unlock encrypted tapes:

1.

2.

Insert encrypted tapes into the tape library.

Catalog the tapes so that Veeam Backup & Replication can read data archived on tape. After you perform
catalogization, encrypted tapes will be displayed under the Media > Encrypted node in the tape library. On
the cataloged tape, Veeam Backup & Replication displays the key icon to mark it as encrypted.

In the inventory pane, select the Encrypted node under Media node.

In the working area, select the imported tape and click Specify password on the ribbon or right-click the
tape and select Specify password.

In the Description field of the Specify Password window, Veeam Backup & Replication displays a hint for
the password that was used to encrypt the tape. Use the hint to recall the password.

In the Password field, enter the password for the tape.

If the imported tape is a part of a backup set but is not the last tape in this set, perform catalogization
once again.

When Veeam Backup & Replication creates a backup set, it writes catalog data to the last tape in this set.

o If the imported group of tapes contains the last tape in the backup set, Veeam Backup & Replication
retrieves catalog data from the last tape during the initial catalogization process (see point 2 of this
procedure).
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o If the imported group of tapes does not contain the last tape in the backup set,
Veeam Backup & Replication needs to additionally catalog files on imported tapes.

If you enter a correct password, Veeam Backup & Replication will decrypt the tape media. The tape will be
moved under the correct media pool in the inventory pane. You can perform restore operations for data archived
to tape as usual.

If you import a backup file from tape and the backup file was encrypted twice, with the initial backup job and
with the backup to tape job, you must sequentially specify two passwords:

1. Password that was used to encrypt tapes in the media pool.
2. Password for the primary backup job.

After you enter the first password, backups from the tape will be moved under the Backup > Encrypted nodein
the inventory pane. You must then enter the second password to decrypt the backup and get access to its
content.

NOTE

You can recover data from encrypted backupseven if the password is lost. Restoring data without a
password is included in the Veeam Universal License. When using a legacy socket-based license, Enterprise
or higher edition is required. Also, your backup server must be connected to Veeam Backup Enterprise
Manager. For more information, see Decrypting Data Without Password.

Veeam Backup and Replication

Tape Media

g Fipe g 5 | =
Inventory Catalog | Restore Verify Copy = Move Export Eject | Erase Mark Remove | Protect Specify | Properties
Content to~ as Free Password
Import Media Media Adtions Manage Media Erase Media Protect Media Media Info
Tape Infrastructure
Marne T Tape Library Location  Media St Sequence Mumber  Lastwritten  Expiresin Capacity  Free Description
4 (@ Tope Infrastructure 00310000 QUANTUM PXS00 0014 Drive 1 Weekly media set #22 2/17/2021.. 2 lessthan .. 3/10/202.. 0GB  41GB
4 5] Media Pocls B Inventory
= Free (47) [ Catalog
i Imported (1 Restore content...
&1 Unrecognized (1) Copy
> i Tape Servers
Verify
> [1] NDMP Servers
> @ Libraries = Export
> [ Last 24 Hours FE Eject
5o Moveta »
Erase
B Mark as free
Protect
) Specify password...
s
A Home B Praperics
%glnventnry

(?E"g Backup Infrastructure

(35 storege Infrastructure
.

[0 Fies
[ History

1 tape selected Connected to: localhost Build: 114 Enterprise PlusEdition  License expires: 97 days remaining

Decrypting Tapes Without Password

If you have lost or forgotten a password, you can unlock encrypted tapes with the help of Veeam Backup
Enterprise Manager.
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You can restore data from tapes without a password only if your backup infrastructure meets the following
conditions:

1. You use Veeam Universal License (or a legacy socket-based license, Enterprise or higher edition).
2. Veeam backup server on which your encrypted tapes is added to Veeam Backup Enterprise Manager.
3.

Veeam backup server on which you generate a request for data decryption is added to Veeam Backup
Enterprise Manager.

The restore process is accomplished with the help of two wizards that run on two servers:
1. The Encryption Key Restore wizard on the Veeam backup server.

2. The Password Recovery wizard on the Veeam Backup Enterprise Manager server.
To restore encrypted data from tapes without a password:

1. Create a request for datarestore.

2. Process the request in Veeam Backup Enterprise Manager.

3. Complete the key restore process.
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Step 1. Create Request for Data Restore

This procedure is performed by the Veeam Backup Administrator on the Veeam backup server.

1.

2.

Import encrypted tapesto the Veeam backup server.

Select the imported tape and click Specify Password onthe ribbon or right-click the tape and select
Specify password.

In the Specify Password window, click the | have lost the password link.

Veeam Backup and Replication

Tape Media
ao | | aD O=
= PEEDE X & &8
Inventory Catalog ~Restore Verify Copy | Move Export Eject = Erase Mark Remove Protect Specify — Properties
Content to- as Free Password
Import Media Media Actions Manage Media Erase Media Protect Media Media Info
Tape Infrastructure
Hame T Tape Library Location  Media Set Sequence Number  Lestwnitten  Expiresin  Copacity  Free Description
R F00310000  QUANTUM PXS00 0014 Drive L Wieekly media set #22 217/2021.., 7 lessthana.  3/10/202.. 0GB 41GE
4 [ Media Pools
=1 Free (47)
[ Imported (1) Specify Password
=1 Unrecognized (1)
> i Tape Servers One or mare backup files are encrypted. Type in the
> [T NDMP Servers encryption password for the backup files.
", fe Libraries i Lhave lost the password
b [% Last 24 Hours
: Hint: 7
Passward: ||
@ Home
By Cance
@3 Inventory

(T mackup Infrastructure

ﬁfg Starage Infrastructure
Tape Infrastructure

(51 Fites
[‘i@} History

Connected to: localhost Build: Enterprise Plus Edition License expires: 97 days remaining

1 tape selected

Veeam Backup & Replication will launch the Encryption Key Restore wizard. At the Requeststep of the
wizard, review the generated request for data recovery. Use buttons at the bottom of the wizard to copy
the request to the Clipboard or save the request to a text file.
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5. Send the copied request by email or passit in any other way to the Veeam Backup Enterprise Manager
Administrator.

Encryption Key Restore -

Request
Provide the following request to wour Veearn Backup Enterprise Manager adrministrator,

Fequest Request rmessage:
————— BEGIM KEY REQUEST----- ~
Response Dhkey EASAALIT

+nZvBhpN MNP aZ Py BY O g QAAAAN OB 2 Th dGIY s e SBnZW S o m F O Q g a WSIHMId CASLzI5 Lz
MTkghdzoxbIToxMIBETRASASD gMpTHMNrEQ G N sihtyyL OF glASAAAAAMANAMAN MDA QAN NN,

AANNAANND Ba2 FRACeSICAYHovhZRpS gz Gl T RnBuvETqU2 Shadaiy g qkayacy'q Beb) Exo 97 A CL

TpkdLxsw+

AGETmni A pdP 2y gbline GdpxBtgFELLMIYP +BViCx o8 McZH BT T qeLyszauk DB +uvsd3nyh Chis

80135je2h) DvEXBjxqad Sms S0mpGtrTzC 2h 6/ DB pzktLAHOFn OFn C 3Gy CVOOnd6RW OB OL1zP 0 A3

LMY AbOEsqaCFI0RHIVE + 1Sk AL TON ThWInpc 1K 7aRPUSEARKOOCF6do Cuc2 OKFmk QP MING CC
Hk 98V MnlRCwpphd SSERKEAs RO Tm/j 2003

+Ew2tVODAE kU 7O rd¥BHUQE3p30 Sersm Qlb 7AD UMK qzr2 MAIROWR SpwidDimg +

6G 0 GHeleutt 2 14 rnlzifhA GMEDWE N B PE TR OMAY C pue N PZgtnip CriB1rSjnihGiDUhF 8/ GHEZX 0 8B O la

Zy 5l EQprA3EF Shoirn FRMD p e MidBrwg V7 +

FAnggls 1y 1DRS M eiGIechFO 733 ps DEgdhuSKDyxhg PRizc P o BFC GodnjhHUWEEBC +

FlybBraOMVD + GfgziadzpgdicsPRES e 34 Ehwndn T TuzC pScd  ABKeMAL B3P hBzb d g CZYRIAID M 228k D

TeanNYE M Q==

Archiveley [Backupld: 1386 34-1b37-430d-bdc 8- 7323008 7h5 7, Objectd:

00000000-0000-0000-0000-000000000000, CreationTime: 41042020 1:38:39 Ph] :EARALIT

+nZEh pM MNP aZ Py BY O g 08AAL0 0B 2 Thd Gl s e SBnZWS o m F O Qg a2\ aIHMId CA4LzI5L 2]
hTkghAzoxM ToxMiBBTRAAAAR 1. 7L/KWSC22W uyalho/URF g lAAAAAAAAAAAAANNAAR A AAR,

LA8ALMNANIDzHfc qxaniG + i Og LSS0 LD gkhldH3C CZF Qs G + OMIVHDE daGleydgknsh1XtadD 0z | v

Copy to clipboard

Surnrary

TIP

You can close the Encryption Key Restore wizard on the Veeam backup server and start it anew when you
receive a response from the Veeam Backup Enterprise Manager Administrator.
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Step 2. Process Request in Veeam Backup Enterprise Manager

This procedure is performed by the Veeam Backup Enterprise Manager Administrator on the Veeam Backup
Enterprise Manager server.

1. Copy the obtained request to the Clipboard.
2. InVeeam Backup Enterprise Manager, go to the Configuration > Settings > Key Management section.
3. Click Password Recovery toopen the Password Recovery wizard.

4. Use the [CTRL+V] key combination to paste the request that you have received from the Veeam Backup
Administrator. You canalso use the Import from File link to import the request from a text file.

Password Recovery

Challenge Request Paete challenge request provided by the restore wizard

Verify Reqguest

Response SBnZWSIcmFDZWan2V5IHNIdCAriLzISLZIWI\.-’ITkgMzoxMTole
BETRAAAADEMPTXNIED/ SNty LOFELAAAAAAAAAAAAAAAL
AAEAAAAAAAAAAAADINBA2TFACES| CAvHrovhZRpZERGI0 T RABU
VETqU25M4a|quK8?Qc\.fqbeJExSQ?Qvﬁ‘CLTpMLxvaGSTme
MPdZYED dpxEteFEL

-

) Importfrom File

5. Follow the next steps of the wizard. At the Response step, copy the text displayedin the wizard to the
Clipboard.
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6. Send the copied response by email or pass it in any other way to the Veeam Backup Administrator working
on the Veeam backup server.

Password Recovery

Challenge Request Provide thie reeponee to the restore operator for entering in
the reetore wizard

Verify Reguest

Dhtey

Response

[
0000a000-0068-0000-0000- 00 sa0anaaa 0,
2 /1072020 1:38:33 PM]
VEPMKLLZa7)0mGIIRFSAAAAAEAAAEDAAAANAAAN
EAMAAYSISGHUYHGO

AAAABAAARALABLSAALLATAASAEAASAHC W] NLYBIx8fnknrg
Fu3kfygarjaBFOSmROwWMZevek]s28Xr2ivmbillujgptkw== -

Previous Finish
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Step 3. Complete Key Restore Process

This procedure is performed by the Veeam Backup Administrator on the Veeam backup server.

1. In Veeam Backup & Replication, get back to the Encryption Key Restore wizard.

2. Enter the copied response to the text window at the Response step of the Encryption Key Restore wizard.

3. Follow the next steps of the wizard. At the last step, click Finish. Veeam Backup & Replication will retrieve
the decrypted storage keys from the response, apply them to the encrypted tape and unlock the tape
content.

-

Request
Response

Surnrmary

Encryption Key Restare -

Paste response message received frorm your Weeam Backup Enterprise administrataor,

Insert response message:

Dbkey

EARAADAZINCZSTT/ pViykGILIWRSAAAAL g AAAE0ASAAAAAMALANALAAAAAMALANALN A GAAND,
EAAALR 0 AT WMy b n BiuF 3+ 5p Ty sy rEp SAM D e BliFzoz dujbEk) g TADI3AN T C +X¥pl==
Archiveley [Backupld: 1386/ 84-1b31-480d-bde8-73a350ac Thi7, Objectld:

00000000-0000-0000-0000- 000000000000, CreationTime: 4/10/2020 1:33:39 PA)

EAAAAHWY 5o BpXkLbZa Tlom G 9RF SAAAAA g AAAE 0 ARAAAAAAA AN AANASANAAADDD g ARD,
AEAAAARISE +juy] #1502 0P q253puds AHIK0GWT 72pY 1T Mu T p Qukytad 5x08345 +fdns ACA==

Storage [Id: d07M%a-bEd6-4257-Febb-1ef Feed Tho 30, CreationTirme: 4702020 6:38:26 &8,
OhjectMarne: Backup Job Encrepted]

(EALAAMM e MM BHASMmD g TZ6)sDISALAAA G AAAF 0 AALALAMASAAAAALALANNSAAAAASA QRN
AALEALBAHC LY BB qnknrpFx3kfgqarjaBF 05m R dakAZ ezl 1 285 2 mbilujqpkKkw==

Storage [1d: d0704%33-h646-4257-Oeb6-1efFeed7he 30, CreationTime: 41072020 6:38:26 &b,
ObjectMarne: Backup Job Encrypted]

([EARAAMCZ0hs 01 7EUMfibull/Rb 3588888, g AAAE 0 AASAANANAS A AASAANANADN DA QNN
MEAMAGJQEEpF-i)(LmQVFmeNm40fcvbva?ILMLK_|ngFKg1Sh.ﬂ.vMGrq‘r'vRu?LUSS‘IcRMzA::
————— EMD KEY-----
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Multi-Factor Authentication

Veeam Backup & Replication supports multi-factor authentication (MFA) for additional user verification. A one-
time password (OTP) generated in the mobile authenticator application is used as a second verification method.
Combined with login and password credentials, it creates a more secure environment and protects user accounts
from being compromised.

The feature includes:
e Enabling/disabling MFA for all users
e Disabling MFA for service accounts

e Resetting MFA for specific users

Requirements and Limitations

MFA has the following requirements and limitations:
e Only users with the Veeam Backup Administrator role can manage MFA.
e MFA is not supported in the Veeam Backup & Replication Community Edition.

e MFA is not natively supported for Veeam Backup Enterprise Manager. It can be used with a third party
identity provider specified in the SAML authentication settings.

e User groups are not supported. You can enable MFA only for user accounts.

e MFA is not supported for non-interactive connections used by the following applications and backup
infrastructure components:

o Veeam Backup & Replication REST API
o Veeam Backup Enterprise Manager (for communication with the Veeam Backup & Replication server)

o Veeam ONE agent (for communication with the Veeam Backup & Replication server)

To avoid connection issues, you must disable MFA for the accounts used to run these applications and
backup infrastructure components. For more information, see Disabling MFA for Service Accounts.

e MFA is not supported for PowerShell (either interactive logon or non-interactive connections). To use
PowerShell cmdlets with Veeam Backup PowerShell Module or Microsoft Windows PowerShell, run the
Veeam Backup & Replication console or Microsoft Windows PowerShell under the service account with
disabled MFA.

e MFA also must be disabled for the account in the following cases:

o To restore the configuration database properly, run the Veeam Backup & Replication console or
Veeam Backup Configuration Restore application under the service account with disabled MFA.

o To upgradethe remote Veeam Backup & Replication console properly, run it under the service
account with disabled MFA.

e If aservice provider (SP) uses Veeam Service Provider Console and wants to use multi-factor
authentication on the SP backup server, they must set up a service account in
Veeam Backup & Replication. For more information, see this Veeam KB article.

e Mobile push notifications are not supported. You can getan OTP code only in the mobile authenticator
application.
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How MFA Works

Veeam Backup & Replication supports the following scenario for MFA:

o Auser logsin to the Veeam Backup & Replication console.
o Veeam Backup & Replication checks if MFA is enabled and configured for the user:

a. MFA is enabled but not configured. The user gets the instruction how to set up MFA.
Veeam Backup & Replication generates a secret key which is used once for the initial setup in the
mobile authenticator application. The hash of the secret key is also saved in the configuration
database.

Nl Veeam
=K} Backup & Replication 12

Two-factor authentication has been enabled on this backup server.
E Step 1. Open an authenticator app of your choice
Step 2. Scan QR code or enter:
KUZXGTRXJM2DCNKW

Step 3. Click Next

Save shortcut Close

b. MFA is enabled and configured. Eachtime the user logs in they should enter a 6-digit confirmation
code generated in the mobile authenticator application. Veeam Backup & Replication checks if the
code is valid and, in case of success, starts a user session.

If there are more than 5 unsuccessful attempts, the user can reopen the console and try to log in
again after waiting for at least one minute. If the problem persists, the backup administrator can
reset MFA by request.

IMPORTANT

The code confirmation works when there is no time shifting between the mobile authenticator application
and the Veeam Backup & Replication server. Ensure that they are synchronized with the UTC time.
Otherwise, the authentication will fail.

If Veeam Explorers and other applications (except for Veeam Backup PowerShell Module) are started from the
console, they do not require additional authentication.

Enabling MFA

To enable the feature for all users:

1. Log in to the Veeam Backup & Replication console as an administrator.

2. Goto Usersand Roles.
3. Remove user groups from the list if there are any. Leave only specific users.

4. Select the Require two-factor authentication for interactive logon check box.

194 | VeeamBackup & Replication | User Guide for Microsoft Hyper-V



5. Click OK.

User or group Role Add...

5% Administrators Veeam Backup Administrator
& tech\audrey.allen Veeam Restore Operator

~

3

tech\alison.summers Veeam Backup Administrator
4 tech\madison.gray Veeam Backup Operator Reset MFA

Require two-factor authentication for interactive logon

[] Enable auto logoff after min of inactivity

| OK | | Cancel

Resetting MFA for a Specific User

The backup administrator can reset MFA by user request if they have authentication issues, lose or change a
mobile device with the mobile authentication application, and so on.

To reset MFA for a specific user:
1. Log in to the Veeam Backup & Replication console as an administrator.
2. Goto Usersand Roles.

3. Select the user and click Reset MFA. The next time the user logs in they will get the instruction how to

set up MFA.
Security x
User or group Role Add...
& TECH\alison.summers Veeam Backup Administrator
& TECH\audrey.allen Veeam Restore Operator
;‘ TECH\madison.gray Veeam Backup Operator

The user will be required to reconfigure MFA upon the next logon. Proceed?

oK | | Cancel

Require two-factor authentication for interactive logon

[_] Enable auto logoff after min of inactivity

OK | | Cancel
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Disabling MFA

To disable the feature for all users:

1.
2.
3.

4.

Dis

Log in to the Veeam Backup & Replication console as anadministrator.

Go to Users and Roles.

Deselect the Require two-factor authentication for interactive logon check box.

Click OK.

abling MFA for Service Accounts

If you cannot use MFA due to limitations described in Requirements and Limitations, you can disable this feature

for spec

ific service accounts used to run applications and backup infrastructure components.

To disable the feature for service accounts:

1. Log in to the Veeam Backup & Replication console as an administrator.
2. GotoUsersand Roles.
3. Select the service account and click Edit.
4. Select the This is a service account (disable two-factor authentication) check box.
5. Click OK.
Security x
User or group Role Add...
:‘ TECH\alison.summers Veeam Backup Administrator Edit
:_ TECH\audrey.allen Veeam Restore Operator
:‘ TECH\madison.gray Veeam Backup Operator Renmae
:‘ tech\dev.maintenance Veeam Backup Operator Reset MFA
Edit User -
User or group:| tech\dev.maintenance | Browse...
Role: |Veeam Backup Operator v |
This is a service account (disables multi-factor authentication)
Rﬁ Ume two-TaCtoOr autreTTiaCatiorT TOT TTIETactive IUyUII
[] Enable auto logoff after min of inactivity
Cancel
196 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V



Kerberos Authentication

Veeam Backup & Replication supports Kerberos authentication for all components of the backup infrastructure
including Veeam Explorers, Veeam Agents, Veeam Plug-ins, and Veeam Backup Enterprise Manager. You can
build the backup infrastructure in the following environments:

e Kerberos authentication is the primary domain authentication protocol, NTLM is supported for
compatibility. This configuration is used by default starting from Microsoft Windows 2000 Server.

e Kerberos is the only domain authentication protocol, NTLM is disabled (more secure).

NOTE

Kerberos authentication is supported only in Microsoft Active Directory-based environments.

How Kerberos Works

Unlike NTLM, Kerberos uses Ticket Granting Tickets (TGT) issued by the Key Distribution Center (KDC). TGT files
contain a session key, the key's expiration date, and a user's IP address. They are encrypted and have limited
validity period (10 hours by default). This authentication mechanism protect users from man-in-the-middle
(MITM) attacks.

Veeam Backup & Replication supports the standard Kerberos authentication scenario:

1. Aclient sends a request to the KDC, which is located on a domain controller and uses Microsoft Active
Directory asthe account database. The request contains user details and information about the Veeam
service the client wants to access.

2. The KDC verifies the client's request and issues a TGT.

3. The client uses the TGT to send a request to the KDC Ticket Granting Service (TGS) and get a TGS ticket.
The request also contains the Service Principal Name (SPN) of the service.

4. The client uses the TGS ticket to send a request to the server.

5. The server verifies the client's request and provides access to the service for a limited period specified in
the Kerberos configuration.

For more information about Kerberos authentication, see this Microsoft article.

Requirements and Limitations

Kerberos has the following requirements and limitations:

e The client and the server must belong to the same domain, or a trust relationship must exist between
domains.

e All backup infrastructure components must be added to the Veeam Backup & Replication console using
FQDN.

e Veeam backup infrastructure servers must resolve FQDNSs.
e FQDN must be used when connecting to the remote Veeam Backup & Replication console.

e The hostname length for all Windows-based backup infrastructure components and VM guest OSes must
not exceed 15 characters.
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e The maximum time difference between the client and the domain controller must be 5 minutes to protect
the backup infrastructure from relay attacks.

e NFS is supported by Kerberos starting from version 4.1.

e For guest OS processing, consider the following:

o

O

Local accounts do not support Kerberos authentication. To authenticate with Microsoft Windows
guest OS using Kerberos, specify an Active Directory account.

If you use networkless application-aware guest processing through PowerShell Direct, the guest OS
must still have access to the domain controller. Otherwise, Kerberos authentication will not work.

For SPNs, consider the following aspects:

e Each Veeam service must have two SPNs registered with the Active Directory in the following formats:

o

O

{ServiceName}/{FQDN}, for example, VeeamBackupSvc/vbrserverQl.tech.local

{ServiceName}/{NetBIOSName}, for example, VeeamBackupSvc/VBRSERVERO1

e For the following services, SPNs are registered automatically each time they start:

(0]

O

Veeam Backup Service (VeeamBackupSvc)

Veeam Backup Enterprise Manager Service (VeeamEnterpriseManagerSvc)
Veeam Cloud Connect Service (VeeamCloudConnectSvc)
Veeam Cloud Gateway Service (VeeamGateSvc)

Veeam CDP Coordinator Service (VeeamCdpSvc)

Veeam CDP Proxy Service (VeeamCdpProxySvc)

Veeam Guest Catalog Service (VeeamCatalogSvc)

Veeam Distribution Service (VeeamDistributionSvc)

Veeam Mount Service (VeeamMountSvc)

Veeam Broker Service (VeeamBrokerSvc)

Veeam Hyper-V Integration Service (VeeamHvIntegrationSvc)
Veeam Data Mover Service (VeeamTransportSvc)

Veeam WAN Accelerator Service (VeeamWANSvc)

Veeam vPower NFS Service (VeeamNFSSvc)

Veeam Backup VSS Integration Service (VeeamFilesysVssSvc)
Veeam Installer Service (VeeamDeploySvc)

Veeam Tape Service (VeeamTapeSvc)

Veeam Log Shipping Service (VeeamLogShipperSvc)

Veeam Agent for Microsoft Windows Service (VeeamAgentWindows)
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o Veeam Guest Helper Service (VeeamGuestHelperSvc)

For services running under the LocalSystem account, SPNs are mapped to the Active Directory
computer objects. For services, running under a dedicated Active Directory service account, SPNs are
mapped to the Active Directory user objects.

Note that If for any reason the SPN registration fails, the service will continue working, but there may
be authentication issues in Kerberos-only environments.

If you want to register SPN manually, you can use the setspn tool. For more information about manual
SPN registration, see this Microsoft article. To disable automatic SPN registration, contact Veeam
Customer Support.

Note that Veeam Platform Services (AWS, Azure, Google Cloud) and Veeam Explorer Recovery Service
do not need to be registered as they do not have SPNs.

To communicate with Hyper-V clusters, Veeam Backup & Replication uses the default SPN format for
Veeam Hyper-V Integration Service: {HOST}/{FQDN} as there may be issues with registering SPN

VeeamHvIntegrationSve/ {FQDN} fora cluster account.

If you want to use another account for running a Veeam service, you must manually remove the existing
SPN from the Active Directory beforehand. Otherwise, the SPN registration with the new account will
fail.

IMPORTANT

If you use persistent agents for guest OS processing and want to upgrade Veeam Backup & Replication to
version 12, there may be issues with application-aware processing in a Kerberos-only environment. To
mitigate risks, register SPNs for Guest Helper Service using the following format:
{VeeamGuestHelperSvc}/{FQDN} and {VeeamGuestHelperSvc}/{NetBIOSName}. For more

information, see this KB article.

Configuring Kerberos Environments

If you use default Microsoft Windows configuration for Kerberos authentication with NTLM fallback, configure
the Network security: LAN Manager Authentication Level security policy setting to send NTLMv2 responses
only. For more information, see this Microsoft article.

NOTE

Using NTLM increases the attack surface of your backup infrastructure. To build a more secure
environment, disable NTLM and leave Kerberos the only domain authentication protocol.

To configure a Kerberos-only environment, perform the following steps:

(e]

Enable an NTLM audit. Start to collect and analyze NTLM audit events to determine which applications
and services send NTLM requests. Reconfigure or update them to use Kerberos. If an application or
service does not support Kerberos, replace it with an alternative one. For more information about
auditing NTLM usage, see this Microsoft article.

Enable Kerberos extended logging mode. By default, Veeam Backup & Replication saves logs only for
failed SPN registrations. It is recommended to collect information about all SPN registrations during
initial Veeam Backup & Replication deployment and NTLM audit troubleshooting. To enable extended
logging for SPNs used for Kerberos authentication between backup infrastructure components, see this
KKB article.
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o Restrict NTLM traffic. When all applications and services are configured to use Kerberos and there are

no NTLM audit events, apply Network Security: Restrict NTLM Active Directory group policies to restrict
NTLM traffic and authentication. You can also configure exclusions for specific hosts if they still require
NTLM authentication to work properly. For more information about restricting NTLM usage, see this
Microsoft article.

NOTE
To prevent Kerberos environments from Kerberoasting attacks, do the following:

o Make sure that you use strong encryption algorithms allowed for Kerberos. For more information,
see this Microsoft article.

o Prevent Kerberos change password that uses RC4 secret keys. For more information, see this
Microsoft article.

200 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-2008/jj865676(v=ws.10)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-r2-and-2008/jj865676(v=ws.10)
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-configure-encryption-types-allowed-for-kerberos
https://learn.microsoft.com/en-us/windows-server/security/kerberos/preventing-kerberos-change-password-that-uses-rc4-secret-keys
https://learn.microsoft.com/en-us/windows-server/security/kerberos/preventing-kerberos-change-password-that-uses-rc4-secret-keys

Using Group Managed Service Accounts

A Group Managed Service Account (gMSA) is the type of domain account configured on the server. It does not
need the administrator to manage the password as this role is performed by the Microsoft Windows operating
system. Randomly generated complex passwords are automatically changed every 30 days which reduce the risk
of brute force and dictionary attacks. For more information about gMSAs, see this Microsoft article.

You can use gMSAs to run guest processing tasks.
NOTE

For application-aware processing, using a gMSA is supported for backups or replicas of VMs that run
Microsoft Active Directory (domain controllers), Microsoft Exchange, Microsoft SQL Server, and Oracle 12c
Release 2 and later. You cannot back up or replicate VMs that run Microsoft SharePoint with the gMSA.

Requirements and Limitations

gMSAs have the following requirements and limitations:

e gMSAs are applicable to Microsoft Windows Server 2012 and later. For more information about operating
system and Microsoft Active Directory requirements, see this Microsoft article.

e gMSAs are not supported for backups of the Linux target machines joined to the Active Directory domain.
e Since gMSAs require a connection to the domain controller, these accounts work only over network.

e If you use gMSAs to manage the restore process of VM guest OS files, consider Requirements and
Limitations.

e If you back up a machine using a gMSA, both the guest interaction proxy and the target machine must
have network access to the domain controllers and be in the same domain to obtain the gMSA password.
On the target machine the gMSA must be added to the Administrators group (local or domain). Domain
Administrator permissions are only required for Microsoft Active Directory backups, for other supported
applications local Administrator permissions are sufficient.

IMPORTANT

Consider that granting Domain Administrator permissions to gMSAs makes them a potential source
of vulnerability.

Before You Begin

Before you start using gMSAs, configure the domain controller:

1. The domain controller requires a root key to generate gMSA passwords. Ensure that the Key Distribution
Service is enabled on the domain controller and use the following command in Microsoft Windows
PowerShell to generate a root key:

Add-KdsRootKey -EffectivelImmediately

Wait until the Active Directory replication is finished or force it manually. For more information about
creating KDS root keys, see this Microsoft article.

2. To enable gMSA support in Microsoft Windows PowerShell, use the following commands:
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Install-WindowsFeature RSAT-AD-PowerShell,NET-Framework-Features | Out-Nul
1;

Import-Module ServerManager;

Import-Module ActiveDirectory;

Creating gMSA

To create a gMSA, use the New-ADServiceAccount cmdlet on the domain controller. Inthe DNSHostName
parameter, specify the FQDN of the gMSA. For the PrincipalsAllowedToRetrieveManagedPassword
parameter specify the computer accounts separated by comma which will use the gMSA or the AD group
containing these computer accounts. For more information about all cmdlet parameters, see this Microsoft
article.

$gMSAName = 'DOMAIN\gmsaOl'
SgMSAGroupName = 'gMSAComputerAccountsGroup'
SgMSADNSHostName = 'gmsaOl.srv.local'

New-ADServiceAccount -Name S$gMSAName -DNSHostName S$gMSADNSHostName -PrincipalsA
llowedToRetrieveManagedPassword $gMSAGroupName -Enabled S$True

NOTE

To provide a more secure environment, use separate gMSAs for critical backup infrastructure components.

By default, created gMSAs are shown in the Managed Service Accounts container.

Installing gMSA

To install a gMSA on the server or the target machine, perform the following steps:

1. Run the Install-ADServiceAccount cmdlet.
Install-ADServiceAccount "DOMAIN\gmsa0ls$"

2. Ensure that the gMSA was successfully installed.
Test-ADServiceAccount "DOMAIN\gmsaOls$"

3. Add the gMSA to the local Administrators group.

Add-LocalGroupMember -Group "Administrators" -Member "DOMAIN\gmsa0ls$"

NOTE

For domain controller VMs, add the gMSA to the domain Administrators group or
BUILTIN\Administrators group on the domain controller.

For guest processing, install the gMSA on the guest OS machine and the guest interaction proxy.
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Using gMSA

To run guest processing tasks with the gMSA, add this account type to the Credentials Manager and choose it
when specifying guest processing settings for jobs or policies.
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Licensing

To work with Veeam Backup & Replication, you must obtain a license key and install it on the backup server. If
you do not install the license key, the product will operate in the Veeam Backup & Replication Community (free)
Edition. For more information, see Veeam Backup & Replication Community Edition.

Veeam licenses Veeam Backup & Replication in two ways: per instance and per socket.

You can use both instance and socket licenses. For more information, see Merging Licenses.

NOTE

Veeam Backup & Replication consumes licenses only to back up data. Backup restores do not require
licenses. You can restore VMs and data no matter how many available licenses you have or how many VMs
you are restoring.

Instance Licensing

Veeam Backup & Replication can be licensed by the number of instances. Instances are units (or tokens) that you
can use to protect your virtual, physical or cloud-based workloads. For more information, see Veeam Licensing
Policy.

You must obtain a license with the total number of instances for workloads that you plan to protect in
Veeam Backup & Replication.

Workloads that have been processed in the past31 daysare considered protected. Every protected workload
consumes instances from the license scope. The number of instances that a workload requires depends on the

workload type and product edition.

This licensing model allows you to obtain a license with a certain number of instances without knowing in
advance what types of workloads you plan to protect. When a need arises, you can revoke instances from a
protected workload, and reuse them to protect other workloads regardless of the workload type.

Veeam Backup & Replication keeps track of instances consumed by protected workloads. If the number of
consumed instances exceeds the license limit, Veeam Backup & Replication displays a warning when you open
the Veeam Backup & Replication console. For more information, see Exceeding License Limit.

Consider the following:
e VM templates are regarded as protected VMs and consume license instances.

e VMs and NAS shares processed with backup copy and tape jobs are not regarded as protected VMs and
NAS shares and do not consume license instances. These types of jobs provide an additional protection
level for VMs and NAS shares that are already protected with backup jobs.

e For more information on how Veeam Backup & Replication calculates license instances to consume when
protecting NAS file shares, see License Instance Calculation for NAS Backup.

Socket Licensing

With the socket licensing model, Veeam Backup & Replication is licensed by the number of CPU sockets on
protected hosts. For more information, see Veeam Licensing Policy.

A license is required for every occupied motherboard socket asreported by the hypervisor API.
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License is required only for source hosts — hosts on which VMs that you back up or replicate reside. Target hosts
(for replication and migration jobs) do not need to be licensed.

The socket license assignment happens automatically as soon as you start a backup or replication job for VMs on
a specific source host. You can revoke licenses from licensed hosts and re-apply them to other objects if needed.
For more information, see Revoking License.

NOTE

If you use a socket license that was obtained for an earlier version of Veeam Backup & Replication, Veeam
Software adds up to 6 gift (built-in) instances free of charge to your license scope. You can use these
instances to protect any type of supported workloads except VMware and Hyper-V VMs — they are covered
by the licensed CPU sockets on virtualization hosts.

If the number of licensed sockets is less than 6, you can use the number of instances that equals the
number of licensed sockets. For example, if the number of licensed sockets is 5, you can use 5 instances. If
the number of licensed sockets is 100, you can use 6 instances.

Note that starting with Veeam Backup & Replication 12, the gift (built-in) instances are disabled if the
perpetual license support expiration date is reached.
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Types of Licenses

Veeam Software offers the following types of licenses for Veeam Backup & Replication:

Paid Licenses

e Subscription license — license that expires at the end of the subscription term. The Subscription license
term is normally 1-3 years from the date of license issue.

e Perpetual license — permanent license. The support and maintenance period included with the license is
specified in months or years. Typically, one year of basic support and maintenance is included with the
Perpetual license.

e Rentallicense — license with the license expiration date set according to the chosen rental program
(normally 1-12 months from the date of license issue). The Rental license can be automatically updated
upon expiration.

Rental licenses are provided to Veeam Cloud & Service Provides (VCSPs) only. For more information, see
the Rental License section in the Veeam Cloud Connect Guide.

Free Licenses

e Evaluation license — license used for product evaluation. The Evaluation license is valid for 30 daysfrom
the moment of product download.

e NFR license — license used for product demonstration, training and education. The person to whom the
license is provided agrees that the license is not for resell or commercial use.

e Promo license — license that grants additional instances. You can install it only on top of an existing
Perpetual or Subscription license (primary license). The primary license can have any units (only sockets,
only instances, or both). Number of additional instances and duration of promo period are decided by a
sales representative.
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Instance Consumption for NAS Backup and
File to Tape Jobs

For file share backup and file backup to tape, there are the following peculiarities in calculating the number of
license instances to consume:

e Veeam Backup & Replication rounds the protected amount of datafor each file share down to 500 GB.
e One license instance covers 500 GB of the protected amount of data.

e When your files and folders are protected with file backup to tape jobs, Veeam backup files are excluded
from instance consumption calculation.

o If different file shares are protected by different file backup jobs or by different file backup to tape jobs,
Veeam Backup & Replication rounds the protected amount to 500 GB separately for each file share and
calculates the number of instances required to protect each of them. After that, it sums up the total
number of license instances to consume for NAS backup or for file backup to tape.

e Veeam Backup & Replication calculates the protected amount of data for each NAS during every run of the
file backup job that protects file shares on this NAS and keeps the result for 30 days. To calculate the
number of license instances to consume for the file share protection, Veeam Backup & Replication takes
the largest protected amount of data on file shares within the last 30 days.

If the size of the file share reduces and does not increase or the file share is removed from the file backup
job, after 30 days Veeam Backup & Replication recalculates the protected amount of data and
automatically revokes the excessively consumed license instances.You can manually revoke the licenses
without waiting for 30 days, as described in Revoking License. During the next NAS backup job run,
Veeam Backup & Replication will recalculate the license instance consumption as of the current date.

e If the same file share is protected by more than one file backup job, to calculate the size of the protected
amount of data Veeam Backup & Replication first sums the size of the file share data protected by all the
jobs. After that, it rounds the overall protected amount of datadown to 500 GB and calculates the
number of license instances to consume for NAS backup support.

e If afile backup job protects several file shares residing on the same NAS device (the same share root or
NAS filer), the approach to calculating license consumption depends on how the file shares are added to
the infrastructure:

o If you have added the whole share root (\\root\) to the infrastructure and the file backup job
protects shares \\root\sharel and \\root\share2, Veeam Backup & Replication first sums the
protected amount of both file shares, rounds it down to 500 GB, and then calculates the number of
license instances to consume for NAS backup support.

o If you have separately added shares \\root\sharel and \\root\share2 to the infrastructure and
the file backup job protects both of them, Veeam Backup & Replication first rounds the protected
amount for each file share down to 500 GB, separately calculates the number of license instances to
consume for each file share, and then sums the license instances to calculate the total number of
license instances to consume for NAS backup support.

e File share backup to an object storage requires a license. Thus, this feature is not supported in the
Veeam Backup & Replication Community (free) Edition. For details, see Veeam Editions Comparison.

e File share restore from an object storage does not require a license. Thus, this feature is supported in the
Veeam Backup & Replication Community (free) Edition. For details, see Veeam Editions Comparison.
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Examples

Casel

If the protected amount of data for the file share is 499 GB or less, Veeam Backup & Replication rounds it down
to O GB. In this case, protection of this file share will not consume license instances.

If the protected amount of data for the file share is 590 GB or 990 GB, Veeam Backup & Replication rounds it
down to 500 GB. Inthis case, protection of this file share will consume 1 license instance.

Case?2

If the protected amount of data for the file share is 1000 GB after rounding, Veeam Backup & Replication
divides this amount by 500 GB to calculate the number of instances to consume:

1000 GB /500 GB = 2 license instances
Case3

You have 2 file shares File Share 1 (990 GB) and File Share 2 (890 GB) each protected by a separate file backup
job. In this case, Veeam Backup & Replication rounds the protected amount of each file share down to 500 GB,
calculates the number of license instances required to protect each of the file shares. After that, it sums the
calculated number of license instances required to protect the shares:

990 GB ~500 GB =1 license instance
890 GB ~500 GB =1 license instance

1+1 =2 — protection of 2 file shares with separate file backup jobs consumes 2 license instances.
Case4

You have a file share with the protected amount of data 1490 GB. Veeam Backup & Replication runs the file
backup job and after rounding down the amount, it calculates that it will consume 2 license instances for
protecting this file share:

1490 GB ~ 1000 GB = 2 license instances

Two days later, the size of the file share increases to 1510 GB. Veeam Backup & Replication runs the file backup
job and recalculates the number of license instances to consume based on the increased size of the NAS share:

1510 GB ~ 1500 GB = 3 license instances

Two days later, the size of the file share decreases back to 1490 GB and does not increase any more. Although
the protected amount of data decreases, for the next 30 days Veeam Backup & Replication uses value 1510 GB
as a basis to calculate the consumption of license instances.

30 days later, Veeam Backup & Replication runs the file backup job and recalculates the number of instances to
consume taking into account that the largest protected amount of data within the last 30 daysis 1490 GB. After
that, protection of the file share starts consuming 2 instances again.

Case5

You have a file share (100 GB) protected by 2 file backup jobs (1 and 2). During the 1st run of job 1,

Veeam Backup & Replication rounds the protected amount down to 500 GB (0 GB) and calculates that the
protection of this file share with job 1 does not consume license instances. After that the file share size increases
to 270 GB. During the Tst run of job 2 which is scheduled after the increase of the file share,

Veeam Backup & Replication calculates amount of data protected by all file backup jobs protecting this file
share:

100 GB (run 1 of job 1) + 270 GB (run 1 of job 2) =370 GB
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Veeam Backup & Replication rounds the protected amount down to 500 GB (0 GB) and calculates that the
protection of this file share with backup job 1and 2 does not consume license instances. After that the file share
size remains 270 GB. During the 2nd run of job 1, Veeam Backup & Replication calculates amount of data
protected by all file backup jobs protecting this file share:

270 GB (run 2 of job 1) + 270 GB (run 1 of job 2) =540 GB

Veeam Backup & Replication rounds the protected amount down to 500 GB (500 GB) and calculates that the
protection of this file share with backup job 1and 2 now consumes 1 license instance.

Caseb

You have a single NAS device with 2 NFS file shares residing on it: \\root\sharel (490 GB) and
\\root\share2 (600 GB). You have added the root server folder (\\root\) of this NAS device as an NFS file
share to the infrastructure. The file shares \\root\sharel and \\root\share2 are added to one file backup
job. In this case, Veeam Backup & Replication sums the protected amount of both file shares, rounds it down to
500 GB, and then calculates the number of license instances:

490 GB + 600 GB =1090 GB ~ 1000 GB =2 — protection of 2 file shares in this case consumes 2 license
instances.

Case?7

You have a single NAS device, but you have added 2 of its shared folders \\root\sharel (490 GB) and
\\root\share2 (600 GB) as separate file shares to the inventory. The file shares \\root\sharel and
\\root\share2 are added to one file backup job. In this case, Veeam Backup & Replication first rounds the
protected amount for each file share down to 500 GB, separately calculates the number of license instances to
consume for each file share, and then sums the license instances:

490 GB ~ 0 GB = 0 license instances
600 GB ~ 500 GB = 1 license instance

0+ 1=1— protection of 2 file shares in this case consumes 1 license instance.
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Obtaining and Renewing License

You can obtain an Evaluation or paid license for the product when you download the product from the Veeam
website.

Obtaining Paid License

To obtain a paid license, refer to the Veeam Backup & Replication Pricing page.

To obtain a Perpetual Instance license, find a reseller.

Obtaining Evaluation License

To obtain an Evaluation license:
1. Signin to veeam.com.
2. On the Download Veeam products page, click the product link.

3. Inthe Get trial key section, click the Request Trial Key link to download the Evaluation license.

RenewingLicense

To renew your maintenance plan, contact Veeam Renewals Team at renewals@veeam.com.
If you have a Perpetual or Subscription license, you can also renew your license contract online.
To renew the license:

1. From the main menu, select License.

2. Inthe License Information window, click Renew.

Veeam Backup & Replication will forward you to the Renewals page of Veeam website, where you can select
your new maintenance plan. When your contract is renewed, you have to update your license.
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Note that the Renew option is subject to restrictions. If online renewal is not possible for your account, you will
be redirected to the Renewal Request page. There you will be able to submit a request for Veeam Renewals
Team.

License Information

License QGRCHTLE
License Information Install
Shatus Walid Fle o
Type Subscription m
Ipdate Mowe
Edition Emterprise Plus
Create Report..,
Support D 02067762
Licensed to Weearn Softoare Group GrmbH
Cloud Connect Provider Emterprise
Instances
Package Suite
Instances 10063 used)
Expiration date 6/1/2023 (17 days left)
[] Update license autornatically (enables usage reporting) Clase
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Installing License

When you install Veeam Backup & Replication, you are asked to specify a path to the license file. If you do not
specify a path to the license file, Veeam Backup & Replication will run in the Veeam Backup & Replication
Community (free) Edition. For more information, see Veeam Backup & Replication Community Edition.

?_éFQ Weeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

License file:

M Browse...

Update license automatically (enables usage reporting)

Download and install new licenses automatically when you renew or expand your contract. This requires
sending the license ID, the installation 1D, and workload usage counters to the Yeeam licensing servers
periodically. Successful usage reporting doubles the number of workloads you can exceed your installed
license by.

If you don't have a license simply click Next to install Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a
consultant or an M5P.

Back Mext Cancel
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You can install or change the license after product installation:

1. From the main menu, select License.
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2. Inthe License Information window, click Install.

License Information

License EMEEHERINS
License Information Install N
Status Yalid Rermove
Type Subscription T
gte Mow
Edition Enterprize Plus
Create Report.,
Support D 02067762
Licensed to Weeam Software Group GmbH Renew..
Cloud Connect Provider Enterprize
Instances
Package Suite
Instances 100 (3 used)
Expiration date 6/1/2023 (17 days left)
[] Update license automatically (enables usage reporting) Close

3. Browse to the LIC file and click Open.
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Licenses in Veeam Backup Enterprise Manager

If backup servers are connected to Veeam Backup Enterprise Manager, Veeam Backup Enterprise Manager
collects information about all licenses installed on backup servers. When Veeam Backup Enterprise Manager
replicates databases from backup servers, it also synchronizes license data: checks if the license installed on the
backup server coincides with the license installed on the Veeam Backup Enterprise Manager server. If the
licenses do not coincide, the license on the backup server is automatically replaced with the license installed on
the Veeam Backup Enterprise Manager server.

For information on Veeam Backup Enterprise Manager license, see the Licensing section of the Veeam Backup
Enterprise Manager Guide.
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Merging Licenses

Merging licenses is an option for customers who have a Perpetual Socket license. If you have a Perpetual Socket
license, and want to also protect, for example, your cloud or physical workloads, or work with Veeam plug -ins,
you can obtain an instance license and merge it with the socket license.

TIP

Merging licenses is a built-in mechanism that allows you to merge two different license types (Socket and
Instance). If you want to merge several licenses of the same type (Socket and Socket, Instance and
Instance) to obtain a single license key file, you can use the merge tool in the Customer Portal. For more
information on merging licenses in the Customer Portal, see this Veeam KB article. For more information on
merge rules and exceptions for the Customer Portal merging process, see the License Key Merge section of
the Veeam Licensing Policy.

Under the merged license, the following workloads will consume a Socket license:

e VMware vSphere and Microsoft Hyper-V VMs

e Application servers protected by Veeam Plug-ins (only for application servers running in VMs of a virtual
infrastructure registered with Veeam Backup & Replication)

e VMs protected by Veeam Agents (only for VMs of a virtual infrastructure registered with
Veeam Backup & Replication)

Other workloads are processed per instance.

License Types Available for Merging

You can merge licenses of the following types:
e Perpetual Socket license and Subscription Instance license

e Perpetual Socket license and Perpetual Instance license

License Packages Available for Merging

You can merge licenses of the following packages:

Type of license Essentials

Socket
iy o o o o
Instance ® ® o o
Isr:J sI :ae nce o o o o
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Type of license Essentials Backup Suite ONE
Socket Socket Socket Socket

ONE O O O o

Instance

Support Terms in Merged Licenses

If the licenses that you want to merge have different support expiration date, the merged license will take the
support that expires first.

Merging Licenses
Before you merge licenses, check the following prerequisites:
e The license type and packageallow merging.

e The company names are identical in both licenses. Company name check is case sensitive.

To merge licenses, install a new license over the already installed license. For more information, see Installing
License.

IMPORTANT

If the license types do not allow merging, the newly installed license will replace the previous license.
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Viewing License Information

You can view details of the installed license in the License Information window.

To open the License Information window, from the main menu select License.

Information

License
License Information Install
Status Walid Rernowe
Type Subscription Update Mow
Edition Emterprise Plus

Create Report..,

Support D 02067762
Licensed to Weearn Software Group GrmbH Reneu..
Cloud Connect Provider Emterprise
Instances
Package Suite
Instances 100 (3 used)
Expiration date 6172023 (17 days left)

[] Update license autornatically (enables usage reporting) Close

The following details are available for the current license:
e Status—license status (Valid, /nvalid, Expired, Not Installed, Warning, Error).
e Type —license type (Perpetual, Subscription, Rental, Evaluation, NFR, Free).
e Edition — license edition (Community, Standard, Enterprise, Enterprise Plus).
e SupportID —support ID required for contacting Veeam Support.
e Licensed to—name of a person or organization to which the license was issued.

e Cloud Connect Provider — shows if you can use Veeam Backup & Replication to offer cloud repository as a
service and disaster recovery as a service to your customers ( Enterprise, Yes, No). For more information on
Veeam Cloud Connect, see Veeam Cloud Connect Guide.

e Package' —Veeamlicense pack: £ssentials, Backup, Suite, ONE.

e Sockets —number of sockets that you can use to protect workloads.

e Instances —number of instances that you can use to protect workloads.

e Promoinstances — number of additional instances granted by the Promo license.

e Expiration date — date when the license expires.
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e Support expiration date — date when the support expires. Valid for Perpetual Socket and Perpetual
Instance licenses.

e Promo expiration date — date when the Promo license expires.
e Totalinstances including promo — number of all availableinstances, regular and promo added up.

e Capacity — protected front end capacity (in TiB) for NAS backup.

' Starting from version 11, the Starter pack license is replaced with Essentials pack. If you were using Starter pack license, you
will need either to agree to update the license during the VBR upgrade to version 11 or to download the Essential pack
license file from Veeam Customer portal and install it manually.

To enable automatic license update, select the Update license automatically check box. For more information,
see Updating License Automatically.

Viewing Information on Sockets

With socket licenses, Veeam Backup & Replication applies a license to the virtualization host on which the
processed VMs reside.

To view to which objects the license is currently applied, open the Sockets tab.

License Information

License Sockets Instances
Type Licensed Used Rernaining Manage...
Hypervisor sockets 100 b o8
Close

Viewing Information on Instances

With instance licenses, Veeam Backup & Replication appliesa license to a protected workload. The number of
license instances that a protected workload consumes depends on the workload type and product edition. For
details, see Veeam Licensing Policy.

To view to which objects the license is currently applied, open the Instances tab.
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By default, Veeam Backup & Replication allows Veeam Agents to connect to the Veeam backup server and
consume instances in the license. If you do not want Veeam Agents to consume instances, clear the Allow
unlicensed agents to consume instances check box. For more information on Veeam Agents licensing, see

Veeam Agent Management Guide.

License Information

License Instances

Type Count Multiplier Instances Manage..
Wz 22 1 22

Servers 2 1 2

Allow unlicensed agents to consurme instances Cloze
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Revoking License

You can revoke licenses from protected workloads or licensed hosts, and re-apply them to other objects that
you plan to protect. License revoking can be helpful, for example, if a licensed host goes out of service or you
do not want to protect some workloads anymore.

NOTE

If you manually revoke license instances allocated for a NAS share source, the next run of the NAS backup
job that protects this file share will trigger the recalculation of the NAS share protected size and
reallocation of license instances that Veeam Backup & Replication will consume.

To revoke a license, do the following:
1. From the main menu, select License.
2. In the License Information window:
o For protected workloads, open the Instances tab and click Manage.
o For licensed hosts, open the Sockets tab and click Manage.

3. Inthe displayed window, select a protected workload or a licensed host and click Revoke.
Veeam Backup & Replication will revoke the license from the selected object, and the license will be freed

for other objects in the backup infrastructure.

The steps to revoke licenses for Veeam Agent machines are slightly different. For more information, see Viewing
Licensed Veeam Agents and Revoking License.

Licensed Instances

Marne Host Instance License
|:| appsre02 hyperedltechlocal 1 MWk
[] win®26 replica hyperDl.tech.local 1 Wk %
|:| apached? hyperedltech.local 1 Wi
E:-SNOO'I techulocal Windows Servers 1 Server
E:-srvﬂﬂltech.local Windous Sersers 1 Server
|Q Type in an object nome to search for x |
K
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Removing License

You can remove the installed license. When you remove a license, Veeam Backup & Replication will switch to the
Veeam Backup & Replication Community Edition. For more information, see Veeam Backup & Replication
Community Edition.

You can also remove a part of merged license. If you do so, Veeam Backup & Replication will operate under the
other part of the merged license. For more information, see Merging Licenses.

To remove a Promo license, remove the license on top of which it was installed.
To remove a license, do the following:

1. From the main menu, select License.
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2. Inthe License Information window, click Remove.

License Information

License Instances
License Information Install
Status Valid
Type Subscription
Edition Enterprize Plus
Create Report.,
Support 1D 02067762
Licensed to Weeam Software Group GmbH Renew..
Cloud Connect Provider Enterprize
Instances
Package Suite
Instances 100 (3 used)
Expiration date 6/1,/2023 {17 days left)
[] Update license automatically (enables usage reporting) Clase

If you have both socket and instance licenses, you will be asked which license you want to remove.

License Infarmation

License Instances
License Information Install
Status Yalid Rernoe
Type Subscription Socket license R‘_‘
Edition Enterprize Plus InsEmee lasmee

Create Report...

Support D 02067762
Licensed to Weeamn Software Group GmbH Renew..
Cloud Connect Provider Enterprize
Instances
Package Suite
Instances 100 (3 used)
Expiration date 6172023 (17 days left)

[] Update license automatically (enables usage reporting) Close
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3. Select the license you want to remove and confirm the removal.
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Exceeding License Limit

For Veeam Universal Licenses, Veeam Backup & Replication allows you to protect more workloads than covered
by the number of instances specified in the license. An increase in the number of protected workloads is allowed

throughout the duration of the contract (license key).

The license limit can be exceeded by a number of instances, o
specified in the license (depends on which number is greater)
license type.

r a percentage of the total number of instances
. The exceeding limit varies according to the

Socket license Not allowed

Veeam Universal Less than 10 instances (or 10% of the

License (VUL) total instance count)

License

autoupdate

ENABLED 10-20 instances (or 10%-20% of the

total instance count)

More than 20 instances (or 20% of
the total instance count)

Veeam Universal Less than 5 instances (or 5% of the

License (VUL) total instance count)

License

autoupdate

DISABLED 5-10 instances (or 5%-10% of the

total instance count)
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Workloads that are exceeding the license limit
are not processed.

All protected workloads are processed normally,
Veeam Backup & Replication does not display a
warning message.

All protected workloads are processed normally.

Once a week when you open the

Veeam Backup & Replication console, a warning
message is displayed notifying that you are out
of compliance with the Veeam Licensing Policy.

Workloads that are exceeding the license limit
beyond 20 instances (or 20% of the total
instance count) are not processed.

Every time you open the

Veeam Backup & Replication console, a warning
message is displayed notifying that you are out
of compliance with the Veeam Licensing Policy.

All protected workloads are processed normally,
Veeam Backup & Replication does not display a
warning message.

All protected workloads are processed normally.

Once a week when you open the

Veeam Backup & Replication console, a warning
message is displayed notifying that you are out
of compliance with the Veeam Licensing Policy.



More than 10 instances (or 10% of Workloads that are exceeding the license limit
the total instance count) beyond 10 instances (or 10% of the total
instance count) are not processed.

Every time you open the

Veeam Backup & Replication console, a warning
message is displayed notifying that you are out
of compliance with the Veeam Licensing Policy.

Rental license See the Rental License section in the Veeam Cloud Connect Guide.

For example, you have a Subscription license with 500 instances to protect your workloads. According to the
table above, you are allowed to use up to 10 instances or 10% of the total instance count (whichever number is
greater) over the license limit. As the number of instances in your license is 500, you are allowed to use
additional 50 instances (50 makes 70% of 500, and 50 is greater than 70). Consider the following:

e Until the license limit is not exceeded by more than 5% of the total instance count (up to 25 instances),
Veeam Backup & Replication processes all protected workloads with no restrictions.

e When the license limit is exceeded by 5%-10% (25 to 50 instances), Veeam Backup & Replication
processes protected workloads, and displays a warning message once a week when you open the
Veeam Backup & Replication console. In the message, Veeam Backup & Replication provides information
on the number of exceeded instances and the number of instances by which the license can be further
exceeded.

e If the license limit is exceeded by more than 10% (50 instances and more), Veeam Backup & Replication
does not process the workloads exceeding the limit, and displays a warning message every time you open
the Veeam Backup & Replication console. In the message, Veeam Backup & Replication provides
information on the number of instances by which the license is exceeded.

When the license limit is exceeded, the logs will include the number of instances necessary to finish the job
successfully.

NOTE

Capacity-based (per-TB) license limit for NAS backup cannot be exceeded.
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License Expiration

When the license expires, Veeam Backup & Replication behaves in the following way depending on the license
type:

e Evaluation and NFR licenses: Veeam Backup & Replication will stop processing workloads.
e Paid licenses: Veeam Backup & Replication will switch to the grace period.

e Promo license: Veeam Backup & Replication will remove the granted instances and stop processing
workloads for them. Promo license does not have a grace period. Upon expiration of the primary license,
the promo license will also expire, regardless of its own expiration date.

Perpetual Socket and Perpetual Instance licenses do not expire. However, such licenses have support expiration
date. Veeam Backup & Replication will inform you about the support expiration date.

Grace Period

To ensure a smooth license update and provide sufficient time to install a new license file,
Veeam Backup & Replication offers a grace period. Grace period is available for paid licenses.

During the grace period, you can perform all types of data protection and disaster recovery operations.
However, Veeam Backup & Replication will inform you about the license expiration when you open the
Veeam Backup & Replication console. The license status in the License Information window will appear as
Expired.

You must update your license before the end of the grace period. If you do not update the license,
Veeam Backup & Replication stops processing workloads. All existing jobs fail with the £rror status. However,
you will be able to restore machine data from existing backups.

Grace Period Duration

Before the license expires, Veeam Backup & Replication notifies you about soon license expiration.

The number of days for notification and grace period depends on the type of license:

License Type License Expiration Notification

Subscription 30 days 30 days
Perpetual o o/a
Instance 14 days before Support expiration date

Perpetual o o/
Socket 14 days before Support expiration date

Rental 7 days 60 days
Evaluation 30 days O days
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License Type License Expiration Notification

NFR 30 days 0 days

Promo 7 days n/a

Switching to Veeam Backup & Replication Community Edition

If you do not want to renew your license, you can switch to the free product version named
Veeam Backup & Replication Community (free) Edition. For more information, see Veeam Backup & Replication
Community Edition.

To do so, remove your license. For more information, see Removing License.

Expiration of Merged Licenses

When the merged license expires, Veeam Backup & Replication stops processing workloads after the grace
period.

If you merged licenses with different expiration dates, the merged license will expire on the date that is closer.
For example, if you merged a Perpetual license and a Subscription license, the expiration date will be inherited
from the Subscription license.

In such case, you can update your Subscription license or continue using the Perpetual license. To continue using
the Perpetual license, remove the Subscription license. For more information, see Removing License.
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Updating License

To be ableto use all data protection and disaster recovery features, you must update your license upon expiry.
There are two methods to update the license in Veeam Backup & Replication:

e Update the license manually.

e Update the license automatically.

NOTE

When updating the license, Veeam Backup & Replication requires internet access to connect to the Veeam

License Update Server. If your network is not connected to the internet, instead of update you can

download a new license file from my.veeam.com and then install it. For more information on license
installation, see Installing License.
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Updating License Manually

You can update the license manually on demand. When you update the license manually,
Veeam Backup & Replication connects to the Veeam License Update Server, downloads a new license from it (if
the license is available) and installs it on the backup server.

The new license key differs from the previously installed license key in the license expiration date or support
expiration date. If you have obtained a license for a greater number of instances, counters in the new license
also display the new number of license instances.

To update the license:
1. From the main menu, select License.
2. Inthe License Information window, click Update Now.

Statistics on the manual license update process is available under the System nodein the History view. You can
double-click the License key auto-update job to examine session details for the license update operation.

License Information

License Instances
License Information Install
Shatus Walid Rernoe
Type Subscription Update Mow
Edition Emterprise Plus

Create Report..,

Support D 02067762
Licensed to Weearn Software Group GmbH Renew..
Cloud Connect Provider Emterprise
Instances
Package Suite
Instances 100 (3 used)
Expiration date 612023 (17 days left)

[] Update license automatically (enables usage reporting) Close

Manual License Update Results

Manual license update can complete with the following results:

e Operation is successful. Anew license key is successfully generated, downloaded and installed on the
backup server or Veeam Backup Enterprise Manager server.

e Anew licenseis not required. The currently installed license key does not need to be updated.

e The Veeam License Update Server has failed to generate a new license. Such situation can occur due to
some error on the Veeam License Update Server side.
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Veeam Backup & Replication has received an invalid answer. Such situation can occur due to connectivity
issues between the Veeam License Update Server and Veeam Backup & Replication.

e Licensing by the contract has been terminated. Insuch situation, Veeam Backup & Replication

automatically disablesautomatic license update on the backup server or Veeam Backup Enterprise
Manager server.
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Updating License Automatically

You can instruct Veeam Backup & Replication to automatically update the license installed on the backup server
or Veeam Backup Enterprise Manager server. With automatic license update, you do not need to download and
install the license manually each time when you purchase the license extension. If the automatic update option
is enabled, Veeam Backup & Replication proactively communicates with the Veeam License Update Server to
obtain and install a new license before the current license expires.

Requirements and Limitations for Automatic License Update

e Automatic license update is not availablein the Veeam Backup & Replication Community Edition.

e Only licenses that contain a real contract number in the Support ID can be updated with the Update
license key automatically option.

e If you are managing backup servers with Veeam Backup Enterprise Manager, all license management tasks
must be performed in the Veeam Backup Enterprise Manager console. Automatic update settings

configured in Veeam Backup Enterprise Manager override automatic update settings configured in
Veeam Backup & Replication.

For example, if the automatic update option is enabled in Veeam Backup Enterprise Manager but disabled
in Veeam Backup & Replication, automatic update will be performed anyway. For more information, see
the Veeam Backup Enterprise Manager User Guide.

NOTE

Veeam Backup & Replication does not automatically update an existing per-VM or socket license that was
obtained for an earlier version of the product to a new instance license.

To overcome this issue, after you upgrade to Veeam Backup & Replication 11, you must obtain in the Veeam
Customer Support Portal a new instance license and install it on the backup server manually.

How Automated License Update Works

To update installed licenses automatically, Veeam Backup & Replication performs the following actions:

1. After you enable automatic license update, Veeam Backup & Replication starts sending requests to the
Veeam License Update Server on the web (autolk.veeam.com) and checks if a new license key is available.
Veeam Backup & Replication sends requests once a week. Communication with the Veeam License Update
Server is performed over the HTTPS protocol.

2. Seven days before the expiration date of the current license, Veeam Backup & Replication starts sending
requests once a day.

3. When a new license key becomes available, Veeam Backup & Replication automatically downloads it and
installs on the backup server or Veeam Backup Enterprise Manager server.

The new license key differs from the previously installed license key in the license expiration date and support
expiration date. If you have obtained a license for a greater number of instances, counters in the new license
also display the new number of license instances.
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Automatic License Update Results

Automatic license update can complete with the following results:

e Operation is successful. Anew license key is successfully generated, downloaded and installed on the
backup server or Veeam Backup Enterprise Manager server.

e Anew licenseis not required. The currently installed license key does not need to be updated.

e The Veeam License Update Server has failed to generate a new license. Such situation can occur due to
some error on the Veeam License Update Server side.

e Veeam Backup & Replication has received aninvalid answer. Such situation can occur due to connectivity
issues between the Veeam License Update Server and Veeam Backup & Replication.

e Licensing by the contract has been terminated. Insuch situation, Veeam Backup & Replication
automatically disablesautomatic license update on the backup server or Veeam Backup Enterprise
Manager server.

Automatic Update Retries

If Veeam Backup & Replication fails to update the license, it displays a notification in the session report and
sends an email notification to users specified in the global email settings (if global email settings are configured
on the backup server). You can resolve the issue, while Veeam Backup & Replication will keep retrying to update
the license.

Veeam Backup & Replication retries to update the license key in the following way:

e If Veeam Backup & Replication fails to establish a connection to the Veeam License Update Server, retry
takes place every 60 min.

e If Veeam Backup & Replication establishes a connection but you are receiving the “General license key
generation error has occurred” message, the retry takes place every 24 hours.

The retry period ends one month after the license expiration date or the support expiration date (whichever is
earlier). The retry period is equal to the number of daysin the month of license expiration. For example, if the
license expires in January, the retry period will be 31 day; if the license expires in April, the retry period will be
30 days.

If the retry period is over but the new license has not been installed, the automatic update feature is
automatically disabled.

For more information about error cases, see the License Update Session Data section in the Veeam Backup
Enterprise Manager Guide.

Auto-update Daily requests  Grace period Wiork Stop
enabled for new key in free mode  retrying
7 days 1month

Enabling Automatic License Update

By default, automatic license update is disabled. To enable automatic license update:

1. From the main menu, select License.
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2. In the License Information window, select the Update license automatically (enabled usage reporting)
check box.

License Information

License
License Information Install
Shatus Walid Flerrove
Type Subscription Update Now
Edition Enterprise Plus
Support D 02067762
Licensed to Weearn Software Group GrmbH Reneu..
Instances
Package Backup
Instances 1000 used)
Expiration date 67172023 (17 days left)

Update license autormatically (enables usage reporting) Close

During the installation of a Subscription or Rental license, you will see a pop-up dialog window with a
suggestion to enable automatic license update.

Statistics on the automatic license update process is available under the System nodein the History view. You
can double-click the License key auto-update job to examine session details for the scheduled or ad-hoc
automatic license update.

NOTE

[For Rental, Subscription, Perpetual licenses] Enabling license auto update activates Automatic License
Usage Reporting.
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Automatic License Usage Reporting

When license auto updateis enabled for Rental, Subscription, Perpetual licenses, Veeam Backup & Replication
performs automatic license usage reporting.

As part of reporting, Veeam Backup & Replication collects statistics on the current license usage and sends it
periodically to the Veeam License Update Server. The report provides information about the contract ID,
product installation ID, and the maximum number of licensed objects that were managed by

Veeam Backup & Replication over the past week (high watermark). The reporting process runs in the background
mode, once a week at a random time and day.

The type of reported objects is defined by the product and the installed license. The report can include
information about VMs, workstations or servers protected with Veeam backup agents, and so on.

The collected data does not include information on the usage of Veeam Backup & Replication by any individual
person identifiable for Veeam, or any data protected by Veeam Backup & Replication.

The collected data allows our back-end system to automatically approve your monthly usage reports as long as
they do not deviate from the high watermark value significantly. This helps to keep our report processing costs
low, thus allowing us to maintain low rental prices for our solution. Veeam may also use collected datafor any
other internal business purposes it deems appropriate, including (but not limited to) evaluation, improvement
and optimization of Veeam licensing models.

By enabling license auto update you agree with collection, transmission and use of the reporting data. You must
not enable license auto update in case you do not agree with such collection, transmission and use.
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Getting to Know Veeam Backup &
Replication

After you install Veeam Backup & Replication, you can get familiar with the product Ul, learn about job
priorities.

e Veeam Backup & Replication Ul

e Job Priorities
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Veeam Backup & Replication Ul

The user interface of Veeam Backup & Replication is designed to let you quickly find commands that you need
and perform data protection and disaster recovery tasks.

e Main Menu

¢ Navigation Pane

e Ribbon and Tabs

o Views

e Working Area

e Job Filter

e Footer

e Changing Color Theme

e Restore Points Icons

e Hypervisor Infrastructure lcons

Tabs Ribbon Working area

Veeam Backup and Replication
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TIP

To open online help, press[F1] in any Veeam Backup & Replication wizard or window. You will be
redirected to the required section of the user guide.
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Main Menu

The main menu in Veeam Backup & Replication contains commands related to general application settings. You
can perform the following operations using the main menu:

e Upgradebackup infrastructure components.
e Manage credentials.

e Manage cloud credentials.

e Manage passwords.

e Configure application settings.

e Set up user roles.

e Configure network traffic rules.

e Perform configuration backup and restore.
e Exclude VMs globally.

e Start PuTTy and Microsoft PowerShell consoles, and open a remote desktop connection to the backup
server.

e Change the color theme.
e  Work with licenses.
e View Veeam Backup & Replication help and export program logs.

e Exit Veeam Backup & Replication.
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Navigation Pane

The navigation pane, located on the left of the window, provides centralized navigation and lets you easily
access Veeam Backup & Replication items organized in views.

The navigation pane consists of two areas:
e The upper pane, or the inventory pane, displaysa hierarchy or list of items relevant for a specific view.

Items displayed in the inventory pane differ depending on the active view. For example, in the Backup
Infrastructure view, the inventory pane displaysa list of backup infrastructure components —
virtualization servers, backup proxies, backup repositories and so on. In the Inventory view, the inventory
pane displays a list of servers added to the backup infrastructure.

e The lower pane contains a set of buttons that let you switch between views. For more information on
views and how to show/hide a view button, see Views.

Veeam Backup and Replication
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Ribbon and Tabs

Operation commands in Veeam Backup & Replication are organized in logical groups and displayed under tabs
on the ribbon. The ribbon is displayed at the top of the main application window.

On the ribbon, the following tabs are displayed:

e The Home tab provides quick access to the most common operations. It lets you configure different types

of jobs, perform restore and import operations. This tab is always available, no matter which view is
currently active.

e Other tabscontain commands specific for certain items and appear when these items are selected. For
example, if you open the Home view and select a backup job in the working area, the Job tab containing
buttons for operations with jobs will appearon the ribbon. If you open the Filesviewand select a file or

folder, the File Tools tab containing buttons for operations with files will appearon the ribbon.

TIP

Commands for operations with items in Veeam Backup & Replication are also available from the shortcut

menu.

You can minimize the ribbon. To do so, right-click anywhere on the ribbon and select Minimize the Ribbon. To
restore the ribbon, right-click on the minimized ribbon and clear the Minimize the Ribbon option.
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Views

Veeam Backup & Replication displaysits items in views. When you click the button of a specific view in the
navigation pane, the view content is displayed in the working area of Veeam Backup & Replication.

Veeam Backup & Replication offers the following views:

The Home view s intended for work with jobs. It also displays a list of created backupsand replicas that
can be used for various restore operations, and provides statistics for recently performed jobs. For more
information about job statistics, see Reporting.

The Inventory view displays the inventory of the virtual infrastructure. The inventory can be presented
from different perspectives: Computer, Storage, VM Folders, VM Tags and vCloud. Youcan use this view
to work with VMs, and VM containers or groups.

The Backup Infrastructure view displays a list of backup infrastructure components: servers, hosts, backup
proxies, backup repositories and so on. You can use this view for backup infrastructure setup — here you
can configure backup infrastructure components that will be used for data protection and disaster
recovery tasks.

The Tape Infrastructure view displays a hierarchy of tape libraries connected to the tape server. You can
use this view to archive data to tapes and restore data from tapes.

The Cloud Connect Infrastructure view displays components of the Veeam Cloud Connect infrastructure.
This view can be used by SP to manage TLS certificates, configure cloud gateways and create accounts for
users who plan to work with cloud resources.

The Files viewdisplays a file tree of servers added to the backup infrastructure. You can use this view for
file copying operations.

The History view displays statistics on operations performed with Veeam Backup & Replication.

In some situations, some views may not be displayed. Consider the following:

Right after installation, Veeam Backup & Replication displaysonly Backup Infrastructure and History
views. To display other views, you must add at least one server or virtualization host to the backup
infrastructure.

Right after installation, Veeam Backup & Replication does not save changes that you make to the
navigation pane or views: for example, if you resize panes, display or hide specific views. After you restart
the Veeam Backup & Replication console, the main window settings are back to default ones. To save
these settings, you must add at least one server or virtualization host to the backup infrastructure.

Views can be shown asicons if they do not fit into the pane. To show the views in the full size, dragand
drop the upper border of the pane.

To display the Cloud Connect Infrastructure view, you must install a valid license that supports the Veeam
Cloud Connect functionality.

You can hide views that you do not plan to use. For example, if you do not use tapes for data archiving, you can
hide the Tape Infrastructure view.

To hide a view:

1.

Click the arrow icon (%) at the bottom of the navigation pane.
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2. Click the view in the list.

Veeam Backup and Replication
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Working Area

The working area of Veeam Backup & Replication displaysa list of items relating to a specific view.

The working area looks different depending on the view that is currently active. For example, if you open the
History view, the working area will display a list of job sessions and restore tasks performed with

Veeam Backup & Replication. If you open the Inventory view, the working area will display a list of VMs that
reside on servers connected to Veeam Backup & Replication.

Every item is described with a set of properties that are presented as column headers. You can click column

headers to sort items by a specific property. For example, to sort VMs by the amount of provisioned storage
space, click the Provisioned Size header.

To hide or display properties, right-click a column header and, in the opened menu, clear or select check boxes
near property names.
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Job Filter

A job filter allows you to filter jobs by different parameters. For example, you can create a filter that will show
only VM backup copy jobs.

Creating Job Filters

To create a filter, do the following:

1.

2.

6.

Open the Home view.

In the inventory pane, select the Jobsnode. At the top of the working area, click the filter icon " ant then
Add new. Alternatively, right-click the Jobsnode and select Add view.

In the Add View window, specify a filter name. The name must be up to 200 characters long.

If you want to show this filter as a subnode of the Jobsnode in the inventory pane, select the Add this
view to the job management tree check box.

In the Workload section, select workloads which jobs must process:

o Application — Veeam Backup & Replication will show Veeam Plug-in jobs and jobs in which SQL
transaction log backup, Oracle archive log backup or PostreSQL WAL files backup is enabled.

o Cloud VM —Veeam Backup & Replication will show jobs that process VMs stored in clouds.
o File —Veeam Backup & Replication will show jobs that process files.

o Server —Veeam Backup & Replication will show Veeam Agent jobs that process servers. For more
information on processed computer types, see Selecting Protected Computer Type.

o Workstation — Veeam Backup & Replication will show Veeam Agent jobs that process workstations.
For more information on processed computer types, see Selecting Protected Computer Type.

o VM — Veeam Backup & Replication will show jobs that process VMs.
In the Job type section, select job types:
o Backup —backup jobs. For example, VM backup jobs or file backup jobs.
o Backup copy — backup copy jobs. For example, VM backup copy jobs or file backup copy jobs.
o Copy— copy jobs. For example, file copy jobs.
o Replication —replication jobs.
o SureBackup — SureBackup jobs.

o Tape —tape jobs. For example, backup to tape jobs or file to tape jobs. For more information, see the
Creating Backup to Tape Jobs and Creating File to Tape Jobs sections in the
Veeam Backup & Replication User Guide.

In the Last result section, select statuses with which jobs must finish: Success, Warning or Failed.
Jobs that that have never started are considered as Failed.

In the Status section, select states of jobs: Running, /nactive or Disabled.

Backup copy jobs in the /dlestate are considered Inactive.
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9. If you want to show jobs with manually set High priority flag, select the High priority job check box. For
more information on job priorities, see Job Priorities.

10. If you want to show jobs that were inactive for some period of time, select the Lastrunis over N days ago
check box and specify the period in days.

1. If you want to show jobs whose names include specific keywords, select the Job name includes check box
and enter keywords.

To show jobs that include any of the specified keywords, separate these keywords by a semicolon without
a space. For example, if you enter "Backup Job;Daily", Veeam Backup & Replication will show all jobs that
include "Backup Job" or "Daily"keywords in their names.

NOTE

Only the user who creates filters can access them — that is, other users cannot use these filters.

Job filter
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Editing and Deleting Job Filters

To edit or delete a job filter, do the following:
1. Open the Home view.

2. Inthe inventory pane, select the Jobsnode.

3. At the top of the working area, click the filter icon
4. Hover the mouse over a filter that you want to edit or delete.
5. Click the ellipsis button.

6. Select Editview or Delete view.
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If you have added the filter as a subnode of the Jobs nodein the inventory pane, you can right-click the subnode
and then click Edit view or Delete view.
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Footer

The footer contains the following information, starting from left to right:

e The number of items you selected for further actions or the total number of items in the working area if no

items are selected.

e The backup server which this Veeam Backup & Replication console is connected to. By default, the console

connects to the backup server installed locally — localhost.
e The backup server build number.

TIP

You can also check this installation build nhumber in Main Menu > Help > About. Our build numbers
follow a dotted x.x.x.x system appended with a cumulative patch number in the format
PYYYYMMDD. For more information on how to update your installation of

Veeam Backup & Replication to the latest version, see Updating Veeam Backup & Replication 12.

e The information about your license edition and its expiration date.
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Changing Color Theme

By default, Veeam Backup & Replication uses a 'Veeam Greer’ color theme for the Ul. If necessary, you can
change the color theme. Changing the color theme can be helpful, for example, if you connect to different
backup servers from one remote machine on which the Veeam Backup & Replication console is installed. In this
case, you will be able to easily differentiate with which backup server you are currently working.

To change the color theme for Veeam Backup & Replication:
1. From the main menu, select Color Theme.

2. Choose one of color themes: Grass Green, Veeam Green, Marine Blue, Ocean Graphite.

NOTE

Color theme settings are applicable for a specific combination of a backup server and user account. For
example, the color theme is initially set to the default one. You log on to the Veeam Backup & Replication
console under some user account and change the color theme to Marine Blue. If you log on to the same
backup server under the same account next time, the color theme will be set to Marine Blue. If you log on
to the same backup server under another account, Veeam Backup & Replication will use the color theme
that was previously set for this account — that is, the default color theme.
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Restore Points Icons

Restore points icons display the information about a current state of a restore point. There are 2 types of icons,
for backup repository restore points and for scale-out backup repository restore points.

Backup Repository Restore Points

The following user interface icons indicate the states of the restore points in all backups.

m

&

Full restore point

Incremental restore point

Reverse incremental restore point

Missing full restore point

Missing incremental restore point

Missing reverse incremental restore point

Scale-Out Backup Repository Restore Points

The following user interface icons indicate the states of the restore points in the scale-out backup repository.

&

£

FA

pa

Full restore point; on performance tier only

Full restore point; on performance tier and offloaded to capacity tier

Full restore point; on capacity tier only

Full restore point; on capacity tier and partially downloaded to performance tier

(This can happen when download to the performance tier fails)

Incremental restore point; on performance tier only

Incremental restore point; on performance tier and offloaded to capacity tier
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él:

Incremental restore point; on capacity tier only

Incremental restore point; on capacity tier and partially downloaded to performance tier

(This can happen when download to the performance tier fails)

Rollback restore point; on performance tier only

Rollback restore point; on performance tier and offloaded to capacity tier

Rollback restore point; on capacity tier only

Rollback restore point; on capacity tier and partially downloaded to performance tier

(This can happen when download to the performance tier fails)

Rollback restore point; on archive tier only
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Hypervisor Infrastructure Icons

Hyper-V Icons

These user interface icons represent the hypervisor objects of Hyper-V workloads and servers, added to the
backup infrastructure.

n

e Cluster
B Host

Host with no license

. (This can happen when you have Per-Socket licensing)
& SCVMM

& VM

(i VM in the paused state

B VM in the running state

= Saved VM

& Off-host backup proxy

= Tape server
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Job Priorities

Resources in the backup infrastructure are limited. To make sure that the most crucial jobs are the first to get
free resources to provide the reliable data protection, Veeam Backup & Replication uses the system of priorities
to allocate resources to different jobs.

The resource scheduler within Veeam Backup & Replication uses several stagesto prioritize jobs and provide
free resources to them:

1.

Type —atthe first stage, the resource scheduler identifies the priority of the jobs awaiting free resources
based on their type:

a.

Backup restore jobs — these jobs have the highest priority (800) and are the first to get free system
resources.

Continuous data protection jobs — these jobs have priority (700).

SnapshotDeleter jobs — these jobs have priority (600).

. Quick backup jobs — these jobs have priority (500).

High priority jobs — jobs with the enabled High priority option have priority (400). Youcan enable the
High priority option for the following jobs: backup jobs, replication jobs, agent jobs managed by
backup server, file backup jobs.

NOTE

When the High priority option is enabled for the job, it is marked with a red flag in the list of
jobs under the Jobs nodein the Home view.

Regular backup and replication jobs — these jobs have priority (300).

. Backup copy jobs — these jobs have priority (200). Immediate backup copy jobs have priority (400)

when the related source backup job is a high priority job.

Archive jobs — these jobs have the lowest priority (100) and are the last to get free system resources.
These are the jobs that move backups to capacity and archive tiers.

Priority — at the second stage, the resource scheduler identifies the priority of the jobs within each type
group from the first stage based on their startup type:

=

Scheduled VSS proxy jobs — the jobs with the configured job schedule and using a VSS proxy have the
highest priority (40) within the group and are the first to get free system resources.

Scheduled jobs — the jobs with the configured job schedule have priority (30) within the group.

Manually started VSS proxy jobs — the manually started jobs using a VSS proxy have priority (20)
within the group.

Manually started jobs — the manually started jobs have the lowest priority (10) within the group and
are the last to get free system resources.

Start time —if the jobs have the same type and priority, resources are first allocated to jobs that were
started earlier.

NOTE

The resource scheduler does not take into account the start time for tape jobs.
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You can check the job type and priority of a certain job in service logs. For more information on logs, see
Logging.
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Deployment

To start working with Veeam Backup & Replication, you must configure a backup server — install
Veeam Backup & Replication on a machine that meets the system requirements. To do this, you can use the
setup wizard or install the product in the unattended mode.

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is automatically
installed on the backup server. If you want to access Veeam Backup & Replication remotely, you can install the
Veeam Backup & Replication console on a dedicated machine.
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Installing Veeam Backup & Replication

Before you install Veeam Backup & Replication, check prerequisites. Then use the Veeam Backup & Replication
setup wizard to install the product.
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Before You Begin

Before you install Veeam Backup & Replication, check the following prerequisites:

A machine on which you plan to install Veeam Backup & Replication must meet the system requirements.
For more information, see System Requirements.

Veeam Backup & Replication must not be installed directly on a Hyper-V host. Such installation may lead
to unpredictable system behavior. Instead, create a VM on the host and install
Veeam Backup & Replication on the VM.

A user account that you plan to use for installation must have sufficient permissions. For more
information, see Permissions.

Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.

You must remove Veeam Backup & Replication components of versions that are not supported by the
upgrade procedure from the target machine. You may also need to remove earlier versions of other Veeam
products and components.

Before deploying Veeam Backup & Replication, define where the Veeam Backup & Replication server will
be located. Depending on what kind of protection are you planning to use, the
Veeam Backup & Replication server should be located on the source site or the Disaster Recovery site.

o When replicationis used: If you plan to use replication , the Veeam Backup & Replication server
should be deployed in the disaster recovery site. In this case, if the production host crashes,
Veeam Backup & Replication will automatically fail over to the replica without any manual operations.
The source backup infrastructure still can be managed with the same Veeam Backup & Replication
server with the help of backup proxies deployed in the source site.

o When only backup features are used: If you plan to use Veeam Backup & Replication for backup jobs
only, the backup server should be placed in the production site.

We strongly recommend that no highly-transactional and business-critical software is deployed on the
same machine as the Veeam backup server. This could be (but not limited to) software such as Active
Directory, Exchange Server or other intensive production databaseson the SQL server instance. We
recommend that only Veeam Backup & Replication runs on the backup server.

Configuration Database

Before deploying Veeam Backup & Replication, decide which database engine and version you need to use:

If you do not preparea databaseengine in advance, Veeam Backup & Replication will automatically install
PostgreSQL 15.1 locally on the backup server.

Decide if you need the databaseengine installed on the same server as Veeam Backup & Replication or on
a remote server. Veeam Backup & Replication requires a database engine deployed either locally on the
backup server or remotely.

Itis recommended to run the databaseengine instance locally to eliminate latency issues. However, in
some scenarios a remote instance can be the better choice:

o High Availability. SQL Clustering and Always On Availability Group on external SQL Servers can be
used for high availability of the configuration database. To learn about the configuration details, see
this Veeam KB article.
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o Licensing. Some enterprises have dedicated virtual clusters for SQL Servers due to licensing
constraints. In such cases, you can place the Veeam configuration databaseon an existing instance to
lower the total cost of ownership.

e If you prefer to use an Express Edition of Microsoft SQL Server as your database engine, note that its
usage is limited by 10 GB of configuration database. The Express Edition is enough for evaluation purposes
and not very large environments (<500 VMs). If your infrastructure is large (more than 500 VMs), you may
consider to install a Microsoft SQL Server in advance.

e If Microsoft SQL Server is installed by the previous product version, Veeam Backup & Replication will
connect to the existing configuration database, upgradeit (if necessary) and use it for work.

Configuring PostgreSQL Instance

The default PostgreSQL instance is configured to consume a minimum amount of resources, which may not be
enough for Veeam Backup & Replication performance.

When installing Veeam Backup & Replication, you can choose what PostgreSQL instance to use for the
Veeam Backup & Replication configuration database.You canuse an alreadyinstalled PostgreSQL instance or
install a new one.

e If you let the setup install a new PostgreSQL instance, it will be configured automatically.

e If you want to use an already installed PostgreSQL instance, make sure that the instance configuration is
sufficient for the Veeam Backup & Replication performance.

To adjust the configuration of an existing PostgreSQL instance, take the following steps before you install
Veeam Backup & Replication:

1. On abackup server, run the Set-VBRPSQLDatabaseServerLimits cmdlet. The cmdlet generates the
necessary PostgreSQL configuration and saves it to a dump SQL file.

Set-VBRPSQLDatabaseServerLimits -0SType <String> -CPUCount <number of CPU
cores> -RamGb <RAM in GB> -DumpToFile <file path>

For example:

Set-VBRPSQLDatabaseServerLimits -0SType Windows -CPUCount 16 -RamGb 32 -Du
mpToFile "C:\config.sqgl"

2. On the machine with the PostgreSQL instance where you want to deploy the Veeam Backup & Replication
configuration database, use the psql tool to apply the configuration from the dump file.

The tool is located in the PostgreSQL installation folder.

psgl -U <user> -f <file path>

For example:

psgl -U postgres -f "C:\config.sqgl"

256 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V


https://helpcenter.veeam.com/docs/backup/powershell/set-vbrpsqldatabaseserverlimits.html?ver=120

3. Include the pg_stat statements library to the PostgreSQL configuration. To add the library, you can
manually edit the shared preload libraries option in the postgres.conf file.

Alternatively, you can do it by by executing the SQL code:

a. Check the content of the shared preload libraries variable.

SELECT * FROM pg settings
WHERE name = 'shared preload libraries';

b. Add the pg stat statements libraryto the shared preloaded libraries.

» |fthe shared preload libraries valueis empty, assign pg stat statements to the
shared preload libraries variable.

ALTER SYSTEM SET shared preload libraries = pg stat statements;

» Ifthe shared preload libraries valueis not empty,addpg stat statements to the
current value separated by comma.

ALTER SYSTEM SET shared preload libraries = <existing libraries>, pg
_stat _statements;

4. Restart the PostgreSQL service for the new configuration to take effect.

5. Install the pg stat statements extension. The extension is used to analyze the PostgreSQL
performance.

CREATE EXTENSION IF NOT EXISTS "pg stat statements";

Related Topics

Infrastructure Planning
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Step 1. Start Setup Wizard

To start the setup wizard:

1. Download the latest version of the Veeam Backup & Replication installation image from the Download
Veeam Products page.

2. Mount the installation image to the machine on which you plan to install Veeam Backup & Replication or
burn the image file to a flash drive or other removable storage device. If you plan to install
Veeam Backup & Replication on a VM, use built-in tools of the virtualization management software to

mount the installation image to the VM.

To extract the content of the ISO, you can also use the latest versions of utilities that can properly extract
data from ISOs of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun will open a splash screen. If Autorun is not available
or disabled, run the setup.exe file from the image or disk.

4. In the splash screen, click Install.

IMPORTANT

Itis strongly recommended that you install Veeam Backup & Replication using Autorun or the Setup.exe
file. If you run other installation files from the ISO folders, you may miss some components that need to be
installed, and Veeam Backup & Replication may not work as expected.

Install
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Step 2. Select Component

At the Select Veeam Backup & Replication Component step of the wizard, select Install
Veeam Backup & Replication.

To open Veeam Help Center from the setup wizard, click View Documentation.

ﬂ.‘“] Weeam Backup & Replication - X

)F' Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flaxible and reliable backup, recovery and
replication for all your applications and data.

Veeam Backup Enterprize Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

N@ Install Veeam Backup Enterprise Manager
=]

=] Install Veeam Backup & Replication Console

I. EI Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

@ View Documentation
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Step 3. Read and Accept License Agreement

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup & Replication, click | Accept.

E-”; Weeam Backup & Replication - X

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Yeeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

= Agree and consent to each of the license agreements of required software
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Step 4. Provide License File

At the Provide License step of the wizard, specify what license you want to install for
Veeam Backup & Replication. For more information, see Licensing.

If a valid license is already installed on the machine, the setup wizard will inform you about it. In this case, you
can skip the Provide License step and move to the next step of the wizard.

If you do not install a license, the product will operate in the Veeam Backup & Replication Community (free)
Edition. For more information, see Veeam Backup & Replication Community Edition.

To install a license:
1. Next to the License file field, click Browse.
2. Select a valid license file for Veeam Backup & Replication.

3. To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage
reporting, you will double the number of workloads by which you can exceed your installed license. For
more information, see Exceeding License Limit.

E.“] Weeam Backup & Replication — >

License

Provide license file for Veeam Backup & Replication.

License file:
M Browse...

Update license automatically (enables usage reporting)

Download and install new licenses automatically when you renew or expand your contract. This requires
sending the license ID, the installation 1D, and workload usage counters to the Yeeam licensing servers
periodically. Successful usage reporting doubles the number of workloads you can excead your installed
license by.

If you don't have a license simply click Next to install Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client’s environment as a

consultant or an MSP.
Back Cancel
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Step 5. Install Missing Software

At the System Configuration Check step of the wizard, the setup wizard checks if the required software is
installed on the machine. If some of the required components are missing, the setup will try to install them
automatically. After the components are successfully installed, reboot is required. To reboot the machine, click
Reboot.

If the setup wizard cannot install some of the required software components automatically, install them
manually and click Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

ié”; Weeamn Backup & Replication - X

System Configuration Check

System is being verified for potential installation problems.

Setup could not automatically install required system prereguisites.
Please install missing components and click "Retry" to continue.

Requirement Status
Microsoft .MET Framework 4.7.2 Q Passed
Microsoft Visual C++ 2015-2019 Redistributable Q Passed
Microsoft System CLR Types for SQL Server 2014 & Failed
Microzoft Report Viewer Redistributable 2015 0 Passed
Microsoft PowerShell v5.1 Q Passed
Microsoft Universal C Runtime Q Passed
Microsoft .MET Runtime 6.0.10 @ Passed
Microsoft ASP.MET Core Shared Framework 6.0.10 O Passed

Back Cancel
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Step 6. Review Default Installation Settings

At the Ready to Install step of the wizard, you can select to install Veeam Backup & Replication with default
installation settings or specify custom installation settings.

e To use the default installation settings, click Install.

e To use custom installation settings, click Customize Settings. The setup wizard will include additional
steps that will let you configure installation settings.

The table below lists the default installation settings.

Installation folder  C:|Program Folder where Veeam Backup & Replication will be
Files|Veeam|Backup and installed.
Replication
Guest catalog C:|VBRCatalog The VBRCatalog folder on a volume with the
folder maximum amount of free space.

The guest catalog folder stores indexing data for VM
guest OS files. Indexing data is required for browsing
and searching for VM guest OS files inside backups
and performing 1-click restore.

Service account LOCAL SYSTEM Account under which the Veeam Backup Service runs.

Database engine PostgreSQL The setup wizard installs PostgreSQL 15.1 as a
databaseengine locally on the
Veeam Backup & Replication server.

SQL server <host name>:5432 The local host name and port number to be used by
SQL server.
Database name VeeamBackup The setup deploys the Veeam Backup & Replication

configuration databaseon the locally installed
instance of PostgreSQL.

Catalog service 9393 The catalog service port is used by the Veeam Guest

port Catalog Service to replicate catalog data from
backup servers to Veeam Backup Enterprise
Manager.

Service port 9392 The service port is used by Veeam Backup Enterprise

Manager to collect data from backup servers. In
addition to it, the Veeam Backup & Replication
console uses this service port to connect to the
backup server.
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Setting Default Value

Secure connections 9407
port

REST APIservice 9479
port

Check forupdates  Automatically

Description

The secure connections port is used by the mount
server to communicate with the backup server.

This service port is used to access the
Veeam Backup & Replication REST API.

Veeam Backup & Replication will check for product
updates weekly. When a new product build is
published on the Veeam update server, a notification
is displayed in the Windows Action Center.

ié”; Weeam Backup & Replication

Ready to Install

Installation will begin with the following settings.

- X

¥ Customize Settings

CAProgramData\Veeam'\Backup\IRCache

Installation folder: CAProgram Files\Veeam\Backup and Replication
vPower cache folder:

Guest catalog folder: CAVBRCatalog
Service account: LOCAL SYSTEM
Database engine: PostgreSQL
5QL Server: repo32:5432
Database name: VeeamBackup
Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST APl Service Port: 9419

Check for updates: Automatically

Back Install Cancel
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Step 7. Specify Service Account Settings

The Service Account step of the wizard is availableif you have selected to configure installation settings
manually.

You can select an account under which you want to run the Veeam Backup Service:
e LOCAL SYSTEM account (recommended, used by default)
e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.

NOTE
The user account must have the following rights and permissions:

e The account must be a member of the Administrators group on the machine where
Veeam Backup & Replication is installed.
e The account must have db owner rights for the configuration database.

Veeam Backup & Replication automatically grants the Log on as service right to the specified user account.

E-”] Weeam Backup & Replication — pd

Service Account

Specify account for Veeam Backup & Replication.

@ LOCAL SYSTEM account (Recommended)

O The following user account:

& Choose
Type in the user name in the DOMAINVUSERNAME format
The specified user account must have local administrator privileges on this server.
Password

Back Cancel
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Step 8. Specify Database Engine and Instance

The Database step of the wizard is availableif you have selected to configure installation settings manually.

At this step of the wizard, you can choose a database engine (PostgreSQL or Microsoft SQL Server) for the
Veeam Backup & Replication configuration database, specify a new or existing instance where you want to
deploy the configuration database, and specify the authentication mode.

NOTE

Consider limitations and considerations in Before You Begin.

1. Select one of the following database engines that you want to use for the configuration database:

o PostgreSQL
o Microsoft SQL Server

2. Specify instance settings:

o [For PostgreSQL] You can use an already installed PostgreSQL instance or install a new one.

= To install a new PostgreSQL instance, select the Install new instance option. The setup will
install PostgreSQL 15.1 on the Veeam Backup & Replication server and create a database with

the VeeamBackup name.

* To use an already installed PostgreSQL instance, select the Use existing instance option. Enter
the instance name in the HOSTNAME:PORT format. In the Database name field, specify a name

for the Veeam Backup & Replication configuration database.

IMPORTANT

If you use the already installed PostgreSQL instance or make any changes in the machine
hardware, perform the additional configuration of the PostgreSQL instance, as described in
Before You Begin.
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Eu.a Veesam Backup & Replication - x

Database
Choose database engine and instance for Veeam Backup & Replication.

Use following database engine: PostgreSQL ~

@ Install new instance

O Use existing instance (HOSTNAMEPORT)

Database name

Connect to Postgre5QL server using:
@ Windows authentication credentials of service account

() Mative authentication using the following credentials:

Username:

Password

Back Cancel

o [For Microsoft SQL Server] You can use an already installed Microsoft SQL Server database only.

i. Inthe SQL Server instance field, enter the instance name in the HOSTNAME |INSTANCE format or
select aninstance from the drop-down list. You can also click Browse tochoose a Microsoft SQL
Server on a remote machine.
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ii. Inthe Database name field, specify a name for the Veeam Backup & Replication configuration
database.

En.a Weeam Backup & Replication — b4

Database
Choose database engine and instance for Veeam Backup & Replication.

Use following database engine: |Microsoft SQL Server ~

SAOL Server instance (HOSTNAMEBV\NSTAMNCE):

REPOI\WEEAMSQL2016 V| Ml Browse...

Database name:

VeeamBackup

Connect to SAL Server using:
@ Windows authentication credentials of service account

(O sQL Server authentication using the following credentials:
Username:

Password:

Back Next Cancel

3. Select an authentication mode to connect to the databaseserver instance: Microsoft Windows
authentication or native database server authentication. If you select the native authentication, enter
credentials of the database account.

If a configuration database with the specified name already exists (for example, it was created by a previous
installation of Veeam Backup & Replication), the setup wizard will notify about it. To connect to the detected
database, click Yes. If necessary, Veeam Backup & Replication will automatically upgrade the database to the

latest version.
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Step 9. Perform Configuration Check

At the Configuration Check step of the wizard, the setup checks the Veeam Backup & Replication configuration.

If the check returns errors, solve their causes before continuing the installation. After you solve them, click
Retry tocheck if there are any issues left.

If the check returns warning or information messages, you can continue the installation and address them later.
However, we recommend that you closely investigate warning and information messages: if not properly
addressed, their causes may lead to serious problems with further system operation.

To view the details of a certain message, point the cursor to the line with the message. The pop -up box will
display the detailed description.

To copy a list of detected issues with detailed descriptions for further investigation, click Copy list to clipboard.

E-”; Weeamn Backup & Replication - X

Configuration Check

Address all compatibility issues in your product configuration prior to proceeding with the installation.

Compatibility issues (¥ Retry | Copy list to clipboard
I Weeam Backup Enterprizse Manager APYMCLASSIK version 11.0,0.0 requires an upgrade

I Improved background retention

I Unsupported Cloud Connect provider version

I Microsoft Azure Compute account with Azure AD credentials

ﬂ Please review the documentation at Upgrading Veeam Backup & Replication Help Center

Back Cancel
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Step 10. Specify Data Locations

The Data Locations stepis available if you have selected to configure installation settings manually and to
install a new instance of the databaseserver.

At this step of the wizard, you can specify the installation folder and where the write cache and indexing data
must be stored.

1.

To change the default installation folder, click Browse nextto the Installation path field.

By default, the setup wizard uses the following installation folder: C:\Program Files\Veeam\Backup
and Replication.

To change the path to the folder where index files will be stored, click Browse nextto the Guest file
system catalog field.

By default, the setup wizard creates the VBRCatalog folder on a volume with the maximum amount of free
space, for example: C:\VBRCatalog.

[For VMware environments] The instant recovery cache folder stores the write cache for machines that are
started from backups during recovery verification or restore operations. To change the path to the IR
cache folder, click Browse nextto the Instant recovery write cache field. Make sure that you have at least
10 GB of free disk space to store the write cache.

By default, the setup wizard creates the IR cache folder on a volume with the maximum amount of free
space, for example: C:\ProgramData\Veeam\Backup\IRCache.

You do not need to configure this data location for Microsoft Hyper-V environments.

E-”; Weeam Backup & Replication - X

Data Locations

Specify paths for persistent and non-persistent data storage locations.

Installation path:

M Erowse..
Guest file system catalog:

Ml Browse..
Instant recovery write cache:

Bl Erowse..

@ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly

recovered Vs, otherwise VMs will stop due to being unable to perform a disk write. We recommend
placing the write cache on an S5D drive.

Back Cancel
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Step 11. Specify Service Ports

The Port Configuration step of the wizard is available if you have selected to configure installation settings
manually.

At this step of the wizard, you can customize port number values that will be used for communication between
backup infrastructure components. For more information about Veeam Backup & Replication ports, see Ports.

e Catalog service port. This port is used by the Veeam Guest Catalog Service to replicate catalog data from
backup servers to Veeam Backup Enterprise Manager. By default, port 9393 is used.

e Veeam Backup service port. This port is used by Veeam Backup Enterprise Manager to collect data from
backup servers. In addition to it, the Veeam Backup & Replication console uses this service port to connect
to the backup server. By default, port 9392 is used.

e Secure connections port. This port is used by the mount server to communicate with the backup server. By
default, port 9401 is used.

e REST APIservice port. This port is used to communicate with the Veeam Backup & Replication REST API.
By default, port 9419 is used.

E.“] Weeam Backup & Replication — >

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port: 9393
Veeam Backup service port: 9392
Secure connections port: 2401
REST APl service port: 9419

Back Cancel
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Step 12. Begin Installation

The Ready toInstall step of the wizard is availableif you have selected to configure installation settings

manually.

At this step of the wizard, you can review the Veeam Backup & Replication installation settings and start the

installation process:

1. If you want Veeam Backup & Replication to check for product updates weekly, select the Check for
product updates automatically check box. When a new product build is published on the Veeam update
server, a notification will be displayed in the Windows Action Center.

2. Click Install tobegin the installation.

3. Wait for the installation process to complete and click Finish toexit the setup wizard.

E-”; Weeam Backup & Replication

Ready to Install

Installation will begin with the following settings.

Check for product updates automatically

Back

Installation folder: C\Program Files\Veeam\Backup and Replication
vPower cache folder: C\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: CAVBRCatalog

Service account: LOCAL SYSTEM

Database engine: Postgre5QL

5QL Server: repo32:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9352

Secure connections port: 3401

REST API Service Port: 9419

bt
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Upgrading to Veeam Backup & Replication
12

To perform upgrade of Veeam Backup & Replication to version 12, you must be running version 10a (build
10.0.1.4854) or later on the supported operating system (refer to the System Requirements section of this
document). For information on upgrade from earlier versions, see this Veeam KB article.

Before you upgrade Veeam Backup & Replication, check prerequisites. Then use the Veeam Backup & Replication
upgrade wizard to install the product.

After you upgrade Veeam Backup & Replication, perform the finalizing steps.

Unattended Upgrade

To correctly upgrade Veeam Backup & Replication in the unattended mode, perform the following steps:

1. When upgrading Veeam Backup & Replication in the unattended mode, most of the system checks that are
performed during the manual upgrade are omitted. Therefore, before performing the upgrade in the
unattended mode, make sure that you have checked all the prerequisites specified in the Upgrade

Checklist. Also ensure that all the components of your infrastructure correspond to the System
Requirements.

2. Install a later version of the product in the unattended mode. You must connect to the configuration
database that was used by the previous product version.

For information on how to install Veeam Backup & Replication in the unattended mode, see Installing
Veeam Backup & Replication in Unattended Mode.

Related Topics

e Backup Server
e Backup & Replication Console

e Backup Infrastructure Components
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Upgrade Checklist

Use the following checklist to ensure that your infrastructure is ready for Veeam Backup & Replication upgrade.
Some of the checks are performed by the built-in configuration check mechanism of the

Veeam Backup & Replication Upgrade wizard, but you can control them manually before starting the upgrade
procedure.

Licensing

1.

Veeam Backup & Replication 12 uses the same license file format introduced with version 10, so you can
use your existing version 10 or 11 license file to install version 12. Your support contract must be active as
of the date when the product version you are installing was built.

Your support contract must be active as of the date when the product build you are installing was built.
This is determined by the support expiration date in the installed license. If required, you can install a new
license during the upgrade procedure.

Are you using Veeam Backup Starter? This edition has been discontinued, so Veeam Backup & Replication
12 will not accept such a license file. Download a replacement license file from the Customer Portal before
upgrading.

System Requirements

1.

Check if the backup server to be upgraded is installed on the supported operating system version
according to System Requirements. If it is not, create a configuration backup, install

Veeam Backup & Replication 12 on the supported OS first, then restore the configuration backup created
earlier. For information on how to perform the migration, see this Veeam KB article.

Make sure that other servers that you plan to use as backup infrastructure components meet the system
requirements listed in the System Requirements section of this document. In particular, ensure all backup
infrastructure servers are based on 64-bit operating systems.

Make sure that the environment you are going to protect with Veeam Backup & Replication meets the
requirements listed in the Platform Support section of this document.

Are you using a hardened repository? If yes, make sure that any Linux server associated with the hardened
repository is configured to use a non-root account. For more information, see this Veeam KB article.

Do you have any jobs using the Transform previous backup chains into rollbacks option? This option has
been removed from the product and such jobs are no longer supported. For more information, see this
Veeam KB article.

Are you using File to Tape jobs? They have been reengineered for scalability and are no longer free with
Veeam Backup & Replication 12. You will have a grace period of 3 months following the upgrade to
Veeam Backup & Replication 12 during which your existing jobs will not consume a license. For more
information, see Instance Consumption for NAS Backup and File to Tape Jobs.

Are you using installations of Veeam Backup & Replication and Veeam Backup for Microsoft 365 on the
same machine? First upgrade Veeam Backup for Microsoft 365, second upgrade
Veeam Backup & Replication.

Are you using integration with Veeam Backup for Microsoft Azure? If yes, after upgrade to

Veeam Backup & Replication 12, select the existing Microsoft Azure Compute account in the Manage Cloud
Credentials, click Edit, and go through the Microsoft Azure Compute Account to update account
permissions. Otherwise, you can face problems when adding an external repository with backups created
by Veeam Backup for Microsoft Azure 3.0.
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9. Are you using Server 2019 based ReFS backup repositories? If yes, avoid upgrading them to Server 2022

and mounting ReFS volumes from Server 2019 to new Server 2022 installs until you read this thread on
Veeam R&D forums. Microsoft has addressed the known regression in the ReFS format upgrade code, the
fix is now publicly available.

Integration with Veeam Management and Monitoring
Products

1.

Are you using Veeam ONE tomonitor your backup infrastructure? If yes, upgradeit first. Veeam ONE
supports monitoring of backup servers version 10a or later.

2. Are you using Veeam Backup Enterprise Manager? If yes, consider the following:

o Important! Starting with Veeam Backup Enterprise Manager 12, a new port (port 9405) is used for
certificate communication between Enterprise Manager and Veeam Backup & Replication. Ensure that
your firewalls are configured to take into account this new port to avoid communication issues
between Enterprise Manager and Veeam Backup & Replication.

o Start the upgrade procedure with this component. Note that Enterprise Manager 12 supports backup
servers version 10a or later, so you can run both old and new product versions side by side if required.

Are you using Veeam Backup Enterprise Manager serveradded to Veeam ONE? If yes, first upgrade Veeam
ONE, second upgrade Veeam Backup Enterprise Manager, third upgrade Veeam Backup & Replication.

Are you using Cloud Connect? If yes, check with your Cloud Connect service provider if they have already
upgraded their system to at least the version you are upgrading to.

[For upgrade from Veeam Backup & Replication earlier than version 11a build 11.01.1261] Are you using
Veeam Backup & Replication within the infrastructure of Nutanix Mine version 2.0.1 or earlier? If yes,
upgrade Nutanix Mine to version 3.0, then upgrade Veeam Backup & Replication to version 12.

Are you using Veeam Disaster Recovery Orchestrator? If yes, note that Veeam Disaster Recovery
Orchestrator 5.0 is compatible with Veeam Backup & Replication 11 and 11a, Veeam Disaster Recovery
Orchestrator 6.0 — with Veeam Backup & Replication 11a and 12. If necessary, upgrade Veeam Disaster
Recovery Orchestrator before upgrading to Veeam Backup & Replication 12.

Integration with Veeam Backup for Hypervisors

Are you using Veeam Backup & Replication integrated with Veeam Backup for Hypervisors?

Veeam Backup for Nutanix AHV: plugin for this product is included into the Veeam Backup & Replication
12 package. During the upgrade to version 12, the plugin for this product will be automatically upgraded
to the required version.

Veeam Backup for Red Hat Virtualization: plugin for this product is included into the
Veeam Backup & Replication 12 package. During the upgrade to version 12, the plugin for this product will
be automatically upgraded to the required version.
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Integration with Veeam Backup Agents and Enterprise Plug-

Ins

1. Are you using Veeam Agents managed through Veeam Backup & Replication?

o

If you use Veeam Agent for Microsoft Windows or Veeam Agent for Linux 4.0, they will stop working
after upgrading to Veeam Backup & Replication 12. In this case, we strongly recommend that you
immediately upgrade Veeam Agent for Microsoft Windows or Veeam Agent for Linux to 6.0. If you
use Veeam Agent for Microsoft Windows or Veeam Agent for Linux 5.0 or later, they will continue
working after upgrading to Veeam Backup & Replication 12, but new features implemented in

Veeam Backup & Replication 12 will not be supported. In this case, you can upgrade Veeam Agent for
Microsoft Windows or Veeam Agent for Linux to 6.0 later if the support of new features is not critical
for you.

If you use Veeam Agent for Mac 1.0, it will stop working after upgrading to

Veeam Backup & Replication 12. In this case, we strongly recommend that you immediately upgrade
Veeam Agent for Mac to 2.0. If you use Veeam Agent for Mac 1.0.1, it will continue working after
upgrading to Veeam Backup & Replication 12, but new features implemented in

Veeam Backup & Replication 12 will not be supported. In this case, you can upgrade Veeam Agent for
Mac to 2.0 later if the support of new features is not critical for you.

If you use Veeam Agent for IBM AlX or Veeam Agent for Oracle Solaris 3.0 or later, they will continue
working after upgrading to Veeam Backup & Replication 12, but new features implemented in

Veeam Backup & Replication 12 will not be supported. In this case, you can upgrade Veeam Agent for
IBM AlIX or Veeam Agent for Oracle Solaris to 4.0 later if the support of new features is not critical for
you.

2. Are you using Veeam Plug-In for Oracle RMAN, Veeam Plug-Infor SAP HANA or Veeam Plug-In for SAP on
Oracle? Ifyes, you must upgrade Veeam Backup & Replication first, then you can upgrade Veeam Plug-ins.

Storage System Snapshot Integration

1. Make sure your storage systems work on a supported operating system:

o

Huawei: storage arrays of this vendor are not supported for Veeam storage snapshot integration.
Remove the storage arrays from the backup server configuration and use other backup transport
modes instead.

Cisco HyperFlex: the minimum supported version of the operating system is v4.0(2x). Upgrade to it or
remove the storage arrays from the backup server configuration.

HPE 3PAR WSAPI: the minimum supported version of the WSAPI is 1.5. Upgrade to it or remove the
storage arrays from the backup server configuration.

HPE Nimble: the minimum supported version of the operating system is 5.0. Upgrade to it or remove
the storage arrays from the backup server configuration.

Dell Data Domain: the supported version of the operating system is 6.2 to 7.10. Upgradeto it or the
backup jobs pointed to this repository will fail to start.

HPE StoreOnce: the minimum supported version of the operating system is 3.18.18 for Gen3 and 4.2.3
for Gen4. Upgradeto it or the backup jobs pointed to this repository will fail to start.

2. Select the secondary destination for IBM HyperSwap configurations explicitly in the backup job.

276 | Veeam Backup & Replication | User Guide for Microsoft Hy per-V



Other Changes

1.

Veeam Backup & Replication 12 supports protecting NAS backups with Backup to Tape jobs. If you have
entire repositories added as sources for backup to tape jobs, make sure these repositories contain only
backups that you want to protect with backup to tape jobs.

If you use persistent agents for guest OS processing in a Kerberos-only environment, perform the steps
listed in this Veeam KB article.

If you use Kerberos authentication for Guest OS processing with persistent guest agent components,
create several Service Principal Names in Active Directory before upgrading to
Veeam Backup & Replication 12. For more information, see this Veeam KB article.

Note that background retention is now applied to daily backups belonging to disabled backup jobs, as well
as to orphaned backups. Background retention is still applied to GFS backups belonging to disabled
backup jobs, as well as to orphaned backups.

Make sure there are no replica VMs or replication jobs for VMs running on Windows Server Hyper-V 2008
R2.

Upgrade Process

1.

2.

N

Make sure the latest run for all existing jobs has completed successfully. Rerun the failed jobs.

Ensure there are no running jobs, restore sessions, Instant Recovery sessions, and SureBackup jobs. We
recommend that you do not stop running jobs and let them complete successfully.

Disable any periodic and backup copy jobs temporarily to prevent them from starting during the upgrade.
Disable CDP policies, otherwise the CDP filter will not be upgraded.

Ensure there are no active tasks from standalone (unmounted) agents.

Ensure there are no active Veeam Disaster Recovery Orchestrator tasks.

Perform the configuration backup, as described in Running Configuration Backups Manually.

Ensure you have configuration backup encryption enabled, otherwise stored credentials will not be
included in it. For more information, see Creating Encrypted Configuration Backups.

Additional Considerations for Upgrade from
Veeam Backup & Replication 10

Do you have backup copy jobs with synthetic GFS full backups? Before the upgrade, make sure that all GFS
candidates (incremental restore points created on dayswhen GFS was scheduled and that are expected to be
transformed into full GFS restore points) are already transformed into GFS restore points. To force the backup
copy job to transform all GFS candidates, you can temporarily decrease the short-term retention to a value less
than the number of restore points between the latest restore point and the most recent GFS candidate and then
wait till all the candidates are transformed.

277 | Veeam Backup & Replication | User Guide for Microsoft Hyper-V


https://www.veeam.com/kb4393
https://www.veeam.com/kb4393

Before Veeam Backup & Replication version 11, Veeam Backup & Replication created GFS candidates on days
when GFS was scheduled and only then transformed them into full GFS restore points according to the short-
term retention. For more information on how restore points were transformed, see Synthetic Weekly Full
Backups. Starting from Veeam Backup & Replication version 11, Veeam Backup & Replication creates GFS restore
points according to a new schedule and creates them right on the scheduled days. For more information, see
Changes in GFS Retention. After the upgrade, Veeam Backup & Replication no longer transforms previous GFS
candidates into full GFS restore points. This means, that all GFS candidates lose their GFS status, they become
regular incremental restore points and are deleted according to the short-term retention policy.
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Step 1. Start Upgrade Wizard

To start the upgrade wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where Veeam Backup & Replication is installed, or burn the
image file to a flash drive or other removable storage device. If you plan to upgrade
Veeam Backup & Replication on a VM, use built-in tools of the virtualization management software to
mount the image to the VM.

To extract the content of the ISO, you can also use the latest versions of utilities that can properly extract
data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Upgrade.

Veeam Backup & Replication 12

Part of Veeam Availability Suite
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Step 2. Select Component

At this step of the wizard, select Upgrade Veeam Backup & Replication.

To open Veeam Help Center from the upgrade wizard, click View Documentation.

E-'a Weeam Backup & Replication

)D|E| Upgrade Veeam Backup & Replication

I_ N Weeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

kup Enterprise Manager

Ip server nrst

© View Documentation
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Step 3. Read and Accept License Agreement

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing Veeam Backup & Replication, click | Accept.

E-”; Weeam Backup & Replication - X

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Yeeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

= Agree and consent to each of the license agreements of required software
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Step 4. Review Components

At the Upgrade step of the wizard, you can review the components that will be upgraded.

To also upgrade the the remote components after the Veeam Backup & Replication server is upgraded, select
the Update remote components automatically check box.

ié”; Weeam Backup & Replication - X
Upgrade
Review Veeam Backup & Replication components that will be upgraded.

Product Version

Weeam Backup Catalog 11.0.1.1261 — 12.0.0.1333

Weeam Backup & Replication Server 11.0.1.1261 — 12.0.0.1333

Weeam Backup & Replication Console 11.0.1.1261 — 12.0.0.1333

Please note that the update will be installed on the backup server only. To update remote
components, wait for this installation to finish, open the Veeam Backup & Replication console
and follow the Upgrade wizard. Alternatively, we can initiate remote components update process

for you.

Update remote components automatically

Back Cancel
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Step 5. Provide License File

At the License step of the wizard, specify what license you want to install for Veeam Backup & Replication. You
can leave the license file used in the previous version of Veeam Backup & Replication or install a new one.

To install a license:
1. Next to the License file field, click Browse.
2. Select a valid license file for Veeam Backup & Replication.

3. To install new licenses automatically when you renew or expand your contract, select the Update license
automatically check box. If you enable the automatic license update, and therefore enable usage
reporting, you will double the number of workloads by which you can exceed your installed license. For
more information, see Exceeding License Limit.

E-”; Weeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

License file:

M Browse...

Update license automatically (enables usage reporting)

Download and install new licenses automatically when you renew or expand your contract. This requires
sending the license ID, the installation D, and workload usage counters to the Veeam licensing servers
periodically. Successful usage reporting doubles the number of workloads you can exceed your installed
license by.

If you don't have a license simply click Mext to install Community Edition.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's envirenment as a

consultant or an MSP.
Back Cancel
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Step 6. Install Missing Software

At the System Configuration Check step of the wizard, the setup wizard checks if the required software is
installed on the machine. If some of the required components are missing, the setup will try to install them
automatically. After the components are successfully installed, reboot is required. To reboot the machine, click
Reboot.

If the setup wizard cannot install some of the required software components automatically, install them
manually and click Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

ié”; Weeamn Backup & Replication - X

System Configuration Check

System is being verified for potential installation problems.

Setup could not automatically install required system prereguisites.
Please install missing components and click "Retry" to continue.

Requirement Status
Microsoft .MET Framework 4.7.2 Q Passed
Microsoft Visual C++ 2015-2019 Redistributable Q Passed
Microsoft System CLR Types for SQL Server 2014 & Failed
Microzoft Report Viewer Redistributable 2015 0 Passed
Microsoft PowerShell v5.1 Q Passed
Microsoft Universal C Runtime Q Passed
Microsoft .MET Runtime 6.0.10 @ Passed
Microsoft ASP.MET Core Shared Framework 6.0.10 O Passed

Back Cancel
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Step 7. Specify Service Account Settings

The Service Account step of the wizard is availableif you have selected to configure installation settings
manually.

You can select an account under which you want to run the Veeam Backup Service:
e LOCAL SYSTEM account (recommended, used by default)
e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.

NOTE
The user account must have the following rights and permissions:

e The account must be a member of the Administrators group on the machine where
Veeam Backup & Replication is installed.
e The account must have db owner rights for the configuration database.

Veeam Backup & Replication automatically grants the Log on as service right to the specified user account.

E-”] Weeam Backup & Replication — pd

Service Account

Specify account for Veeam Backup & Replication.

@ LOCAL SYSTEM account (Recommended)

O The following user account:

& Choose
Type in the user name in the DOMAINVUSERNAME format
The specified user account must have local administrator privileges on this server.
Password

Back Cancel
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Step 8. Specify Database Engine and Instance

At the Database step of the wizard, select the Microsoft SQL server instance and database that were used by the
previous version of Veeam Backup & Replication, and specify the authentication mode.

NOTE

After you upgrade Veeam Backup & Replication, you can migrate its configuration databaseto PostgreSQL.
For more information, see Migrating Configuration Databaseto PostgreSQL.

1. Specify instance settings:

o Inthe SQL Server instance field, enter the instance name in the HOSTNAME |INSTANCE format or
select aninstance from the drop-down list. You can also click Browse tochoose a Microsoft SQL
Server on a remote machine.

o In the Database name field, specify a name for the Veeam Backup & Replication configuration
database.

2. Select an authentication mode to connect to the database server instance: Microsoft Windows
authentication or native database server authentication. If you select the native authentication, enter
credentials of the database account.

3. If the configuration databaseis in use by another Veeam Backup & Replication server, the wizard will
notify about it. To continue the installation, click Yes.

4. |If the wizard detects a configuration database with the specified name (for example, it was created by a
previous installation of Veeam Backup & Replication), the wizard will notify about it. To connect to the
detected database, click Yes.

Veeam Backup & Replication will automatically upgrade the database to the latest version.

E-”; Weeam Backup & Replication - X

Database

Choose database engine and instance for Veeam Backup & Replication.

Use following database engine:  Microsoft SQL Server

SQL Server instance (HOSTNAME\INSTAMNCE):

REPO3O\VEEAMSQLZ2016 V| Ml Browse...

Database name:

VeeamBackup

Connect to SQL Server using:
@ Windows authentication credentials of service account

O 5QL Server authentication using the following credentials:
rmame:

Use

Password

Back Cancel
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Step 9. Perform Configuration Check

At the Configuration Check step of the wizard, the setup checks the Veeam Backup & Replication configuration.

If the check returns errors, solve their causes before continuing the upgrade. After you solve them, click Retry
to check if there are any issues left.

If the check returns warning or information messages, you can continue the upgradeand address them later.
However, we recommend that you closely investigate warning and information messages: if not properly
addressed, their causes may lead to serious problems with further system operation.

To view the details of a certain message, point the cursor to the line with the message. The pop -up box will
display the detailed description.

To copy a list of detected issues with detailed descriptions for further investigation, click Copy list to clipboard.

E-”; Weeamn Backup & Replication - X

Configuration Check

Address all compatibility issues in your product configuration prior to proceading with the upgrade.

Compatibility issues (¥ Retry | Copy list to clipboard
Unsupported Microsoft Windows 05

Unsupported 32-bit Linux OS5

Unsupported VMware vSphere version

Unsupported backup job configuration

Insecure hardened repository configuration

00000

Unsupported HPE Nimble OS5 version
I Veeam Backup Enterprise Manager version 11.0.0.0 requires an upgrade

I Improved background retention

I Unsupported Cloud Connect provider version

[N £i A R L I S — A R (L S

@ Please review the documentation at Upgrading Veeam Backup & Replication Help Center

Back Cancel
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Step 10. Begin Upgrade

At the Ready to Upgrade step of the wizard, review the upgrade settings and start the upgrade process.

Wait for the installation process to complete and click Finish toexit the wizard.

E.“] Weeam Backup & Replication — >

Ready to Upgrade

Upgrade will begin with the following settings.

Service account: LOCAL SYSTEM

Database engine: Microsoft SQL Server

5QL Server: REPO3NVEEAMSQL201E

Database name: VeeamBackup

Update remote components: Automatically after upgrade is completed

Back Cancel
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After Upgrade

After you upgrade Veeam Backup & Replication to version 12, perform the following steps:

1. If you use remote backup consoles, upgrade them to version 12. If you use remote backup consoles version
1a, you can upgrade them to version 12 automatically when connecting to backup server version 12. If you
use remote backup consoles version 10a or 11, upgrade them manually using the product ISO file.

2. Download and install the latest available update from the Veeam Updates page.

3. Open the Veeam Backup & Replication console. If necessary, the automated upgrade wizard will
automatically appear, prompting you to upgrade the product components running on remote servers.
Follow the wizard to complete the upgrade process.

4. |If some remote servers are unavailable at the time of upgrade, you can run the upgrade wizard at any time
later from the main product menu, or by closing and re-opening the Veeam Backup & Replication console.
Note that the out-of-date product components cannot be used by jobs until they are updated to the
backup server version.

5. Azure compute accounts based on Azure Active Directory user credentials (created with the Use existing
account option selected) are obsolete. Replace these accounts with new ones to restore workloads to
Microsoft Azure and use Azure archive storage or the Microsoft Azure Plug-In for
Veeam Backup & Replication appliance.

6. If you use the Virtual Labsfunctionality, open settings of each Virtual Lab, and click through the wizard to
redeploy each virtual lab with the new proxy appliance version.

7. Ifyou are using Linux servers for your backup infrastructure components, the process of upgrade to
version 12 will automatically deploy the new persistent data mover only to Linux servers with the VMware
Backup Proxy role. To deploy it on other Linux servers, click through the Linux server properties, or use
Set-VBRLinux PowerShell cmdlet to mass-deploy. Until you do this, those Linux servers will continue
using the legacy run-time data mover to avoid issues with backup repository not meeting the persistent
data mover requirements.

8. Enable any scheduled jobs that you have disabled before the upgrade.

Note that immediately after the upgrade, the backup server performance may decrease. This happens due to the
maintenance job that optimizes the configuration database. The process may take up to an hour depending on
the databasesize.

IMPORTANT

You must upgrade Veeam components on all remote servers with which the backup server communicates
during data protection and disaster recovery tasks. If you do not upgrade components on remote servers,
Veeam Backup & Replication jobs will fail. For more information, see Server Components Upgrade.
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Updating Veeam Backup & Replication12

Apart from major version releases of Veeam Backup & Replication (for example, 77, 77a, 72), Veeam Software
provides cumulative patches (for example, Cumulative Patch P20210525 for v1i, Cumulative Patch 20220302
for viia, Cumulative Patch P20230223 for v12). Cumulative patches contain bug fixes, performance
enhancements and introduce new features.

NOTE

During the update procedure, Veeam Backup & Replication may recreate Windows Firewall rules with
default settings. If you have manually modified Windows Firewall rules before installing a new cumulative
patch, reapply those modifications after the update.

Prerequisites

Before you install a cumulative patch for Veeam Backup & Replication 12, check the following prerequisites:

e Make sure you have Veeam Backup & Replication 12 (build 12.0.0.1420) of any earlier patch level
installed.

For information on how to upgrade from product version 10a or later, see Upgrading to Veeam Backup &
Replication 12.

e Stop all restore processes in the Veeam Backup & Replication Console.
e Stop all jobs and disable them in the Veeam Backup & Replication Console.

e Close the Veeam Backup & Replication Console for all users.

Performing Update

To install the latest update for Veeam Backup & Replication 12, perform the following steps:
1. Go to this Veeam KB article.
2. In the Download Information section of the Veeam KB article, click DOWNLOAD PATCH.
3. Extract the executable file from the downloaded archive.
4. Run the executable file to launch the update wizard.
5. In the update wizard, click Next.
6. Select the Update remote components automatically and click Install.

For information on how to update Veeam Backup & Replication in the unattended mode, see Installing Updates
in Unattended Mode.

After you install updates on the backup server, the first connection to it from a remote
Veeam Backup & Replication console may require running it once as administrator. Elevated privileges are
required to update the Veeam Backup & Replication console binaries.
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Repairing Veeam Backup & Replication

If some of the Veeam Backup & Replication components are damaged, you can try repairing the

Veeam Backup & Replication installation. To repair Veeam Backup & Replication, use the

Veeam Backup & Replication setup wizard. The wizard will re-install the Veeam Backup & Replication
components over the existing installation. It will replace broken or missing files, restore shortcuts and registry
values.

IMPORTANT

If you have any problems repairing Veeam Backup & Replication, contact Veeam Customer Support.

To repairthe Veeam Backup & Replication installation, take the following steps:

1. Start the setup wizard.

2. Select Veeam Backup & Replication as a product to repair.
3. Select the Repair option.
4. Specify a service account.

5. Begin installation.
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Step 1. Start Setup Wizard

To start the setup wizard, take the following steps:

1.

Download a Veeam Backup & Replication installation image from the Veeam Product Downloads page.

The build number of the image file must be the same as your current installation build. You can check the
Veeam Backup & Replication build number in the Programs and Features tool.

Mount the installation image to the machine where Veeam Backup & Replication is installed, or burn the
image file to a flash drive or other removable storage device. If you plan to repair

Veeam Backup & Replication on a VM, use built-in tools of the virtualization management software to
mount the image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Install.

Veeam Backup & Replication 12

&

. ;\f —
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¥ o

Install
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Step 2. Select Component

At this step of the wizard, select Install Veeam Backup & Replication.

To open Veeam Help Center from the wizard, click View Documentation.

E-'a Weeam Backup & Replication —

)D|E| Install Veeam Backup & Replication

I_ N Weeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your applications and data.

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manger is an optional web-based management and reporting
console for Vesam Backup & Replication.

4
o]

Install Veeam Backup & Replication Console

Weeam Backup & Replication console is a client-side component that provides access to
the backup server.

i

© View Documentation
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Step 3. Select Repair Option

At the Maintenance Mode step of the setup wizard, select the Repairoption and click Next.

E.“] Weeam Backup & Replication — >

Maintenance mode
Change your installation of Veeam Backup & Replication.

@ x Repair

Repair installation errors in the program.
This option fixes missing or corrupted files, shortcuts and registry entries.

O > Remove

Remove Veeam Backup & Replication components from your system.
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Step 4. Specify Service Account

At the Service Account step of the wizard, select an account that will be used during the
Veeam Backup & Replication repair.

e LOCAL SYSTEM account (recommended, used by default)

e Another user account

The user name of the custom account must be specified in the DOMAIN|USERNAME format.

ié”; Weeam Backup & Replication - X

Service Account
Specify account for Veeam Backup & Replication.
@ LOCAL SYSTEM account (Recommended)

O The following user account:

& Choose
Type in the user name in the DOMAINVUSERNAME format
The specified user account must have local administrator privileges on this server,

Back Cancel
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Step 5. Begin Installation

At the Ready to Install step of the wizard, click Install to start the repair process.

The setup wizard will re-install the Veeam Backup & Replication components. Wait for the installation process
to complete and click Finish toexit the setup wizard.

ié”; Weeam Backup & Replication - X

Ready to Install

The wizard is ready to begin the Installation.

Service account: LOCAL SYSTEM

Back Install Cancel
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Uninstalling Veeam Backup & Replication

To uninstall Veeam Backup & Replication:
1. From the Startmenu, select Control Panel > Programs and Features.

2. Inthe programs list, right-click Veeam Backup & Replication and select Uninstall. If you have Veeam
Backup Enterprise Manager installed on this machine, Veeam Backup & Replication will uninstall both
components. Wait for the process to complete.

3. If the program list contains additional Veeam Backup & Replication components, right-click the remaining
components and select Uninstall.

The Veeam Backup & Replication configuration databaseis not removed during the uninstall process. All
configuration data stored in the database remains as well.

Weearn Backup & Replication Setup — *
Uninstall Npl
The components below will be removed From your system, IE N

Vesam Backup & Replication ~
A0S Plugn for Veeam Backup & Replication

Microzaft Azure Plug-n far Weeam Backup & Replication

Google Cloud Platform Plug-n for WYeeam Backup & Replication

Kasten K10 Plug-In far Yeeam Backup & Replication

Veeam Agent for Microsoft Windows Redistributable

Veesam Agent for Linux Redistributable

Veeam Agent for Mac Redistibutable

Vesam Agent far Unix Redistributabls

Veeam Plug-ing for Enterprize Applications Redistributable

Click. Remowe ko uninstall Weeam Backup & Replication components,

Refrezh Exit
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Installing Veeam Backup & Replication
Console

By default, the Veeam Backup & Replication console is installed on the backup server automatically when you
install Veeam Backup & Replication. You do not need to install the console manually.

However, in addition to the default console, you can install the Veeam Backup & Replication console on a
dedicated machine to access the backup server remotely. You can install as many remote consoles as you need.

For more information, see Backup & Replication Console.

Before you install the Veeam Backup & Replication console, check prerequisites. Then use the
Veeam Backup & Replication Console Setup wizard to install the console.
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Before You Begin

Before you install the Veeam Backup & Replication console, check the following prerequisites:

The Veeam Backup & Replication console must be of the same version as Veeam Backup & Replication
installed on the backup server.

A machine on which you planto install the Veeam Backup & Replication console must meet the system
requirements. For more information, see System Requirements.

A user account that you plan to use for installation must have sufficient permissions. For more
information, see Permissions.

Backup infrastructure components communicate with each other over specific ports. These ports must be
open. For more information, see Ports.
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Step 1. Start Setup Wizard

To start the setup wizard:

1. Download the latest version of the Veeam Backup & Replication installation image from the Download
Veeam Products page.

2. Mount the installation image to the machine on which you plan to install the Veeam Backup & Replication
console or burn the image file to a flash drive or other removable storage device. If you plan to install the
Veeam Backup & Replication console on a VM, use built-in tools of the virtualization management
software to mount the installation image to the VM.

To extract the content of the 1SO, you can also use the latest versions of utilities that can properly extract
data from ISOs of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun will open a splash screen. If Autorun is not available
or disabled, run the setup.exe file from the image or disk.

4. In the splash screen, click Install.

IMPORTANT

Itis strongly recommended that you install the Veeam Backup & Replication console using Autorun or the
Setup.exe file. If you run other installation files from the ISO folders, you may miss some components that
need to be installed, and the Veeam Backup & Replication console may not work as expected.

Install
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Step 2. Select Component

At the Select Veeam Backup & Replication Component step of the wizard, select Install
Veeam Backup & Replication Console.

To open Veeam Help Center from the setup wizard, click View Documentation.

ﬂ.‘“] Weeam Backup & Replication - X

)F' Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flaxible and reliable backup, recovery and
replication for all your applications and data.

Veeam Backup Enterprize Manger is an optional web-based management and reporting
console for Veeam Backup & Replication.

N@ Install Veeam Backup Enterprise Manager
=]

=] Install Veeam Backup & Replication Console

I. EI Veeam Backup & Replication console is a client-side component that provides access to
the backup server.

@ View Documentation
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Step 3. Read and Accept License Agreement

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing the Veeam Backup & Replication console,
click I Accept.

i% Weeam Backup & Replication Console — X

License Agreement
Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
= Agree and consent to the terms of Veeam License Agreement and licensing policy
= Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software
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Step 4. Install Missing Software

At the System Configuration Check step of the wizard, the setup wizard checks if the required software is
installed on the machine. If some of the required components are missing, the setup will try to install them
automatically. After the components are successfully installed, reboot is required. To reboot the machine, click
Reboot.

If the setup wizard cannot install some of the required software components automatically, install them
manually and click Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

NE% Weeamn Backup & Replication Console —_ b

System Configuration Check

System is being verified for potential installation problems.

Setup could not automatically install required system prereguisites.
Please install missing components and click "Retry" to continue.

Requirement Status
Microsoft .MET Framework 4.7.2 Q Passed
Microsoft PowerShell v5.1 Q Passed
Microsoft System CLR Types for SQL Server 2014 & Failed
Microzoft Report Viewer Redistributable 2015 0 Passed
Microsoft Universal C Runtime Q Passed

Back Cancel
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Step 5. Review Default Installation Settings

At the Ready to Install step of the wizard, you can select to install the Veeam Backup & Replication console with
default installation settings or specify custom installation settings.

e To use the default installation settings, click Install.

e To use custom installation settings, click Customize Settings. The setup wizard will include additional
steps that will let you configure installation settings.

The table below lists the default installation settings.

Installation folder  C:|Program Folder where the Veeam Backup & Replication
Files|Veeam|Backup and console will be installed.
Replication

i% Weeam Backup & Replication Console — >

Ready to Install

Installation will begin with the following settings.

Installation folder: C\Program Files\Veeam\Backup and Replication

L Customize Settings Back Install Cancel
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Step 6. Specify Installation Path

The Data Locations stepis available if you have selected to configure installation settings manually.

At this step of the wizard, you can choose the installation folder for the Veeam Backup & Replication console.

1. On the right of the Installation path field, click Browse.

2. Inthe Select Folder window, select the installation folder for the product. The default folder is
C:\Program Files\Veeam\Backup and Replication\.

i% Weeam Backup & Replication Consale

— x
Data Locations
Specify paths for persistent and non-persistent data storage locations.
Installation path:
Bl Browse...

Back Cancel
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Step 7. Begin Installation

The Ready toInstall step of the wizard is availableif you have selected to configure installation settings
manually.

At this step of the wizard, you can review the Veeam Backup & Replication console installation settings and start
the installation process

1. Click Install tobegin the installation.

2. Wait for the installation process to complete and click Finish toexit the setup wizard.

NE% Weeamn Backup & Replication Console —_ b

Ready to Install

The wizard is ready to begin the Installation.

Installation folder: CAProgram Files\Veeam'\Backup and Replication

Back Install Cancel
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Upgrading Veeam Backup & Replication
Console

To perform upgrade of Veeam Backup & Replication console to version 12, you must be running version 10a
(build 10.0.1.4854) or later on the supported operating system (refer to the System Requirements section of
this document). For information on upgrade from earlier versions, see this Veeam KB article.

Use the Veeam Backup & Replication Console Upgrade wizard to install the product.
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Step 1. Start Upgrade Wizard

To start the upgrade wizard, take the following steps:

1. Download the latest version of the Veeam Backup & Replication installation image from the Veeam
Product Downloads page.

2. Mount the installation image to the machine where the Veeam Backup & Replication console is installed,
or burn the image file to a flash drive or other removable storage device. If you plan to upgrade the
Veeam Backup & Replication console on a VM, use built-in tools of the virtualization management
software to mount the image to the VM.

To extract the content of the ISO, you can also use the latest versions of utilities that can properly extract
data from ISO files of large size and can properly work with long file paths.

3. After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Upgrade.

Veeam Backup & Replication 12

Part of Veeam Availability Suite
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Step 2. Select Component

At this step of the wizard, select Upgrade Veeam Backup & Replication Console.

To open Veeam Help Center from the upgrade wizard, click View Documentation.

E-'a Weeam Backup & Replication —

N_l n Backup & Replication

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

4
o]

Upgrade Veeam Backup & Replication Console

Weeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

i

© View Documentation
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Step 3. Read and Accept License Agreement

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as
license agreements of 3rd party components that Veeam incorporates and license agreements of required
software. To accept the license agreements and continue installing the Veeam Backup & Replication console,
click I Accept.

i% Weeam Backup & Replication Console — X

License Agreement
Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "l Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agreement and licensing policy
= Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software
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Step 4. Review Components

At the Upgrade step of the wizard, you can review the components that will be upgraded.

To also upgrade the the remote components after the Veeam Backup & Replication server is upgraded, select
the Update remote components automatically check box.

NE% Weeamn Backup & Replication Console - X
Upgrade
Review Veeam Backup & Replication Console components to be upgraded.

Product Version

Weeam Backup & Replication Console 11.0.0.837 — 12.0.0.1420

Back Cancel
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Step 5. Install Missing Software

At the System Configuration Check step of the wizard, the setup wizard checks if the required software is
installed on the machine. If some of the required components are missing, the setup will try to install them
automatically. After the components are successfully installed, reboot is required. To reboot the machine, click
Reboot.

If the setup wizard cannot install some of the required software components automatically, install them
manually and click Retry.

NOTE

If all required software is already installed on the machine, the System Configuration Check step will be
skipped. For more information on the necessary software, see System Requirements.

NE% Weeamn Backup & Replication Console —_ b

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel
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Step 6. Begin Upgrade

At the Ready to Upgrade step of the wizard, click Upgrade tostart the upgrade process.

Wait for the upgrade process to complete and click Finish toexit the wizard.

i% Weeam Backup & Replication Console — X

Ready to Upgrade

The wizard is ready to begin the Upgrade.

Back Cancel
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Repairing Veeam Backup & Replication
Console

If some of the Veeam Backup & Replication console components are damaged, you can try repairing the
Veeam Backup & Replication console installation. To repair the Veeam Backup & Replication console, use the
Veeam Backup & Replication setup wizard. The wizard will re-install the Veeam Backup & Replication console
components over the existing installation. It will replace broken or missing files, restore shortcuts and registry

values.

IMPORTANT

If you have any problems repairing the Veeam Backup & Replication console, contact Veeam Customer
Support.

To repairthe Veeam Backup & Replication console installation, take the following steps:

1.

2.

Start the setup wizard
Select the Veeam Backup & Replication console as a component to repair
Select the Repair option

Begin installation
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Step 1. Start Setup Wizard

To start the setup wizard, take the following steps:

1.

Download a Veeam Backup & Replication installation image from the Veeam Product Downloads page.

The build number of the image file must be the same as your current installation build. You can check the
Veeam Backup & Replication console build number in the Programs and Features tool.

Mount the installation image to the machine where the Veeam Backup & Replication console is installed,
or burn the image file to a flash drive or other removable storage device. If you plan to repair the

Veeam Backup & Replication console on a VM, use built-in tools of the virtualization management
software to mount the image to the VM.

To extract the content of the ISO file, you can also use the latest versions of utilities that can properly
extract data from ISO files of large size and can properly work with long file paths.

After you mount the image or insert the disk, Autorun opens a splash screen. If Autorun is not available or
disabled, run the setup.exe file from the image or disk.

4. Click Install.

Veeam Backup & Replication 12

&

. ;\f —

S 7

- - >
¥ o

Install
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Step 2. Select Component

At this step of the wizard, select Install Veeam Backup & Replication.

To open Veeam Help Center from the wizard, click View Documentation.

E-'a Weeam Backup & Replication —

N_l n Backup & Replication

Install Veeam Backup Enterprise Manager

Weeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

4
o]

Upgrade Veeam Backup & Replication Console

Weeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

i

© View Documentation
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Step 3. Select Repair Option

At the Maintenance Mode step of the setup wizard, select the Repairoption and click Next.

i% Weeam Backup & Replication Console — X

Maintenance mode

Change your installation of Veeam Backup & Replication Conscle.

@ x Repair

Repair installation errors in the program.
This option fixes missing or corrupted files, shortcuts and registry entries.

O X Remove

Remove Veeam Backup & Replication Console components from your system.
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Step 4. Begin Installation

At the Ready to Install step of the wizard, click Install to start the repair process.

The setup wizard will re-install the Veeam Backup & Replication console components. Wait for the installation
process to complete and click Finish toexit the setup wizard.

NE% Weeamn Backup & Replication Console —_ b

Ready to Install

The wizard is ready to begin the Installation.

Back Install Cancel
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Installing Veeam Backup & Replicationin
Unattended Mode

You can install Veeam Backup & Replication in the unattended mode using the command line interface. The
unattended installation mode does not require user interaction. You can use it to automate the installation

process in large deployments.

IMPORTANT

When upgrading Veeam Backup & Replication in the unattended mode, most of the system checks that are
performed during the manual upgrade are omitted. Therefore, before performing the upgrade in the
unattended mode, make sure that you have checked all the prerequisites specified in the Upgrade
Checklist. Also ensure that all the components of your infrastructure correspond to the System

Requirements.

Installation Order

Veeam Backup & Replication components must be installed in the order specified below. The order depends on
the type of server that you plan to deploy: backup server or Veeam Backup Enterprise Manager server.
Backup Server

If you want to deploy the backup server (server running Veeam Backup & Replication), you must install
components in the following order:

1. Veeam Backup Catalog
2. Veeam Backup & Replication Server
3. Veeam Explorers:
o Veeam Explorer for Active Directory
o Veeam Explorer for Exchange
o Veeam Explorer for SharePoint and Veeam Explorer for Microsoft OneDrive for Business
o Veeam Explorer for Microsoft SQL

o [Optional] Veeam Explorer for Microsoft Teams (required for self-service Veeam Backup for Microsoft
365 restores that take place through Cloud Connect Service Provider)

o Veeam Explorer for Oracle
o Veeam Explorer for PostgreSQL

4. [Optional] If you are planning to use the Agent Management feature, install the following components
(depending on the management OS):

o Redistributable package for Veeam Agent for Microsoft Windows
o Redistributable package for Veeam Agent for Linux

o Redistributable package for Veeam Agent for Mac

For more information about Veeam Agents, see the Veeam Agent Management Guide.
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5. [Optional] If you are planning to use AWS Plug-in for Veeam Backup & Re